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AGREEMENT BETWEEN
THE SCHOOL BOARD OF CITRUS COUNTY, FLORIDA
AND

The Computing Technology Industry Association, Inc.

FOR ONLINE EDUCATION SERVICES

THIS AGREEMENT (“Agreement’) is entered into by.and between The School Board of
Citrus County, Florida, a political subdivision of the: State of Florida.and a body
corporate pursuant to §1001.40, Florida Statutes, whose.address is: 1007 W, Main
Street, Invermness, Florida 34450, hereinafter refeired to-as “CCSB” or“Schoeol and

The Computing Technology Industry Association, Inc: a Connecticut Corporation
registered to do business in the State.of Flarida, whose principal address is 3500 Lacey
Road, Suite 100, Downers Grove, IL. 60515, hereinafter referred fo as “Contractor” ot
“Provider” (each a “Party” and collectively referred to as the “Parties”).

WHEREAS, CCSB in interested in utilizing the Coniractor's software license,
hosting,implementation, and training services foreducatiorial technolegy produets; and

WHEREAS, Florida Adminisirative Code 6A-1.0102(14) authorizes district.school
boards to acquire information technology as defined in Flotida Statute §282.0041(14) by
direct negotiation and contract with the Contracior as best fits the needs of the school
district as determined by the district school board; and

WHEREAS, Contractor desites to provide their software license, hosting,
implementation, and training services for Withlacoochee Technical College, 1201 W.
Main Street, Invemess, FL 34450.

NOW, THEREFORE, in consideration ofthe premises-and of the mutual covenants
contained herein and other good and valuable consideration . the receipt and sufficiency
of which is hereby acknowledged, the Parties hereby agree as follows:

4

1. Incorporation of Recitals. The forgoing recitals (WHEREAS CLAUSES) are true
and correct and are incorporated herein by reference.

2. Terms of Agreement. The term of this Agreement shall commence on July 1,
2023; and confinue until June 30, 2024. Notwithstanding any other termination
referenced herein or attached herelo, the School Board reserves the right to
terminate this Agreement within 30 days prior fo the start of each fiscal year (July
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31

1) during the term of this Agreement without cause or subject to any penaltiesor
additional obligations.

Statement of Work. The Coniractor shall provide software license, hosting;
implementation, and training services (‘Products” and “Services”) as ouflined in
Attachment B, Company’s Quote, which. is incorporated in the Agreement by
referencé. Additional sefvices and products may be offered through separate
statements of work or proposals, all of which are subject to the terms and
conditions of this Agreement and all Exhibits. In the eventof a conflictof interest
between the terms and conditions of this Agreemerit and any exhibits or
attachments, the terms. and conditions of this Agreement shall prevail, and the
following order of precedence shall be observed:

This Service. Agreement.

3,2. Attachient A — Student Data Privacy Agreement.(May not be needed, then

3.3

4.

quote becomes.A...}

Attachment B— Quote

Payment & Compensation. The Contractor shall provide servicesin accordance
with Aftachment B, Company's Quote, the fotal compensation under this
Agreement shall riotexceed Twenty Thousand Three Hundred Fifty and 00/100
DOLLARS {$20,350.00).Paymentwill be made in accordance with. Section 218.70,
Florida Statutes, et. seq., the Local Government Prompt Payment Act.

CCSB Administrator. The CCSB Administratorassigned to-act on behalf of CCSB
in all matters perfaining o this Agreement.and to authorize services, accept and
approve all reporis, drafts, products, or invoices: is' David Roland, Director,
Withlacoochee Technical Cellege.

Background Screening: In the event the requirements include the need for
Contractor to visit schools with students present, Contractor agrees to comply with
all requirements of Sections 1012.32 and 1012.465, Florida Statutes,andall of its:
personnel who. (1) are fo be. permitted access. fo school groun ds-when studenis.
are present, (2) willhave direct contact with 'students, or (3) haveaccess or control
of school funds; will successfully complete the background screening required by
the referenced statutes and meet the standards established by the statutes. This
background screening will be conducted by CCSB in advance of Contractoror ifs
personnel providing any services tinder the conditions:described in the previous
sentence. Contractor shall bear the cost of acquiring the background screening
required by Secfion 1012.32, Florida Statutes, and any fee imposed by the Florida
Department of Law Enforcement to maintain th:efingerpri_n’tsprpvided,Wiih respect
to Contraciorand its-personnel. The Parties agree that the failure of Confractorfo
perform any of the duties described in this section shall constitute a maferial
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breach of this Agreement entitling CCSB to terminate this Agreement immediately
with no- further responsibilities or duties to perform under this Agreement.
Confracter agrees to indemnify and hold harless CCSB, its officers and
employees resulting from liability of ¢laims made by any person who may suffer
physical or mental injury, death or property damage resulting in the Confractor's
failure to. comply with the requirements of this Section or with Sections 101232
and 1012.465, Florida Statutes.

7. Child Neglect. The Contractor and its: employees shall be subject to the
requirements.of §39.201, Florida Statute that requires:the reporting of child abuse
or child neglectto the State of Florida, Departmerit of Children and Families via
the Florida Abuse Hotline: 1-800-962-2873.

8. Indemnification. The Contractor agrees to indemnify, hold harmless.and defend
CCSB, its officers, employees; agents andrepresentatives from any andall claims,
judgments, costs, and expensesincluding, butnotlimited to, reasonable attomey’s
fees, réasonable investigative and discovery costs, court costs and all other sims
which CCSB, its officers, employees, agents and representatives may pay or
become obligated to pay on account of any, all and every claim. or démand, er
assertion of liability, orany claim or action founded th erebn, arising or alleged to
have:arisen out of the products, goods or services furhishied by the Coenfractor, its
agents, servants or employées; the equipment of the Contractor, its: agents,
servanis or employees while such equipmentis on premises owned or confrolled
by CCSB;or the negligence of the Contractor or the negligence of thie Confractor's
agents when acting within the scope of their employment, whether such claims,
judgiments, costs and expenses. be for damages, damage fo property including
CCSB's property, and injury or death of any person whether employed by the
Contractor, CGSB or otherwise.

9. Insurance. Contractors and vendors will provide a certificate(s) evidencirg such
insurance coverage to the extent listed in Seclions 1-6 below before
commencementof work.

Insurance listed in Section1 below is required of all Centractors:and vendors:
CCSB shallbenamed asan additional insured tothe Commercial General Liabilify
insurance policyon a form ho mofe restrictive than ISO form €G 20 10 (Addifional
insured — Owners, Lessees, or Coniractor). If CGSB is:not named as additional
insureds then CCSB reserves the right to-terminate this Agreement.

Insutance listed in Section 2 below: All Contracters engaging in constructioni-
related activities, as defined by 440.02(8) Florida Statutes, on béhalfof CCSBare
required to- carry this insurance to the limit listed below. All non-constructon
Contractors whose work forCCSB in¢ludes products orservices, and the value of
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these products or services in excess of $25,000 are requifed to carry this
insurance to thelimit listed below.

Insurancelisted in Section 3 below: Any Contractoror vendor transporting district
employees, delivering, or transporting district ownéd equipment or property, or
providing services:or equipmentwhere a reasonablé person would believe CCSB
is responsible for the work of thé Contractor from portal to portal is required to
carry this insurance to the limit listed below.

Insurancelistedin Section.4 below: All non-construction Contractorsand vendors
that have ohe or mofe empleyees or subcontracts any portion of their work to
another individual or company are required o have workers’ compensation
insurance, For contracts of $25,000 or more, no State of Florida, Division of
Workers' Compensation, Exemption formis will be accepted. All Contractors
engaging in construcfion-rélated. activiies, as defined by 440.02(8) Florida
Statutes, on behalf of CCSB are réduired to have workers’ compensatian
insurance. All entities and individuals required to. have. workers compensation
insurance-must purchase a commercial workers' compensation insurance policy.
to the limits listed below. The Workers” Compensation policy must be endorsed
to waive the insurer'sright to subrogate against CCSB, and its board members,
officers and erfiployees in the mannerwhich would resulifrom the attachment of
the NCCI Waiver Of Our Right To Recover From Others Endorsement (Advisory
Form WC 00 03 13). |

insurance as listed in Section 5 below: All Contractors: providing professional
services including but not limited to architects, engineers, attoreys, auditors,
accountants, efc. are required fo.have this insurance to the limiis listed below.

Insurance ‘as listed in Section 6 below: All Conftractors. or vendors providing
software shall cover; at a minimum, the following:

» Data Loss and System Damage Liability

s Security Liability

s Privacy Liability

« Privacy/Security Breach Response Coverage, including Notification
Expenses

Such Cyber Liability coverage must be provided on an Occurrence Form or, if or
a Claims Made Form, the retroactive dafe must be no later than the first date of
the Agreement and such claims-made coverage must respond fo: all claims.
reported within three (3) years folléwing the period for which coverage is required
and which would have been covered had the coverage been on an gecurrence
basis.
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All Confractors will caiy and maintain policies as described in Sections 1to0 6
above and s chacked offin the box-to the leftof Section 1 to 6 below. All required
insurance must be from insurance cariersthat have a rating of “A” or better anda
financial sizecategory of “VII" or higheraccording to the A, M. Best Companiy. All
required insurance policies must be endersed io provide for notification to. CCSB
thirty (30) days in advance of any material change in coverage or cancellation.
This is.applicable to the procurement and delivery of products, goods, or services
fumished to the School Board of Citrus County, Florida.

The Confractor shall, within tHirty (30) days after receipt of a written requestfrom
CCSB, provide CCSB with a certified copy or certified copies of the policy or
policies providing the coverage required by this provision. The Contractor may
redact or omit, or cause o be redacted or omitted, those provisions of the policy
or policies which are not relevant fo insurance required by provision 2.4.

[ | 1. | Commercial .Genéral Liability Insurance:
"Bodily Injury-and Property Damage Per Occlirrence $1,000,000
General Aggregate, $2,000,000

[ |2. | Product Liability and/or Completed Oper_ati‘o_p's lnsurance:
' Bodily Injury and Property Damage Per Qccumence $1,000,000
VG'enera] Aggregate $2,000,000

13 | 3. | Automotive, Liability:

Bodily Injury, and Property Damage: Combiried Single Limit (each $1,000,000
accident}

[ | 4. | Workers® Compensation/Employer's’ Liability:

W.C. Limit Required* Stafutory Limits
E.L: Each Accident ' $500,000
E.L. Disease — Each Employee $500,000
E.L. Disease — Policy Limit $500,000

K | 5. | Professional Liability Insurance. (Errors: and. Omissions}:

Forservices. goods erprojectsthat willexce2ad $1,000,000 invaluss over a year.
Each Claim’ ’ $1,000,000

7 Annual Aggregate $2,000,000

52 | 8. | Cyber Liability and Data: Storage:

Each Claim: $1,000,000
Annual Aggregate $1,000,000
Agreement.heiween the School Board of Citrus Counly, Florida and Page |50f 24
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Except as otherwise specifically authorized in this Agreement, no deductible or
self-insured. retention for aiy required insurance provided by the Contractor
pursuantto this Agreement will be allowed. To the extentany required insurance
is subject to any deductible or self-insured retention (whether with of without
approval of CCSB), the Contractor shali be responsible for paying on behalf of
CCSB (and any other person or organization that the. Contractor has, in this
Agreement, agreed fo include as an insured forthe required insurance) any such
deductible or self-insured retention.

The Confractor shall cortinue to maintain producisfcampleted rop‘erat'ions
coverage inthe amounts stated above for a period of three (3) years afterthe final
completion of the Work.

Professional Liabilify coverage must be maintained in the damounts stated above
for a two-year period following complefion of the contract.

Compliance with these insurance requirements shall not limit thve liability of the
Contractor, iis subcontractors, sub-subcontractors, employees or agenfs,.‘ Any
remedy provided to, CCSB oi CCSB’s board members, officers or employees. by.
the insurance provided by the Contracfor shall be-in addition to and fotin lieu of
any otherremedy (including; butnotlimited o, as an indemniteeofthe Contractor)
available fo CCSB under this Agreement or ctherwise.

Neither approval nor failure to disapprove insurancefumishedby the Contractor
shallrelieve the Contractor from the respansibility to provide insurance as required
by this Agreement.

10.No Waiver of Sovereign Immunify. Nothing hereir is iniended to serve as a

11.

waiver of sovereign immunity by any agency or political subdivigion to which
sovereign immunity may be applicable.

No Third-Party Beneficiaries. The Parties expressly acknowledge that it is not
theirinteiitto create or conferany rights to or obligations upon any third person 6r
enfity underthis Agreement. None of the Parties intend fo direclly or substantially
benefita third party by this Agreemeni. The Parties agree that there are no third-
party beneficiaries to this Agreement and that no third party shall be entitled fo
assert. a claim against any of the: Parties based upon this Agreement. Nothing
herein shall be constried as consentby an agency or palitical subdivision of the
State of Florida fo be sued by third Parties forany matter arising out of this orany
other contract.

412.Access. to and Retention of Documentation. The CCSB, the Unifed Stales

Depariment of Education, the Compiroiler General of the United States, the Florida:
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13¢f

134

13.2

13.3.,

13.4..

Department of Education or any of theirdulyauthorized representatives shallhave
access;ta any books, documents, papers, and records of the Contractor which are
directly pertinent to work and services to be performed under this: Agreement for
the purpose of audit, examination, excerpting and transcribing. The Parties will
retain all such required records, and records required underany state or federal
rules, regulations orlaws respecting audit, fora period of fouryears afterthe CCSB
has made final payment and all services have been performed under this
Agreement.

Contractor’s Public Records. Public Records ActiChapter 119
Requirements. Contractor agrees to comply-with the Flerida Public Records Act
(Chapter 119, Florida Statutes) fo the fullest extent applicable, and shall, if this
engagement is one for which services are provided, bydoing the- followmg

Confractorandits.subcon tractors shali keep and maintain publierecords required
by the:CCSB to perform the service:

Gontractor and its subcontractors shall upon request from the CESB's custodian
of public records, providé the CCSB with a copy of the requested records or allow
the records 1o be inspected or copied within areasonablefime ata cost thatdoes
not exceed thatprovided in chapter 119, Florida Statutes oras otherwise provided
by law;

Contractor andits subcontractors shallensure that publicrecordsthat are exempt
or that are confidential and exempt from the public. fecords disclosure
requirements are notdisclosed exceptas authorized by law for the duration ofthe
contract term and following completion of tHe contract if the Confractordoes not
transferthe records fo the CCSB;

Contractor and its subcontractors upon completion of the: contract shalltransfer
fo the CCSB, at no cost, all public records in possession of thie Contractor and its
subgohtractors ar keep: and maintain the public records required by the CCSB o
petrform the service. If the Contractor and its subconiraciors transfer all public
records to the CCSB upon completion of the contract, the Contractor and its
subcontraciors shall destroy any duplicate public records that are exempt of that
are confidential and exempt from the publicrecords disclostre requirements. If
the Confractor and its subconiractors keep and maintain publie records, upon
completion of the coniract, the Contractor and its subcontractors shall meet all
applicable requirements for retaining public- records. All records: stored
electroriically must be provided to the CCSB, upon request from the CCSB's
custodian of public records, in a format that is: compatible. with the information
techinology systems:of the CCSB.
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13.5.

13.6.

13.7.

14.

15.

16.

17

The Parties agree that if the Contractor and its subcontractors fail to comply with
a public records request, then the CCSB must enforce the Agreement provisions
in accordance with the Agreement and as required by Section 119.0701, Florida
Statutes.

The failure of the Contractor to comply with the provisions set forth herein shall
constitute a default and material breach of this Agreement, which may resultin
immediate termination, with no penalty to CCSB.

IF CONTRACTOR HAS QUESTIONS REGARDING THE
APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO
CONTRACTOR’S DUTY TO PROVIDE PUBLIC RECORDS
RELATING TO THE AGREEMENT, CONTACT THE CUSTODIAN
OF PUBLIC RECORDS, THE PUBLIC INFORMATION AND
COMMUNICATIONS OFFICER, EMAIL ADDRESS:

BLAIRL@CITRUS.K12.FL.US AND
PUBLICRECORD@CITRUSSCHOOLS.ORG; TELEPHONE

NUMBER: 352-726-1931 ext. 2211, 1007 W. MAIN STREET,
INVERNESS, FLORIDA 34450.

Non-Discrimination. The Parties shall not discriminate against any employee or
participantin the performance of the duties, responsibilities, and obligations under
this Agreement because of race, age, religion, color, gender, national origin,
marital status, disability or sexual orientation.

Termination. This Agreement may be canceled with or withoutcause by CCSB

during the term hereof upon thirty (30) days written notice to the other party of its
desire to terminate this Agreement.

Records. Each Party shall maintain its own respective records and documents
associated with this Agreement in accordance with the records retention
requirements applicable to public records. Each party shall be responsible for
compliance with any public documents request served upon it pursuantto Section
119.07, Florida Statutes, and any resultant award of attorney’s fees for non-
compliance with that law.

Entire Agreement. This document incorporates and includes all prior
negotiations, correspondence, conversations, Agreements and understandings
applicable to the matters contained herein and the Parties agree that there are no
commitments, Agreements or understandings conceming the subject matter of this
Agreementthatare notcontainedin thisdocument. Accordingly,the Parties agree
that no deviation from the terms hereof shall be predicated upon any prior
representations or Agreements, whether oral or written.
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18.Amendments. No modification, amendment, or alteration in the terms or

conditions contained herein shall be effective unless contained in a written
document prepared with the same or similar formality as this Agreement and
executed by each party hereto.

19.Preparation of Agreement. The Parties acknowledge thatthey have soughtand

obtained competent advice and counsel as was necessary for them to form a full
and complete understanding of all fights and obligations herein and that the
preparation of this Agreement has been their joint effort. The language agreed to
herein express their mutual intentand the resulting documentshall not, solely as
a matter of judicial construction, be construed more severely againstone of the
Parties than the other.

20.Waiver. The Parties agree that each requirement, duly and obligation set forth

21.

herein is. substantial and important to the formation of this Agreement and,
therefore, is a material term herein. Any party’s failure to enforce any provision of
this Agreement shall not be deemed a waiver of such provision or modification of
this Agreement. A waiver of any breach of a provision of this Agreement shall not
be deemed a waiver of any subsequentbreach and shall notbe construedto be a
modification of the terms of this Agreement.

Compliance with Laws. Each party shall comply with all applicable federal and
state laws, codes, rules and regulations in performing its duties, responsibiliies
and obligations pursuant io this Agreement.

22.Governing Law & Venue. This Agreement shall be interpreted and construed in

accordance with and governed by the laws of the State of Florida. Any
controversies or legal problems arising out of this Agreement and any action
involving the enforcement or interpretation of any rights hereunder shall be
submitted to the jurisdiction of the State courts of Citrus County, Florida.

23.Binding Effect. This Agreement shall be binding upon and inure to the benefitof

the Parties hereto and their respective successors and assigns.

24, Assignment. Neither this Agreement nor any interest herein may be assigned,

transferred or encumbered by any party withoutthe prior written consent of the
other party. There shall be no partial assignments of this Agreement including,
without limitation, the partial assignmentof any right to receive payments from
CCSB. This contract may not be assigned by the Contractor in any fashion,
whether by operation of law, or by conveyance of any type, including without
limitation, ransfer of stock in Contractor, without the prior written consentof the
CCSB which consent the CCSB may withhold in its sole discretion.

25.Force Majeure. Neither party shall be obligated fo perform any duty, requirement

or obligation under this Agreement if such performance is prevenied by fire,
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hurricane, earthquake, explosion, wars, sabotage, accident, flood, acts of God,
strikes, or other labor disputes, riot or civil commotions, or by reason of any other
matter or condition beyond the coritrol of either parly; and which cannotbe
overcome by reasonable diligence and without unusual expense ("Force
Majeura”). Inho eventshall alack of funds on the part of either party be deemed
Force Majeure.

26.Severabilify. In case any one or more of the provisions contained in this
Agreement shall for any reason be held to be invalid, illegal, unlawful,
unenforceable or veid in any respect, the invalidity, illegality, unenforceability or
unlawful orvoid nature of thatprovision shall not afféctany other provision and this
Agreement shali be considered as if.such invalid, illegal, unlawful, unenforceable
or void provision had never been included herein.

27.Notice. When anycfthe Parties desire'to give noticeto the other, such noficemust
be in wiiting, sent by U.S. Mail, postage prepaid, addressed fo the party for whom
it is intéhded at the place last specified; the place for giving notice shall rémain
such untilitis changed by written notice in compliancewith the provisions of this
paragraph.. For the present, the Parties designate the following as the respective
places for giving noticer

To CCSB: The School Board of Citrus County, Florida
clo Superintendent of Schools
1007 W. Main Street
Inverness, Florida 34450

With a Copy ta: Director of Withlacoochee Tech nical College
1201 W. Main Street
Invemness, Florida 34450

And

Directory of Technology
3741 West Educational Path
Lecanto, Florida 34461

To: Contractor ATTN; CompTIA Legal
CompTIA
3500 Lacey Rd, Ste 100
Downers Grove, IL. 60515
legal@comptia.org
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28.Captions. The captions, section numbers, article nambers, tile and headings
appearing in this Agreement are: insertéd only as a matfer of convenience and in
no way define, limit, construe or describe the scope or intent of such articles or
sections of this. Agreement, norin any way effectthis Agreement and shall notbe
construed to create a conflict with the provisions of this Agreement.

29, Authority. Each person signing this Agreement on behalf of either pary
individually warrants that he or she has full legal authorily to execute this
Agreement on behalf of the party forwhom he or she s signing, and-to bind and
obligate such party with respect to all provisions contained in this Agreement.

30.Excess Funds. Any parly receiving funds paid by CCSB under this Agreement
agrees to promptly niotify CCSB of any funds erroneously received from CCSB
upon the discovery of such efroneous paymentor overpayment. Any such excess
funds shall be refurided to CCSB with interest calculated from. the date of the
erroneous paymentoroverpayment. Interest shall be calculated usingtheinterest
rate for judgments under Section 55.03, Florida Statutes, applicableat the time the
erroneous payment or overpayment was made by CCSB.

31.Independent Contractor. The Confractor cerfifies that it is an independent
Conftractor and shall not employ, confract with, or otherwise use the services of
any officer or employee of CCSB. The Contractor cerfifies that its owner(s),
officers, directors or agents, or members of theirimmediate family, do riot have an
employee relationship of othérmaterial interest with the CCSB.

32.Conduct While on School Property. The Confractor acknowledges that its
employees andagents willbehavein an appropriate mannerwhileon the premises
of any school facilify and shall at all times conduct themselves in a manner
consistent with CCSB policies -and within. the -discrétion of the premises
administrator (or designee). It is a breach of this Agreement for any agent or
employee of the-Conftractor to behave in @ mannerwhich is inconsistent with good
conductor decorum or {o. behave in any manner that will disrupt the educational
program or constitute any {evel of threat to the safety, health,and wellbeing of any
studentoremployee of the CCSB. The Contractor agrees fo immediately remove
any agent or employee if directed fo do so by the premises administrator or
designee.

33.Copyrights. Contractor and. its subsidiaries.own the copyrights related io the
software, matérials, and content provided under this Agreement. CESB miay hot.
copy, reproduce, alter, disfribute, or create derivative works from Contracior's
software, materials, and content without Contractor's prior written consent.

34.Debarment. By signing this Agreement, Contractor certifies, fo the best of its:
knowledge-and belief, that it and its principals:
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34.1. Are not presently debarred, suspended, proposed. for debament, declared
ineligible, or voluntarily excluded from covered transactions by a federal
department or agency.

34.2. Have not, within the preceding five-year peried, been convicted of or had a civil
judgmentrendered against them for commission offraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (federal,
state or lIocal) transaction or contract underpublictransaction ;violationoffederat
or state anfitruststatutes or commission of embezzlement, theit, forgery, bribery,
falsification ordestruciion of records, makingfaise statements or receiving stolen
property.

34.3. Are not presently indicted or otherwise criminally charged by a governmental
entity-(federal, state or local) withi commission of any of the offensesenumerated
in the preceding paragraph (b).

34.4. Have not within the preceding five-year period had one or more public
transactions (federal, state or local) terminated for cause or default

34.5. Contractor agrees fo notify CCSB within 30 days after the occurfence of any of
the. events, actions, debarments, proposals, declarations, exclusions,
convictions, judgments; indictments, informations, or terminations.as described
in paragraphs 34.1 through 34.4 above, with respect fo Contractor or its
principals.

35. Confidential Student Information. Notwithstandingany provisionto'the contrary
containedin this Agreement between the Contractor and GCSB; Confractor and
its officers, employees, agents, representatives, Contractors, and sub-Contraciors
shall fully comply with the requirements of Section 1002.22 and Section 1002.221,
Florida Statutes; or any other law or regulation, either federal or State of Florida,
regardingconfidentiality of studentinfermation andrecords, Further, Contractor for
itself and iis officers, employees, agents, representatives, Confractors, ér sub-
Contractors, shall fully indemnify and hold the CCSB and ifs officers and
employees harmlessfor any violation of this covenant, including but netlimited to
defending the CCSB and its: officers and employees against any complaint,
administrative or judicial proceeding, payment of any penalty imposed upon the
CCSB or payment of any and all costs(s); damages (s); judgment(s), or loss(es).
incurred by or. imposed upon the CCSB arisingout of the breach of this covenarit
by the Contractor, or an officer, employes, agent, representative, Contractor, or
sub-Contractor of the Confractor to the extent and only to the extent that the
Confracter or an officer, employee, agent, represenitative, Coniractor, or sub-
Contractors of the Conitractor shall either intentionally of negligently violate the:
provisions of this covenant, or Sections 1002.22 or 1002.221; Flerida Statutes.
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This provision shall survive the termination of or completion ef all performance or
obligations underthis Agreement and shall be fully-binding upon Contractor untl
such fime as any proceeding broughton accountof this covenantis bamred by any
applicable staiute.of limitations.

36.Confidentiality of Dataflnformation Provided. CCSB will allow the Contractor
access to limited datafinformation as identified in the Statement of Work as
necessary fo perform the Services and pursuantto the terms of this Agreementin
compliance with FERPA, COPPA, PPRA, 34 CFR 99.31(b) and Florida Statutes
sections 1001.41 and 1002.22 all other privacy statutes asit relates fo data privacy
and security. The Contractor shall only use the data and infermation provided by
CCSB for the purpose specified in the Statement of Work, and shall not disclose,
copy, reproduce of transmit such datafinformation obtained underthis Agreenient
and/or any portion thereof; except as necessaryio fulfillthe Agreementoras may
be required by law. ‘
37.Protection and Handling of Data.
37.1.Data Confidentiality and Security - Confractor shall implement appropriate
measures designed to ensure the cornfidentiality and security of Protected

Information [as required in the Student Data Privacy Agreement aitached herefo
as Attachment A.(delete if no student privacy issues)

37.2.Compliance - Contractor will notknowingly permitany Contractor's personnel to
have access to any CCSB facility or any reeords or data of CCSB-if the person
has been convicted of a crime in connection with (i) a dishonest act, breach of
trust, or money laundering, or has agreed to enter into a pretrial diversion or
similar program in connection with a prosecution for such offense, as described
in Section 19 of the Federal Deposit Insurance Act, 12 U.S.C. §1829(a); or (ii)a
felony. Contractor shall assure that-all contracts with subcontiractors impose
these obligations on the subcontractors and shall monitor the subcontractors’
compliance with such obligations. No subcontractors may be used withoutprior
written consent of CCSB.

37.3.FERPA - To the extent services provided hereunder periain o the access to
student information, Contractor shall adhere to all standards included in the
Family Educational Rights and Privacy Act (FERPA) and Sections 1001.41 and
1002.22, Florida Statutes (the Protection of Pupil Privacy Acts), and other
applicable laws and regulations as they relate to the release of student
information. Notwithstanding the above, it'is understood and agreed that CCSB
shallobtain any necessary consents fron parents or students prior to: providing
studentinformation to Contractor, and CCSB is whlly respensible for providing
annual notice to student$ and parents: of their rights with respect to Florida
Statutes.
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37.4.HIPAA, CIPA, and GLBA - Contractor also agrees to comply with all applicable
state and federal laws and regulations, including Health Information Privacy and
Accountability Act (HIPAA), Children Internet Protection Act (CIPA), and the
Gramm-Leach Bliley Act (GLBA).

a7.5.Data De-Identification ~ Confractor may use aggregate data. only for product

development, research, or other purposes. Gonfractor must have approval of the
CCSB to publish ormarket CCSB data.

37.6.Data Security — Confractor agrees to protect and maintain the security of data
with protection security measures that include maintaining secure environmenis
that are patched with allappropriate security updatesas designated by a relevant
authority (e.g. Microsoft nofifications, etc.) Likewise, CCSB agrees to conformto
the following meastires:to protect-and secure data: '

37.6.1.Data Transmission. Contractor agrees that any and all transmission or
exchange of system application data with CCSB and/or any other Parties
shall take place via secure means, e.g. HTTPS, FTPS, SFTP, or equivalent

3r.6.2.Data Storage and Backup. Contractor agrees thatany and all CCSB data
will be stored, processed, and maintdined solely on designated servers and
that no €CSB data at any time will bée: processéd on or transferred to any
portable or laptop computing deviée.orany portable storage medium, unless
that storage mediumisin useas part of Contractor's designated backup-and
recovery processes. All servers, sforage, backups, and nefwork paths
utilized in the delivery of the service shall be contained within the states,
districts, and teritofies of the United States unless specificallyagreed to in
writing by an CCSB officer with designated data, security, or signature
authority. An appropriate officer with the fiécessary authority can be
identified by the CCSB Director of Technology for any general or specific
case.

Contractor agrees to store all CCSB backup data stored as part of its backup
and recovery processes in encrypted form, using no less than 128 bitkey.

37.6.3. Data Re-Use, Confractor agrees that any and all data exchanged-shallbe
used expressly and solely for the purpeses enumerated in this Agreement.
Data shall not be distributed, repurposed, or shared across oitier
applications, environments, or business units of Coniractor. As required by
Federal law, Contractor further agrees thatno CCSB data of ariy kind shall
be revealed, transmilted, exchanged, or otherwise passed fo other
Contractors or inferested Parfies except as necessaryin order to perform the
Services. Any other fransmission or excharnge of CCSB data is only
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37.7.

37.6.7.

permitted on a case-by-case basis as specifically agreed to in writing by an
CCSB officerwith designated data, security, or signature authority.

37.6.4. End of Agreement Data Handling. Contractor will ensure that District

Data is encrypted and that all device/medium will be scanned at the
completion of any contract or service Agreement andfor research study
or project fo ensure that no District Data, Pll, personal information
andfor student record information is stored on such electronic
devices/medium. Furthermore, Confractor will have in place a service that
will allow Contractor to wipe the hard drive on any stolen laptop or mobile
electronic device remotely and have a protocol in place o ensure
compliant use by employees.

37.6.5. Confractor agrees that upon termination of this. Agreement and requested

by CCSB inwriting it shall erase, destroy, and render unreadable all CCSB
data, and certify in writing that these actions have been completed within
thirty (30) days of the termination of this Agreement or within seven (7)
days of the request of an agent of CCSB, whichever shall come first

37.6.6. If CCSB receives a subpoena, warrant, or other legal order, demand

(including an application for public information filed pursuant to. Florida
public recordslaws, or request seeking Data maintained by Contractor,
the CCSB will promptly provide a copy of the application to Contractor.
Contractor will promptly supply CCSB with copies of records or information
required in order for the CCSB to respond, and will cooperate with the
CCSB's reasonable requests in connection with its response.

Upon receipt of a litigation hold request, Contractor will preserve all
documents and CCSB data as identified in such request, and suspend
any operations that involve overwriting, or potential destruction of
documentation arising from such litigation hold.

Data Breach - Conftractor agrees to comply with the State of Florida Database

Breach Notification process and all applicable laws that require the notification of
individuals in the event of unauthorized release of personally identifiable

information or other event requiring noftification. In the eventof a breach of any.
of Confractor's security obligations or other event requiring nofification under

applicable law (“Notification Event’), Contractor agrees to notify CCSB

immediately and assume responsibility for informing all such individuals in

accordance with applicable law and to indemnify, hold harmless, and defend*
CCSB and its trustees, officers, and employees from and against any claims,

damages, or other hamm related to such Notification Event.
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37.7.1.Mandatory Disclosure of Protected Information - if Contractor becomes
compelled by law or regulation (including securities laws) to disclose any
Protected Information, Contractor will pr'oviﬂde CCSB with written notice
within 72 hours, so that CCSB may seek an appropriate protective order or
other remedy. If a remedy acceptable fo CCSB is not obtained by the date
that Contractor must comply with the request, Contractor will furnish only
that portion of the Protected Information that it is legally required to furnish,
and Coniractor shall require any recipient of the Protected Information to
exercise commercially reasonable efforts to keep the. Protected Information
confidential. As soon as practicable, upon CCSB request, provide CCSB
with a copy of its response.

37.7.2. Remedies for Disclosure of Confidential Information — Contractor and
CCSB acknowledge that unauthorized disclosure or use of the Protected
Information may irreparably damage CCSB. in such a way thatadequate
compensation could not be obtained from damages in an action at law.
Accordingly, the actual or threatened unauthorized disclosure oruse of any
Protected Information shall give GCSB the right to seek injunctive relief
restraining such unauthorized disclosure or use, in addition to any other
remedy otherwise available (including reasonable atforneys' fees).
Contractor hereby waives the posting of a bond with respect to any action
for injunctive relief. Confractor further grants CCSB. the right, but not the
obligation, to enforce these provisions in Confractor's name againstany of
Contractor's employees, officers, board members, owners, representatives,
agents, Confractors, and subcontractors violating the above provisions.

37.7.3. Safekeeping and Security ~ As part of the Services, Coniractor will be
responsible for safekeeping all keys, access codes, combinations, access
cards, personal identification numbers, and similar securily codes and
identifiers issued to Confractor's employees, agents, or subcontractors.
Contractor agrees to require its employees fo promptly report a lostor stolen
access device or information.

37.7.4.Non-Disclosure — Contractor is permitted to disclose Confidental
Information to its employees, authorized subcontractors, agents,
consulfants, and auditors on a need to know basis only, provided that all
such subcontractors, agents, consultants, and audilors have wrilten
confidentiality obligations to Contractor and CCSB.

37.7.5.Request for Additional Protection - From time to time, CCSB may
reasonably request that Contractor protect the confidentiality of certain
Protected Information in particular ways io ensure that confidentiality is
maintained. Contractor hasthe rightto reasonablydecline CCSB’srequest
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37.7.6. Data Ownership- Unless expressly agreed to. the contrary in writing, all
CCSB Data or Pll prepared, by Confractor (or its subcentractors) for the
CCSB will not be disclosed fo any other person or enfity.

37.7.7. Contractor warrants to the CCSB that the CCSB will own all rights, title and
interestin any andall iritellectual property created in the performance of this
Agreementarid will iavefull ownershipand beneficial use thereof, free and
clear of claims:of any nature by any third party including; without limitation,
copyright or patent infringement claims. Contractor agrees to assign and
hereby-assigns all rights, file, and interest in any and all CCSB created
intellectual property created in the performance of the Agreement to the
CCSB,andwill execute anyfuiureassignments orether documents needed
forthe CESB fo document, registef, 'or otherwise perfect such rights.
Notwithstanding the foregoing, Contractor retains all right, tile and
interest in and t{o its software, documentation, training and
implementation matérials ahd other materials provided in connecton
with Confractor's services (collectively, “ContractoriP*). Contractor grants
io the CCSBa personal, nonexclusive license to use the Contractor IP for
its own non-commercial, incidental use as:set forth in the end user license
Agreement accompanying such software :afid as contemplaied herein. All
data of the CCSB remains the propérty of the CCSB.

37.7.8.1t is understood and agréed that the CCSB is the exclusive Ownerof the
CCSRB data and that at ho point in‘time does or will the Contractor become
the Owner of any CCSB Data, Pll or CCSB files, and that should the
Contractor be subjectto dissolution-or insolvency, CCSB data, Pli, or files
will not be considered an asset or property of the Contractor. The CCSB
reserves the right io demand the: prompt rétum of any and all CCSB data
and Pll at any ime and for any reason whatsoever.

38.1llegal Alien Labor. The Parties shall each comply with:all federal and state laws,
including butnet limited to section 448.095, Florida Statues, prohibiting the hiring
and continued employment of aliens notauthorized to work in the United States,
The Parties must not knowingly employ unautherized aliens working underthis
Agreement and should such vidlation occur shall be cause for termination of the
Agresment. The Parfies will utilize the E-verify system established by the U.S.
Department. of Horfieland Security to verify the employment eligibility of its new
employees working underthis Agreement hired during the contract term, and will
furtherin¢lude in all subcontracts for subcantractors performing work or providing
services pursuant fo this Agreement an express written requirement that the
subcontractor ufilize the E-Verify system to verify the employmernit-eligibility of ail
new employees hired by the subcontractorto work underthis Agreement during
the contract term. The Contractor shall receive and retain an affidavitfrom the
subcontractor stating that the subconfractor does not employ, confract with, or
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subcontractwith an unauthorized alien to work underthis Agreement. Contractor's:
knowing failure o comply with this subsection may resuit in termination of the
Agreement and debarment of the Contractor from all public contracts for.a period
of no less than one (1) year.

39.FEDERAL GRANTS TERMS AND CONDITIONS. For any Agreement that
involves, receives or ufilizes. Federal Grants funding, the following terms and
conditions shall be considered a part ofthe Agreementand the Contractoraccepts
and acknowledgesthat it is and will continue fo be in compliance with said terms
and conditions for the term of the award:

39.1. Recovered Materials (2 CFR §200.322) applies to all contracts greater than
$10,000. Confractor must comply with section 6002 of the Solid Waste Disposal
Act, as amended by tie Resource Conseivation and Recovery Act: The
requirements of Section 6002 include procuring only items designated in
guidelines of the Environmental Protection Agency (EPA) at 40 CFR part 247
that contgin the highest percentage of recovered materials practicable,
consistent with maintaining a safisfactory level of competition, where the
purchase price of the item exceeds $10,000.or the value of the quantity acquired
during the preceding fiscal year exceeded $10,000; procuring solid waste
management services in a manner that maximizes energy and resource
recovery; and establishingan affirmative: procurementprogram for procurement
of recovered materials identified in the EPA guidelines.

39:2. Federal Drug Free Workplace. Contractor agrees to comply with the drug-iree
workplace requirements for federal Contractors pursuantto41 U.S.C.A. §8102.

39.3. Byrd Anti-Lobbying Amendment (31 U.S. C. 1352) applies if contract is
greater than or equal to $100,000. Contractor certifies that it has filed the
required certification and that it will nét and has not used Federal appropriated
fundsto pay any person ororganization forinfluencing or attempting to.influence
an dfficeror employee of an agency, a member 6f Congress, officer oremployee
of Cengress, or an employee of a member of Congress in connection with
obtaining-any Federal confract, grant or any other award covered by 31 U.S.C.
1352., Contractor must disclose-any lobbying with non-Federalfundsthattakes
place in connection with obtaining any Federal award.

39.4, Energy Efficiency / Conservation {42 U.S.C. 6201) Contractor agrees to
comply with the mandatory standards and policies relating to energy efficiency
containedin the state energy conservation plan issued in compliance with the.
Energy Policy and Conservation Act (42 U.S.C. 6201).

39.5. Clean Air Act (42 U.S.C. 7401 et seq.) and the Federal Water Pollution
Control Act {33 U.S.C. 1251 et seq.), as amended applies to contracts and
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39.6.

39.7.

39.8.

subgrants in excess of $150,000. Contractor agrees fo comply with all
applicable standards, orders or regulations issued pursuantto the Clean Air Act
(42 U.8.C. 7401-7671q) and the Federal Water Pollution Conirol Actas amended
(33 U.S.C. 1251-1387). Contractor shall repert any and all violations to the
Federal awarding agency and the Regional Office.of the EPA, and nolify CCSB
concurrently within 30 days of notice of the violation.

Remedies For Violation or Breach of Contract. Failureofthe vendorto provide
products ‘within the time specified in the ITB shall resuit in the following: The
Buyer shall notify vendorin writing within five (5), calendardays via the: Vendor
Performance Form and provide five (5) calendardays to cure. If awarded vendor
cannotprovide product, GCSB reserves the right to purchase product from the
next lowest responsive and responsible bidder. The defaulfing vendor may. be:
responsible for reimbursing CCSB for the price differences.

Debarment and Suspension. Gontractor certifies that it complies fully with the
Federal Debarment Certification regarding debarment suspension, ineligibility:
and voluntary exclusion. In accordance with 2 CFR part 180 that imple’men‘t
Executive Orders 12549 and 12689. Furthermore, Confractor certifies that
neither it nor its principals is presently debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily excluded from participation in this
transaction by any federal department or agengy.

Equal Employment Opportunity. During the performance. of this confract,
Confractor agrees as follows:

39,8:1. Contractor will not discriminate against any employee or applicant for

employmentbecause of race, eolor, religion, sex, sexual crientation, gender
identity, or national ofigin. Contractor will take affirmative action to ensure
that applicants are: employed, and that employees are treated during
employment, without regard to their race, color, religion, sex, sexual
orientation, genderidentity, or national origin. Such action shall include, but
notbe [imited to-thefollowing: employment, upgrading,demotion, or fransfer;
recruitment or recruitment advertising; layoff or termination; rates of pay or
other forms of compensaton; and selection for fraining, including
apprenticeship. Confractor agrees fo post inf conspicueus places; available
to employees and applicants for employment, nofices to be provided by the
confracting officer setling forth the provisions of this nondiscrimination
clause.

39.8.2. Confractor will, in allsolicitations or advancementsfor employees placed by

or on behalf of the Contractor, state that all qualified applicants will receive
consideration for employment withaut regard to race, color, religion; sex,
sexual orientation, gender identity, or national origin.
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19.8.3. Contractorwill not dischargeor in any other mannerdiscriminate againstany
employee or applicantfor employmentbecause such employee-or applicant
has inquifed about, discussed, or disclosed the compensation of the
employee or applicantor anotheremployee or applicant. This provision shall
not apply to instances in which an employee who has access fo the
compensation information of otheremployees or applicantsas a part of such
employee’s essential job functions discloses the compensation of such ether
empioyees or applicants to individuals who do nototherwise have access:io
such information, unless such disclosureisin response to a formal complaint
or charge, in furtherance of an investigation, proceeding, hearing, or action,
including.an investigation conducied by the employer, or is consistent with
the Confractor’s legal duty to fumish information.

39.8.4. Contractor will send to -each labor union or representative of workers with
which he has a collective bargaining Agreement or other contract or
understanding; a Record Retentioh-and access requirements to all records.
Contractor will send to each labor unioh or representative of workers with
which he has a collective bargaining Agreement or other confract or
understanding, a nofice, fo be provided by the agency contracting ofiicer,
advising the fabor union: or workers' representative of the Contractor's
commitments under Section 202 of Executive Order No. 11246 of
September 24, 1965, and shall post copies of the notice in conspicuous
places available to employees and applicants for employment.

39.8.5. Contractor will comply with all provisions of Exectutive Order No. 11246 of
Sept. 24, 1965, and of the rules, regulations, and relevant orders of the
Secretary of Labor.

39.8.6. Contractor will furnish all information and reporis required by Executive
Order No. 11246 of September 24, 1965, and by the rules, regulations, and
orders of the Secretary of Labor; or pursuantthereto,and wifi permit access
fo his books, records, and accounts by the confracting agency and the
Secretary of Labor forpurposes of investigation to ascertain compliance with
such rules, regulations, and orders.

39.8.7. In the: event of the Confractor’s noncompliance with the nondiscriminafion
clauses of this contract or with any of such rules, regulations, or orders, this
confract may be cancelled, tefminated, or suspended in whole.orin part and
the Contractor may be declared ineligible for further Govemment contracts
in accordance with procedures authorized in Executive Order No. 1 1246 of
Sept. 24, 1965, arid such other sanctions may be imposed and remedies
invoked as provided in Executive Order No. 11246 of September 24, 1965,
or by rule, regulation, or order of the Secretary of Labor, or as. ntherwise
provided by law.
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39.8.8.Contractor will include: the provisions of paragraphs 39.8 in every
subcontract or purchase order unless exempted by rules, regulations, of
orders of the Secretary of Labor issued pursuantto Section 204 of Executive
Order No. 11246 of September 24, 1965, so that such provisions wiil be
binding upon each subcontractor or vendor. Contractor will take such action
with respect fo any subconfractor purchase order as may be directed by the
Secretary of Labor as a means of enforcing such provisiohs ineluding
sanctions for noncompliance: Provided, hiowever, that in the event the
Confractor becomes. involved in, of is: thréatened with, litigation with a
subconfractor or vendor as a result of such direction, the Contracter may
request the United States to enierinto such litigation to protect the interests
of thé United Stafes.

39.9.Copeland “Anti-Kickback” Act (18 U.S.C. 874 And 40 U.S.C. 276c¢).
Contractor cetlifies that it.is, and will.continueto be, for the term of ttiis contract
in for compliance with the Copeland “Anfi-Kickback” Act (40 U.S.C. 3145), as
supplemented by Department of Labor regulations (29 CFR Part 3, "Contractors
and subcontractors on Public Building or Puiblic Work Financed in Whole or in
Part by Loans or Grants from the Uriited States”). The Act provides thiat each
Contractor-or sub recipiéntmust be prohibited from inducing, by any means, any
person employed in the construction, completion, or repair of publicwork, to give
up anypart of the.compensationto which he orsheis otherwise entitled. The non-
Federal entity must report all suspected or reported viclations to the: Federal
awarding agency-

3910, Davis-Bacon Act, as Amended (40 U.S.C. 276A TO A-7}. Contractor cettifies
that it is, and will confinue forthe term of this contract, to be in compliance with
the Davis-Bacon Act (40 U.S.C. 3141-3144, and 3146-3148) as supplemenied
by Depariment of Labot regulations (29 CFR Part 5, “Labor ‘Standards
Provisions Applicablé t6 Contracts Covering Federally Financed and Assisted
Construction™). In accordance with the statute, the Contracter is herein required
to pay wages to laborers and mechanicsat a rate nof less than the prevailing
wages specified in a wage determination made by the Secrétary of Labor. In
addition, Confractor agrees o pay wagesn otlessthanonce a week. Contractor
must provide a copy of the current prevailing wage determination issued by the
Department of Labor in each solicitation. Contractor acknowledges that the
decision fo award this conftract or suibcontract is conditioned upon the
acceptance of the wage determinatiori which.the Contractoraccepts. Contractor
agrees fo report all suspected or reported violations to the Federal awarding
agency and to notify CCSB concurrently. Contractor certifies that it is, and will
continite to be, for the term of this contract in fisll compiiance with the Copelarid
“Anti-Kickback™ Act (40 U.S.C.-3145), as-suppleriented by Department of Labor
regulations (29 CFR Part 3, “Contractors and Subcontractors en Public Building
or Public Work Financed in Whole orin. Part by Loans or Grants from the Wnited
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States”). The Act provides that each Contractor or sub: recipient must be
prohibited from inducing, by any means, any person employed in the
construction, completion, or repair of public work, to give up any part of the
compensation to which he or she is otherwise entitled. The non-Federal enfity
mustreport all suspected orreported violations to the Federal awarding agency.

39.11. Confract Work Hours and Safety Standards Act (40 U.S.C. 327-333).
Contracior cerlifies that it is, and will.continue forthe term of this caontract, to be
in compliance with 40 W.S.C. 3702 and 3704, as supplemiented by Depariment
of Labor regulations (29 CFR Part 5). Under 40 U.S.C. 3702 of the Act, each
Contractor must be required to coimpute. the wages of every mechanic and
laborer on the basis of a standard work week of'40 hours. Work inexcess of the
standard work week is permissible provided that the worker is compensated at
a rate of not less than one and a haif times the: basic rate of pay for all hours
worked in excess of 40 hoursin the:.work week. The requirements of 40 U.S.C.
3704 are applicable to: construction work and provide that no laborer or
mechanic must be requiredto work in surroundings or unider working. conditions
which are unsanitary; hazardous or dangerous. These requireéinents do. not
apply to the purchases of supplies ormaterials or articles ordinarily available on
the open market, -or contracts fortransportation or frarisrnission of intelligence.

39.12. Health And Safety Standards in Building Trades and Construction
Industry (40 U.S.C. 3784). No laborer or mechanic mustbe required fo workin
stimoundings or under working conditions.which areunsanitary, hazardous, or
dangerous.

19.13. All website or software terms confained in click-through Agreements in:
connection with Contractors services are disclaimed by GCSB to the extent the
terms are in. additiorr to, conflict or are inconsistent with the ferms. of this
Agreement.

40. Authority fo Execute Agreement. Each person signing this Agréemeriton behalf
of either Party in dividu allywarrantsthat he or she. has full legal power fo execute
this Agreement on behalf of the Party for whom he.or she is signing, and fo bind
and obligate-such Parly with respect o all provisions contained in this Agreement

THE PARTIES REPRESENT THAT THEY HAVE THOROUGHLY DISCUSSED ALL
ASPECTS OF THE AGREEMENT AND ADDENDUM WITH THEIR RESPECTIVE
ATTORNEY(S), THAT THEY FULLY UNDERSTAND ALL OF ITS PROVISIONS, AND
THAT THEY ARE VOLUNTARILY ENTERING INTO THE AGREEMENT AND
ADDENDUM WITH THE FULL KNOWLEDGE OF ITS LEGAL SIGNIFICANCE AND
WITH THE INTENT TO BE LEGALLY BOUND BY ITS TERMS.
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IN WITNESS WHEREOF, the Parties hereto have made and executed this Agreement
on the date first above written.

The computing Technology Industry Association, Inc.

Confractor:

~—— DocuSigned by

By: Brian L\af'FréS/

: A
Tile:  chief Financial officer vl

September 26, 2023 o
Date: P

Attachments: (list all attachments with the exact title of the document)
Attachment A, Student Data Privacy Agreement

Attachment B, Quote
Jayne Gubler
Contractor Contact Name:

801-310-6748

Phone Number:

. jgubler@comptia.org
Email Address:
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ATTACHMENT A
AGREEMENT BETWEEN
THE SCHOOL BOARD OF GITRUS COUNTY, FLORIDA

AND
The Computing Technology Industry Association, Inc.

STANDARD STUDENT DATA PRIVACY AGREEMENT

This Student Data Privacy Agreement (“DPA”), -as developed by the Student Data
Privacy Consortium (“SDPC") and as modified by The School Board of Citrus County,

Florida is entered into on the date of full execution (the “Effective Date”) and is entered
intoby and between:

The School Board of Citrus.-C‘oun.tyf Florida, located at 1007 W. Main Street,
nvemess, Florida 34450 (the “LEA")
And The Computing Technology Industry Association, Inic, located af 3500 Lacey RD
Suite 100 Downiers Grove, IL 60515.

WHEREAS, the Provideris providing educational or-digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally
identifiable studentinformation and otherregulated data exchanged between themas
required by-applicable lawsand regulations, such asthe Famlly Educational Rightsand
Privacy Act (“FERPA") at 20.U.S.C. § 1232g (34 CFRPart 99); the Children’s Online
Privacy Protection Act (‘COPPA").at 15U B8.C §6501-6506 (16 CFR Part.312), , and
applicable state privacy laws-and regulat:ons and

WHEREAS:,,'ihe Provider and LEA desire 1o enter iftto.this DPA for the: purpase
of establishing theirrespective obligationsand duties i order to comply with applicable
laws and regulafions.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree
as follows:

1. A desctiption 6fthe Services to be provided, the categories of StudentData that
may be provided by LEA o Pravider, and other information specificto this DPA
are confained in the Standard Clauses hereto.
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2. Special Provisions. Check if Required

If checked, the Supplemental State Terms and attached hereto as Exhibit

“G" are hereby incorporated by referenceinto this DPA in their entirety.
v If checked, LEA and Provider agree to the additional termis or modifications:

set forth in Exhibit *H". (Opfional)

If Checked, the Provider, has signed Exhibit “E” o the Standard

Clauses, otherwise known as Geheral Offer of Privacy Terms

3. In the event of a conflict between the SDPC Standard Clauses, the State or
Special Provisionswill control. ln the eVent there is conﬂict between the terms

Agreemen.t and Provnder Terms of Sewlce C_J[ F’nvacy Pohcy the terms of th1s
DPA shail control.

4. This DPA shallstay in effectforthree (3) years. Exhibit “E” will expire three (3)
years from the date the original DPA was signed.

5. Theselvices i6 be provided by Provider to LEA pursuanttothis DPA are detailed
in Exhibit “A” (the “Services").

6. Notices. All notices or other cofmmitinication required or permitted to be given
hereundermay be given via e-mail transmission, or, first-class mail, sent fo the
designated representatives below.

The designated representative for the- LEA forthis DPA is:

Name: David Roland

Title: Director, Withiacoochee Technical College-
Address: 1201 W. Main Street, Invemess, FL 34450
Phone: (352) 726-2430

Email: RolandD@citrusschopis.org

The designated representative for the Provider for this:DPA is:

phil Pompa
Name:
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) Senior Director, Privacy, CompTIA, 3500 Lacey Road, Suite 100, Downers Gre
Title: ul ! : ’
. 3500 Lacey Road, Suite 100, Downers Grove, IL 60515
Address:
866.835.8020
Phone:

. ppompa@comptia.org
Email:

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: The School Board of Citrus County, Florida.

Signature:

Printed Douglas A. Dodd
Name:

Title: Chairman

Date: Nav. /J“//; 20953

) The Computing Technology Industry Association, Inc.
Provider:

~—— DocuSigned by

Signature: \—

Phil Pompa

Printed
Name:
Title: Senior Director, Privacy, CompTIA, 3500 Lacey Road, Suite 100, Downers Gr
september 26, 2023
Date: :
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STANDARD CLAUSES

Version 1:0
Article 1. ARTICLE I: PURPOSE AND SCOPE

1.

Purpose of DPA. The purpose of this DPA is: to' describe the duties and
responsibilities to protect Student Data including compliance with all applicable
federal, state, and local privacy laws, rules, and regulations, all as may be
amended from time to time.. In performingthe Seivices, the Provider shall be
considered a School Official with a legitimate educational interest, and
performing services otherwise provided by the LEA. Providershall be underthe
direct control and supetvision of the LEA, with respect fo its use of StudentData

. Student Data to Be Provided. In order to perform the Services described

abové, LEA shall provide Student Data as idenfified in the Schedule of Data;
attached herefo as Exhibit “B”.

. DPA Definitions. The definition of terms used in this DPA is found in Exhibit

“C” In the event of a conflict, définitions: used in this' DPA shall prevail over
terms used in any other wiiting, including, but net [imited o the Service
Agreement, Terms of Service, Privacy Policies efe.

Article . ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

1.

Student Data Property of LEA. All Student Data transmitted to the Provider
pursuanttothe Service Agreement is:and will confinue tobe the property ofand
undef the control of the LEA. The Provider further acknowledges and agrees.
that all copies of such Student Data transmitied to the Pravider, including any
modifications oradditions.or any portion thereof from any source, are subject o
the provisionsof this DPAIn the same manneras the original Stu dentData. The
Parties agree thatas between them, &ll rights, including all inteliectual property
rights in and to Student Data contemnplated per the Sefvice: Agreement, shall
remain ihe exclusive properly of the LEA. For the purposes of FERPA, the
Provider shall be considered a Sctiool Official, undeérthe control and direction
of the LEA as it pertainsto the use of StudentData, notwith standing the above.

Parent Access. To. the extent required by law the LEA shall establish
reasonable procedures by which aparent, legal guardian, oreligible studentmay
review Edtication Records and/or Student Data correct erroneous information,
and procedures for the transfer of studentgenerated content. o a personal
account, consistentwith the functionality of services. Provider shall respond in
a reasonably timely manner (and no later than forty-five (45) daysfrom the date
of therequest of pursuianttothe time frame required under state law foran LEA
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{o respond to a parent or student, whicheveris sooner) fo theLEA's requestfor
Student Data in a student's records held by the Provider to view or correct as
necessary. In the eventthata parentof a studentarotherindividual tontacts the
Provider o review. any of the StudentData accessed pursuantfo the Services,
the Provider shall refer the parent or individual fo the LEA, who will follow; the
niecessary and proper procedures regarding the requested information.

Separate Account. If Student-Generated Contentis stored or maintained by
the Provider, Provider shall, at the request of the LEA, fransfer, or provide a
mechanism for the. LEA to transfer, said Student-Generated Content 1o a
separate account created by the student. -

Law Enforcement Requests. Should law enforcement or othér government
entities (‘Requesting Party(ies)’) contact Provider with a request for Student
Data held by the Provider pursuaritto the Services, the Provider shallnofifythe
LEA in advance of a compelied disclosure to the Requesting Parly, unless
lawfully directed by the Requésting Party not to inform the LEA of thie request.

Subprocessors. Provider shall enter into written Agreements with all
Subprocessors performing functions for the Provider in order forthe Provider to
provide the Services pursuant io the Service Agreement, whereby the.
Subprocessorsagree to proiect StudentDatain a mannerno less stringentthan
the terms of this DPA.

Article [l.  ARTICLE lli: DUTIES OF LEA

1.

2.

Provide Data in Compliance with Applicable Laws. LEA shall provide
Student Data for the purposes of obtaining the Services in compliance with all
applicable federal, state, and local privacy laws; rules, and regulations, all as
may be amended from time.to time,

Annual Notification of Rights. [fthe LEA has.a policy of disclosing Education
Records andfor StudentData under FERPA (34 CFR § 99.31(a)(1)), LEA:shall
include a specification:of criteria for defermining who constituiesa school official
andwhat constitutes a legitimate educational interestin its annual noiification
of rights.

. Reasonable Precautions. LEA shall take reasonable precautions to secure

usemames, passwords, and an yother meéans of gaining access o the services
and hosted Student Data.

Unauthorized Access Notfification. LEA shall nofify Provider promplly of any
knowi unauthorized access. LEAwill assistProviderin anyefforts by Provider o
investigate and respond to-any unauthorized access.
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Article IV. ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable federal,
state, and local laws, rules, and regulations pertaining fo StudentData privacy
and securily, all as may be amended from time to time.

2, Authorized Use. The Student Data shared pursuantto the Service Agreement,
including persistent unique idenfifiers, shall be used for no purpose other than
the Services outlined in Exhibit “A” or stated in the Service-Agreementand/or

otherwise authorized under the statutes referred to herein this DPA.

3. Provider Employee Obligation. Provider shall require. all of Provider's
employees and agents who have access fo Siudent Data to comply with all
applicable provisions of this DPA with respect o the StudentData shared under
the Service Agreement. Provider agrees fo require and mainfain an appropriate
confidentidlity Agreement from each-empioyee or.agentwith aceess o Student
Data pursuant o thie Service Agreement.

4. No Disclosure. Provider acknowledges and agrees that it shall not make any
re-disclosure of any Student Data or any: portion thereof, including witheut
limitation, user content or other non~ public information ahdfor personally
identifiable’information containedin the Student Data other than as directed or
penmitted by the: LEA orthis DPA, This prohibition against disclosureshall not
apply to aggregate summaries of De-ldentified information, Student Data
disclosed pursuantto a lawfully issued subpoena or other legal process, or fo
Subprocessors performing services on behalf of the Provider pursuantto this
DPA. Provider will not Sell Student Data to any third party.

(a) De-ldentified Data: Provider agrees not to attempi fo re-identify De-
Identified Student Data. De- Identified Data may be used by the: Provider for
those purposes alfowed under FERPA and the foliowing purposes: (1) assisting
the LEA or other govemmental agencies in conducling research and, other
studies; and (2) research and developmentof the Provider's educational sites,
services, or applications, and to demonstrate the effectiveness of the Services;
and (3) for adaptive leaming purpose and for customized student leaming:

Provider's use-of De-{dentified Data shall.siirvive termiination of this DPA orany
request by’ LEA to tetum or destroy StudentData. Except for Subprocessors,
Provider agrees: notto transfer de-identified StudentDatato any parly unless(a)
that parly agrees in writing not to atiempt re-identification, and (b) prior written
notice hasbeen givento the LEAwhohas provided prior written consentforsuch:
transfer. Prior to publishing any document that names the LEA explicitly or
indirectly, the Provider shall obtain the LEA's written approval of the mannerin

which De-Identified Data is presented.

5. Disposition of Data. Upon written requestfromthe LEA, Provider shall dispose
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of or provide. a mechanism forthe LEA fo transfer StudentData obtained under
the Service Agreement, within sixty (60) days of the date of said request and
according to a schedule and procedure as the Parties may reasonably agree.
Upon fermination of this DPA, if no written request from the LEA is received,
Provider shall dispose of all Student Data after providing the LEA wiih
reasonable prior notice. The duty to dispose of StudentData shall notextend to
Student Data that had been De-ldentified or placed in a separate student
account pursuant to section Il 3. The LEA may employ a “Directive for
Disposition of Data” form, a copy of which isattached hereto as Exhibit “D”. If
the LEA and Provider employ Exhibit “D”, no furtherwritten request or notice
is, required on the part of either party prior to the disposition of Student Data
described in Exhibit “D”.

Advertising Limitations. Provider is prohibited from using, disclosing, or selling
Student Data to (a) inform, influence, or enable Targeted Adverlising; or’ (b)
develop a profile of a student, family member/guardian or group, for any purpose
other than providing the Service to LEA. This section does not prohibit Provider
from using Student Data (i) for adaptive leaming or customized student learning
(including generating personalized leaming recommendations); or (ii) to make
productrecommendations to teachers or LEA employees; or (iii) to notify account
holders about new education product updates, features, or services or from

otherwise using Student Data as permitted in this DPA and its accompanying
exhibits.

Article V. ARTICLE V: DATA PROVISIONS

1.

Data Storage. Where required by applicable law, Student Data shall be stored
within the United States. Upon requestof the LEA, Provider will provide a list of
the locations where Student Data is stored.

Audits. No more than once a year, or following unauthorized access, upon
receipt of a written request fiom the LEA with at least ten (10) business days’
natice and upon the execution of an appropriate confidentiality Agreement, the
Provider will allow the LEA o audit the security and privacy measures that are
in place to ensure protection of Student Data orany portion thereof as it periains
to the delivery of services to the LEA. The Provider will cooperate reasonably
with the LEA and any local, state, or federal agency with oversight authority or
jurisdiction in connection with any audit or investigation of the Provider and/or
delivery of Services to students and/or LEA, and shall provide reasonable
access to the Provider's facilities, staff, agents and LEA’s Student Data and all
records pertaining fo the Provider, LEA and delivery of Services to the LEA.
Failure to reasonably cooperate shall be deemed a material breach of the DPA.

Data Security. The Provider agrees to utilize administrative, physical, and
technical safeguards designed to protect Student Data from unauthorized
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access, disclosure, acquisition, destruction, use, or modification. The Provider
shall adhere fo any applicable law relating fo data security. The provider shall

implement an adequate Cybersecurity Framework based on one of the
nafionallyrecognized standards set forth in Exhibit “F”. Exclusions;variations,
or exemptions to theidentified Cybersecurity Framework must be detailed in an

attachment to Exhibit “H”. Additionally, Provider may choose to further detail
its. security programs -and measures that augment or are in addition to the
Cybersscurity Framework in Exhibit “F”. Provider shall provide, in thé Standard
Scheduleto the DPA, contactinformation of an employee who LEA may contact
if there are any data security concerns orquestions.

4. Data Breach. In the eventof ail unauthorized release, disclosure or acquisition
of Studen{Data that compromises the securify, confidentiality-or integrity of the
StudentData maintained by the Provider the Provider shali provide notification
to LEA within seventy-two. (72) hours of confirmation of the incident, unless
nofification within thistime limit would disruptinvestigation of the iricident by law
enforcement. In such an event, nofification shall be made within a reasonable
time afterthe incident. Provider shall follow thefollowing process:

(1) The security breach notification described above shall include, at a
minimum, the followirig information tothe extent known by the Provider
and as it becomes available:

i. The name and ceniact information of the reporting LEA subject to
this secfion.

i, A list of the types of personal information that were or are
reasonably believed to have been the subject of a breach.

i. If the information is possible to detefmine-at thetime the nolice is
provided, then either (1) the date of the breach, (2) the estimated
date of the breach, or (3) the date range within which the-breach
occurred. The nofification shall also includethe date of the notice.
Whether the nofification was delayed as a result of a law
enforcément investigation, if that information is possible fo
determine at the time the notice is provided;.and

iv.. A general description of the breach incident, if that irfformation is
possible to determine at the fime the notice is provided.

{2) Provider agrees to adhere fo all federal and state requirements with
respect to a data breach related to the Student Data, including, when
appropriate or required, the required responsibilities.and procedures for
notification and mitigation of any such data breach.

(3) Provider further acknowledges and agrees to have a written incident
respanse plan that reflects best practices and is consistentwith industry
standards and federal and state law for responding to a data breach,
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breach of security, privacy incidentor unauthorized acquiisition or use of
Student Data or any portion thereof, including personally identifiable
information and agrees to provide LEA, upon request, with a summary of
said written incident response plan.

(4) LEA shall provide notice @nd facts surrounding the breach to the affected
students, parénts.or guardians.

(5) Inthe eventofa breach-originating fromLEA's use of the Service, Provider
shall cooperate:with LEA to the extent necessary fo expeditiously secure
Student Data.

Article VI. ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “General Offer of Privacy Terms”
(General Offer, attached hereto as Exhibit “E”), be boundby the terms of Exhibit “E”
to any other LEA whosigns the acceptance on said Exhibit. The form is limited by the
terms and conditions described therein.

Article Vil. MISCELLANEQUS

1. Termination. In the eventthateithierParty seeks to terminate this DPA, they may
do so by mutual written consentso longas the Service Agreement haslapsed or
has been terminated. Either party may terminate this DPA and any: service
Agreement.or contract if the other party breaches any terms of this DPA.

2. Effect of Termination Survival. if the Service Agreement is terminated, the
Provider shall destroy all of LEA's Student Data pursuantto Article IV, section
6.

3. Priority of Agreements. This DPA:shall govern the treatment of StudentData
in order to comply with the privacy protections, including those foundin FERPA
and all applicable privacy statutes idenfified in this:DFA. In the eventthere is
conflictbetween the temns of the DPA and the Service Agreement, Terms of
Service, Privacy Policies, or with any other bid/RFP, license Agreement, or
writing, the terms of this DPA shall apply and take precedence. In the eventofa
conflict between Exhibit “H”, the SDPC Standard Clauses, and/or the
Supplemental State Temms, Exhibit “H” ‘will confrol, followed by the
Supplemental State Terms. Except as described In this.paragraph herein, ali
other provisions of the Service Agreement shall remain in sffect.

4. Entire Agreement. This DPA andthe Service Agreement constitute the entire
Agreement of the Parties relating fo the subject mafter hereof and supersedes
all prier communications, representations, or Agreements, oral orwritten; by the
Parlies relating thereto. This DPA may be amended and the.observance of any
provision of this DPA may be waived (gither generally or in any paricular
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instance and either retroactively or prospeciively) only with the signed writien

consent of both Parties. Neither failure nor delay on the part of any Party in

exercisirig any right, power, or privilege hereunder shall operate as a waiver of
such.fight, nor shall any single or partial exercise of any such right, power, or
privilege preclude any furtherexercise thereof orthe exercise of aiy other right,

power, or privilege.

Severability. Any provision ofthis DPA thatis prohibited or unenforceableinany
jurisdiction shall, as to such jurisdiction, be ineffectiveto the extent of such

prohibition or unenforceability without invalidating the remaining provisions of
this DPA, and any such prohibition or-unenforceabilityin ‘any jurisdiction shall

riot invalidate or rénder unenforceable such provision in any other jurisdiction.

Notwithstdriding the foregoing, if such provision‘could be more narrowly drawn
so as notto be prohibited or unenforceablein suchjurisdiction while, aithe.same
time, maintainingthe intent of the Parties, it shall, as to such jurisdiction, be o
narrowly drawn without invalidating the remaining provisions of this DPA or
affecting the validity orenforceability of such prevision in.any other jurisdiction.

. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED

BY AND CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE
OF THE LEA, WITHOUT REGARD TG CONFLICTS OF LAW PRINCIPLES,
EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSNE
JURISDICTION TO THE STATE AND FEDERAL GOURTS FOR THE COUNTY:
OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO THIS
DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY..

Successors Bound: This DPA is and shall be binding upon the respective
successors in interest fo Provider in the event of a merger, acquisition,
consolidation or other business reorganization or sale:of-all or-substantially alt of
the assets of such business In the event.that the Provider ‘sells; merges, or
othenwise disposes of its business to a successor duringthe term of this DPA,
the Provider shall provide'written netice to the LEA nolater tharrsixty (60) days
after the-closing date of sale, merger, or disposal. Such notice shall include a
written ; sSigned assurance that the successor will assume the obligations of the
DPA and any obligations with respect fo Student Data within the. Seivice
Agreement. The LEA hasthe authority fo terminate the DPAf it disapproves of
the successor to whomthe Provideris sellirig, merging, or otherwise disposing
of its business.

- Authority. Each party represents that it is authorized fo bind to the'terms of this

DPA, including confidentiality and desfruction of StudentData and any portion
thereof contained therein, all related or associated institufions, indiyiduals;
employees or Contractors who may have access to the StudentData and/orany.
porfion thereof.

Agreement betweenthe Schoof Board of Citrus County, Florida and Page |Page0of 31
The Computing Techinology. Indilstry Assodiation, Inc.




DoctiSigh Envelope ID: 9B593E29:6048:4BAC:9814-CO7ESF5F42F2

9. Waiver. No delay or omission by either party to exercise any right hersunder
shallbe consfrued as a waiver of any such right and both Parties reserve the
rightto exercise any such right from tims fo. time, as often as may be deemed
expedient.

[THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK]
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EXHIBIT “A”
DESCRIPTION OF SERVICES
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SCHEDULE OF DATA
| B - Checkif
‘Category of Data Elements . Used by
| Your-System
Application Technology [IP Addresses of users, Use-of cookies, etc.
Meta Data - '
Other application technology meta data-Please
specify:
Application Use , . . -
Statistics Meta data on user interaction with. application
Assessment St‘gndardj’zéd test scores X
Observation data
Other assessment data-Please specify:
Attendance Studerit scheiol (dally) attendance data

Student class atiendance data

Communications

Online-communications captured-(emails, blog
entries)

Conduct Conduct or behavioral data
Demographics Date of Birth

Piace of Birth

Gender

Ethnicity or race.

Language information (hative, or primary
[anguage spoken by student)

Agreenient lictween the School Board.of Citrus County, Florida and

The Computing Technology Indusfry Assucigtion; Inc.
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Category-of Data,

Elements

-

Chéck if Used
by Your
Systen

Other demogtaphicinformation-Please specify:

Enroliment

Student school enrollment

Student grade level

Homeraom

Guidance ¢ounselor

Specific curriculum programs

Year of graduation

Other enrollment information-Please specify:

Parent/Guardian
Contact Information

Address

Emdil

Phone

Parent/Guardian iD

Parent ID num-ber (created to link parents to
students).

Parent/Guardian Name

First and/or Last

Schedule

Student scheduled cbﬁurses

Teacher names

Special Indicator

English language learner information

Low income status

Medical alertef health data

@greement between the School Board of Citrus County, Florda and
The Computing Technology Industry-Associafion, Inc.
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, | Checkif Used
iGategory:of Data Elements by Your
System
' Student disability information
Specialized education services (IEP or'504)
Living situations: (homeless/foster care)
Otherindicator information-Please specify:
Student Gontat Address r
Information -
Email '
Phone
Student identifiers Local (School district) 1D number
State D number ‘
Provider/App assigned student ID number
Student app: username
Student app passwords
Student Name First and/or Last <
Student In App Program/application performance(fyping program-
Performance student types 60 wpm, reading program-student
reads below grade level}
Student Program Academic: or extracutricular activities a student
Membership may belong to or participate in
S?U-de“-t Sturvey Student responses to'surveys or questionnaires
Responses
Student work Student generated content; writing, pictures, etc.

Agreement between the School Board of Citrus Cotnly; Florida and

The Computing Technology Industry Association; Inc.
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- ‘Gategory-of Data

Elements

| Checkif Used.

by Your
System

 Other student work data -Please specify:

Transcript

Student course grades

Student course-daia

Student course grades/ performance scores

Other iranscript data - Please specify:

Transportation

Student bus assignment

Student pick up-and/ar drop off location

Student bus card ID number

Other data — Please specify:

Other

Please list each additional data element used,
stored, or collected by your application:

None

No Student Data collected at this time. Provider
will immediately notify LEAif this.designation is no.

longer applicable.

e

Agreement between the School Board of Citius County, Florida and
The Computing Technology. Industry Association; Ific.
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EXHIBIT “C”

DEFINITIONS

De-ldentified Data and De-ldentification: Records and information are consideredto
be De-ldentified when all personally identifiable information has been removed or
obscured, such that the remaining information does not reasonably identify a specific
individual, including, butnot limited to, anyinformation that, alone or in combination is
linkable to a specific student and provided that the educational agency, or other party,
has made a reasonable defermination that a student's identity is not personally
identifiable, taking into account reasonable available information.

Educational Records: Educational Records are records, files, documents, and other
materials directly related {o a studentand maintained by the school or local education
agency, or by a person acting for such school or local education agency, including but
not limited to, records encompassing all the material kept in {he student's cumulative
folder, such as general identifying data, records of atiendance and of academic work
completed, records of achievement, and results of evaluative tests, health data,
disciplinary status, test profocols and individualized education programs.

Metadata: means information that provides meaning and contexi to other data being
collected; including, but not limited to: date and fime records and purpose of creation
Metadata that have been stiipped of all direct and indirectidentifiersare notconsidered
Personally Identifiable Information.

Operator: means the operafor of an intemetwebsite, online service, online application,
or mobile application with actual knowledge thatthe site, service, or application is used
for K—12 school purposes. Any entity that operates an intemetwebsite, online service,
online application, or mobile application that has entered into a signed, writien
Agreement with an LEA to provide a service to that LEA shall be considered an
“operator” for the purposes of this section.

Originating LEA: An LEA who originally executes the DPA in its enfirety with the
Provider.

Provider: For purposes of the DPA, the term “Provider” means provider of digital
educafionalsoftware arservices, including cloud-based services, for the digital storage,
management, and retrieval of StudentData. Within the DPA the term*Provider” includes
the term “Third Party” and the term “Operator” as used in applicable state statutes.

Student Generated Content: The term “Student-Generated Content’ means materials
or content created by a studentin the services including, but not limited to, essays,
research reports, porifolios, creative writing, music or other audio files, photographs,
videos, and account information that enables ongoing ownership. of student content.

Agreement between the School Board of Cifrus County, Florida and Pags |Page 19 of 31
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School Official: For the purposes of this DPA and pursuantto 34 CFR § 99.31(b), a
Schoo! Official is a Contractor-that: (1) Performs an insfitutional service or function for
which the agency or institution woutld otherwise use employees; (2) Is underthedirect
control of the agency or institution with respect to the use and maintenance of Student
Data including Education Records; and (3) Is subject io: 34 CFR: § 99.33(a) governing
the use and re-disclosure of Personally: Identifiable information ‘from Education
Records.

Service Agreement: Refers to the Confract, Purchase Order or Terms of Service or
Terms of Use.

Student Data: Student Data includes any data, whether gathered by Provider or
provided by LEA or its users, students, or studenis’ parenis/guardians; that is
descriptive of the student including, but not limited to, information in the students
educational record or email, first and last name, birthdate, home or other physical

address, telephone number, email address, or other information allowing physical or
online contact, discipline records, videos, test results, special education data, juvenile

dependency records, grades, evaluations, criminal records, medical records, health

records, social security numbers, biometric information, disabilities, socioeconomic
information, individual purchasing behavior or preferences, food purchases; political

affiliations, religiousinformation, text messages, documents, studentidentifiers, search

activity, photos, voice recordings, geolocation information, parents' names, or any
other information oridentification numberthiatwould provide information aboutaspecific
student. StudentData includes Meta Data. StudentData further includes “Personally
[dentifiable Information (Pll)," as defined in'34 C.F.R. § 99.3 and'as.defined underany
applicable state law. StudentData shall constitute Education Records;forthe purposes
of this DPA, and for the purposes of federal, state, and local laws and regulations.

StudentData as specified in Exhibit “B” is confirmed to be collected or processed by
the Provider pursuantto the Services. StudentData-shall notconstitute thatinformation:
that has been anonymized or De-ldentified, or anonymous usage data regarding a
student's use of Provider’s services.

Subprocessor: For the purposes of this DPA, the term “Subpracessor” {(sometimes
referred to as the “Subcontractor’) means a parly other than LEA or Providér, who
Provider uses for data collection, analytics, starage, or other service to operate and/or
improve its service, and who has-access to Student Data.

Subscribing LEA: An LEA that was nof party to the original Sérvice Agreement and
who accepts the Provider’s General Oifer of Privacy Terms.

Targeted Advertising: means. preseniing an advertisement to a student where the
selection of the adveriisement is based on StudentData or inferred over time from the
usage of the operator’s Internet web site, online service or mebile application by such
studentor the retention of such student's online activities or requests over time forthe
purpose of targefing subsequent adverisements. "Targeted Adveéttising” does not

Agreement betweenthe School Board of Citrus County, Florida and FPage |Page20of 31
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include any advertising to a studenton an: Intemet web site based on the content of
the web page or in response fo a student's response or request for infonmation or
feedback.

Third Party: The term “Third Party” meansa provider of digital educational software or
services, including cloud-based services, for the digital storage, management, and
retrieval of Education Records andfor Student Data, asthat term is tised in some state
statutes. However, for the purpose of this DPA, the term “Third Parly” when used io
indicate the provider of digital educational software or'services is replaced by the term
“Provider.”

Agreement between the School Board of Cifrus County, Florida and Pagsg |Page 210of31
The Computing Technolegy Industry Association, Inc.




DocuSign Envelope ID: 9B593E29-6D48-4BAC-3814-CO7E8F5F42F2

EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA

CCSB Provider to dispose of data obtained by Provider pursuantto the terms of the
Service Agreement between LEA and Provider. The terms of the Disposition are set
forth below:

1. Extent of Disposition

X Disposition is partial. The categories of data to be disposed of are set
forth below or are found in an attachment to this Directive:

Data Transfer to Technology Resource Center. Specific instructions
will be with termination of services.

Disposition is Complete. Disposition extends to all categories of data.

2. Nature of Disposition

Disposition shall be by destruction or deletion of data.

X _ Disposition shall be by a transfer of data. The data shall be transferred to
the following site as follows:

Data Transfer to Technology Resource Center. Specific instructions
will be with termination of services.

3. Schedule of Disposition

Data shall be disposed of by the following date:
X As soon as commercially practicable.

By [Insert Date]

4. Signature

Yo. |4, 202 3

Date

ebresentative of LEA

September 26, 2023
5. Verification of Disposition of Data

DocuSigned by:
h Authorized Representative of Provider Date

Agreement between the School Board of Citrus County, Florida and | Page 22 of 31
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EXHIBIT “E”
GENERAL OFFER OF TERMS

1. OFFER OF TERMS

Provider offers the same privacy protections found in this DPA between it and CCSB
(“Originating LEA") which is dated 8/3/23 to any other LEA (“Subscribing LEA") who
accepts this General Offer of Privacy Terms (“General Offer”) through its signature below.
This General Offer shall extend only to privacy protections, and Provider's signature shall
not necessarily bind Provider to other terms, such as price, term, or schedule of services,
or to any other provision not addressed in this DPA. The Provider and the Subscribing
LEA may also agree to change the data provided by Subscribing LEA to the Provider to
suit the unique needs of the Subscribing LEA. The Provider may withdraw the General
Offerin the eventof: (1) a material changein the applicable privacy statues; (2) a material
change in the services and products listed in the originating Service Agreement; or three
(3) years after the date of Provider's signature to this Form. Subscribing LEAs should
send the signed Exhibit “E” to Provider at the following email address:
The Computing Technology

*Provider Name Industry Association, Inc.
DocuSigned by:
Date: 09.25.2023

Printed Name: Phil Pompa

Title/Position: Senior Director, Privacy Counsel
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1. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreementwith Provider, and by its
signature below, accepts the General Offer of Privacy Terms. The Su bscribing LEA
and the Provider shall therefore be bound by the same terms of this DPA for the term
of the DPA between the CCSB and the Provider. **PRIOR TO ITS EFFECTIVENESS,
SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER
PURSUANT TO ARTICLE VII, SECTION 5. **

Citrus County School Board

BY:

Date: 7%‘0, lj{; 2023

Printed Name: Douglas Dodd

Title/Position: Chairman

SCHOOL DISTRICT NAME: THE SCHOOL BOARD OF CITRUS COUNTY, FLORIDA
DESIGNATED REPRESENTATIVE OF LEA:

Name: David Roland

Title: Director, Withlacoochee Technical College
Address: 1207 W Main Street Inverness, Fl 34450
Telephone (352) 726-2430 ext 4313

Number:

Email:

RolandD@citrusschools.org
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Adequate
Frameworks 2/24/2020

EXHIBIT “F”
DATA SECURITY REQUIREMENTS

Cybersecurity

The Education Security and Privacy Exchange (“Edspex”) works in partnership with
the Student Data Privacy Consortium and industry leaders to maintain a list of known
and credible cybersecurity frameworks which can protect digital leaming ecosystems
chosen based on a set of guiding cybersecurity principles* (“Cybersecurity

Frameworks”) that may

be utilized by Provider.

Cybersecurity Frameworks

MAINTAINING ORGANIZATION/GROUP| FRAMEWORK(S)
X National Institute of Standards and | NIST Cybersecurity Framewark Version
Technology (NIST) 1.1
National Institute of Standards and| NIST SP 800-53, Cybersecuriy
Technology (NIST) Framework for Improving Critical
Infrastructure  Cybersecurity (CSF),
Special Publication 800-171
X International Standards  Organization | Information technology — Security
(1ISQ) techniqgues — Information security
management systems (ISO 27000
series)

Secure Controls Framework Council, LLC

Security Controls Framework (SCF)

Center for Internet Security (CIS)

CIS Critical Security Controls (CSC, CIS
Top 20)

Office of the Under Secretary of Defense
for  Acquisition and Sustainment

Cybersecurity Maturity Model
Certification (CMMC, ~FAR/DFAR)

(OUSD(A&S))

Please visit http//www.edspex.org for further details about the noted frameworks.

*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here

Agreement between the School Board of Citrus County, Florida and
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EXHIBIT “G”
Supplemental SDPC State Terms for [State]

Version

[The State Supplementis an optional set of terms that will be generated on an as-
needed basisin collaboration between the national SDPC legal working group.and the
State Consortia. The scope of these State Supplements will be to address ariy state
specificdata privacy statutes and theirrequirements to the extent that they require terms
ifi addition fo or differentfrom the National Standard Clauses. The State Supplemerits
will be written in 2 mannersuchthattheywill notbe edited/updated by individual Parfies
and will be posted on the SDPC website fo provide the authoritative version of the
terms. Any changes by LEAs of Providers will be made in amendment form in an
Exhibit (Exhibit “H” in this proposed structure),]
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EXHIBIT “H”

Additional Terms orMaodifications

THIS EXHIBIT “H™ effective simultaneously with attached Student Date Privacy

Agreement ("DPA”") between The School Board of Citrus County, Florida, (the “Local
Educatien Agency” of “LEA") and The Computing Technology Indusfry Assdciation, Inc:,.
(the “Provider”) is incorporaied in the attached DPA and amends the DPA (and all
supplemental terms and conditions and policies-applicable to the DPA) as follows:

1.

The second WHEREAS CLAUSE i$ amended fo add “the Protection of Pupil Righis
Amendment(“‘PPRA”) at20 U.S.C. 1232h (34 CFR Part 98)" after “15 U.S.C. § 6501~
6506 (16 CFR Part312).

. Paragraph 3 on; the page 2 of the DPA i§.deleted in its entirety and replaced with the

following: In the eventof a conflictbetween the DPA Standard Clauses, the State or
Special Provisions will coritrel. In the event there.is conflictbetween the terms of the
DPA.and any otherwriting; inciuding Provider Terms of Service or Privacy Policy, the
terms of Technology Master Service Agreement, and then this DPA shall control.

. The last sentence of Article i, Paragraph 1 is amended as follows: Provider-agrees

that for purposes of this Agreement, it will be designated a "School Official,” underthe
confrol and direction of the LEA as it perains to the use of Student Data, with
“legitimate educational interests” as those terms have been interpreted and defined
under FERPA. Provider may fransfer student-genérated confent to a separate
account, according to the procedures set forth below. Provider agrees to abide by
FERPA and Fla. Stat. 1002.22 while:performing its service for the LEA.

Article I, Paragraph 2 is amended to add the following: Indemnification. Providershali
indemnify, hold harmless, and defend the-SB:and all of SB’s cumrent, past, and futife
officers, agents, and employees. (collectively, “Indemnified Party”) from and. against
anyand all.causesof action, demands, claims, losses, liabilities, and expenditures of
any kind, includingattorn eys’ fees, court costs, and expenses, including throughthe
conclusion of any appellate proceedings, raised or asserted by any person or enfity
nota party to this Agreement, and caused oralleged to be:.caused, in:whole orin pari,
by anybreach of this Agreement by Provider, third-Parties, or subprocessar(s) related
to Attachment A, Exhibit B (Schedule.of Data), including but not limifed to, failure.to:
notify the SB of any additional students’ Pll collected.and not updated by Providerin
Exhibit B.

5. Arficle I, Paragraph 5 is deleted in its entirely and replaced with the
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following: Provider shall enter into written Agréeements with all Subprocessors

performing funcfions for the Praviderin order for the Providerto provide the Services
pursuant fo the Service Agreement, whereby the Subprocessors: agree o protect
Student Data in a manner consistentwith the terms of this DPA. Provider agrees o
share the Subprocessors names and Agreements with LEA upon LEA’s request,

- Article Il Paragraph 1 is amended to add the following sentence: LEA will allow

Provider-access to StudentData necessary to perforn the Services and pursuantio
the terms of this:DPA and in compliance with FERPA, COPFPA, PPRA, and all other
privacy statutes cited in this DPA.

Article IV, Paragraph 1 is amended to add the following sentence: The Parfies expect
and anticipate that Provider may receive personally identifiable information in
education records from the District only as an incident of service or training that
Provider provides to the LEA pursuantio this Agreement. The Provider shall comply
with all applicable State and Federal laws-and regulations pertaining to Student Data
privacy and securily, including FERPA, COPPA, PPRA, Florida Statutes Secficns
1001.41 and 1002.22, and all other privacy statutes cited iri this DPA. The Parties
agree that Provideris a “schoal official"under FERPA afid has a legitimate educational
interest in personally identifiable:information from education fecords because for
purposesof thecontract, Provider: (1) provides a service orfunction forwhich the LEA
would otherwise use employees; (2) is underthe direct control of the LEA with réspect
to the use and maintenance of education records; and (3) is subject to the
requirements of FERPA goveming the use and redisclosure of personally identifiable
information from education records

Arficle IV, Paragraph 2 is amended to add the following sentence: Provider also
acknowledgesandagrees that it shall not make anyre-disclosure of any StudentData
or any portion thereof, including without limitation, meta Student Data, user contentor
other non-pubiicinformation and/forpersonally identifiable information containedin the
Student Data, without the express-written consent of the LEA.

- Arficle IV, Paragraph 7 is deleted in its entirety and replaced with the following:

Provider is prohibifed from using or selling Student Datato (a) market or advertise: fo
students or families/guardians; {(b) inform, inflaence, ar enable marketing, targefed
advertising, or other commercial efforts by Provider; (c) develop a profile of a student;
family member/guardian or group, for any commercial purpose other than provndlng
the Service to LEA; or (d) use the Student Data for the development of comrnercial
products or services, other than as necessary to provide the Service to LEA. This
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section does not prohibit Provider from generating legitimate personalized leamning
recommendations,

10.Ariicle V, Paragraph 1 is deleted in its entirety and replaced with the following: Student
Data shall be stored within the United States. Upon request of the LEA, Provider will
provide a listof the locations where Student Data is stored. Provider shall n of, without
the express prior written consent of District Transmit Student Data or PIl to any
Providers or Subprocessorslocated outside of the United States; disiri bute, repurpose
or share Student Data or Pll with any PartnerSystems notused for providing services
to the LEA; use Pllor any portion thereofto inform, influence or guide marketing
or advertising efforts, or to develop a profile of a studentor group of students forany
commercial purpose [or for any other purposes); use Pll or any portion thereof to
develop commercial products or services; use any Pl for any other purpose other
than in connection with the services provided to the LEA; and engage in targeted
advertising, based on the Siudent Data collected fram the LEA.

11. Article VI, is hereby amended to add Paragraph 10 as follows: Assignment. None
of the Parties to this DPA may assign their rights, duties, or obligations under this
DPA, either in whole or in part, withoutthe prior written consentof the other party to
this DPA.

12.Article V1L, is hereby amended to add Paragraph 11 as follows: Click through. Any
“click through” terms and conditions or terms of use are superseded by the
Technology Master Service Agreement and this DPA, and acceptance of the terms
and conditions orterms of use through the “click through™ do not indicate acceptance
by the entity.

13.Aricle VII, is hereby amended to add Paragraph 12 as follows: Security Controls.
Security Controls. Provider represents and warrants that any software licensed
hereunder shall notcontain any virus, worm, Trojan Horse, tracking software or be
capable of identifying non-approved users or fracking any approved user, or any
undocumented software locks ordrop dead devices thatwould renderinaccessible or
impalr in any way the operation of the software or any other hardware, software or
data for which the software is designed to work with.

14. Article VI, is hereby amended to add Paragraph 13 as follows: Authority to Execute
Agreement. Each person signingthis Agreementon behalf of either Parly individually
warrants that he or she has full legal power to execute this Agreement on behaif of
the Parly for whom he or she is signing, and to bind and obligate such Party with
respect to all provisions contained in this Agreement.
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THE PARTIES REPRESENT THAT THEY HAVE THOROUGHLY DISCUSSED ALL
ASPECTS OF THE AGREEMENT AND ADDENDUM WITH THEIR RESPECTIVE
ATTORNEY(S), THAT THEY FULLY UNDERSTAND ALL OF ITS PROVISIONS, AND
THAT THEY ARE VOLUNTARILY ENTERING INTO THE AGREEMENT AND
ADDENDUM WITH THE FULL KNOWLEDGE OF ITS LEGAL SIGNIFICANCE AND
WITH THE INTENT TO BE LEGALLY BOUND BY ITS TERMS.

The Computing Technology Industry Association, Inc.

Local Education Agency: Provider: _ e

“Dodd, Chairman By: Phil Pompa
Date'JL{Tl)l /l}/ aog 3 Title: Senior Director, Privacy, CompTIA, 3500 Lace
: ) / e :
September 26, 2023
Date:
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