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may be used by the Provider for the purposes of development, rese 1, and  pro of
educational sites, services, or applications, as any other member of the public or party would
be able to use de- identified data pursuant to 34 CFR 99.31(b). The Provider and Division
agree that the Provider cannotsuccessfully de-identify information if there are fewer than
twenty (20) students in the samples of a particular field or category of information collected,
i.e., twenty students in a particular grade, twenty students of a particular race, or twenty
students with a particular disability. Provider agrees not to attempt tc  identify de-identified
Division Data and not to transfer de-identified Division Data to any party unless (a) that party
agrees in writing not to attempt re-identification, and (b) prior written notice has been given
to the Division who has provided prior written consent for such transfer.

5. Dispesition of Data. Upon written request and in accordance with the applicable terms in
subsections below, Provider shalt dispose or delete all Division data obtained under this
agreement when it is no longer needed for the purposes for which it was obtained.
Disposition will include (1) the shredding of any hard copies of any Division data, (2)
erasing, or (3) otherwise modifying the personal information in those records to make it
w  dable or indecipherable by human or digital means. Nothing in the service agreement
authorizes provider to maintain Division data obtained under the service agreement beyond
the time reasonably needed to complete the disposition. Provider shall provide written
notification when the division data has been disposed. The «  to dispose of Division data
shall not extend to data that has been de- identified or placed in a separate student account,
pursuant to the terms of the agreement. . ..e division may employ a request for return or
deletion of Division data form, a copy of which is attached hereto as exhibit D. Upon receipt
of a request from the division, the provider will immediately provide the division with any
specified portion of the division data within ten (10) calendar days of the receipt of said
request.

a) Partial Disposal During the Term of Service Agreement. Throughout the term of the
service agreement, Division may request partial disposal of Division data obtained under
the service agreement that is no longer needed. Partial disposal of data shall be subject to
Division's request to transfer data to a separate accc  t, pursuant to Article II Section 3,
above.

b) Complete Disposal upon Termination of Service Agreement. Upon termination of the
service agreement Provider shall dispose or securely dest  all Division data obtained
under the service agreement. Prior to the disposal of the ¢, Provider shall notify
Division in writing of its option to transfer data to a separate account, pursuant to Article
2, Section 3, above. In new event shelters Provider dispose of data pursuant to this
provision unless and until provider has received affirmative written confirmation from
Division that data will not be transferred to a separate account.

6. Advertising Prohibition. Provider is prohibited from using or selling Division Data to (a)
market or advertise to students or families/guardians; (b) inform, influence, or enable
marketing or advertising efforts by a Provider; (c) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to
Client; or (d) use the Division Data for the development of commercial products or services,
other than as necessary to provide the Service to the Client. This section does not prohibit
Provider from generating legitimate personalized learning recommendations or other
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activities p  itted under Code of Virginia § 22.1-289.01.

7. Penalties. The failure to comply with the requirements of this agreement could subject
Provider and any third party to all allowable penalties assessable against Provider under state
and federal law. In the event the Family Policy Compliance Office of the U.S. Department of
Education determines that Provider improperly disclosed personally identifiable information
obtained from the Division’s education records, the Division may not allow Provider access
to the Division’s education records forat least five years.

ARTICLE V: DATA PROVISIONS

L Data Security. The Provider agrees to maintain a comprehensive information security
program that is reasonably designed to protect the security, privacy, confidentiality, and
integrity of student personal information and makes use of appropriate administrative,
technological, and physical safeguards. The general security duties of Provider are set forth
below. These duties shall include, but are not limited to:

a. Passwords and Employee Access. Provider shall secure and manage usernames,
passwords, and any other means of gaining access to the Services or to Division Data, at
levels suggested by NIST SP800-171 (Password complexity, encryption,and re-use) ,
NIST SP800-53 (IA control Family), and NIST 800-63-3 (Digital Identity), and NIST
SP800-63B (Authenticator and Verifier Requirements) or equivalent industry best
practices.

b. Security Protocols. Both parties agree to maintain security protocols that meet industry
best practices in the collection, storage or transmission of any data, including ensuring
that data may only be viewed or accessed by parties legally allowed to do so.Provider
shall maintain all data obtained or generated pursuant to the DPA in a secure computer
environment.

c. Provider Employee Training. The Provider shall provide annual security training to
those of its employees who operate or have access to the system.

d. Security Technology. When the service is accessed using a supported web browser,FIPS
140-2 validated transmission encryption protocols, or equivalent technology shall be
employed to protect data from unauthorized access. The service security measures shall
follow National Institute of Standards and Technology (NIST) 800- 171, or equivalent
industry best practices.

e. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct
periodic risk assessments and remediate any identified security and privacy
vulnerabilities in a timely manner. Upon Division’s written request,  rvice Provider
shall make the results of findings available to the Division. The Divisior * Il treat such
audit reports as Provider’s Confidential Information under this Agreement.

f. Backups and Audit Trails, Data Authenticity and Integrity. Provider will take
reasonable measures, including all backups and audit trails, to protect Division Data
against deterioration or degradation of data quality and authenticity. Provider shall be
responsible for ensuring that Division Data is retrievable in a reasonable format.
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IN WITNESS WHEREQOF, the parties have executed this Virginia Student DataPrivacy
Agreement as of the last day noted below.

i)
Provider Signature vt Ness (OCE8, 2023 15,0 sy

Date 10/6/2023 Nt ._a1x1-._.. Tom Ness Title: Chief ial Officer
Divi
Date t  mweD or, OPS
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