


























VIRGINIA §"IOOL DAT, 'RIVACY AGREEMEL:,

IN WITNESS WHEREOF, the parties have executed this Virginia Student DataPrivacy
Agreen  as of the last day noted below.

Provider Signature /jwm»'ﬁ‘
Date:4/12/2023 .. ... John Gumpert

RFP & Contracts Manager
e

Titl

Divisi

Date: Title:
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VIRGINIA SCHOOL DATA PRIVACY AGREFMENT

EXHIBI™ “CZ
DEFINITIONS

Data Breach means an event in which Division Data is exposed to unauthorized disclosure,
access, alteration or use.

Division Data includes all business, employment, operational and Personally Identifiable
Information that Division provides to Provider and that is not intentionally made generally
available by the Division on public websites or publications, including but not limited to
business, administrative and financial data, intellectual property, and student, employees, and
personnel data, user generated content and metadata but specifically excludes Provider Data (as
defined in the Contract).

De-Identifiable Information (DII): De-Identification refers to the process by which the
Provider removes or obsct  any Personally Identifiable Information (“PII”’) from student
records in a way that removes or minimizes the risk of disclosure of the identity of the individual
and information about th . Anonymization or de-identification should follow guidance
equivalent to that provided by U.S Department of Education publication “Data De-identification:
An Overview of Basic Terms” or NISTIR Special Publication (SP) 8053 De-Identification of
Personally Identifiable Information. The Provider’s specific steps to de-identify the data will
depend on the circumstances, but should be appropriate to protect students. Some potential
disclosure limitation me'  ds are blurring, masking, and perturbation. I  dentification should
ensure that any information when put together cannot indirectly identify the student, not only
from the viev _ int of the public, but also from the vantage of the :who.  familiar with the
individual. Information cannot be de- identified if there are fewer than twenty (20) students in
thes | es of a particular field orcategory, i.e., twenty students in a particular grade or less than
twenty students with a particular disability.

Indirect Identifiers: Any information that, either alone or in aggregate, would allow areasonable
person to be able to identify a student to a reasonable certainty.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information”or
“PII” shall include, but are not limited to, student data, staff data, parent data, metadata, and user
or pupil-generated content obtained by reason of the use of Provider’s software, website, service,
or app, including mobile apps, whether gathered by Provic  or provided by Division or its users,
students, or students’ parents/guardians, including “directory inforr ion” as defined by §22.1-
287.1 of the Code of Virginia“.

PII includes, without limitation, at least the following:

Staff, Student or Parent First, Middle and Last Name

Staff, Student or Parent Telephone Number(s)

Discipline Records

Special Education Data

Grades

Criminal Records
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