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DATA PRIVACY AGREEMENT (DPA)
FOR TEXAS K-12 INSTITUTIONS

:'ﬁ”NORTHSIDE INDEPENIENT

SCHOOL DISTRICT

and

Istation
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Exhibit E All Applicable [ (Optional Exhibit): Operator may, by signing the Form of

Boxes General Offer of Privacy Terms (General Offer, attached as
Exhibit E), be bound by the terms of this DPA to any other
Subscribing LEA who signs the acceptance in said Exhibit,

Exhibit F Boxes #25-29 | A list of all Subprocessors used by the Operator to perform
functions pursuant to the Service Agreement, list security
programs and measures, list Operator’s secutity measures

Instructions for LEA and/or Subscribing LEA: This agreement is intended to be provided to an

Operator from a LEA, Upon receiving an executed agreement from an Operator, the LEA should fully
review the agreement and if agreeable, should have an authorized LEA contact wet sign the agreement,
Once signed by both the Operator and LEA, the LEA should send a copy of the signed agreement to the

Operator.
Article/Exhibit Box # Description
Cover Page Box #1 Official Name of LEA

Article 7 Boxes #11-14 | LEA’s designated representative

Signature Page | Boxes #20-24 | Authorized LEA representative’s signature

Exhibit D All Applicable | (Optional Exhibit): Defines deletion or return of data
Boxes expectations by LEA

Exhibit E All Applicable | (Optional Exhibit) Only to be completed by a Subscribing LEA
Boxes
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acknowledges and agrees that all copies of such Data transmitted to the Operator, including any modifications
or additions or any portion thereof from any source, are subject to the provisions of this DPA in the same
manner as the original Data. The Parties agree that as between them, all rights, including all intellectual
property rights in and to Data contemplated per the Service Agreement shall remain the exclusive property of
the LEA.

2. Operator Materials. Operator retains all right, title and interost in and to any and all of Operator’s
software, materials, tools, forms, documentation, training and implementation materials and intellectual
property (“Operator Materials™). Operator grants to the LEA a persenal, nonexclusive license to use the
Operator Materials for its own non-commercial, incidental use as set forth in the Service Agreement,
Operator represents that it has all intellectual propety rights necessary to enter into and perform its
obligations in this DPA and the Service Apgreement, warrants to the LEA that the LEA will have use of any
intellectual property contemplated by the Service Agreement free and clear of claims of any nature by any
third party including, without limitation, copyright or patent infringement claims, and agrees to indemnify
the LEA for any related claims. .

3. Darent Access, LEA shall establish (i) reasonable procedures by which a parent, legal guardian, or eligible
student may review Data on the pupil’s records and correct erroneous information; and (ii) reasonable
procedures for the transfer of pupil-generated content to a personal account, consistent with the
functionality of services. Operator shall respond in a reasonably timely manner (and no later than 28 days
from the date of the request) to the LEA’s request for Data in a pupil’s records held by the Operator to view
or correct as necessary. In the event that a parent of a pupil or other individual contacts the Operator to
review any ofthe Data accessed pursuant to the Services, the Operator shall refer the parent or individual to
the LEA, who will follow the necessary and proper procedures regarding the requested information.

4. Data Portability. Operator shall, at the request of the LEA, make Data available (including Pupil
Generated Content) in a readily accessible format.

5. Third Party Request. Should a third party, including law enforcement or a government entity, confact
Operator with a request for data held by the Operator pursuant to the Services, the Operator shall
immediately (within 1 business day), and to the extent legally permitted, redirect the third party to request the
data directly from the LEA, notify the LEA of the request, and provide a copy of the request to the LEA.
Furthermore, if legally permissible, Operator shall promptly notify the LEA of a subpoena compelling
disclosure to a third party and provide a copy of the subpoena with sufficient time for the LEA to raisc
objections to the subpoena. The Operator will not use, disclose, compile, transfer, or sell the Data and/or any
portion thereof fo, or for the benefit of, any third party or other entity or allow any other third party or other
entity to use, disclose, compile, transfer or sell the Data and/or any portion thereof. Notwithstanding any
provision of this DPA or Service Agreement to the contrary, Operator understands that the LEA is subject to
and will comply with the Texas Public Information Act (Chapter 552, Texas Government Code). Operator
understands and agrees that information, documentation and other material in connection with the DPA and
Service Agreement may be subject to public disclosure,

6. No Unauthorized Use. Operator shall use Data only for the purpose of fulfilling its duties and obligations
under the Service Agreement and will not share Data with or disclose it to any third party without the prior
written consent of the LEA, except as required by law, or as required to fulfill its duties and obligations under
the Service Agreement.

7. Subprocessors. All Subprocessors used by the Operator to perform functions pursuant to the Service
Agreement shall be identified in Exhibit F, Operator shall (1) enter into written agreements with all
Subprocessors performing functions pursuant to the Service Agreement, such that the Subprocessors agree
to protect Data in a manner the same as or better than as provided pursuant to the terms of this DPA, and
(2) indemnify and hold harmless the LEA, its officers, agents, trustees, and employees from any
and all claims, losses, suits, or liability including attorneys® fees for damages or costs resulting from
the acts or omissions of its employees, agents, and Subprocessors, whether or not caused in part by
the negligence of the LEA. Operator shall periodically conduct or review compliance monitoring
and assessments of Subprocessors to determine their compliance with this DPA. Without
limitation, Operator shall ensure that all Subprocessors shall agree to the provisions of the DPA
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period reasonably needed to complete the disposition. Disposition shall include (1} the shredding of any
hard copies of any Data; (2) Data Destruction; or (3) Otherwise modifying the personal information in
those records to make it unreadable or indecipherable. Operator shall provide written notification to
LEA when the Data has been disposed of, The duty to dispose of Data shall not extend to data that has
been de-identified or placed in a separate Student account, pursuant to the other terms of the DPA. The
LEA may employ a “Request for Return or Deletion of Data” FORM, a sample of this form is attached
on Exhibit “D”). Upon receipt of a request from the LEA, the Operator will immediately provide the
LBA with any specified portion of the Data within five (5} business days of receipt of said request,

5

isi rohibition. Operator is prohibited from using or selling Data to (a) market

or advettise to students or families/guardians; (b) inform, influence, or enable marketing,
advertising, or other commercial efforts; (c) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Services to LEA;
or (d) use the Data for the development of commercial products or services, other than as necessary
to provide the Service to LEA. This section does not prohibit Operator from generating legitimate
personalized learning recommendations.

(di) Access to Data. Operator shall make Data in the possession of the Operator available to the
LEA within five (5) business days of a request by the LEA.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Operator agrees to abide by and maintain adequate data security measures,
consistent with industry standards and technology best practices, to protect Data from unauthorized
disclosure or acquisition by an unauthorized person. The general security duties of Operator are set
forth below. Operator shall further detail its security programs and measures in Exhibit F, These
measures shall include, but are not limited to:

a.
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Passwords and Employee Access, Operator shall secure usernames, passwords, and any
other means of gaining access to the Services or to Data, at a level consistent with an
industry standard agreed upon by LEA (e.g. suggested by Article 4.3 of NIST 800-63-3).
Operator shall only provide access to Data to employees or subprocessors that are
performing the Services. Employees with access to Data shall have signed confidentiality
agreements regarding said Data, All employees and subprocessors with access to Data
shall pass criminal background checks.

Security Protoecols. Both parties agree to maintain security protocols that meet industry best
practices in the transfer or transmission of any data, including ensuring that data may only
be viewed or accessed by parties legally allowed to do so. Operator shall maintain all data
oblained or generated pursuant to the Service Agreement in a secure compuier environment.

Employee Training. The Operator shall provide periodic security training to those of its
employees who operate or have access to the system.

Security Technology. When the Scrvices are accessed using a supported web browser,

Secure Socket Layer (“SSL”) or equivalent technology shall be employed to protect data

from unauthorized access. The service security measures shall include server authentication

and data encryption, Operator shall host data pursuant to the Service Agreement in an
environment using a firewall that is periodically updated according to industry standards.
Secutiry Contact. Operator shall provide the name and contact information of Operator’s
Security Contact on Exhibit F. The LEA may direct security concerns or questions to the Security
Contact,



ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

1. General Offer of Privacy Terms, Operator may, by signing the attached Form of General Offer of Privacy

Terms (General Offer, attached as Exhibit E), be bound by the terms of this DPA to any other LEA who signs the
acceptance in said Exhibit,

ARTICLE VII:
MISCELLANEQOUS

1. Term. The Operator shall be bound by this DPA for the duration of the Service Agreement or, if longer, so
long as the Operator or any Subprocessor has access o or maintains any Data. Notwithstanding the
foregoing, Operator agrees to be bound by the terms and obligations of this DPA for no less than three 3)
years,

2. Termination. In the event that either party seeks to terminate this DPA, they may do so by mutual written
consent so long as (i) the Service Agreement has lapsed or has been terminated, and (ii) neither Operator
nor any of its Subprocessors has access to any Data.

3. Effect of Termination Survival. If the Service Agreement is terminated, the Operator shall dispose of all of
LEA’s Data pursuant to Article IV, section 4.

4. Prioritv of Agreements. This DPA shall govern the treatment of Data in order to comply with the privacy
protections, including those found in FERPA and all applicable privacy statutes cited in this DPA. In the
event there is conflict between the terms of the DPA and the Service Agreement, or with any other bid/RFP,
license agreement, terms of service, privacy policy, or other writing, the terms of this DPA shall apply and
take precedence. Except as described in this paragraph, all other provisions of the Service Agreement shall
remain in effect,

5. Natice. All notices or other communication required or permitted to be given hereunder must be in writing
and given by personal delivery, e-mail {ransmission (if contact information is provided for the specific
mode of delivery), or certified mail, postage prepaid and return receipt requested, sent to the designated
representatives.

The designated representative for the Operator for this Agreement is:

First Name: ' Robert [Box 7]

Last Name: Rubin [Box 8]

Operator’s Company Name: Istation [Box 9]

Title of Representative: Chief Information Officer [Box 10]
The designated representative for the LEA for this Agreement is:

First Name: Lori [Box 11]
Last Name: Jones [(Box 12]
LEA’s Name: Northside ISD [Box 13]
Title of Representative: Agssistant Superintendent, Technology Services (Box 14]
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IN WITNESS WHEREOF, the parties have executed this DATA PRIVACY AGREEMENT FOR TEXAS
K-12 INSTITUTIONS as of the last day noted below.

BY: { j O / / — [Box 15] Date: November 22, 2020 [Box 16]
el P AL G ’

4

Printed Name:_ Robert Rubin [Box 17] Title/Position:Chief Information Officer [Box 18]

Address for Notice Purposes: info@istation.com [Box 19]

[ Bo_x 20] ' Date: 3 / 37 // 2.2 [B'ox 21]
Printed Name: Lori Jones [Box 22]  Title/Position: Asst. Superintendent, Technology
Services [Box 23]
Address for Notice Purposes: 5734 Farinon Dr., San Antonio, TX, 78249 [Box 24]

Note: Electronic signature not permitted,
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Instructions: Operator should identify if LEA data is col
is collected to provide the described services, check the b

SCHEDULE OF DATA

collected that is not listed, use the “Other” category to list the data collected.

We do not collect LEA Data to provide the described services.

We do collect LEA Data to provide the described services.

lected to provide the described services, If LEA data
oxes indicating the data type collected. If there is data
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SCHEDULE OF DATA
. . Check if used
-Category of Data Elements by your
system
: I Addresses of users, Use of cookies etc. X
Application Technology — -
Meta Data Other application technology meta data-Please specify:
The native ap, coliects hardware and'operﬂting system information used for troubleshaoting X
and praduct plasning . . .
Application Use gAZE fc;e}ta on user interaction with application- Please =
Statistics pectly: o
ch_ln hma:. a_cuwty time
Standardized test scores
Assessment Observation data X
Other assessment data-Please specify:
Student school {daily) attendance data
Attendance o
Student class attendance data
N~ Online communications that are captured (emails, blog ]
Communications "
entries)
Conduct Conduct or behavioral data ]
Date of Birth 0
12



Check if used

Category of Data Elements by your
. ' system
o . Address l
e Student Contact Frmail Ij
g Information —
Phone —l
Local (School district) ID number I_XJ
_ State ID number D
: Student Identifiers Vendor/App assigned student ID number E_l
Student app username zl
Student app passwords
§ Student Name First and/or Last X
Program/application performance (typing program-student
§ Student In App types 60 wpm, reading program-student reads below grade X
§ Performance level)
{ Student Program Academic or extracurricular activities a student may belong
Membership to or participate in
Student Survey )
| Responses Student responses to surveys or questionnaires
Student generated content; writing, pictures etc. X
Student work Other student work data -Please specify:

Transcript

Student course grades

Student course data

Student course grades/performance scores

Other transcript data -Please specify:
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Student bus assignment

Student pick up and/or drop off location
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EXHIBIT “C”
DEFINITIONS
HB 2087: The statutory designation for what is now Texas Education Code Chapter 32 relating to pupil records.

Data: Data shall include, but is not limited to, the following: student data, educational records, employee data,
metadata, user content, course content, materials, and any and all data and information that the District (or any
authorized end user(s)) uploads or enters through their use of the product. Data also specifically includes all personally
identifiable information in education records, directory data, and other non-public information for the purposes of
Texas and Federal laws and regulations. Data as specified in Exhibit B is confirmed to be collected or processed by the
Operator pursuant to the Services, Data shall not constitute that information that has been anonymized or de-identified,
or anonymous usage data regarding a student’s use of Operator’s services.

De-Identified Information (DII): De-Identified Information is Data subjected to a process by which any Personally
Identifiable Information (“PII”) is removed or obscured in a way that eliminates the risk of disclosure of the identity of
the individual or information about them, and cannot be reasonably re-identified.

Data Destruetion: Provider shall certify to the District in writing that all copies of the Data stored in any manner by
Provider have been returned to the District and permanently erased or destroyed using industry best practices to assure
complete and permanent erasure or destruction. These industry best practices include, but are not limited to, ensuring
that all files are completely overwritten and are unrecoverable. Industry best practices do not include simple file
deletions or media high level formatting operations.

NIST 800-63-3: Drait National Institute of Standards and Technology (“NIST*) Special Publication 800-63-3 Digital
Authentication Guideline.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or “PIT” shall include,
but are not limited to, Data, metadata, and user or pupil-generated content obtained by reason of the use of Operator’s
software, website, service, or app, including mobile apps, whether gathered by Operator or provided by LEA or its
users, students, or students’ parents/guardians. PIT includes Indirect Identifiers, which is any information that, either
alone or in aggregate, would allow a reasonable person to be able to identify a student to a reasonable certainty. For
purposes of this DPA, Personally Identifiable Information shall include the categories of information listed in the
definition of Data,

Pupil-Generated Content: The term “pupil-generated content” means materials or content created by a pupil during
and for the purpose of education including, but not limited to, essays, research reports, portfolios, creative writing,
music or other audio files, photographs, videos, and account information that enables ongoing ownership of pupil
content.

Subseribing LLEA: A LEA that was not party to the original Services Agreement and who accepts the Operator’s
General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as the
“Subcontractor”) means a party other than LEA or Operator, who Operator uses for data collection, analytics, storage,
or other service to operate and/or improve its software, and who has access to PIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the selection of the
advertisement is based on student information, student records or student generated content ot infetred over time from
the usage of the Operator’s website, online service or mobile application by such student or the retention of such
student’s online activities or requests over time.

Texas Student Privacy Alliance: The Texas Student Privacy Alliance (TXSPA) is a collaborative group of Texas
school districts that share common concerns around student privacy. The goal of the TXSPA is to set standards of both
practice and expectations around student privacy such that all parties involved have a common understanding of
expectations, The Texas K-12 CTO Council is the organization that sponsors TXSPA and the TXSPA is the Texas
affiliate of the National Student Privacy Consortium.
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Data shall be returned or disposed of by the following date:

As soon as commercially practicable

By the following agreed upon dafe: -

4. Signatures

Authorized Representative of LEA Date:

5. Verification of Disposition of Data

Authorized Representative of Operator Date:
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IN WITNESS WHEREOF, the parties have executed this DATA PRIVACY AGREEMENT FOR TEXAS
K-12 INSTITUTIONS as of the last day noted below.

Printed Name:__ Robert Rubin [Box 17] Title/Position:Chief Information Officer [RBox 18]

info@istation.com [Box 19]

Address for Notice Purposes:

Printed Name: Lori Jones [Box 22] Title/Position: Asst, Superintendent, Technology
Services [Box 23]
Address for Notice Purposes: 5734 Farinon Dr., San Antonio, TX, 78249 [Box 24]

Note: Electronic signature not permitted,
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[Box 20] . Date: ‘w/‘ﬂ” 2:2/ [Box 21]
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