Standard Student Data Privacy Agreement

IL-NDPA v1.0a

School District or LEA
Lombard District 44

and

Provider

ChessKid.com
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This Student Data Privacy Agreement {"DPA") is entered inta on the date of full execution (the “Effective Date”)
and is entered into by and between:

[ tomauowmiu ] jocated at § | ] (the “Lacal Edueation Agency” or “LEA”} and

| ChessKid.com ), located at [ ow i owisear  } {the “Provider”}.
WHEREAS, the Provider is providing educational or digital services toLEA.
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
other regulated data exchanged between them as required by applicable laws and regulations, such as the fFamily
tducational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online Privacy
Protection Act {"COPPA”) at 1S U.S.C. § 6501-6506 {16 CFR Part 312), applicable state privacy laws and regulations
and
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicable laws and regulations.

10 R s e B (Orowd L1

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:
1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this OPA are contained in the Standard Clauses hereto.

2. Special Provislons, Check If Required
if checked, the Supplemental State Terms and attached hereto as Exhibit “G" are hereby
incorporated by reference into this OPA in their entirety.
If checked, LEA and Provider agree to the additionat terms or modifications set forth in Exhibit
“H". (Optional)
If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as
GeneralOffer of Privacy Terms

3. Intheeventof aconflict between the SOPC Standard Clauses, the State or Special Provisians. will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit £ will expire 3 years from the date the original DPA
was signed.

S. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” {the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.
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The designated representative for the LEA for this DPA is:

name: Aléxandra Hahn Tiwe: Director of Operations
150 W. Madison St., Lombard, IL 60148

Address:

Phone: 630-827-4592 Email: ahahn@sd44.org

The designated representative for the Provider for this DPA is:

Name: Michelle Martinez Tile: Director of Marketing
PO Box 970397, Orem UT 84097

Address:

phone: (800) 318-2827 * 124 ¢ ... michelle@chesskid.com

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: Lombard Oistrict 44

By: _J‘M A Date:  May 17, 2021

14

printed Name: Alexandra Hahn Titte/Position; Director of Operations

Provider: ChessKid.com

LAY & hﬂb Nt bate. 05/14/2021

Printed Name: Michelle Martinez

Title/Position: Director of Marketing
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Allie Hahn
May 17, 2021


STANDARD CLAUSE

Version 1.0
ARTICLE ): PURPOSE AND SCOPE

1. Purposeof DPA. The purpose of this DPAis to describe the duties and responsibifities to protect Student
Data including compliance with all applicable federal, state, and local privacy faws, rules, and regulations,
all as may be amended from time to time. [n performing these services, the Provider shalt be considered
a School Official with a legitimate educational interest, and performing sesvices otherwise provided by
the LEA. Provider shall be under the direct control 3and supervision of the LEA, with respect to its use of

Student 0ata
2. StudentData to Be Provided, In order to perform the Services descrited above, LEA shall provide

Student 0ata as identified in the Schedule of Data, attached hereto as Exhibi “8",

3. DPA Definltions. The definition of terms used in this DPA is foundin Eahiblt “C~. In the event of a conflict,
definitions used in this DPA shall prevait over terms used in any other writing, inctuding, but not timited
to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE 1l: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA, Al Student Data transmitted to the Provider pursuant to the Service
Agreement is and will continue to bie the psoperty of and under the control of the LEA. Yhe provider
further acknowledges and agrees that all copies of such Student Data transmitted to the Provider,
including any modifications or additions or any portion thereof from any source. are subject to the
provisions of this DPA in the same manner 3s the original Student Data. The Parties agree that as between
them, all rights. including 3il intellectual property rights in and to Student Data contemplated per the
Service Agreement, shall remain the exclusive property of the LEA. For the purposes of FERPA, the
Provider shall be considered 3 Schoot Official, under the control and direction of the LEA as it pentains to
the use cf Student Data, notwithstanding the above.

2. Parent Access. To the extent required by faw the LEA shalt establish reasonable procedures by which 3
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erronecus information, and procedures for the transfer of student-generated content to a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably timely
manner (and no later than forty five (45) days from the date of the request or pursuant to the time frame
required under state law for an LEA 10 respond to a parent or student, whichever is sooner) to the LEA’s
request for Student Data in 3 student’s records held by the Provider to view or correct as necessary. In
the event that a parent of a student or other individual contacts the Provider to review any of the Student
Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who
will follow the necessary and proper procedures regarding the requested information.

3. Separate Ascount. If Student-Generated Content is stored or maintained by the Provider, Provider shall,

at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student-
Generated Content 1o 3 separate account created by the student.
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S.

Law Enforcement Requests. Should law enforcement or other government entities (“Requesting
Party(ics)’} contact Provider with arequest for Student Dataheld by the Provider pursuant to the Services,
the Provider shall notify the LEA in advance of 3 compelled disclosure 10 the Requesting Party, unless
1dwlully directed by the Requesting Pasty not to inform the LEA of the request.

Subprocessors. Provider shall enter into wiitten agreements with all Subprocessors petforming functions
for the Provider in order fos the Provider to provide the Sesvices pursuantto the Service Agreement,
whereby the Subprocessors agree to protect Student Data :n a3 manner no less stringent than the terms
of this DPA.

ARTICLE If1: DUTIES OF LEA

D with Applicabl .LEA shall provide Student Data for the purposes of
oblaining the Services in compliance with all applicable federal, state, and local privacy laws, rutes, and
regulalions, alt as may be amended from time to time.

Annyal Notification of Alghts. I the LEA has a policy of disclasing Education Records and/or Student
Data undes FERPA (34 CFR § 99.31{aN1)). LEA shall include a specification of criteria lor detesmining who
constitutes a schoolofficial and what constitutes a legitimate educational interest in its annual
notification of rights.

Reasonable Precautions. LEA shall take reasonable precautions 10 secure usernames, passwords, and
any other means of gaining access to the services and hosted Siudent Data,

Unauthocized Acgess Notification. LEA shall natify Provider promptly of any known unauthorized access-
LEAwill assist Provider in any efforts by Pcovider to investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

Peivacy Compliange. The Provider shall comply with all applicable federal, state, and 1ocal laws, rutes, and
regulations pertaining 10 Student Data psivacy and security, all as may be amended from time to time,

Authorized Yse. The Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers. shall be used jor no puipose other than the Services outlined in Exhibit A or stated in the
Service Agreement and/or otheswise authosized under the statutes referred to herein this DPA.

Provider Employee Qbligation. Provider shali require all of Provider’s employees and agents who have
access to StudentData to comply with all applicable provisions of this DPA with respect to the Student
Data shared under the Service Agreement. Provider agrees to requirc and maintain an appropriate
confidentiality agreement from each employee or agent with access to Student Data pursuant to the
Service Agreement.

No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of any Student
Data or any portion thereof, including without limitation, user content or other non-public information
and/or personally identifiable information contained in the Student Data other than as directed or
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permitted by the LEA or this DPA. This prohibilion against disclosure shall not apply to aggregate
summaries of Oe-ldentified information, Student Data disclosed pursuant to a lawfully Issued subpoena
or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to this
DPA. Provider will not Sell Student Data to any third party.

De-ldentified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-1dentified
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:
(1) assisting the LEA or other governmental agencies :n conducting research and other studies; and (2)
research and development of the Provider's educational sites, services, or applications, and to
demonstrate the effectiveness ol the Services; and (3} for adaptive tearning purpose and for customized
student tearning. Provider's use of De-identified Data shall survive termimation of this DPA or any request
by LEA to return or destroy Student Data, €xcept for Subprocessors, Provider agrees not to transfer de-
identlfied Student Data to any party unless {a) that party agrees in writing not to attempt re-identification,
and {b) prior written notice has been given to the LEA who has provided prior written consent for such
transfer. Prior 10 publishing any document that names the LEA explicitty or indirectly, the Provider shall
obtain the LEA’s written approval of the manner in which de-identified datais presented.

Disposition of Data. Upon written request from the LEA, Prowider shall dispose of or provide a mechanism
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the
date of said request and according to a schedule and procedure as the Parties may reasonably agree.
Upon termination of this DPA, if no written request from the LEA is received, Provider shall dispose of ait
Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data
shall not extend to Student Data that had been De-ldentified or placed in a separate student account
pursuant to section Il 3. The LEA may employ a “Dlrective for Disposition of Data” form, a copy of which
is attached hereto as Exhibit “O”. If the LEA and Provider employ Exhibit *D,” no further written request
or notice is required on the part of either party prior to the disposition of Student Data described in Exhibit
“D.

Advertlsing Limltations. Provider Is prohibited from using, disclosing, or selting StudentData to (a) inform,
Influence, or enable Targeted Advertlsing; or (b} develop a profile of a student, family member/guardian
or group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider
from using Student Data (i) for adaptive learning or customized student learning (including generating
personalized learning recommendations); or (il) to make product recommendations to teachers or LEA
employees; or {iii) to notify account holders about new education product updates, features, or services
or from otherwise using Student Data as permitted in this OPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS

Data Storage, Where required by applicable law, Student Data shall be stored within the United States.
Upon request of the LEA, Provider will provide 3 list of the locations where Student Data isstored.

Audits. No more than once 3 year, or following unauthorized access, upon receipt of a written request
from the LEA with at least ten (10) business days’ notice and upon the execution of an appropriate
confidentlality agreement, the Provider will allow the LEA to audit the security and privacy measures that
are in place to ensure protection of Student Data or any portion thereof 3s it pertains to the delivery of
services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal
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agency with oversight authority or jurisdiction in connection with any audit or investigation of the Provider
and/or delivety of Secvices to students and/or LEA, and shall provide reasonable access to the Provider’s
facilities, staff, agents and LEA's Student Dat3 and all records pertaining to the Provider, LEA and delivery
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA.

3. D3ta Security. The Provider agrees to utilize administratve, physical, and technical safeguards designed
to protect Studemt Daa from unauthorized access, disclosure. acquisition, destruction, use, or
modification. The Provider shalt adhere to any applicable law relating to data security. The provider shall
implement an adequate Cybersecurity Framework based on one of the nationally recognized standards
set forth set forth in Exhibit “F”. Exclusions, variations, or exemptions to the identified Cybersecursity
Framework must be derailed in an attachment to Exhibit “"H". Additionally, Provider may choose to
further detail its security programs and measures that augment or are in addition to the Cybersecurity
Framework in Exhibit “F”. Provider shall provide, in the Standard Schedule to the OPA, contact
information of an employee who LEA may contact if there are any data security concerns or Questions.

4. Da1a Breach. in the event of an unauthosized release, disclosure or acquisition of Student Data that
compromises the security, confidentiality or integrity of the Student Data maintained by the Provider the
Provider shall provide notification to LEA within seventy-two {72) hours of confirmation of the incident,
unless notification within this time imit would distupt investigation of the incident by faw enforcement.
In such an evenm, notification shall be made within a reasonable time aftes the incident. Provider shatl
follow the following process:

(1) The security breach notification described above shall include, at a3 minimum, the following
information to the extent known by the Provider and as it becomes available:

i. The name and contact information of the seporting LEA subject to this section.

ii. Alist of the types of personal information that v.ere or are reasonably believed to have
been the subject of a breach.

ili. 1f the information is possible to determine at the time the notice is provided, then either
(1) the cate of the breach, (2) the estimated date of the breach, o¢ (3) the date range
within which the breach occurced. The notification shall also include the date of the
notice.

iv. Whether the notification was delayed as a result of a law enforcement investigation, if
that information is possible to determine at the time the notice is provided; and

v. Agenersl description of the breach incident, if that information is possible to determine
at the time the notice is provided.

{2) Provider agrees to adhere to all federal and state requirements with respect to a data breach
related to the Student D213, including, vshen appropriate or required, the required responsibilities
and procedures for notification and mitigation of any such data breach.

{3} Provider further atknowledges and agrees to have a written incident response plan that reflects
best practices and s consistent with industry standards and federal and state law for responding
toa data breach, breach of security, privacy incident or unauthorized acquisition or use of Student
Data or any portion thereof, including personally identifiable information and agrees to provide
LEA, upon request, with 3 summary of sald writtenincident response plan.
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(4} LEA shall provide notice and facts surrounding the breach to the affected students, parents or
guardians.

(5) In the event of abreach originating from LEA’s use of the Service, Provider shall cooperate with
LEA to the exten: necessary to expeditiously secure Student Data.
ARTICLE VI: GENERAL OFFER OF TERMS
Provider may, by signing the attzched form of “General Offer of Privacy Terms” {General Offer, attached hereto

as Exhibit “E”), be bound by the terms of Exhibit “E” to any other LEA who signs the acceptance on said Exhibit.
The form is limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Yermination. In the event that either Party seeks to terminate this DPA, they may do so by mutual written
consent so long as the Service Agreement has lapsed or has been terminated. Either party may terminate
this DPA and any service agreement or contract if the other party breaches any terms of this DPA.

2. Effect of Terminatipn Survival. If the Service Agreement is terminated, the Provider shall destroy all of
LEA's Student Data pursuant to Article IV, section 6.

3. Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this
DPA. in the event there is conflict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Policies, ar with any other bid/RFP, license agreement, or writing, the terms of this DPA
shall apply and take precedence. In the event of a conflict between Exhibit H, the SDPC Standard Clauses,
and/or the Supplemental State Terms, Exhibit H will control, followed by the Supplemental State Terms.
Except as described in this paragraph herein, all other provisions of the Service Agreement shall remain
in effect.

4. Englre Agreement. This UFA and the Service Agreement constitute the entire agreement of the Parties
relating to the sybject matter hereof and supersedes all prior communications, representations, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the
observance of any provision of this DPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only with the signed written consent of both Parties. Neither faiture
nor delay on the part of aay Party in exercising any right, power, or privilege hereunder shall operate as a
waiver of such right, nor shall any single or partial exercise of any such right, power, or privilege pseciude
any further exercise thereof or the exercise of any other right, power, or privilege.
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S.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such jurisdiiction, be ineffective to the extent of such prohibition or unenforceability without invalidating
the remaining provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shalt
not invalidate or render unenforceable such provision in any other jurisdiction. Notwithstanding the
foregoing, if such provision could be more narrowly drawn so as not to be prohibited or unenforceable in
such jurisdiction while, at the same time, maimaining the intent of the Parties, it shall, as to such
jurisdiction, be so narrowly drawn without invatidating the remaining provisions of this DPA or affecting
the validity or enforceability of such provision in any other jurisdiction.

Governing Law; Venue and Jurlsdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA. WITHOUY REGARD TO CONFLICTS Of LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND €XCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

sugcessors Bound: ThisDPA is and shall be binding upon the respective successorsin interest to Provider
in the event of a merger, acquisition, consolidation or other business reorganization os sale of all or
substantially all of the assets of such business In the event that the Provider selis, mecges, or otherwise
disposes Of its business to 3 successor during the term of this DPA, the Provider shall provide written
notice to the LEA no later than sixty {60) days after the closing date of sale, merger, or disposal. Such
notice shall include a written, signed assurance that the successor witl assume the obtligations of the DPA
and any obligations with respect to Student Data within 1he Service Agreement. The LEA has the authority
to terminate the OPA if it disapproves of the successor to whom the Provider is selling, merging, of
otherwise disposingof its business.

Authority. Each party represents that it is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Student Data and any postion thereof contained therein, all related or
associated institutions, individuals, employees or contractors who may have access to the Student Data
and/or any portion thereof.

Walver. No delay or omission by either party to exercise any right hereunder shall be construed as 3
waiver of any such right and both parties reserve the right to exercise any such right from time to time,
as often as may be deemed expedient.
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EXHIBIT “A”
DESCRIPTION OF SERVICES

ChessKid is the scholastic extension of Chess.com, and is designed to give kids a safe &
positive place to learn, practice and play chess. lIs a website & app filled with chess aclivities:
lessons, fun videos, thousands of tactics puzzles, computer workouts - and of course, the
ability 1o play chess games - against a real student or against the computer. In addition 1o fast
& stow chess, our Gold memberships uniock all of the content on the site and offer a
searchable video library, unlimited puzzles, computer workouls, vision trainer & guided lessons.
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EXHIBIT “8"
SCHEDULE OF DATA

Category of Data I Elements Checkif Used *
by Your System
:f:::;::’a" Technology | p addcesses of users, Use of cookies, etc. | v
Other application technology meta data-Pleasc specify: B
Applicatson Use Statistics | pmors dara on user interaction with application
Assessment Standardized test scores
Obscrvation data
Other dssessment daty-Please specify:
)
Attendance Student school (daity) attendance data
- - Student class attendance data
Communications Online communications captured (emalils, blog entries)
c°:'df’“ Conduct or behavioral data
Demographics Date of Birth
Place of Buth
Gender
€hnucity or race
iahguagc information {native, or primaty language spoken by
studeat) -
Other demographic infarmation-Please specify: D
Encoliment Student school encoliment N ) |
Student grade lovel |
HoME¢room |
Guidance counselor !
Specific curriculum programs |
Year of graduation |
Other enroliment intormation-Please specily: |
Parent/Guardian Contact | address
Information Emall W
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Category of Data i & S tements Check if Used
by Your System
Phone
Parent/Guardian ID Parent 1D number (created 1o link parents to students)
Parent/Guardian Name | ¢irct and/or Last ==
Schedule Student scheduled courses
- Teacher names
Speciat Indicator €nglish language tearner information
Low income status
Medical 3ietts/ health data
Student disability information
Specialized education services {IEP or SO4)
Living situations {homeless/fostes care)
Other Indicator information-Please specify:
Student Contact Address
Information —_ ",
J Phone
Student Identifiers Local {School district} {0 number
State ID number
Provider/App assigned student 10 number
Student app username 4
Student app passwords v
| Student Name First and/or Last v
[ Student In App Peogram/application performance (typing program-student

Performance

types 60 wpm, reading piogra m-student reads bejow grade
fevel)

Student Program

Academic or extracurricular activities 3 student may belong to

Membership of partiCipate in D
Student Survey e -
Responses Student responses 20 surveys Or questionnaires D

Student work

Student generated content; writing, pictures, etc,

Other student work data -Please specify:

Transcript

Student course grades

Student course data
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- T n
i i . Check If Used™|
Category of Data Elements by Your Svstem;
Student course grades/ performance scores
Other transceipt data - Please specify: ]
Teansportation Student bus assignment
Student pick up and/or drop off location
Student hus card 1D number
Other tcansportation data — Please specify:
S
Other Please list each additional data element used, stored, or D
collected by your application:
|
|
None No Student Data collected at this time. Provider will L]
immediately notify LEA if this designation is no longer
anolicable.
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EXHIBIT “C”
DEFINITIONS

De-Identified Data and Oe-ldentification: Records and information are considered to be De-ident:fied when all
personally identifiabte information has been removed or obscured, such that the remaining information does not
reascnably identify a specific individual, including, but not limited to. any nformation that, alone or in
combination is linkabie to a specific student and provided that the educational agency, or other party, has made
areasonable determination that a student"s identity is not personally identifiabte, taking into account reasonable
available information,

Educational Records: €diucational Records are records, files, documents, and other materials disectly related to a
student and maintained by the school or local education agency, or by a person acting for such schoal or ocal
education agency, including but not limited to, records encompassing alf the material kept in the student’s
cumulative folder, such as general identifying data, records of attendance and of academic work completed,
records of achievement, and results of evaluative tests, health data, disciplinary status, test protocols and
individualized education programs,

Metadata: meansinformation that provsdes meaning and context to other data being collected; incfuding, but not
limited to: date and time records and purpose of creation Metadata that have been steipped of all direct and
indirect identifiers are not considered Personally ideatifiable Information.

Operator: means the operator of an internet website, online service, online application, or mobite application with
actual knowledge that the yite, service, or application is used for K-12 schoot purposes. Any entity that operates
an internet website, online service, online application, or mobile application that has entered into a signed, written
agreement with an LEA to provide 3 sesvice to that LEA shiall be considered an “opesatos” for the purposes of this
section.

Originating LEA: An LEA who originally executesthe DPA in its enticety with the Provider.

Provider: Foc purposes of the DPA, the term “Provider” means psovider of digitateducational software or services,
including cloud-based services, for the digital storage, management, and retrievat of Stadent Data. Within the OPA
the term “Provider” includes the term “Third Party” and the term “Operator” as used in applicable state statutes.

Student Generated Content: The term “Student-Generated Content” means malerials or content created by a3
studentin the services including, but not limcted to, essays, research reports, portlolios, creative writing, music or
other audio files, photographs, videos, and account Information that enables ongoing ownership of student
content.

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31{b}, a Schoo! Official is a contractor
that: {1) Performs an institutional service or function for which the agency o institution would otherwise use
employees; (2} Is under the directcontrol of the agency or instilution withrespect to the use and maintenance of
Student Data including Education Records; and (3) Is subject to 34 CFR § 99.33{a) governing the use and ce-
disclosure of Personally identitiable tnformation fcom €ducation Records.

Service Agreement: Refers to the Contract, Purchase Order or Terms of Secvice or Terms of Use.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its users,
students, or students’ parents/guardians, that is descriptive of the student including, but not limited to,
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information in the studeat’s educational cecord or email, first and last name, birthdate, home or other physical
address, telephone number, email address, or other information allowing physical or online contact, discipline
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal
secords, medical records, health records, social secutity numbers, biometric information, disabilities,
socioeconomic information, individual pyrchasing behawvior or preferences, food purchases, political affiliatians,
religious information, text messages. documents, student identiliers, search XKtiwity, photos, voice recordings,
geolocation information, parents’ names, or any other information or identifrcation number that would provide
information about a specific student. Student Data inciudes Meta 0ata. Student Oata (urther inciudes “Personally
\dentifiadle Information (P3),” asdefined in 34 C.¢.R. §99.3 and as defined under any applicable statelaw. Studeat
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and
local laws and regutations. Student Dala as specified in Exhibit “8™ Is confirmed to be collected or processed by
the Provider pursuant to the Services. Student Data shall not constitute that information that has been
anonymized or De-Identified, or anonymous usage data regarding a student’s use of Provider’s services.

Subprocessor: For the purposes of this DPA, the term “Subpcocessor™ {sometimes referred to as the
“Subcontractor™) means a party other than LEA or Provider, who Pcovider uses for data collection. analytics.
storage, or other service to operate and/or improve its service, and who has access to Student Data.

Subscribing LEA: An LEA that was not party to the original Service Agreememt and who accepts the Provider’s
General Offer of Privacy Terms.

Targeted Advertising: means presenting an advertisement to 3 student where rthe selection of the advertisemerit
is based on Student Data or infecred over time from the usage of the operator”s Internet web site, online service
or mobile application by such student or the retention of such student's ontine activities or requests aver time for
the purpose of targeting subsequent advertisements, “Targeted Advertising™ does not include any advertising to
a3 student on an Internet web site based on the content of the wveb page or in response o a student’s response or
request for information or feedback.

Third Party: The term “Third Party” means 3 provider of digital educational software or services, including cloud-
based services, (or the digital storage, management, and retrieval of Education Records and/or Student Data, as
that termis used in some state statutes. However, for the purpose of this DPA, the term “Third Party” when used
1o indicate the provider o! digital educational software or seivices is replaced by the term “Provider.”
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EXHIBIT "0
OIRECTIVE FOR DISPOSITION OF DATA

Provider to dispose of data obtained by Provider pussuant Lo the terms of the Service Agreement between
LEA and Provider, The terms of the Dvsposition are set forth betow

1. Exient of Disposition
| [ Disposition Is partial The categories of data to be disposed of ace set forth betow of are found in
3n attachment to this Directive:
t }
L oisposition is Complete. Disposition extends to alt categories of data

2 m'.ﬁnmm’
Oisposition shalf be by destruction or detetion of dala

{1 oisposition shalide by a transfer of data. The data shalt be transferred to the follawing site as
follows:

3. schedule of Disoosition
Data shall be disposed of by the following date:
As 5000 35 comumercially practicable.

8yl ]
4. gigaatyre
Athorized Regresentative of LEA Date
S. ation of Di f Dat2
Autharized Representative of Compary Date
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Lombard Onstrict 44
{“Originating LEA™) which is dated , to any other LEA {"“Subscribing LEA*) who accepts this General
Offer of Privacy Terms {“Genesal Offer”) through its signature below. This General Offer shall extend only to
privacy protections, and Provider’s signature shall not necessarily bind Provider t0 other terms, such as price,
term, or schedule of services, or to any other provision not addressed in this OPA. The Provider and the
Subscribing LEA may also agree to change the data provided by Subscribing LEA to the Provider to suit the
unique aeeds of the Subscribing LEA. The Provider may withdraw the General Offer In the event of: (1) a
material change in the applicable privacy statues, (2} a material change in the services and products iisted In
the orginating Service Agreement; or three {3] years after the date of Provider’s signdture to this Form
Subscribing LEAS shouid sund the signed Exhiblt "
to Provider at the following omail address; sales@chasskid com ;

PROVIDER: ChessKid com
ov: L1 12 Date: 905/15/2021
Printed Name: Michelle Maitinez Title/Position: Director of Ma[keting

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provides, and by its signature below, accepts
the General Offer of Psivacy Terms. The Subscribing LEA and the Provider shali therefare be bound by the same
terms of this DPA for the term of the DPA between the Lombard District 44

and ChessKid com

**PRIOR TOITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER
PURSUANT TO ARTICLE V11, SECTION 5. **

Subscribing LEA:
BY: Date:
Printed Name: Title/Position

SCHOOL OISTRICT NAME:
OESIGNATED REPRESENTATIVE OF LEA:

Name:
Tite:
Address:

Telephone Number:

Email:
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EXHIBIT “¢°
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Framewoeks
2{24/2020

The gducation Secucity and Privacy Exchange {"Edspex”) works in partnership wath the Studenl Data Pavacy
Consortium and industey leaders 10 maintain a list of known and credible cybersecunty frameworks which can
protect digital {easning ecosystems chosen based on 3 set of guiding cybessecurity principles® {"Cybersecunty
Framcworks”) that may be utilized by Peovider .

Cvbersecurity Frameworks

MAINTAINING ORGANIZATION/GROU?

FRAMEWORK(S)

O

N3tional tnstituie of Standards and
Technology

NISY Cydersecursty Framework Version 3 )

National lnstitute of Standards and
Technology

NIST S¢ B00-S3, Cybersecunty Framework for
Improving Criicat Infeastructuie Cybersecunty
(CSF), Speesal Publication 800-171

tnternationat Standards Organizotion

Information technotogy — Securnty techniques
— Information secunty management systems
(1SO 27000 series)

Secute Controls Framework Council, LLC

Secunty Controls Framewori {SCF)

Center for internet Secunty

CIS Criticat Security Controts (CSC, €15 Top 20)

000 O 0O

Office ot the Under Secretary of Oefense for
Acquisition and Sustainment (OUSD(ARS)

Cybersecurity Maturity Model Cesuficaton
(CMMC, ~FAR/OFAR)

Pleose visit hip J/www.ediocx 929 for further details about the noted fromeworks.
*Cybersecurity Principles used 10 choose the Cybersecurity Frameworks are locased here
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EXHIBIT "G" - Supplemental SDPC (Studont Data Privacy
Consortium)} Stato Terms for #iinois

Verson IL-NOPAv1 0a (Revised March 15, 2021)

Ths Exhibit G, Supplemenial SOPC State Tenns for Wnos (Supplemenial Staie Terms®), eflectve
simutaneously with the attacheo Student Data Pnvacy Agreemeni (DPAT) py and  between

o S e “Local Educabon Agency” of
TeA" )" and Dot ds s ¢ (ihe 'Provgoaf , 18
incorporated in the attached DPA and amends the DPA (ang ali suppfémenlal terms and condibons and
pohcies apphkcadieto the DPA) 83 {olows

1. Comptiance with tllinois Privacy Laws, in pesforming s cdBgatons under e Agreement. the
Provider Shall comply wiih alf 1Binors 13ws and regudationa paviaining (o sludeM dsta privacy, confidantaldy,
and maintenancd, ncuding but not kauted to the IRNos School Student Recotds Adt (TSSRAT, 105 ILCS
10/, Mental Heatth ang Developomantal Disatsbtes Confidentiahty Act (MHODCA"), 7401LCS 110/, Student
Onvne Personal Protecton Ad ("SOPPA”). 105 ILCS 8%. identty Prolecdon Act (TPA). SILCS 179/, and
Pectons! Informaton Pratecdon Act ("PIPA"). 815 ILCS $304, and Locsl Records Act ((LRAY), 50 ILCS 20

2. Definition ot “Student Data.” in addoon (o the Gefindtion sal forth n Exhibi C, Student Data
ncludes any and all nlonmalion concerning a sludent by which a siudent may be iIndviduatty identfied
unde: applicadiy Mol law and regulabons. INudmg Dt nNot kvted ¥ (8) “covered nformabon.” as
dgefined in Secvon S of SOPPA {105 ILCS 85/5). (b) ‘schodl student records” as thal term I8 defined in
Secoon 2 of ISSRA (105 ILCS 10/72(d)) (c) recotds” as thal lemm is defined under Secton 11072 of 0w
MMHODCA (740 ILCS 11072). an0 (d) "personal mfonmation” as defined in Sechon 53045 of PIPA

3 School Otficlat Designation, Pursuant to Astcle ), Paragraph 1 of the DPA Standard Clauses.
and i accordance wih FERPA, ISSRA and SOPPA, in perfotming #ts obkgabons tnder the DPA, the
Prowder 13 acting as a sAhool offaal with legitimale educaliond!l ntecesl, it POrfadming an insttvtonal
$01VICe Or fuACDON for wivch the LEA would oltherwise uso a8 Own empicyees, ¢ undor the Arec! conlrol of
the LEA with respect 10 the use and mamienance ol Siudant Data. and ts uting Skudont Dala only lor an
authorzed purpose and in Antherancs of such ke pitonate educabonal intore sl

4. Limhations on Re-Disclosure. The Pronder shait not re-dcdose Student Data 10 any other party
of I3 wihou the express wnitton permission of the LEA of pursuart 10 count order, unless such
discosure 15 otarwise permried under SOPPA. (SSRA, FERPA. and MHDOCA Prowider will not sod or
fent Student Oata In the event another party. mdudng 1aw enfoicoment or 3 govemmeni entsty, contacts
the Prowider with a request of SUDDOBN fo¢ Student Data i the Possesscn of ke Prowder. the Providat
shall redirect 1he other party to seek the data drectly from the LEA in the avent the Provide: is competed
to produce Student Data to anoter parly sn comphaned with 3 court order, Prowder shall notty the LEA at
least fve (5) sONool days n advance of the court ordered disdosire and, LPON request. provide (he LEA
with 3 copy of the coun ocder requiving such disdoswre

5 Noticas. Any notica devercd pursuant to the OPA shad be deemed of\cCUve. as applcadlo. upon
receipl as evdanced by the 3ala of Uansmussion undicated on the ransmes $son malenal. f by 0-mad, of foux
(4) asys after makng, 1f by frst-Cass mad postege prepand

6 Parant Right to Access and Challonge Studant Data. Tho LEA shal eslabhsh reasonable
procedures pursuant (0 wiuch 3 pareni. as that lerm is defined in 105 ILCS 1072(g), may nspeql andlor
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copy Student Dala and/oc chalienge tha accuwrddy, relevante or propnety of Sludent Oata, pussuant 1o
Secbons Sand 7 of ISSRA (1051LCS 1045, 105 ILCS 10/7) and Secson I3 of SOPPA (1051LCS 85/33) The
Prowder shall respond 10 any requesi by the LEA for Studemt Data in the passession of the Prowger whan
Provnder cooperation s required 10 altord a parent an opportusily 10 1Nspact andzor COPy the Studentt Data,
00 (3162 than S butandis Gays fiom ha 6316 of e (EqUESE. In MW Gved! that 8 Parent contacts the Prowmder
deecly 10 napeql and/or copy Sludent Data, the Provider shall tefer the parent to the LEA, whxh shat
follow the necessary and piopos procadutas regarding the requasted Siudent Oata

7. Corrections to Factual naccuracios. in the event that he LEA delermunes thal the Provider is
manusining Stusan Data that contains a factual inaccuracy, and Providdr CO0PSralion &8 reQuired i onder
lo make 8 cortecbon. the LEA shatt nodly the Provider of the lactus! ingocuracy 3nd the correction to be
made No lator than 90 calendar days alter rocovng the nolice of the factual inaccuracy. the Prowder shatt
sortect the factual naccutacy and shall provido writian Confiemaion of [he correction 1o tha LEA

8 Socurity Standards. The Prowder shal wmplement and manlan COMMEroaay reasonadie
SeCunty 0foCOJUIes and Dractices that Otherwisd Mec! of exceed wdustry standards designed 1w protec!
Siudent Data from unauvthonized access, doswuclon. use, modificalion, oc discosure, Induding bul not
kmuted to the unauthorized sxuisiion of compulerzed dew that complomises the secunly, confidentiakty,
or inlegnty of the Student Data (a “Security Beoach™). For purposes of the DPA and this Extvdd G.
“Securty Breach™ does not include the good falith acquisition of Student Dala by an employee or agent of
the Prowder or LEA fot a legitamate educational of admemsusiive purpose of the Prowder of LEA, so fong
as the Studen! Data & used salely for purposes permilied by SOPPA and other apphcabdie Jaw, and $o
fong as he Studant Dala s restricted from further unavthonzed disclasure

9 Security Broach Notification. In addrion to the information enumerated o Article V. Secton 4(1)
of the OPA Standard Clauses. any Seoutty Breach notficalion provided by tha Prowder 10 the LEA shal
indude

2 Alist of the students whose Student Oata was involved in or 1S reascnably Dedgved (o
have been ervolved in the bread), il knawn, and

b Tha name and contac information for an empioyee of the Provider whom parents may
confact to inqQiare about the breach

10. Reimbursement of Expenses Assoclatod with Securlty Breach, in the even of a Secunty
Breach that rs attnbutabie 10 the ProwiGey. the Prowder stialt ceimburse and mdemndy the LEA for any ang
all costs and expenses thal the LEA maurs in investigating and remed:ating the Secunly Breach. withou
regad 1o any kmitabon of babity piovision otherwise agresd to between Prowder and LEA. mcducng but
not mited (0 .costs and expensas associated with:

3. Providng noufication o the parents of those sludents whiose Sludent Data was
compiomised and seguiatory agencies or other enlpes 3s reqQuired by taw or coniract,

b Prowding credit monitoang 10 those siudenis whose Student Data was exposed in 8
manner dunng the Secunty Breach Lhat a reasonabie person would beke-e may impact
(he student’s credit of fingncial secunty,

¢ Legal fees, audi costs, fines, and any other fees or damages imposed agans the LEA
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as a resull of the sacunty breach and

d Providing any other notilicalions or tulfilling any other sequiroments adopted by the
Ihnois State 8oard of Educalion or under olher State or fedec¢al laws

11. Transfer or Dolellon of Student Data. The Provider shaft review. an an annual basis, whether
the Student Dala it has received pursuant to the DPA continues to be needed for Ihe purpose(s) of the
Service Agreement and this DPA _ If any of the Studei Dala ¢s no longer needed for pasposes of the Serwce
Agreement and this DPA, the Prowdar will provide wntlen notice lo the LEA as to what Student Dala is no
longer needed The Provider will delele or transler Student Data in readable form to the LEA, 3s directed
by the LEA (which may be eHectualed Ihrough Extubit D of the DPA), within 30 calendar days if the LEA
requests detetion or transfer of the Studen! Dala and shall prowde written confirmalion lo the LEA of such
deletion or fransfer. Upon termmation of lhe Seiwce Agreement delween ltve Prowvider and LEA, Prowder
shall condud a final review of Student Dala withwn 60 calendar days

if the LEA recerves a request from 3 parent, as that term is defined in 105 ILCS 10/2(g). (hat Student
Data being held by the Provider be deleled. the LEA shal determine whelher the requesled deletion would
violale State and/or federal records laws In the evenl such defehon would nol wiolate State or federal
records faws, the LEA shall forward the request for deletion to the Proviger. The Provider shatt compty with
the request and delete the Student Data within a reasonable lime period aftar recaiving the request

Acqy provision of Student Data to the LEA from the Provider shall be transmitted in 3 format
readable by he LEA

12. Public Posiing of DPA. Pursuant to SOPPA. the LEA shal pubhsh on is website 3 copy of the
DPA between the Provider and the LEA. including this Extubil G.

13. Subconiraciors. By no later than (5) business days afler he date of executon of the DPA, the
Provider shall provide the LEA wilh a tistof any subcontraclors to whom Student Dala may be disclosed or
3 link 10 3 page on the Provider's websile thal dearly ksis any ang all subcontraciors lo whom Student Data
may be disclosed. This fist shall. a1 a3 minimum, be updaled and provided (O the LEA by the beginning of
each fiscal year (July 1) andg at the beginning of each calendar year (January t).

14 DPA Torm.

a. Original DPA. Paragraph 4 on page 2 of the DPA selting a three-year term for the DPA
shall be deleted, and thie following shall be inserled in Yeu thereof. ~This DPA shall be
effective upon the date of signature by Provider and LEA, and shall remain
in effect as batwean Provides and LEA 1) for so long as Ihe Services are being
provided lo the LEA or 2) unlil the DPA is lerminated pursuant to Section 15 of this Exhibit
G. whichever comes first. The Exhibit E General Offer will expie three (3) years from the
date lhe onginal DPA was sigred.”

b General Offer DPA. The foowing shall be inserled as a new second sentence in
Paragraph 1 of Exhibit £ “The prowisions of the onginal DPA offered by Provider and
accepied by Subscribing LEA pursuani to Uus Exhib)t E shall remain in eflect as between
Prowder and Subscribing LEA 1) for so long as the Services are being provideo to
Subscnbing LEA, or 2) untit the DPA s terminated pursuant 10 Sectson 15 of this Exhubit G,
whichever comes first.”
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1S. Teimination. Paiagiaph 1 of Atticle Vit shall be deleled. and the foliowing shall be inserted in tiev
theraot ~In the evenl eihar Paity soeks 10 leminale this DPA, they may do $0 by mutual written
consem so long as the Service Agreement has 1apsed or been lerminalad One paity may terminate
thws OPA upon a3 matenal breach of ttws DPA by (he other party Upon lermination of the DPA, the
Servico Agicomont shall termunate

16 Privacy Policy. The Provider mus! publicly discioso material information abou! its eollection, use,
and disdosure ot Sludent Data, including, but not kmited to. pubishing 3 terms of seniee
greomont. plvacy pokcy, of simdas documeni

17. Minimum Data Necessary Sharod. The Provider atiests 1ha! the Studenl Dala requast by the
Provide: from the LEA in oider for the LEA lo access the Piowder's producis and/or Services 1S
imited 1o the Student Dala (hat is adequate, relevani, and Iimited 10 what ts necessary in relalion
1 the K- 12 echool purposes for which R Is processed

18. Student and Parent Accoss. Access by sludents or parentsiguardians o the Prowder's programs
ot services govemed by the DPA of to any Student Data siored by Provider shall not be conditioned
upon agreement by the parenis/guardians to waive any of the student data confdenbalily
festicuoNs or a lessening of any of the confidentiabty or privacy requirements contained in thas
DPA

19. Data Storage. Provider shalt s10¢@ 3k Student Datg shared under the DPA within the United States
20 Exhiblts A and B. The Services described in Exhibst A and Ihe Schedule of Data in Extubil B to
the OPA sausty the requirements in SOPPA (o include a statement of the pcoduct or service being

provided [0 the 6chool by the Provider 8nd a kstng of the categones of typas of covered information
10 be provided lo the Prowder, respectvely
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EXHIBIT “H"

Additional Terms or Modifications
Version

LEA and Provider agree to the following additonal terms and modifications:

This is 3 free teat field that the parties can use 10 add of modify terms in or to the OPA. If there are no
additional ot madificd terms, this field should (ead "None.”

None
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