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This Student Data Privacy Agreement {"DPA") is entered into on the date of full execution (the "Effective Date") 
and is entered into by and between: 

I """""°"""" ), located at t •-·-••,~,•• I (the "Local Education Ag�ncy" or "LEA"I and 
1 ChessKid.com ], located at I �h•-•-"- J (the "Provider"). 

WHEREAS, the Provider is providing educational or digital services to lEA. 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 
Educational Rights and Privacy Act ("FER PA") at 20 U.S.C. § 1232g (34 CFR Part 991; the Children's Online Privacy 
Protection Act ("COPPA") at IS U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations 
and 
WHEREAS, the Provider and LEA desire to enter into this OPA for the purpose of establishing their respective

obligations and duties in order to comply with applicable laws and regulations. 

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 
1. A description of the Services to be provided, the categories of Student Data that may be pr ovided by LEA

to Provider, and other information specific to this OPA are contained in the Standard Clauses hereto.

2. Special Provl�loni, Check If Required

0 If checked, the Supplemental State Terms and attached hereto as Exhibit "G" are hereby
incorporated by reference into this OPA in their entlrety. 

□ if checked,'LEA and Provider agree to the· additional terms'or modiiicatlons ietioriii in Exhiiiit
"H". (Optional)

0 If Checked, the Provider, has signed Exhibit "E" to the Standard Clauses, otherwise known as 
General Offer of Privacy Terms 

3. In the event of a conflict between the SOPC Standard Clauses, the State or Special Provisions. will control.
In the event there is conOict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this OPA
shall control.

4. This OPA shall stay in effect for three years. Exhibit£ will expire 3 years from the date the original DPA
was signed.

5. The services 10 be provided by Provider to LEA pursuant to this OPA are detailed in Exhl-bit "A" (the
"Services").

6. tis!!iID- All notices or Other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.
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The designated representative for the LEA for this OPA Is: 

Name: Alexandra Hahn nue: Director of Operations

150 W. Madison St., Lombard. ll 60148 
Address: _________________________ _ 

Phone: 630-827-4592 Email: ahahn@sd44.org

The designated representative for the Provider for this OPA is: 

Name: Michelle Martinez Tille: Director of Marketing

dd 
PO Box 970397, Orem UT 84097 A ress: ________________________ _

Phone: (800) 318-2827 • 124 Email: michelle@chesskid.com

IN WITNESS WHEREOF, LEA and Provider execute this OPA as of the Effective Date. 

LEA, ;::p;� 
By: � 

Printed Name: Alexandra Hahn

Provider: ChessKid.com 

Date: ______ _ 

Title/Position: Director of Operations

By: _:f>__.__Nc---'--�M:,,.c...lli::...;__- n_'.'.)_:;ID=_�..c...,b�ml5�--- Date: 05/14/2021

Printed Name: Michelle Martinez

last Updaled 2021-0'3-\5 • Ne
w 

llt,nols Eldiibit G 

Title/Position: Director of Marketing
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STANDARD CLAUSES 
version 1.0 

ARTICLE I: PURPOSE ANO SCOPE 

1. Purpose of DPA. The purpose of this DPA is to describe the duties an<I responsibilities to proteu Student
Data Including compliance with all applicable federal, state, and local privacy laws, rules, and regulations,
all as may be amended from tlme 10 time. In performing these sen,ices, the Provider shall be considered
a School Official with a legitimate educational interest, and performing sen,ices otherwise provided by
the LEA. Provider shall be under the direct control and supen,ision ol the tEA, with respect 10 its use of
Student Oata

z. Student Data to se Provided. In order 10 perform the Scn,ices deswbcd above. LEA shall provide
Student Oata as Identified in the Schedule of Data, attached hereto as Exhibit ·s•.

3. DPA Dellnltlons. The definition of terms used in this DPA is found in E,hiblt "C". In the event of a conntct,
definitions used in this DPA shall prevail over terms used in any other writing, including, but not limited
10 the Sen,ice Agreement, Terms of Sen,ice, Privacy Policies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. S)udent Data Property of LEA. All Student Data transmitted 10 the Provider pursuant to the Sen,ice
Agreement is and will continue to be the property of and under the contrOI of tne lfA. The Provider
further acknowledges and agrees that all copies of such Student Oata transmilled to the Provider,
including any modifications or additions or any portion thereof from any source, are subject to the
provisions of this DPA in the same manner as the original Student Data. The Parties agree that as between
them, all rights. including all intellectual property rights in and to Student Data contemplated per the
Sen,lce Agreement, shall remain the exclusive property of the LEA. For the purposes of FERPA. the
Provider shall be considered a SchOol Official, under the control and dire<:tion of the LEA as it penains 10
the use of Student Data, notwithstanding the above.

2. Pa,ent Access. To the extent required by law the LEA sllall establish reasonable procedures by which a
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erroneous information, and procedures tor the transfer of student-generated content to a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably timely
manner (and no later than forty five (45) days from the date of the re<iuest or pursuant 10 the time frame
required under state law tor an LEA 10 respond to a parent or studen� whichever is sooner) to the LEA's
request tor Student Data In a student's records held by the Provider to view or correct as necessa<y. tn
the event that a parent of a student or other individual contacts the Provider to review any of the Student
Data accessed pursuant 10 the �rvices, the Provider shall refer the pirem or individual to the LEA, who
will follow the necessa<y and proper procedures regarding the requested information.

3. Separate Account. If Student-Generated Content is stored or maintained by the Provider. Provider shall,
at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student•
Generated Content to a separate account created by the student.
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4. law Enforcement R¢oue,u. Should low enforcement or other government entitles (·Requesting
Party(lcsl'I cont.ct Provide, with a request lo, Student OaIa held by  the Prov1de, pu"u•n1 to the Sernces. 
the Pr_, shall notify 1he lEA on act-ance ol • <ompelJed cmclo>ure to lhe Reques11ng P;irty, �u
l.lwlully directed by the Requesllf18 Party not to inform the LEA of the requen.

s. Subprocessors. Ptovlder shall enter Into written as,uoments with all Subprocessors perlorming !unctions
for the Provider ,n orde, for the Provider to provide the Servoces pursu;int 10 the Servtce Agreement,
whereby the Subpr0<eswis agree 10 p,ote<t Student Data rn a m;in<>er no ltss surngent than the u,,ms
ol this OPA.

ARTICLE 111: DUTIES OF lEA 

1. Proyldf Qa!l In Comptlancs with Appll<•b!t UWJ LEA� p,ov,oe Student Data for the purposes of
obla.,ine the Services In <omphance w.th all ;ipplkable federal, stare, and IOCal privacy l.lws, rules. ;ind
regulallons, all as moy be amended from tome to time.

2. Annual Nollfkatlon of Rights. 11 the LEA has a policy of d,sdo$iog Education Records and/or Student
oa� unde< fERPA (34 crR t 99.3I(•)(I1), lfA shaDk>clude a 1pe<rhuIoon of ,,....i. for determ,nr"8wllo 
consl1tutes a sc.hool offdal and wha, COMhtutes � tcJJOffl.Jte eduut�I inte-,est In its �nn�I 
noI,nuI.,n of rightl. 

3. Rnsonab•e PrnauJ1ons .. UA shall take reasonabfe. p,eoutfons to secure usernames. passwo,ds, and 

anv other means of g;i,ning •tcess to t� set\'ices and hosted Student oata

4. UMYJhQ<htd A<<nt HotlRgtlon. UA shall notify Provider p,ompov of any know,, unauthori,ed am,ss
tEAw,11 asSist Prov.de, In iny efforts by Ptovidcr 10 irwtstlsate and respond to any unauthorized acce".

AATICU IV: OUTIES OF PROVIDER 

1. PrfyJcy Compllaocc. The Provider sh•U comply with aU applocable federal, state. •nd lool l•ws. rules, and
rogula110ns pertaining to Student Data privacy and sc,urlty, all�• may �e amended trom clme to time,

2. AuthOtlzed Ust, The Student Data shated pursuant to the Service Agreornent.. indudins ptrsistent un;que
ldentrr,.rs. wu be � lor no purpase other than the Services outloned on uhtbtt A or stated m the
Ser,,ce Agreement and/or otherw,se authoriied under the statutes relerred lo herein this OPA.

3. PrOYldcr £mp1ovec ObUuUI0"· P,ovider shaU roqulrt aJf o( Provider's cmploVecs and agents who have
atcess to Student Data 10 comply with all applicable provislons of thl> OPA with respe<t to the Student
O•ti shared under tile �t\'ice Aareement. Provider aa,ees lO require and maintain an apt:,roPfJ;ile
,onfidentiality •11ttmen1 from e.ch emp�e or ag<nt ,vith ;,c:cess 10 Student Data pursuant to the
Setvke AgreemenL

4. NP Qllslosure. Provider a.c:knowledges and agrees 1hat It shall not make any re-disclosure or any Student
Dara or anv portion U,ereof, includlns without llmiIaIion, user content or other non-public lnformotion
and/or personalfy ldenImable information <ontal� In the Student Data other than as dltttted or 
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permitted by the tfA or this OPA, This prohibhlon agains1 disclosure shall not apply to aggregate 
summaries or Oe-ldentified lnformalion, Student Data disclosed pursuant to 3 lawfully lisued subpoena 
or other legal process, o:r to subprocessors performlns ser\llces on behalf or the P,ovide, pu,suant to this 
OPA. Provider wiU not S<!II Student Oata to any third party, 

5. De-ldenJUitd Oata: PtovldeJ agrees not to attempt to ,e�tdentify de-tdent,fit'd Student Data. oe�1dent1fied
Oata may be used by the Pro-..ldc, for those purPOses. illlowed under FCRPA and the following purposes:
(1) assisting the lE.A or omcr governmental .igendtU ,n conducting rcsoa1c1, dnd othe, studies; ;md (2)
research and development of the Provfde,·s cduutlonal s,ces. services, or applications, and to
demonstrate the effectiveness ol the SeNkes; aod {3t fo, adapt

i

ve tca,n,ng purpose and for cusromlzed
studenl tea,nlng, Provklef"s use of Dt,-fdenl•fied t>.ata shall sutv1ve term;�tk>n of this DPA 01 any request
by LEA to teturn or destroy Student �ta. Except for SUbprocessors. Providtf agrees not to o.1nsfe< cfe .. 
identlfied Student Oati to any pany unless (a) that party agrees ,n wriHn& not to attempt re-tdenhflc.at.On,
and (b� prior WTiUen notice hos been given to the lCA. who has ptovidcd prior written c.onSC?nl for such 
transfer. Prl0< 10 publlslllng nny document lhi'lt names the lEAexpllcltty or tndirnctly, the Provldor shall 
obtaln the LEA's written approval of the m;;,nncr In which de•idcntlfied dlltO l s  presented.

6. OlsposlUon pf Data- Up0n w,1ucn r�uest from t� LCA. Provider shall ddpm.e of or provkh! a mec:�ni� 
f01 the lfA to transfer Student Oat.a obtalOt'd under the Serv,ce Agrttmenl. within Sixry (60) days ol the 

date of s.akt request and a«O<dlng to a schedule and prOGedure as the Part� may rear.on.ably ag.ree. 
Upon tern1Jnat1on of this OPA. ft no wriuen request from the tEA is ;ecerYed, Provider shall dispose of att 
Student Data after providing the lEA with reasonable ptior notice. The duty to dispose of Student Data 
s.hall not c,ucnd to Student Datil thilt had been Dc•ldentlficd or pl.iced In a separate student account
pursuant to sectlo,, II 3. The UA may emp,oy a "Ohecllve for OisPoSIUon of Data'" 

fotrn, 1 c.opy of which 
is atta<:hed hereto as bhJbl\ •O:. If the lEA and PrO\Mder employ hhibJt •o; no further wntten request 
0< not,c.e is ,equ,recf on the patt of either patry pnor 10 ,� dtSpOsition ofStudent Data desc,tbed ,n Exhibit 
·o. 

7. Advertising Llmltatlons, Provider Is proh,bited ffom using, diS<losing, or sclt,ng Student Data to (n) inform, 
lnnuence, or enable Tar1etcd Advcrtlslng; or (bt develop :t profile of a student, f:tmllv m�mber/guardlan
or group, for any purpo� Othvr than p(OVi(flng the 5el'¥1ce ro LEA. This seulon does not ptohlbit Provider
from using Student Data U) fOf ad1prive le1rnlng or cust0tni1ed student learning (including gene,.ating
petSONlbed tean'llng recommendations); or (ii) to make product recommendations to teac.hers or LEA
employttS; 01 (iiO to notify 3tc0unt hoad<!rs ,bout new education procfUCI updittM, features, or scrvlc.es
o, from otherw1$e using Student O!lti as permitted In this OPA and its accompanying tKh1bits

ARTIClE V: DATA PROVISIONS 

l. Qata StoUH, Where tequfltd by app,ic:able law. S1uderit Oita WJ be stored within the United States.
Upon request of the lEA, PrCMder W1II provide a hsi of the loc..ations whett Student Data 1s stored.

2. �- No more than once o year, or following unauthorized access, upon rec.eipt of a written ,equest
from the! LEA with at least ten UO) business days• notice and upan the execution of an opp,opriate
c:onftdentlahty agreement, the Provkler will allow the lEA to audit the securhv and privacy measures that
are i.n pla<t to ensure protecUon of Student Oat, or arry portion thereof at: it peruins to the dehvety of 

s,,v,ce.s to the lf.A . The Provider will cooperate rHsonabty with the lEA and any local. state� or federal 



agency with oversight authority or jurisdiction in connection with any audit or investigation of the Provider 
and/or delivery of Services to students and/or tEA,. and shall provide reasonable access to the Pro•1ider's 
facilitles, staff, agents ard LEA's Student Data and all reco,ds pertaining to the Provider, LEA and delivery 
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breac.h of the OPA. 

3. Data Security. l'he Pf0vide1 agrees to utllize adm1nistrat1ve, physical, and te(hnical safeguafdS desigried
to protect Student Oat.a from unauthorized access, dis.closure. aCQUJSilion. desuuction, use, or 
modificat.ion, The Provider shan adhere to any applicable law relating to data secutity. The ptovider shall 
implement an adeQuate Cybersecurity Framework ba$4XI on one of the nationally recognized standards 
set forth set fotth In Ellf!ibit "F". E.xdusion.s, variations, or exemptions to the identified Cybersecu,1ty
Framework mu.st be detailed In an attachment to Exhibit "'H•. Add1tionalty, PJOvidet may choose to
further detail hs s.ecurity programs and me�uutes that iugmenl or are in addition to the Cybersecurlty 
Framework in Exhibit ''Po'. Provider shall prov1de, In the Standard Schedule to the OPA, contact
information of an emplotee who LEA may contact if there Me any data secuntv concerns or questions.

4. Data Breach. In the evf'nt ot all un.:tuthomed release, disclosure or acqu,sh1Qf'I of Student Data that 
compromises the secuclty, confidentiality or fntegrily of the Studen1 Data mJintained by the Provider the
Provider shalt provide notification to l£A within seventy-two (72) hours of confirmation of the inddent,
vnless notific.JtiOn within this t\me limit would disrupt lnvestfgation of the incident by law enforcement.
In such :tn e:vent, notification shall be made within a reasonable time ahe, the ineidenl Provkler shall
follow the rollowfng proc.ess;

(1) The �turity breach notification described above shall include, at a minimum, the following 
information to U1e �xtent known by the Provider and as it become-s available:

i. The name and contact inform(litN)n of the ,eporting LEA subject to this section. 
ii. A list of the types of personal information that were ot are ,easonabfy belitved to have

been the subject or a breach. 
m. If the informatiOn is possible to determlne at the Orne the notice is p,ovide<I, then either

(1) the date ot tl>e breach, (2) the es1imated date of the breach, o< 13) the date range 
within v,hich the breach occurred. The notifKation shall also Include the date of the 
notice. 

Iv. Whether the ()Qtification wa.s delayed as a result of a law enfotc(!ment investlgation, if 
\hat infOfmation IS possible to determine at the time the notice is p,ovtded; and 

v. A genen�I description of the breach irn:ident, if that information is possible to determine
at the time the notice is provided.

t2) Provider agrees 10 adhete to all federal .:tnd state requirements with respect to a data b,ecl(;h 
related to the Student Data, in(luding. when appropriate or tequired, the requited respOl'lsibilities 
and procedures for notification and mitigation of any such data b,each. 

f3) Ptovider further ac.knowledses and ag,ees to have a written incident response plan lhat reflects 
best practices and Js consistent with Industry standards and fede,at and state law for responding 
to a data breach,breach of $ecurity, p,iva<y il\cident or unauthorized a<quisition o, use of Student 
Oata or any portion thereof, inc.luding personalty identifi-able inform;uion and agrees to provide 
LEA, upon request, with a summary of s.aid w,itten incident re\panse plan. 
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(4) LEA shall p<ovidt notice and facts surrounding the breach to the affected students, parents or
guardians.

(5) In the event or a breach originating from LEA's use or the Servl(;e, Provider shall cooperate with
LEA to the exten: necessary to expeditiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS 

Provider may, by signing the amched form of "General Offer or Privacy Terms" (General OHer, attached hereto 
as Exh!blt "E"). be bound by the terms of E5hlblt "E" to any other LEA who signs the acceptance on said E,hibit. 
The form Is limited by the terms and conditions descnbed therein. 

ARTICLE VII: MISCELLANEOUS 

1. Termination. In the event that either Party seeks to terminate this OPA, they may do so by mutual written
consent so long as the Service Agreement has lapsed or has been terminated. Either pany may terminate
this DPA and any service agreement or contract 1r the other party breaches any terms or this OPA.

2. Effect of Termination Surytval. If the Service Agreement is terminated, the Provider shall destroy all of
LEA's Student Data pursuant to Article IV, section 6.

3-. Priority of Agreemens.s. This OPA shall govern the treatment of Student Oat.a in o,der to compty with the
privacy proteetiol\S, incluftng those round in fERPA and all applicable privacy statutes identified In this 
DPA. 1n the event there Is conmct between the terms of the OPA and the Service Agreement, Terms or 
Service, Privacy Pollcles, or with any other bid/RFP, license agreement, or writing. the terms or this DPA 
shall apply and take precedence. In the event of a conflict between hhlbit H, the SOPC Standard Clauses, 
and/or the Supplemental State Terms, Exhibit H will control, followed by the Supplemental State Terms. 
Except as described In this paragraph herein, all other provisions of tho Service Agreement shall remain 
in eflecl. 

4. f.ntln: e,grcement. Tnls Ot'A and the servite Agreement constitute the entire agreement or the Parties
relating to the subject matter hereof and supersedes all prior communications, representations, or
agreements, oral or written, by the Parties relating thereto. This OPA may be amended and the

observance of any provlsi�n of this OPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only with the sigoed written consent of both Parties. Neither railure 
nor delay on the part of a,y Party in exercising any right, power, or pr,vllege hereunder shall operate as a
waiver of such right, nor ,hall any single or partial exercise or any such right, power, or privilege preclude
any further exercise thereof or the exercise of any other rlgh� power, or privilege.
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S. Severability. Any provision of this DPA that is prohibited °' unenforce,able in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating
the remaining provisions of this DPA, and any soch prohlbilion or unenforceabillty in any jurisdiction shall
not invalidate or render unenforceable such provision in any other jurisdiction. Notwithstanding the
foregoing, if such provision could be more narrowly drawn so as not 10 be prohibited or unenforceable in
such jurisdiction while, at the same time, maintaining the intent of the Parties, it shall, as to such 
jurisdiction, be so narrowly drawn without invalidating the remaining provisions of this DPA or affecting
the validity or enforceability of such provision in any other jurisdiction.

6. Governing law: Vsnue and JurlsdlcUon. THIS CPA Will BE GO\IERNEO BY ANO CONSTRUED IN
ACCOROA1'4CE WITH THE LAWS OF THE STATE OF THE LEA. WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS ANO SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE ANO FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR 
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successors Bound: This DPA Is and shall be binding upon the respective successors In interest to Provider
in the event of a merger, acquisition, consolidation or other business re'Organization or sale of all or
substantially all of  the assets of  such business In the e,vent that the Provider sens, merges. or  otherwise
disposes of Its business to a successor during the term ol this OPA. the Provider shall provide written
notice to the LEA no later than Sixty (60) days after the closing date of sale, merger, or disposal. Such
notice shall include a written, signed assurance that the successor wlll assume the obligations of the DPA
ancl any oil ligations with respect to Student Data within the Service Agreement. The LEA has 1he authority
to wmin;ite lhe OPA If It dii;ipproves of 1he successor 10 whom the Provider Is selling. merglPS. or

otherwise: disposing of its business.

8. Authori)Y. Each party represents that It is au1horlzed to bind to the terms of this DPA, including
confidentiality and destroction ol Student Data and any portion thereof contain<!d therein. all related or 
associated institutions, individuals, employees or contractors who may have access to the Student Daill 
and/or any portion thereof.

9. Waiver. No delay or omission by either party 10 exercise any rig/It Mreunder Shall be construed as a
waiver of any such right and both parties reserve the right 10 exercise: any such right from time 10 time,
as often as may be deemed expedient.
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EXHIBIT"A" 

DESCRIPTION OF SERVICES 

ChessKld is the scholastic extension of Chess.com, and Is designed to give kids a safe & 
positive place to learn, practice and play chess. lls a website & app filled with chess activities: 
lessons, fun videos, thousands of tactics puzzles. computer workouts • and of course, the 
ability to play chess games • against a real student or againsl the computer. In addilion to fast 
& slow chess. our Gold memberships unlock all of lhe conlenl on the site and offer a 
searchable video library. unlimited puzzles. computer workouts. vision trainer & guided lessons. 

ll··NOPAv1 OaPag,t 10of Zl 



category of Data 

Apphcat•on rechno.logy 
Meta Dau 

AppOc.atilon Use Statlstks 

Asscssm�nt 

Aucndance 

Commur.licat'°ns 

Conduct 

Demographics 

En,oOment 

PaftnVGw,dlan Con,acl 
1nfo,m11lon 

EXHIBIT "8" 
SCHEDULE Of DATA 

Elemen1s 

IP Addresses of useu, VM? of cookies, etc. 

Other applicatlon te<.hnology me� cfata•Pleak! specify: 

Meta d;,ta on u�r lntcca.t1ion with appllcatlon 

s1�rnfardl1cd res1 sc:.o,es 

Ob�rvallon data 

Other anenmen1 dMa•Plcase ipccify: 

Shidcnt ><hool (dally) •tt�nd,nco dm 

Student cf�u attcnd.,nce dot-' 

OnJlne commu1'1cations c�ptured (emnlls, blog entrles) 

Conduct or bellavio,al daM 

Date of 81r1h 

Place or a., th 

Gender 

£thnicl1y or race 

Chedc If Used • 
bv Your System 

v' 

-

-

langu:asc lnf0<ma0on (native, o, primary lansutige spoken by 
student) -

Olher demog,aphlc lnf0(fflitlon•Ple�st SPC<lfy: u 
-

Student SC.hool e,uollment 

Student gta<SC lctvel 

H�roon'I 

Guidance counsel0t 

Spec:inc currl,ulum prog,arni. ' 

Year ol gradua1t0n 

01her cn,o11ment lnfo,mc,1Jon•Ple.1se ipe<lfy: 

Address 

Em•II v' 
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- ' .,
Check If used Category of Data Elements 

by Your S,-stem 
Phone 

Parent/Guardian ID Parent ID num�r (treated lo link parents to students) 
ParenVGuardiara Name First and/or Last 

Schedule Student scheduled courses 

Teacher names 

Special Indicator Enslish language learner info,mation 

Low Income status 

Med,cal atens/ health data 

Student d,sabiflty Information 

Spe<latlied education ser,,ices (IEP or S04) 

living situations {homeless/foster care) 

01her lndkator inf0<mation•Please spec.lfy: 
.._ 

Student Contact Address 
Information 

£mall v' 

Phone 

Student Identifiers. local (S<hool district) 10 number 

State 10 number 

Pt<Yiider/App assigned student 10 number 

Student app usernamc v' 

Student app passwords v' 

Student Name first aOO/or Last v' 

Student In App Program/applic.1tiot1 performan<e {typing program-student 
Performance types 60 wpm, ,eadlng p,ogram•'Stvdcnt reads be:low grade .._ 

level) 
Stvdent Program Academic or extracurricu1ar activities a student mav belong to u Membership 0< pan.le/pate in 
Student Survey 

Student responses to surveys or questionnaires LJ Responses 
Student wor� Student generated content; writing. pictures, ett. 

Other student work data •Please specify: 
L 

Transct1pt Student cour� grades 

Student course data 
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,., 
.. . . Cl!eck If Us:� 

category of Data Elements 
bv Your S11>tt111 

Stud�nt course gtades/ performance scores 

Other transcript data• Pleoue specify: 
� 

Transportation Student bus assignment 

Student pic.k up and/or drop off loution 

Student bus card 10 number 

Other transportation data - Please specify: 
-

Other Please list each add\tlonal data element u.sed, stored, or LJ 
collected by your app1icati:on: 

None No Student Oata c,o11ected at this time. Provider will LJ 
immediate1y notify UA if this designation is no longer 
anolicab1e. 

Last UpcJ,COO 2021.()3..1!1- • New llllnOls � 0 IL,NOf>Avl OiP9 130f23 



EXHIBIT "C" 

DEFINITIONS 

Oe·ldentified Data and Oe-ldentification: Records and infounation are con�dered to be Oe·tdcnt•lied when au 
pecsonally identifiable informatfOn has been removed or obscured. such that the remaining lnfom,ation does not 
1'easonably identify a specific individual, including, but not f1m1ted co. any info,mation that, alone or in 
combination is linkabte to a specmc student and prov;ded that the edU<at,onal agency. or other (Mrty, has made 
a ,easonable determinat\on that a student's identity is not personalty idencifiable, talcing mto account reasonable 
available information. 

Edu(.atlonal Record5: £ducational Records are rttords. files, documents, and other materials directty ,elated to a 
student and rnaint.;,ined by the sc·hool or local education agenty, o, by a person acliog for such school or k>ca1 
educatfon agetl('V, illtludlng but not limited to, records encompusing all the material kept in the student's 
cumulative folder. such as genetal identifying data, recor<fa of a1tend-an� and of aademic work compk?ted; 
records of achievement and results of evalvative tests, health data, disciplinary status, test protocols and 
ind1vidu31ized educ.anon programs. 

M�tadata: means information that provides mear,ing aod context to other data bemg collected; including,. but not 
limited to: date and time ,ecords, and purPoSe of c,eatton Metadata that have been stripped ol all direct and 
indirect identifiers a,e not considered F>ersonallv tdentiflable Information. 

Operator: means the operator of an internet website, onlioe setvk:e, on1ine application, o, mobile applkatlon with 
actual \nowledge that the \he, service, o, applkation Is used for k-12 school purpose� Any entity that operates 

an internet website, onllne service, onllne application, or mobile application that has entered into a signed. written 
agreement with an LEA to provide a service 10th.at lEA sh.all be comidered an "'operator'" for the purposes of this 
section. 

Originating lEA: An tEA who origin3Hy executes the OPA in Its entirety with the Provkter. 

Ptov1der: For purposes of the OPA, the term "'Provide� means prov1der of digital educational software or services, 
including tloud-based services, for the digital storage, management, and retnevalof Suxfent Oata. Wtthin lhe OPA 
the term "Provider" includes the term '"Third Pa<tY" ;,nd the te,m "'Operator- as used tn applicable state statutes. 

Student Gene,...ted Cont•nt: Tho term .. Student-Gene-rated Content"" means maiterials ot contel'lt ae;.ted by a 
student in the servic.es including, but not limited to, essav.s. ,esearch ,-eports, portfolios, creatrlfe writing, music°' 
other audio mes, photographs, videos, and account lnformation that enables ongoing ownership of stude11t 
content. 

S<hool Officlal: For the purposes of this OPA aod pursuant to 34 CFR § 99.31(b), a School Off,tial is a contractor 
that: {l} Perform.s an institutional service or function for which the agency or ins1itut;on would otherwl� use 
employees; ,2) Is undef the direct control of the agency or institution with respect to the use and maintenance of 
Student Data including Education Records; ano t3) IS subject to 34 CFR § 99.l3(a) gowrning the use and re
disclosure of Personally ldentrtiable lnfo,macion from Education Records. 

Service Agreement: Refers to rne Contract, Putcllase Order Of Terms of Service or Terms of Use. 

Student Datil: Student Oata includes any data, whether gatheted by Provide, or provkted by lfA o, its users, 
students, or students' parents/guardians. that is desuiptive of lhe .stodent including. but not llmlted to, 



information in the student's eduutional r�ord or ema1J, first and fast n.ame, birthdate, home or other p�iQt 

addres.s. telephone number, email address, or other lnformatlotl allowing ph:ysical or online c:ontacr. dlsc.ip,ine 

reco1ds, videos, test resulU, special ed�tion data, juvenl" dependency tetoids, grades, evaluatiofl.s, c:riminal 
records, medical records, health rec.mds, sod.al secu<ity numbets, biometric information, di).abilities, 

socioeconomic inf(){mation, lndiVtdual pv,chasing beha\lfOI 0t preferenees, fo,od purctias-es. pobtical affiliations, 

religious ,nto,m,nion, te,o;t messages. documents, student Identifiers, sea,ch ,1Cliv1ty, photos, voice ,ecotdings, 
geolocation infocmatio.n, parents' names, or any other informaeion 0< 1d<-ntif1c:.Jtion number that wo,,dd provkfe 

Information about a sp�iric $tucfent. Student Data indudes Meta Oa\.i.. Studen.t Oiu furth,er lndudes •pe,sonally 
�dentifiable Information (PII),"' as defioed ln 3A C.F,R. § 99.3ancf as defl'ned under any appfk.ab� state law. Student 
Oata shall constitute Education Reco,ds for the purpo,ses of lhls OPA. and tot the purposes of federaf, state. and 
local laws and regu1atioos. Student Data as specified in EJhlbft •a• b confirmed to be Collected or processed by 

the Provid,r pursuant to the Services. Student Oata s.h.all not constitute: t�t tnformation that ha$ been 
anonymized or Oe•ldentlfled, or anonymo05, usage datJ reg,udlng a student's use of Provider's servkes. 

Subproct$Sor; For the purposes of this OPA, the term .. Subl)rocessor- fsomelimes referred to as the 
"'Subcontractor"� means a party other 1han LEA 0t Provtde1, who Prov;der 1.tws for dona <Glltttion, Maty,k,s, 
storage. or other seivice to operate and/OJ imp{Qve its �rvice. And who has access to Student Oata. 

Subscrlbins LEA: An llA that was not partY to the o,igfnal Sef'Vice Agreement and who accepts the Provrder's 
General Offer of Priv� Terms. 

Taraeted Advertising: means prtsenUng an advertisement ro a student where the selection of the adverti5emetlt 
is based on Student O;Jta or ,nfured over time from the usage of the operator-s Internet web slte. onltne service

or mobile appl,c.ation by such student or the retention of suc.h s.tudent'sontk\e act.i.vfties Of requests�, time fOf 
the purpoJe of targeting svbsequent advet1isern-ents. "'Ta.rgeted Advertising· doe-s not indude any advertising to 
a student o.nan Internet web site ba$ed on the: contenc of lhe web page or In response to a student's response or 
request for Information o, feedbae:k:. 

Third Party: The tefm "Third Pany" means a. provider of digital fducatk>nal software or seMCe-s, lnduding doud• 
based seMtes. for tl')e digital storage. man.agement. and retrieva.l of Education Records and/or Student Oata, a.s 
that term is used in some state statut,s . ttowever, fOfthe purpose of this OPA, the term.,.,...lrd Pa.rt(' when used 
to indicate the provider ot dlgital educational software°' servkes Is r�a<ed by tM te,m .. Provider.• 

L..1tUpdl!Ced1021.oJ.1S·Newllnotlbh1110 



EXHIBIT•o• 
DIRECTIVE FOR DISPOSITION OF DATA 

PrOVider to dbpo� of d,na obt-aln-Nf by ProvtdN pu,su,nt to the terms of ttit :5etvttt Aa,ttment betwttn 
LEA and PrO'Vider. The te,ms of tht O,�pcsJtion are S<lt fOfth c.,e�w: 

1. btMt of txsposlUon 

n Dispc,sltion l.s �niil The catego,its of dat.a to� di.sPo\f'(i of ace stl fOf"th below OJ art found in
an ittKhmtnt to thls Oktctlve:: 

I l 
...0.. CX.posltion 1, Compltt<. l>lspo<ltlot> uttnds lO >II c.atti"flU of d•t•. 

2. Natu1�SDOsition 
Ohpo,lbOn "'·"�by �lfuct!Qn °' d,,.,19. or �•1•. 

_o_ Obposft'On SNlt be by a transfe, of data. The <fni sh;all t>e ttaf\sfeu,d to the foflo'Mns Ute as 
follOws:

3. %htXfutr pt Okoodt'AA
Om >hall b• dl,post<I ol l>/ the lotlowtng d•te: 

:8: As soon•• c°""""rd•lly pnctlublo.

4 • � 

ByJ J 

Authorized Rtpres.tntative of LEA 

5. VttirqtJgn of ObDO\ition pf o,1a-

Authorized Aepre�nQtive ol Company 

Oate 

Oate 



EXHIBIT•£• 
GENERAl OFFER OF PRIVACY TERMS 

1, Offer of Temts 
Provider otters the same privacy prote<.tlons found in this OPA between it and. Lombard Otst(ICI 44 
("'Originating LEA'•) which ls dated , to anv other LEA !"Subscribing tEA"' I who accepts this Geoe,.11
Ofter of Privacy Terms {'"General Offer") through Its s1gnature below. This Gel'leral Offer sha,ll ell.tend only to 
privacy protections, and Provider's signature shall not necessarlly bind Provide, to otl'ler terrns, such as prlc�, 
tefm, or schedule of s.ervlces, or to any other provision not addreS$ed in th,s OPA. The Provider and the 
Subsctiblng LEA may also agree to change the data provldt!d by Subscribing tfA to the Prov\der to S\Jit the 
unique needs of the Subscfiblng tEA The Provider may withdraw the Gefleral Offe, ln the event of: (1) a 
materlal ch.inge in the applicable privacy statues. (1) a ma,terlal chinee In the s,e,vlces aind produc:.ts fisted In 
the or1g1natlng Service Agreemcm; o, three (31 years after the date of Pro1,1ider's sigo;,ture to this Form, 
Svbscrib1ng LEA\ should SC!od the �Jned Exhibit "E" 
to ProvidN at the following crnail address; ,sc:;a;;:

lec::s.;:
®:.:c

::;
h

,ces
:c
•::;k;;:ld:.;c

::
o

::;m.:.... 
______ _ 

PROVIDER: ciwssK;o com 

BY: '{)1J ( /7 fLt m/l;/«riJO' 
Printed N•m•: Michelle Martinez

2, Subscrlbing L£A 

Date: 05/15/2021

nue/PosHion: Director of Marketing 

A Subscrib4ng LEA, by signing a separate Service Agreement wlth Providet, and by its signature below, accepts 
the General Ofter of Pf'vacv rerms. The Subs.cribing LEA a,,d the Provider sha1\ therefoce be bound by the same
tetms of this OPA for the term of the OPA betwe-en the Lombard D1strfct 44 
and ChessK.S.com 
••PRIOR TOlTS EFFECTIVENESS, SUBSCRIBING LEA MUST Dflll/ER NOTICE Of ACCEPTANCE TO PROVIDER
PURSUANT TO ARTICLE Vil, SECTION 5.

Subsalblng LEA; 

BY:: ___________________ _:Date··-----------

Prlnted Name: Ttt le/Position· ____________ _ 

SCHOOL DISTRICT NAME: ________________________ _ 

OE5lGNATED REPRESENTATIVE OF LEA: 

Name: 

nue: 

Address: 

Telephone Number: 

Email: 

ll•NDP.Avl 0. Pago. 17 Ol 23 



EXHIBIT "F• 

DATA SECURITY REQUIREMENTS 

Adtquote Cyb«se(u'1ty F,.mewo<tu 
2/24/2020 

The Edu<aloon Sf<v<lly •nd P<hllCV bthangc l"Ed!9e•I worl<s In P<l<lntrshop wllh the Stvde�I O•t• Prrv•cv 
Coos0f11um and 1ndus1ry 14:-adecs; to mainta," ,1 11\t of known and c,ed,bte cybec�cu,1ty frJm�s whith c-:tn 
protect diglt�l ltaitning ecosystems ctwn.en ba.sed on a set of avidlog cybe•�<l.il•tv punc:Jp1ts• rcybersetumy 
Framewor1r.i•) th.it �V be u11lrted by Provider. 

Cvbersecuritv F"ramtworks 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

□
Natl.onal lnstuu,e of Stand1trds. cu\d NSST C.ybeuecur,tv Fr.Jmtw0rk VerS4on l l 
TeCl\llOlogy

□ 
Nation.il 1,u1hutc of Stand;a,ds and Nl$T SP 80()-53. Cyb<r>t<utltYfr•mt-\ fo, 
1echnotosv lmptOVtn-8 (flt1Ul lnfrHtH.-ClUft Cybtrsecuflty 

(CSFI, S�••I Publreol'<>n 800-171 

□ 
lntCl'l'\3lK>nJI Sti.lnda.tds. Ot�n,:atton tnfOfmaUon rechnof08V - Se<vntv te<hnloQvtS 

- lnfoun,t,on s«"urity m..>n.1gement �itms
(ISO 27000 .. ,oes)

□ Se<uft COt1tfOIS Framework Councit. llC secu,;tYconvots F,amewo<t ISCFI 

□ Cent&r for internet Se-cunty ClS CutlCJI Se<U"IY Co,,uol, ICSC. CIS Top 20) 

□ 
Offi<e oC the Vrider St-<re.ta,v of Oefens.c fo, Cybcrs«utity Matufity Model Ceruf�t.ton 
Acqu,i,c.on and Suitak\mtn\ IOUSO(A&SII ICMM(, •f�R/OfA�) 

PltOSt visit tlllP. llwww-tstsot� ora for {utt/'ltt dttoffs abOU't lM nOltd frorMWOtb. 

•Cvbtuecurlry Ptinc:iptes used to choose t� Cybusecomy framewo,tcs ut loc.attd heft 



EXHIBIT •o• • Supplemonla1 SOPC (Studont Dua Privacy 
Con•ortlum) Sll.to T•rm1 for lllfnol1 

Vtro,on ll•N0PAv1 01 (R- Mardi 15. 20'21) 

TN, Exhibit IG. S�men1a1 SoPC SIJllt Tenn, kl< ,.,_ �IM<ll•I s,.,. Te<ms"). t!IOCIM> 
Slmultaneously with u,e attaehed Stud•,. Data Pnvaey A9-n1 f'OPA1 oy and 1>e1w .. n 

l.Ombatd Oistntt 44 
(!he 'local Eauubon A9ency" o, 

1..W arid O ccw w+ (Che ·Provi0ef1, ,, 
inoori>oraltd in lhe attached OPA and amends tht OPA (1nd ,1suppt•mental terms andconchbOf'ls and 
POlleies applicable to the OPA) H (olows 

1. CompH1nc• with IIUnol• Prtv1cy Laws. In pe,fonnlng tis Oblig,ttJOnJ undtr OM A9rNtMnt lhO 
ProvlQe, Shll comply With •• llwM)i1 IIWI and r�llltloM pem� 10 &ludett'M dltl pnvlcy, c«1fed.enb.lllly. 
Ind mo,n1tna=. incMl"'9 bul not ""'ltd 10 ,,,. ,_ s- Studenl ROCOldS Aa ('ISSRA1. 105 llCS 
1111. Ment,I Helhh Ind Otve100mOntol0 ...... 1 .. , Coofode-•ly AQ tMHOOCA1. 7•0 II.CS 11111. s,.o. ..

On,_,. Pff$0<011 Ptot...,_n Aa tSOPPA") 105 ILCS Ml. IOe<IIJly PrOCedlOI> Ad (1PA"). S ILCS 17fl/. ano 
Pe<&onll lnlonnaoon Procewon ACO ('PIPA·,. 815 llCS 530/. ano l_ R_ Aafl.RA"). 50 ILCS 205/ 

2 Olfln'rUon of "'Studont Data ... tn �•IIOn to th4, Otftl'wt:1on Mt tonn 11'1 Exhlbt\ c. Studonl Oltl 
indud8' any :and al 11\fom,alion conc:ern.ng I a.1uden1 by whk::h a 61udfnl may be l�ty tet.ntd'.ed 
...,., appilca-blf 1-. llw and regulauom. lndudlng bul noc lmtod 10 <•> ·co-td lnlorma-.- •• 
"41\ntd ,n s.c,)on 5 of SOPPA (105 llCS 8515). (b) "school Jludtnt rtc0<1l•• •• INI t0<m Is dellned ln 
$ectto<> 2 Of tSSRA (105 llCS 10/2(0)1 (C) .,._o,· u thll ltrm is "41inotd under Sedlon 110/2 of lho 
MHOOCA (7'-0 llCS 110/2). ano (d) ·pe,so,,at .. ,...,,._. a, dtfintd on_..., 530/5 o1P1PA 

3 School OtRc.l.11 0.1fgn.ftJon. Pursu1n1 to Mtde I, Patag,aph 1 tJl tne OPA Standa«J Cl.aus-ts, 
and ., ICCO<dance w,u, fERPA. ISSRA and SOPPA. Ill perfO<mlng •• �·-· I.Mor the OPA. tho 
Prow:ktt 11 1Cbl'lg as a SC'hoOf offldal wtlh 1tg1umate educ,IIOnll interHt , k performing an ,ns-tct.uoon11 
ser.,01 o, function ,Or wt'IICtl tl)e LEA wOUlcl olherwsse uso Mown tmplOyees. «s Ll'ldlf the dil'Od conttol of 
the LEA w'ttl'\ ltHPld to tne use and mlW'lltnance of SludM 011,: and b Ul-.ng Studonl Oita ON( for an 
1uth0nz:ed 9U rpose •nd l.n fl.#1Mf1noe of wen teg.11m110 edueibOOat en10,es1 

•· LfrnttldOM on Re-Oltcloeure. The PrOVtCler Shal noc ro-dtldOSe S-udenl Oat, 10 any 00\er p,rty 
O' fffififtt '#,tr.out U'6 expcess wnuort ptffl'lfUIOt'I of UM LEA ot punuant to court Ofoer . ...-.u sucn 
disclosure I• o-.. perlMlecl under SOPPA. ISSRA. FERPA. and MHIOOCA Pt- w• noc ... °'
ren1 Student 0,11 In O\e event another pany. lt'ldvOlt'tg law entcwc::e� Off a QOYtn-wnenl enuty, c;:of'UClS 
tne Provtdtf' witt'I a ,eque,;1 or sut,poen.a '°' Student o,ta .n the PoSStuJon ot u,. PrO\ltdef. dlt Prov.def 
..... ftdllta lhe ..... , party., Htk the data d,tedly �om lho lEA In tho-·"'· Provldtt ls compelled 
to p<Oduce Studenl Oat, 10 anottwr party #'t c.omphnc:e WIC" I court order, Ptovic:Sef Sh,al notify UlO LEA II 
ieut M (5) -da10 in ad••- of lho court Ofdtrod dtsdOs,,re and. upon reque•L p,- lht lEA 
wiu, • copy orlheoooo Ot11e< requiring wcn diselosure 

5 NOii<••· Any not .... .,....,.,d pu<Wfftl to tho OPA JNI .. _mod·-· u apploc,ble. upon 
rectfp1 as evdtnced by the oaua of uan� mbttd on the tran$1n1SS10n matenal. ff bye-mu. or four 
<•J otys •""' ma,w,g. 1f r,y lltJl-<:flu ma• posi,gep,ep•od 

6 Pal'lnt Righi to A,«11 and Ch,tltol\90 StuCHnl Oat.I. 1'lMt \.EA Shal �•bll$h ttaS0nlbll 
ptooeclurtS """"ant lO wr.d1 a P'lrtnl, as l/lfl ltm> is dellnod tn 105 llCS 10l2(g). may ""9tCI afl(J/0< 

uttupca.&ed202.t6tS•l#W.._..bNl:IIIG 



· I

copy Student 'Data attdloc chalenge the ecx»"JGY, ,ere-.,,ooe or propnety of Studen1 Ol!ta. PtJf$Ulf'll to 
Sect>ons Sand 7 of ISSRA(lO,llCS 10/5. IOSllCS 10/7)andSe<l,on33olSOP1'A (10,1LCS&5/33) The 
P,OWkN ,hal nt1-pono ,o any requnt by the lEA kw StUdent 011a In I.he S>O'I-SU.Mon of the PrOYiOe, wnen 
PrO\'IOtr c:ooperat,on 11 reqinreG to anotd a oarffl a-n OP9ortunlly to ln1pett and/or copy I.he Stvder\1 Oa1a. 
no !ale< lllln S l>U&IMU OlyS kOl!l 111111116 Cl 1111 lf<luHt I• 111t .-11�111 PlrlJIII ccn11cu 1111 P!c...,e, 
d.redfy 10 NC)ld anci/ol copy Shldent Data. ctie Provtd•r 1h11 ,ere, the parttf'lt to u. LEA, whk:h thall 
foClow Ult neoeuary and p,ope1p,ocedur111og.1,ding UW roquesleO S1utten1 Oata 

7, Correcuo11t to Factv.at tnaccura<::SH. In the e.,..nt V\11 the LE.A oetem"loll'IOs Chit u. ProYldtr ts 
m1intlinlng S'tUdent. Oata lhat contalnl a 1actu11 lnaccutacy, aM PrCMder coope,1t1of'I ts reql.llfed 111 Otde, 
to mako I conect,on. the LEA shat oot>ty the ProvkSer or u,o factuat ln1c:a.,r1cy ano lM corre,coon to be 
made No latfitl' U\an90 caliendat day, af\tr rKeMng the nO(lce of the f�al lnac:cu,1cy. � Pro"'°°r that! 
contd I.ht f.ctual lnat:CUraey and $1\tl pc(Mdo wr�M.n c:o<1fltmai,on ot fht c:orrecuon to N le.A 

8 SOc:urlty StlncJards. Tht Pro\'IICS«tf Shall 1mp,1e,nen1 ,no maintain commerway re,a.onao&f 
MQIOty Ofocec,u<es ano c,taeuce, Chit otherwfW M6t1 Of exceed Wldu1tty 11a.n<Sard.1 d♦a,gntd to p,ottc:t 
S1uoeot Oita from una\Jffion.ted acceu. dtst1UC110n. use. modtfiatlon. oc d1SC10wr1. inc:luding bul not 
ltrrllted to ttve unauUW>rizeo •� ot computtri:ed d•II Chit eornpcomise.s tne stcunry, conftdentilkty. 
O< lnlegrity of lhO Sludtnt 0.la (a •Securily 8<e•Ch1. For pvtpOses of tt,e OPA and 1t>lo ExNb'1 G. 
·secur,ty 8teitd\"' does not .ndudt the good faith acquisi<lon of Student O•t• b)' an employee 0< 1gen1 of 

u,,e Pr�er 0t LEA lof • legttmat• e-dueattonal oc 1dm.nt:W"tilve P4J'?OH or the PrOVICler or tEA. so tong 
H the Student Data tS UStd IOlety for purposes perm,tted by SOPF>A and Other al)C)liclb4t iaw, and so 
long as the S1ucren1 Data ,s re5tl1cu,d from further unauthonzed dl.sdoswe 

9 S•curtty 8rHch Hotfficatlon. ,n addtllOf'I to the 1intorm11>on enumera1ed., Art1Cf6 V. � 4(1) 
or the OF>A S�andatO Cliuses. any Stcurrty Sffiael'I nou.ftcation provided bV the Pr�der to the LEA WI 
ondude 

a A li$t ot !he stud'en\S whose Student Oata was irwo1ved 1n or JS fea.,onabty betieve<f to 
l')Jye been irwotw<I in the bf each. if tnown, and 

b The name and cootad information for an employee of the PftMdct1 Whom parents may 
coo1act to linqwe about the bteaeh 

10 RetmburHmtnt of Expense& Asaoc:lattd with Stcu,Jry Bre.ch. ln the ewM of a Secuoty 
Stea<tt tN1 rs auflbutab4e 10 the Pro�. the: PtoV'lde< $l'IIIII reimburse al\d iooaninity the LEA fOf' 31'1'/ aN> 
all eost5 ano expensu lhll the LEA k,cut1, 10 •we,t;gatlng a/Id remecH11ing the Secuo1y 8fe.ac:t1. wttncM 
reg&rd 10 any limrtaUon of fiablMy �O'Mt0n othefWiMi agrt-e<l to between Pf'Q�er and LEA. W'l�ng bu! 
not linwLed to o»lS 1nd ex,pensas auochited wrth; 

,. Provldir,g nob�Uon 10 toe pareots of trios• s1udan11 wriose Student Oat1- was 
oomp,omlsed and regulatory age net.es ot other entldeJ H 1equ,lred by law or G01"1lrae1. 

t, Providing Gtedll moo•torinq to lhOSo srud�s whole Student Oata wu expos.ed In , 
mannret dunng the Secumy Ste� tl'la1 a rtHONble !>&JS.on wouk3 b&he..-e may ,mc,act
lhe ,1uoen1.·, ettdit oc Gnancaa1 secumy. 



as a rO$Utl of the s.ocunty breath and 

d Prov1dlng any Other notifications or tv1fimng any other 1equmoman1s adopted by the 
IUmois State Soard of Educallon or under olher Stare or fede,al law, 

11. Tr1nsfer o r  Otlttlon or Student Oata. The Provider sh;)d review. on an annuat basis. whether 
the Student Data it has received pursuant 10 the OPA continues ro M needed for lhO purpose(s) of the 
SeMoe Agroemen1 and 1hls DPA. If any ol the Studer.I Oat• Is no looger needed to, purposes of1he Se,v,ce 
AQreement and thi$ OPA, the Provide, wil provido wnuen notice lo the LEA as to whal Student Oat.a ts no 
longer needed The Provider will delele or trans.fer Student Oata In tecKtabkt form to h LEA. as dtfected 
by Ille lEA (Whieh may be el�tualed lh!Oug.h EJtN1>1t O of the DPA), ...U,,n 30 calendar dayS ff I/le lEA 
teques-lS lfeletlon or transfer of the Studeni Data and shall provide Wfttten conflf'fflalion to the LEA of such 
deletion or transfer. Upon ierm11,at1on of the Servtee Agreemen1 between the Provider and lEA. Provider 
shall conduci a final review or S!Udent Data within 60 calendar d;)f$ 

If the LEA receives a request from a parent, as that term ls defined in 105 ILCS 10/2(g). lhat Student 
Data bemg held by the Provider be deleted. the LEA $hall deret"mine whethe.r the reque-5ted deletioowoold 
violate State and/or feder.11 records laws In the event SUCh deletlOtl woukl nol viof�te St.re o, Jeder-aJ 
re<;Ord$ laws, the LEA shalt forward tt'W! re:�ul!St lor dl!letion to the Provil:ler. llle Provider shaff CA)Cllpty with 
the request aind de,ete the Student Data wettlkl a reasonabte time period after reativing the request 

Airy provision of Student Data to the LEA from the Provider shall be transmitted in a format 
readoble by Ule LEA 

12. Publlc Posting or OPA. Pursuant to SOPPA. lhe Lt.A sna• publish on its website a copy or the 
OPA between the Provld&r and Che LEA. 1nduding this ExhtbJt G. 

13. Subcontractors. By no late, than (5) busilless Cfays after the date of exeaitlOn of the OPA, the 
Provider shall provide the LEA with a tist of any subcontnu;:Cors to whom Stud'ent Data may be disd0$ed or 
a llnk to a page on th& Provider's website thal cteat1y llsas any anef all subCOntrad0r$ 10 whom Student Oata 
may be di$dosed This list Shall. at a minimum. be updated and ptOVlded to the LEA by the beglMing of 
eacn 6sca1 year (July 1) and at the beginning of each calendar yea, (January 1). 

14 OPA Torm. 

a. Original OPA. Paragraph 4 on page 2 of the OPA se.tting , three.year term for the OPA 
shall be de.lated, and tile fonowJng shall be inserted in lieu thereof; 1his OPA shal be 
effective upon the date of s,gnature by Provider and LEA., and !Shall remain
In effect as be.tween Provider and LEA 1) for so tong as lhe Services are being
p,ovided to lhe LEA O< 2) until the DPA Is terminated putsuant to Section 15 of lhfs Exhibit 
G, whieheve, comes first. The Exhibit E General Offer WIii expke three (3) years from the 
date the original OPA. was s,gned: 

b Goneral Offer DPA. The foUow1ng shall be inserted as a new second sentence In 
Parag,aph 1 of Exhibit E: "The prov,sions Of the original OPA offered by Provkle.< and 
accepted by Subsaib1ng LEA pu,suanl to Uus Exhlbtt E Shatl remain in effect as between 
ProV1der and Subscnb,ng LEA 1) fOI so tong as the Se Mees a,e being pc-ovideo to 
Sub$cnbing LEA, or 2) unW lhe OPA 1$ tenmnated pursuant lo Sec.tlOO 15 of this Extubit G. 

whk:he.ver comes first:" 



15. T •rmln•tJon. Parag,aph 1 ol Artkte VII Shal be deleted. Ind the following shall be inserted In lieu 
themot· "'In the event elthe, Party seelt& 10 termlnale this OPA. they may do so by mutual written 
COMC<M so long H the Service Agretment has lapsed o, been Ierm,naIecs One party may ttrminate
thrs DPA upon a material bretchot tNs OPA by tne other party Upon Ierm1naIion ol tho OPA. tho
Sefv4ce AgrMmonI shal lemWlato • 

10 Prtv•q- Polley. The Pf'OYtdet musI pubfiety d11CSOS• maI�11aI info,m,iion abou1114 collec:lion, UM. 
ano dlsdosu,e ot Sludtnl Data. lnCluclW,O. bUl not i.mrled to, publishing • terms of seMC:e 
agreomoni. p,tvacy policy.« 11milar document 

17. Minimum Data '"CNll,Y Shuod. The Prowter aueats "'" lhe Studtnl Oat.a IOQIJOSI by tno 

Provtoe, from � LEA 1n 0tder fo, the LEA 10 access the P,�efs products 1nd/or sOMCOs rs 
limited 10 tt'lit Student Oat• tnat it adequate. ,. .. v-ant. and limited 10 what 1$ necessary In rol.alion
10 lho K•t2 a.c:hool PVfPOIOS for wtvcn 14. l'S PfOCOHed 

18 Stud•nt and Parent AccHs. AcceH by Muctenci Of paront$1guard1.ans to the P,o""'9t's program, 
o, seMCes govemed by lhO OPA or to any Student Data stored by F>rovlcler shall not be conchtionod 
upon agrNmonI by lhO paronIS1gU1rd1tns 10 wa,ve any of the student data confldel'M11t1Iy 
rosttk:ttons o, a less.ening of any of the conr.denI11hty or pl'ivaey ,equ1remona contaJned In thil 

DPA, 

19. Oat.I Storage. Ptovkler Sl'l.an '10te •• Stude(lt Oat, $hared under the OPA within lht Unfted States

20 Exhlblla A and B. The SeMtel described In Ex"'bil A and Ille Schedule of Dau In Exhll>I 8 10 
the OPA 11bSfy the requirements an SOPPA to indude I st1tomen.I of tho ptOduct or aervf<:e btin,g 
p,ovto.<1I0 Ille a<:hOOI t,y Ille PrOVi<!er ond • MsU09 of tho cat"ll•••• or types of co..red inlo<mailon 
to be pro-.lde<S to ilio Pro-.lder. ,_.ivety. 



EXHIBIT "H" 
Additional Terms o, Modlflcatlons 

Vflsion ____ _ 

lEA ind Provider Jl'ff co the (0Uowtn1 �ditiof\11 te,ms Jnd modit,utfons: 

TNs is I frtt tt,ct rttld thait the partlits c,n u.w to�°' modify terms fn °' to the OPA. If there ire no 
addltlonal OI modln.d terms. tlll! fitld Sll6uld !tad 'NOM.· 

None 

LIIIIUpdlitiN202t6tS•.,.._.,_.E:H:1110 a.-HOPA"1oa,_.n«n 
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