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This Student Data Privacy Agreement {"DFA"} ls entered into on the date of full executiqn ithe 
,,Effeçtive

Þate") and is entered into by and between;
North Little Rock School Ðistrict , located at 24A0 Willow 5t" Narth Little AR 72L1,4

{the "local Education Agency''s¡,,!f{,'} 6nd Bo & Girls Club Central Arkansos , located at
Na. 72 {the "Prov¡del'}

WHtREAS, the Provider is providing educational or digital services to LË4,
WHEREAS, the Provider and LEA recognize the need to protect personally identifíable student informatisn
and other regulated data exchanged between them as required by applicable laws and regufations, such as theFamily Educational Rights and Privacy Act i"FERPA"J at 2o u.s.c. g l2s2g {34cFR part oei; ttre children,s online
Privacy Protectíon Act {"coPPA"l at 15 u.s.c. S 6501-6505 (16 cFR Part 312i, applicable state privacy laws and
regulations and
II'HEREAS, the Provider and LEA desire to enter into this ÞPA for the purpose of establíshing th€ír
respective obligations and duties Ín order to comply with applicable laws and regulations.

NoW THEftËFoRË, for good and valuable consideration, IEA and provider âgree as follows:
1' A description of the Services to be provided, the categor¡es af student Data that may be provided by LEAto Provider, and other information specific to this ÞPA are conts¡ned in the Standard Clauses hereto.

2. Special Provisions. Check íl Required

f checked, the Supplemental gtate Terms and attached hereto as Exh¡b¡t "G"
are hereby incorporated by reference into this DpA in their entirety

lf checked, LEA and provider agree to the additional terms ar rnodifications
set forth in lxhibit "H". {ûptional)

lf checked, the Prsvider, has signed [xhibit "E" to the standard Clauses, otherwise known as
General 0ffer of privacy Terms

3 ln the event of a conflict between the SDPC Standard clauses, the state or special provisisns will control.
ln the event there is conflict between the terms of the DPA and any ûther writing, including, but not
lirnited to the Service Agreernent and Provider Terms sf service or privacy Folícy the terms of this DpA
shall controf "

5

4 Thís DPA shall stay in effect fsr three years. Exhibit I w¡ll expire 3 years from the date rhe original DpA
was signed.

The services to be provided by Provider to LEA puruuant to this ÞFA are detaíled in Ëxhibit ,?,, 
ithe"Services"),

Notices' All notices or other communlcation required or permitted to be gíven hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representat¡ves belorry.

Page 2 of 20



The designated representative for thê LEA for this DpA is

Name: Title:

Address: 240CI Willow 5t. Nörrh Little Rock, AR721,14

Phone: ?\- ít:

The designated representative for the provider for this DpA is:

Name; CindV Doramuas TÍtle: CEO

Address; 1212 Jim Wetheringtsn place, No. Little Rock"72114

Fhone: 5û1-666-8816 ext. 104 ail: Þrg

ln¡ WffNËSS WHEREOF, LEA and Frovider execute this DPA as of the Ëffective Date.

I.EA North t¡ttle ßock School District

Ðate:

Provider & 6irls Club of Central

Byr Date; a9/Ls/2073

Printed Name; Cindy Doramuas Title/Position: cEo

Printed Name: \s^..\sr .Nor.rar.r(-,\ Tirte/posiriön, 1 ^Þe¡1.*L |\g¡^$\Cf
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STANDARp CLAUSES

Version L.0

ARTICIE l: PURPOSÊ AND SCOPË

1. Furppse gf QPi. The purpose of this DPA is to describe the duties and responsibil¡tiês tô prôtect Student
Data includíng compliance with all applícable federal. state, and local privacy laws, rules, and regulations,
all as rnay be amended from tirne to time. ln performing these services, the provider shall be considered
a School Official with a leg¡timate educational interest, and performing services otherwise provided by
the LEA' Provider shall be under the direct eontrol and supervision of the LË4, with respect to íts use of
Student Ðata

2. student Data to Be Prov¡ded. ln order to perform the Services described above, LEA shall provide
Student Data as identÍfied in the Schedule of Data, attached hereto as Êxhibit "8,'.

3. DPA Þefinitipng. The definitíon of terms used in this DPA is found in Exhibit '1C'j. ln the eyent of a conflict,
definilions used in this OPA shall prevail over terms used in any other writing, including, but not limited
to the Serv¡ce Agreement, Terms of Service, privacy policies etc.

ARTICTE Ih DATA OWNER5HIP AND AUTHORIZÉD ACCESS

1. $tudçnt Data Propertv of LFA. All Student Data transmitted ts the Provider pursuant to the Service
Agreement is and will continue to be the prôperty of and under the control of the LEA" The provider
furlher acknowledges and agrees that all copies of sueh Student Data transmitted to the provider,
including any modificatisns or additions or äny portion thereof from any source, are subject tc the
provisions of this EPA in the same manner as the originat Student Data. The Partìes agree that as between
them, all rights, includíng all intellectual property rights in and to Student Data contemplated per the
Service Agreernent, shall remain the exclusive prûpefty of the LEA. tor the purposes of tERpA, the
Provider shall be considered a School Official, under the control and direction of the LËA as it pertains to
the use of Student Data, notw¡thstanding the above.

2' P?rent Acce¡s" To the extent required by law the LÊA shall establish reasonable procedures by which a
pãrent, legal guardían, or elígible student may review Education Records andlor Student Data correct
erroneous information, and procedures for the transfer of student-generated content to a personal
account, consÍstent with the functionality of services. Provider shall respond in a reasonably timely
manner {and no later than fo*y fíve {45} days from the date of the request or pursuânt to the tíme frame
required under state law for an LEA to respond to ä parent or student, whichever is sooner) ts the LE#s
request for Student Data in a student's records held by the Provider to view or correct as necessary. ln
the event that a parent of a student or other individual contacts the Provider to reviaw any ofthe Student
Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, whs
will follow the necessary and proper procedures regarding the requested information.

3- Sgo.arate-Accçgnt. lf Student-Generated Cantent is stored cr maintained by the provider, provider shall,
ât the request of the LEA, transfer, or provide a mechanism for the LËA to transfer, said Student-
Generated Contentto a separate account created bythe student.
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4. Lay¡ Enfqrcemeît ñequeqts. Should law enforcement or other government entit¡es {"Requesting
Pärty{ies)"} contact Provider with a reguest for Student Dãta held by the Provider pursuant to the Services,
the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless
lawfully directed by the Requesting Party not to inform the LEA af the request.

5. Subprqçgssors. Provider shall enter ¡nto written agreements with âll Subprocessors performing functions
for the Províder in order for the Provider to provide the Services pursuant to the Service Agreement,
whereby the Subprocessors ãgree to protect Student Data in a manner no less stringent than the terrns
Õf this ÐPA.

ARTICLE lll: DUTIËS OF LEA

1. Proyide Þata In Compliance with Applicqþle Law.s. LË4, shall provide Student Data for the purposes of
obtaining the 5ervices in compliance with ãll applicable federal, state, ãnd local privacy laws, rules, and
regulations, all as may be arnended from time tû time.

?- Arlq!¡a! Nqlification of Riehls. lf the LEA has a poficy of disclosing Ëducation Records and/ar Student
Data under FERPA {34 CFR $ 99.3L(ai{lii, LEA shall include a specification of crite¡'ia for dete rmining who
constítutes ¿ school official and what constitutes ã leg¡tin'Ìate educational interest in its annual
notification of ríghts.

3. Reas¡nabte PrecÐutionq. LËA shall take reasonable precautions to sec!¡re usernãmes, passwords, and
any other means of gaining access to the services and hasted Student Ðata.

4. Unauthorized.AcLess Nqtlt¡cation. LÊA shall notify Provider prompt¡y of ãny known unauthor¡zed âccess.
LÊA will assist Prsvider ín any efforts by Provider to investigate and respond to any unauthorized access.

AßTICLE lV: DUTIES OF PROVIDËR

1. Privacv Compliance . The Provider shatl comply wíth all applicable federal, state, and local laws, rules. and
regu[ations pertaining to Student Data privacy and security, all as may be amended frum tirne to time.

2. Autborizgd U|ç. The Student Data shared pursuant to the Service Agreernent, ineludín6 persistent unique
identifiers, shall be used for no purpose other than the Servíces outlined in Exhibit A or stated in the
Service Agree¡nent andlor otherwise authorized under the statutes referred to herein this DPA.

3. Pfovider Emplovee Obdeation. Provider shall require all of Provider's employees and agents who have

aÊcess to Student Däta tÕ comply with all applicable provisions of this DPA with rêspect to the Student
Ðata shared under the Service Agreement. Provider agrees to require and maintaín an appropriate
confidentiality agreement from each empìoyee or agent with access to Student Data pursuant to the
Service Agreement.

4. No Dísclogur-q, Provider acknowledges and agrees that it shall not make any re-disclcsure of any Student
Data or any portion thereof, íncluding without limitation, user content or other non-public information
and/or personally identifiable information contained in the student Data ûther than as directed or
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permítted by the LIA or this DPA. This prohibition against disclosure shall not apply to sggregate
sumrnaries of De-ldentifíed information, Student Data disclosed pursuant to a lawfully issued subpoenaor çther legal process, or to subprocessors performing services on behalf of the provider pursuant tc thís
DPA" Provider will not Sell Student Data to any thircl party.

s' Ðe-ldentified Data: Provider agrees not to attempt to re-¡dentify de-identified student Data. De-ldentified
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:
(1) assi:ting the LEA or other governmentâl agencies in conducting research and other $tudies; and {2}research and development of the Províder's educetional sítes, services, or applications, and îodemonstrate the effectiveness of the services; and {3} for adaptive learníng prrpor* and for customieedstudent learning, Provider's use sf De-ldentified Data shall survive termination of this opA or any reguest
by Lr¡ to return or destroy Student Dãta. Ëxcept for subprocessors, provider agrees not to transfer de-ídentified student Data tû any pariy unless {a} that party agrees in writing not to att€mpt re-identifìcation,
and {b} prior wrítten notice has been given to the LEA who has provided prior written cönsent for suchtransfer' Prior to publishing any document that names the LEA explicitly or indirectly, the provider shallobtain the LEA's written approval of the manner in which de-identified data is pr*r*n[d,

6' Þispositign qf Þ?ta. upon written request from the tË4" Provider shall díspose of or provide a mechanism
far the tËA to transfer student Dãta obtained under the Service .Agreeff¡ent, within sixty {60} days of the
date of said request and accordÍng to a schedule and pracedure as the pãrties mãy reasonably agree,
upon terminatíon CIf this DFA, if no wr¡tten request from the LËA is received, provider shall dispose of allStudent Data after providing the IEA with reassnable prìor notice. îhe duty to dispose of student Datashall not extend to Student Data that had been De-ldentified or placed in a separate studênt accountpursuânt to sectlon ll 3. The LËA may employ a "Directive far oisposition rf Data,, form, a copy of which
is attached hereto as €.fhiþit "t". lf the LËA and Provider employ Exhibit "D,', nafurther wr¡tten request
or notice is required Õn the part of either party prior to the disposition cf student Ðata descríbed in Ëxhibit*Ð,

7 ' Adveftisire Llmitati.ons" Provider is prohibited from using, disclosing, or selling student Data to {a} intorm,
influence, or enable Targeted Advertising; or {b) develop a profile of a studeñt, family member/guardian
or grÛup, for any purpose other than providlng the Service to LË4. This section does not prohibit provider
from using student Data {i} for adaptive learning or customized student learning {including generatíng
personalized learning leccmmendations); cr iii) to make product recomrnenrJations ta teachers or LEA
employees; or {iii} to notify account holders about new education product updãtes, features, or servÍces
or frqm otherwise using Student Data ås perrnitted ¡n this DpA and its accompanying exhibits

ARTICLE V: DATA pROVtStONS

7' Þata Storaee. Where required by applicable law, Student Data shall be stored within the united states_
upon request of the LEA, Provider will provide a list of the locations where student Data is stored.

2" Audi$' No more than once a yeâr¿ or following unauthorized ãccess¡ upon receipt of a written request
from the LEA with at least ten {10} business days' notice and upon the execution of an appropriate
confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that
are in place tÛ ensure protect¡on of student Dätä or any portion thereof as ¡t pertains to the delivery ofservices to the LEA . The Provider will cooperate reasonably with the LEA and any focai, state, or federal
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agency with oversight ãuthûrity or jurisdiction in connection with any audit or investígation of the provider
and/or delivery of Services to students and/or LEA, and shall provide reasonable ãccess to the providels
facilities, staff, agents and LEA's Student Data and all records pertâinirlg to the provider, LËA and delivery
of services to the LEA. Failure to reasonably cooperäte shall be deemed a material breach of the DFA.

Data Sect¡rity. The Províder agrees to utilize administrative, physical, and technical safeguards desígnedtt protect student oata from unauthorized access, disclosure, acquisítion, destruction, use, or
modification' The Provider shalf adhere ló any applicable law relating tÒ data security. The provider shall
implement an adequate cyber:ecurity Framework based on one of the nationally recognized standards
set forth s€t forth in Exhibit "F'. Exclusions, variations, or exemptions to the identífied cybersecurity
Framework must be detailed in an attachment to Erh¡bít ÍH". Additionally, provider may choose tofurther detail its security programs and measures that augment or are ín additíon to the cybersecurity
Framework in Exhibi! "F.'.'. Provider shall provide, in the standard Schedule ts the DpA, contact
information of an employee who LËA may contaËt if there äre any data security concerns or quest¡ons.

o?ta Breach. ln the event of an unauthorízed release, discfosure or äcguisítion of student Data that
compromises the securit¿ confidentiality or integrity of the Student Data maintained by the províder the
Provider shall provide notificatíon to LËA within ssventy-two l72l haurs of confirmation of the incident,
unless notífication within this time lírnit would disrupt investigaticn of the incident by lãw enforcement.
ln such an event, notification shall be made within a reasonable time after the incident. províder sh¿ll
follow the fôllow¡ng process:

{li The security breach notifícation described above shall include, at a minirnum, the follawing
information tû the extent known hy the Proyidei .rnd as ít becomes available:

i. The name and contact information of the reporting l-ËA subject to this sect¡on.ii. A list of the types of personaf information that were or ãre reasonably believed to have
been the subject ofa breach.

iii' lf the informatíon is possíble to determine at the time the notice is provided, then either
{1} the date of the breach, {ã} the estimated date of the breach, or {3} the date range
within which the breach occurred. The notification shall also include the date of the
notíce.

iv' whether the notificatisn was delayed as a result of a law enforcement investigation, if
that ir¡formation is possible to determine at the tim€ the notice is provided; andv' A general description of the breach incident íf that infr¡rrnation ís possible to determÍne
at the time the notice is provided.

{2) Provider ãgrees to adhere to all federal and state requirements with respect tÕ å data breach
related to the Student Data, including, when appropriate or required, lhe required responsibilities
and procedures for notificatíon and rnitigation 0f âny such data breach.

{3} Provider further acknowfedges and agrees to have a written incident response plan that reflects
best practices and is consistent wíth índustry ståndårdc and federal and state law for responding
to a data breach, hreach of security, privacy incident or unauthorized acquisition or use of Student
Data or any portion thereof, íncludíng personally identifiable in:formation and agrees to provide
LË4, upon request, with a summary of said written incident response plan.

4.
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ARTTCLE Vt: GENERAT OFFÊR OF TERMS

Provider may, by signing the attached form of "General offer of privacy Terms" (General offer, attached herets
as Exhibit "E"), be bound by the terms of Exjriþlt "Çi' to any ather LEA who signs the acceptance on said Exhibit.
The form is limited by the terms and conditions desgibed therein.

(4i LEA shall provide not¡ce and facts surrounding the breach to the affected students, parents or
guardians.

{5) ln the event of a breach originating from LEA's use of the Service, provider shall cooperate with
LIA to lhe extent necessary tÕ expeditíously secure Student Data.

ARTTCLE Vil: MTSCELLANËOUS

1' Terryination. ln the event that either Party seeks to terminðte this DF& they may do so by mutualwritten
consent so long as the serv¡ce Agreement has lapsed or has been terminated. Êither pärty may terminate
this DPA and any service agreement or contrãct if the other party breaches any terrns pf this DpA.

2' Ëffect of Tqlmination Survivai. lf the service Agreernent is terminated, the provider shall destroy all of
LEA's Student Data pursuant to Art¡cle lV, section 6.

3" Prioritv of Aereementt. This DPA shall govern the treatment of student Data in order to comply with theprivacy protections, including those found in FERPA and atl applicable privacy statutes identified in thìs
ÞPA' ln the event there is conflict between the terms of the DpA and the service Agreement, Terms of
Service, Privacy Folicies, or with any other bid/RFP, license agreement, or writing, the terms of this DpA
shall appfy and take precedence. ln the event of a conflict between Exhibit H, the sDpc Standard clauses,
and/ar the Supplemental state Terms, Exhibit H will control, followed by the Supplemental state Terms.
Except as described in this paragraph herein, all other provisions of the Seryice Agreement shall remain
ín effest.

4' Entirg Agreement. This DPA and the Service Agreement constitute the entire aBreernent of the parties
relating to the subject matter hereof and supersedes all prÍor communications, repr€sentâtions, or
agreements, oral or wr¡tten, by the Pãrt¡es retating theretr. This DpA may be amended and the
observance of any provision of this DPA may be waived {either generally or in any particular instance andeither retroactively or prospectively) only wíth the signed writtãn consent of both parties. Neither failure
nor delay on the pa* of any Party ín exercising any right, powerr or privilege hereunder shall operate as a
waiver of such right, nor shall any singfe or partial exercise of any such right, pör,ver, or privílege preclude
any further exercise thereof cr the exercise of any other right, power, or privilege.
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5" severabilíw. Any provision of this DPA that is prohíbíted or unenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective tô lhe extent of such prohibítion or unenforceabi¡ity without ínvalidating
the remaining provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall
not invalidate or render unenforceable such provision in any other jurìsdiction. Notwithstanding the
foregoing, íf such provision could be more narrowly drawn Eo ãs nÕt to be prohitrited or unenforceable in
such jurisdiction while, at the same time, maintaining the intent of the parties, it shall, as to suchjurisdicticn, be so narrowly drawn without invalidating the remaining provisions of this DpA or affectíng
the validity or enforceability of such provision in any other jurísdiction.

6. Governine lã!v;-,venue .anc Jurisdiction. THts DpA wtLL BE G0VERNED By AND CONSTRUED tN
ACCORDANCE WITH THE LAWS CIF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICîs OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JUåISDICTION TO TI.J€
STATF AND FTDERAL COURTS FOR THE COUNTY OË TIIE tEA FOR ANY DISPUTË ARISING OUT OF OR
RELATIN6 TO THIS DPA TR THÊ TRANSACTIÕNS CONTËMPLATED HËRË8Y.

7' Successors Bound: This DÊA is and shall be binding upon the respective successÐrs in interest to provider
in the event of a merger, acquisition, consolídation or other business reorganieation or sale of all or
substantially all of the assets of such business l¡ the event thåt the provider sells, merges, cr othenivise
disposes of its business to a successor during the terrn of this ÐpA, the provider shall provide lurítten
notice to the LEA no later than sixty {60i days after the closing date of sale, merger, or díspasal. such
notice shall incfude a written, signed ässurar'¡ce that the successor r¡rill assume the ûbligat¡ons of the DpA
and any obligations w¡th respect lo Student Ðata within the service Agreement. The LEA has the authorityto terminate the DPA if it disapproves of the successor to whorn the provider is selling, merging, or
otherwíse disposíng of its business.

I' Authqriq. Each party represents that it is authorized to bind to the terms of this DpA, including
confidentiality and destruction of Student ûata and any portion thereof contained therein, a¡ related or
asstciated institutíons, índíviduals, employees or côntractors who may have access tû the student Datã
and/or any prrt¡on thereof.

9' Waiver' No defay or omission by either party to exercise any right hereunder shall be construed as a
waiver of any such ríght and both parties reserve the right to exercíse any such rlght from time tc time,
as often äs mãy be deemed expedient.
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EXH|B|T "{:
DESCRIPTIOI\¡ OF SERVICES

The wetherìngton Eoys & Girls club of The Bays & 6irls club q centra! Arkctnsos was aworded o z.j"st century
Community Learning Center grant through the Arkansas Ðeportment of Education. lt is difined os:
Níta M, Lawey 2Lst century cammunity Learning center (21st ccLC) * zTst ccLC
qssísts students in meeting state ond local acødemic achievement standards, by provìding the
students with oppúrtunities for academic enrichment during non-school hsurs.

The grant wíll serve the 6th Grsde Middle ,chøol compus snd the 7th ønd f'th Grsde Middle schoç! compus at
the wetheringtan club locsted at 1272 Jim wetheringtan place, North Liftle Rack, AR 72114.

The program is designed to drive positive outcomes for yauth and reinforce necessary skills to become
productíve, responsible, caring citizens. Eoclt component is supported by independent research and natianolly
develaped thraugh field evsluatians. with a iineup of tested, proven ond nøtianally recognized programs that
uddress today' s mast presstng yauth issues, the project will affer the skilts needed to succeed in life. The
proiect wili use prtven praErams from Eays & Girls Ctubs of America designed for the targeted age group to
engsge them in octivitíes wíth adults, peers and family members. The educst¡on progrems complement and
reinforce what youth learn during the schoal day, whíle creãting experiences that invíte them to falt ín love with
learning' Rooted in socíaLematianal development practices, they wilt give the targeted yauth ãn apputunity to
be effective, engaged learners wha are an track tt grãduùte with o plan for the Íuturê. As an informo! learning
sPace' the Club will pravide an appartunity ta offer both remediation and enrick*ent, ol! white inviting the
sludents to discaver ond pursue passions thqt ctnnect ta futúre spportunities. The project wìll include
experientiol learning, so that youtlt learn actively, through a " hends-on" ønd minds-on" approach. At att
deve¡opmental sttges, education prÕgrorns will prompt youth ta plãt und prepare for the future, Thís inctudes
observing and practícing the sodoLemotional " saft skills," ond engaging in progrdmmatic experiences tårr
prepãre them to learn and work beyond high schoal.
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EXHIBIT "8"
SC}IEDULE OF DATA

lP Addresses ûf users, Use of rookies, etc.
Application Tech nology
Meta Data

technology meta data-please specífy:Other application

Application Use Statistics Meta data rn user interaction with application

Standardized test scores r'
Observation data 1/

Assessment

assessment data-Please specify:Other

(Sludent school {daily} attendance data
Attendance

Student class attendance data I
Communícations ûnline communications captured {emails, blog entríes}
Conduct (Conduct or behavioral data

1/Þate of Birth

Place of Birth

Gender r'
Ethn¡city or race r'

inform¿tion ûrlanguage {native, pflm ary kenlanguage spo by
destu I

Ðemographics

information-Please specify:Other demographic

Student school enrollrnent (
Student grade levef {
Hgmeroom r'
Guidance counselor r'
Specific curriculum prograrns (
Year of graduaticn r'

Enrollment

information-Please specífy:Other enrollment

Address IParentlGua rdian Contact
lnforrnation

Email /
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of'Ðata

Phone r'
ParentfGuardian lD Parent lD number (created to link parents to students)
Parent/Guardian Name First and/or Last

r'Student scheduled côursesSchedule

1/Teacher names

English language learner information t/
Low inccme status

Medical alerts/ health data

Student disabi lity i nformation

Specialized education services (lEP or 504) r'
Líving situations {homeless/foster cåre} 1/

5pecial lndicator

Other indícator information-Please specify

Address

Email

Student Contact
lnformation

Phone

Local {School districti tD number ll
State lD number I
Provídery'App assígned student fD number

Sludent âpp username

Student ldentifiers

Student app passwords

Student Name first and/or Last

Student ln Äpp
Performance

Program/ap pfication performance {typine program-student
types 60 wpm, reading prÕgram-student reads below grade
level)

Student ?rogram
Membership

Academic or extracurricular activities â student may belong to
or In

Stildent Survey
ses

Student responses tÕ surv€ys or questionnaires

Student generated content; writing, pictures, etc.Student work

Other student work data -Please speeîfy:

Student course grades r'Transcript

Student course data r'
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grades/ performStudent course nce scores
Other transcript data - Please speciñ¡:

Student bus assignment

Student pick up and/or drop offlocation
Student bus card lD number

Transportation

transportation data * pleaseOther

list eachFlease addiUonal data element ûrused, stored
collected by applicatlon;your

None

ä

StudsntNo Data thisãtcollected time, Pmviderwill
¡fLEAnoti'fy this rsimmediately nodesignation longer
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EXtilFtT'C"
DEFINITIONS

De-ldentified Data and De-ldentification; Records and information are considered to be de-identífied when allpersonally identifiable information has been removed or obscured, such that the remaining ínformation does nctreasonably identÍfy a specific individual, including, but not lirnited to, any informat¡on that, alone or incornbination ¡s linkãble to a specific atudent and provided that the educationai ägency, or other party, has made
a reasonable determination that a stud€nt's identity is not personally identifiabte, tating into account reasonable
available information.

Educational Records: Educational Records are records, files, documents, and other materials directly related tp astudent and maintained by the school or local education agency, or by a person acting for such :chool sr localeducation agency, including but not límited to, records encompassing all the rnaterial kept in the student,scumulative folder' such as general identifying data, records of attendance and of acadenric work completed,records of achievement, änd results of evaluative tests, health data, disciplínary status, test protocols andindividualized education prsgrams,

Metadata: rneâns ínformation that provides rneaning and context to other data being collected; íncluding, but notlímited to: date and time records and purpose of creation Metadata that have be*en stripped of all direct andindirect identifiers are not considered pnrsonally ldentifiable lnfsrmation.

operator: means the operator of an internet website, online service, online application, or mobile application withactual knowledge that the site, service, or application is used for K-12 school purposes. Any entity that operates
an internet website, online serviee. cnline application, or mobile applicatíon that has enterËd into a signed, writtenãgreement with an LEA to provide a service to that LËA shall be considered ân "operatoy', for the purposes of thissectíon.

originating LËA: An LËA wha origínally executes the DPA in its entirety with the provider.

Provider: For purpases of the Df4 the term "Provide/' means provider of digítal educational software or services,including cloud-based services, for the digítal storage, mânagement, and retrieval of student Data. wírhin the DpAthe term "Provider" includes the terrn "Third Party" and the term "tperator" ãs used in applicable state statutes.

student Generated cohtentr The term "student-generated cÐntent" meðns materials rr content created by astudent in the services includlng, but not límited to, essâys, research reports, portfolios, creative wríting, music orother audÍo files, phatographs, videos, and ãccount information that enables ongoing ownership of studenîcontent.

school official: For the purposes of this DFA and pursuånt tÕ 34 cFR 5 99.31{bi¡ a school official is ã conrractor
that: 11) Perforrns an ínstitutional service or function for which the agency or lnstitution would otherwÍse useemployees; {2} ls under the direct control of the agency or institution with respect to the use and maintenance ofStudent Data including Education Records; and {3} ls subject to 34 CFR 5 99.33{a} governing the use and re_disclosure of personally ídentifiabre ínformatíon from rducãtion Records.

Seruice Agreement: Refers to the Contract, Purchase Order or Terms of Service or îerms of Use.

Student Data: student Data includes any data, whether gathered by provider or provided by LFA or its users,siudents, or students' parentslguardíans, that is descríptive of the student including, but not limited to,
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information in the student's educational record or email, first and last name, birthdate, home or other physicaladdress' telephone number, email address, or other information allowíng physical or ánl¡ne contact, dlsciplinerecords' videos, test results, special education data, juvenile dependency recordsn grades, evaluations, crimínalrecords, medicaf reccrds, health records, social security numbers, b¡ometrt infúrmation, disabilitíes,socioeconomic information, Índívídual purchasing behavior oi preferences, food purchases, political affiliations,rellgious inforrnation, text messages, documents, student identifíers, search activity, photos, voíce recordíngs,geolocation information, parents' names, or any other inforrnation or identification number that would provideinformation about a specifìc student. Student Data includes Meta Data. student Data further includes ,.personally
identifiable information {Pll}"' as definerJ in 34 c.F.R. $ 99.3 and as defined under any applicable state lew. studentData shall constitute Education Records fcr the purposes of this DpA, and for the purposes of federal, state, andlocal laws and regulations. Student Data as specified in Ëxhibit "8" is confirmed to be collected or processed bythe Provider pursuant to the Services' student o"t" i¡,ult *t cônst¡tute that information that has beenanonymized or de-identified, or anonymous usage data regarding ã student,s use of provide/s services,

subprocessor: tor the purposes of this DPA, the term "subprocessof {sometimes referred to as the"st¡bcontractor") means a party other than LEA or Provider, who provider uses for data collection, anal¡ics,storÊge, or other service to operäte and/or irnprove its servíce, and who has access to student Datã.

Subscribing LËA: An LEA that was ntt party tö the original service Agreement and who ãccepts the provider,s
General Offer of privacy Terms,

Targeted Advertislng: means presenting an advertísement tô â student where the selection of the advertisementis based on student Data or inferred over time from the usage of the operator's lnternet web site, online serviceor mobile applícation by such student or the retentian of such student's online activities cr requests over time forthe purpose of targetíng subsequent advertisements. "Targeted advertising" does not include any advertísing toa student on an lnternet web site based on the content of the web pãge or in response to a student,s response orrequest for informatíon or feedback.

Third Party: The terrn "Third Party" meâns a provider of digital educationar software or servíces, including cloud-based services, for the dlgital storage, management, and retrieval of Ëducation Records and/or student Data, asthat term ís used in some ståte statutes. Hówever, for the purpose of this DpA, the term .Third party,, when usedto indicate the províder of digital educational software cr services is replaced by the term ,,provider.,,
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EXHIBIT "D"
DIRECTIVE FOR DISPOSITION OF DATA

NoÉh uttle Rock school Distric Províder to díspose of data obtained by Provider pursuant to the terms of the
Service Agreement between LEA and Provider. The terms ôf the Disposition are set frrth below;

X.. Ëxtent
D¡spositíon is partial. The categories of data to be disposed of are set forth belor¡ or are
found in an attachment to this Directiver

[J nisposition is complete. Disposítion €xtends to all categories of data.

2. N.a.ture of Di¡pgsition

l7l Oisposition shall be by destruction or deletíon of data.

f Disposition shall be by a transfer of data. The data shall be transferred
to the follswing site as follows:

3. tchedqje of Disposition
Data shall be disposed of by the follcwing date:

LI A. soon ¿s cornmercially practicable.

r'
4. Siqnature

By

Authorized Repres*ntative sJ LEA

5.

of Company

aeltll2t23
Date

, p.s/1r:'1?q7:? 
.

Date
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STANDARO STUDENT DATA PRIVAÇY A'REEMËNT (NÐPA Standard Version 7,O/Vendor Madified etc.)

EXHTBlT'E"
GETì¡ERAL OFFËR OF PRIVACY TERMS

1. Offer of Terms
Provider offers the särne privacy protect¡ons found in this DPA between it and North Little Rock school.Distr¡ct
{"Originating LEA")which is dated -tgl1s/7o.22 to any other LEA {"subscribing LER';}who accepts this 6*;ral
Offer of Privacy Terms {"General Offer/i through its signature below. This General gffer shall extend only to
privacy protections, and Provider's 6ignature shall not necessarily bind Provider to other terms, such as price,
term, tr schedu{e of services, or to any other provision not addressed in this DpA. The provider and the
Subscribing LEA may also agree to change the data provided by Subscribing LEA to the províder to suit the
unique needs of the Subscribíng LEA. The Frovider may withdraw the General Offer in the event of: {1} a
rnäteriâl change in the applicable privacy statues; {2} a material change in the services and products listed in the
originating service Agreement; or three {3} years after the date of Provide/s signature to this Form. subscribing
LEAs should send the Signed Exhibit "E" to provider at the following email address;

Boys & Girls Club of Arkansas

BY

Printed aFn

2. Subscribing LEA

A Subscribing LEA, by signing a sep¿rate Service A,greement with Provider, and by its signature below, accepts
the General tffer of Pr¡vacy Terms" The Subscribing LËA and the Provider shall therefore be bound by the same
terms of thís DPA for the term of the DPA between the North LittÍe Rock schaol Ðisttist and the provider.

PRIOR TO tTs ËFFËCTTVENESS, SUBSCR|BING LEA MUST DELTVER
NOTICE OF ACCFPTANCE TCI PROVIÛER PURSUANTTOARTTCLË VII, SËCTION 5, *'f

BY: os/ts/2t23

Printed Name: \\ *,--n\ o¡ \ *r, n.r¡fitlelposirion:

SCHOOL DISTRICT NAMF:

TËSIGNATËD REPRESTNTATIVE OF LEA:

Name:

Title:

Address

Telephone Number: Lo\ - "\\ \- Ks'lq,
Êmail

a\\\\
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EXFIBIT "F"
DATA SËCUR¡TY REqUTREMENTS

Adequate Cybersecurity Frarneworks
212412020

The Education Security and Privacy Exchange {"Edspex"} works ín partnership with the Student Ðata privacy
Consortium and industry leaders to mâinta¡n a list of kncwn and credíble cybersecurity framewcrks which can
protect digital learning ecosystems chosen based on a set of guiding cybersecurity princíples* (',Cybersecurity
Frameworks"i that may be utilized by provider .

Frameworks

Please vísit httpl/wt¡,¿w.çdspex.ora for further details about the noted.framewarks.
*Cybersecurity Principles used to choase the Cybersecurity Frameworks are located here

MA|NTA|N|NG ORGANTZATTOñ/GROUP FRAMEWORK{S}

( National lnstitute sf Standards and
Technology

Nl5T Cybersecurity Framework Version 1.1

r'
National lnstítute of Standards and
Technology

NlST SP 800-53, Cybersecurity Framework for
lmproving Critical lnfrastructure Cybersecurity
{CSt}, Special Publication g0û-171

(
I nternationai Standards Organization Informatísn technology - Secur.ity techniques

* lnformatisn security managernent systems

{lSO 27000 series)

r' Secure Controls Frarnework Council, LLC Security Controls Framework {SCF}

Ø Center fûr lnternet Security CIS Critical Security Control: {CSC, CtS ToB ZO}

m Office of the Under. Secretary of Defense for
Acquisition and Sustainment iOUSD{A&S}}

Cybersecurity Maturíty Model Certification
{cMMC, -rAR/DFAR}
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5TANDARD 
'TUDËNT 

DATA PRIVACY AçREEMENT {NDPA Standord Versíon 1.O/Ve n dor Modírted etc.)

EXHIBIT'6"
Supplemental SDPC Stare Terms for [StateJ

Version I

Service providers must ctmply with Arkansas I 6-18-109 student online Personal lnformation protection Aci.

https:1/www'arkleg.siate.ar.uslHomelFTFDocurnent?path=%2F A.cTs%zF7a15%TFpubìit%2FACï1196.pdf
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EXHtqff "H:
Additíonal Terms or Modifications

Version

LEA and Provider ãgree to the followíng additional terms and modifications;

This is a free text field that the parties caî use to add cr modi$r terms in or to the DpA. lf there äre no additionalor modified terms¡ this field should read ,,None.,,

@ 2a21 Access 4 Learning (A4.1) community. Ail Rights Reserved.
Thís document may only be used by A4L cómmuniÇ rnembers and may not be altered in any substantive mannêr.


