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This Student Data Privacy Agreement ("DPA"} is enteres into e tre date of full veesuton (the "EMective Date”|

and Is entered inl0 by and betwesn:

[ e Ve b ], hocated gt | B o= | lthe "Loeal Education Agency” or "LEA”) and

| eremim | locsted ot ] ] {the *Provider™)
WHEREAS. the Provider is provicing ecucational or digital services 1o LEA.
WHEREAS, the Provider and LEA reccgnize the need 10 protect personally identifiabsie student informaticn and
other regulsted data eaLhanged belween them as required by appiicable laws and FEguiations, such as the Fami ly
Educational Rights ang Privacy Act ("FERPA®) at 20 LS C & 1232g (34 CFE Part 99}, the Children's Online Privacy
Protection A2l {"COPPA*) at 15 US.C. & 65016506 (16 CFA Part 311], applicabie staig Privacy laws ang regulations
and
WHEREAS, the Provider and LEA desire to enter Inte this CPA for the purpose of estabiishirg their respective
obligations and duties 1n arder to comply with apedicable laws and regulatinrs

NOW THEREFORE, for good and waluable consideration, LEA ang Frovice: agree as 1ollows:
1. Adescription of the Services 1o be provides, the categories of Student Data that may be proviced by LEA
to Frovider, and othar Infermation specific 1o this DPa #re tonlained in the Standard Clauses hereto,

4. Spedal Provisions. Check if Required

IZ] # checked, the Supplemental State Terms and attached herets as Exhlblt "G are hereny

incorporated by reference into this DPA in their entirety.

If checked, LEA and Provider agre to the additions! terms or moctfications set forth in Exhipi

ZH. (Optional)

v if Checked, the Provider, has signed Exhibit “E* tp the Standard Clauses, ctherwise known as
General Offer of Privacy Terms

3 inthe event of 5 confiict berween the SDPC Stardard Clauses, the State or Soecial Prowisions will control
‘n the event there is confict Letween the e of the OPA and any other writing, including, but not
limited %o the Service Agreement and Provider Terms of Service or Frivacy Policy the terme ef this DA
saall contral.

4. This CPA shal' stay in eHect tor three vears. Exhibht E will expire 3 years from the date the wrigingl Boa
was signed

5. The services to be provided by Provicer to LEA pursuant o this DRA are detailed in Exhi bit “A" {1he
“Services”|

E. Motices. All rotices or ether communicalion required or permittec to 0e given hereuncer may be given
Wia e-mail transmission, or first-class rall, sent 1o the desigrated representatives baiow
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The designated representative for the LEA for thic CPA is:

name- Alberto Diaz __ Title: A #n% Execuie Geecior o Techroiog

Address: 192 Dalhart Ave., Romeogville, IL 60446 )
Phone ___81 5-886'2700 __Email. dlﬂ:ﬁ@lﬂfﬁdﬂrg

The designated representative for tha Provider for this DPA Is-
nzme. RODEM S, Block Title: CO-founder
37 Saddle Club Drive, Lexington MA 02420

Addrass:

Phane: 009-658-5765 gmail; POb@collegeguida neenetwork.com

IN WITNESS WHEREDF, L TA and Provider exacute this DPA as of the Fiectve Cate.
LEA: vowy vaw Bowas Duris 2850

By (ark ﬁZ{ . ke - C B

Printed Name: Alberto Diaz Aamnslard Eresuave Ciucior of Tacwdagy

______ Title/Position:

Provider: College Gudance Natwora

By: 5 f’,@ /f M pate: 05/16/2023

Printed Name: E?lleﬂ _S_' Block Titie/Fosition: _':_:G'fl:!'Uf;\ﬂEr
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STANDARD CLAUSES

Version 1.0

1,

ARTICLE I: PURPOSE AND SCOPE

Purposg of BPA. The purpase of this DPA is to describe the duties and resporsiilities 1o protect Studen:
Daa Includng complionce with all appiicable federal, state, and local srivacy laws, rules, and regulasions,
all as may be amended from time to Lirne. In performing these services, the Provider shall te considerad
3 5cnoo! Dificial with & legitimate educational interest, and performing services otherwice pravided by
the LEA Provider shall be under the direct contre! and supervisicn of the LEA, with respect to its use af
Stucent Data

Student Dats to Be Provided, In order to perform the Services descrived above, LEA shal provide
Student Data as idenofied in the Schedule of Dasa, attached hereto as Exhibiy "B",

DPA D The gefinition of terrms used i this DA is found in Euchibit "C", in tha gvent of 3 conflics,
definitons used in this DPA shall prevail aver terms used in any nther writing. including But nnt lispibed
Lo the Service Agraement, Terms of Service, Privacy Poicies elc.

ARTICLE li: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Dats Propgrty of LEA. All Student Data wansmitted to the Pravider pursuant 1o the Service

Agreement 15 ard will continue fo be the property of and under the control of the LEA. The Provider
further acknow'edges and agrees thet ali copies of such Studert Data transmisted fo the Provider,
Incluging any modifications or additions or ary portion thereof from any source, are subject to the
provisions of this DPA In the same manner as the orignal Student Data. The Parties agree that as between
them, all rights, including all intellectusl property rights In and to Student Dats contemplated per the
Service Agreement, shall remain the exclusive pesaerty of tha LEA, For the purposes of FERPA, the
Prowider shall be considered a School Gfficial, under the control and direction of the LEA a5 it pertains to
the use of Student Data, notwithstanding the abave,

Parent Access. To the extert reguired by law the LEA shall establish reasonable procedures by which a
parent, legal guardlan, or eligible studert may review Egucztion Records aneg/or Student Dala correct
erroneous Information, and procedures fer the transfer of student-generated content to a gersoral
account, corsistent with the functionality of services. Provider snall respond in & reasonably tirnely
marner (and no ‘ater 1nan forty five [45) deys from the date of the requeslt or pursuant o the time frame
required undes state law far an LEA to respond 0 a parens or studen:, whicheuer is soDner| to the LEA®s
fequest for Student Data In a student's records heid by Lhe Provider 1o view or torreet as necessary. in
the pwent 1hat 3 parent of a student or other ingvidual contacts the Provider to review any of the Student
Data accessed pursuant o the Services, the Provider shall refer the parent or indlvidua! 1o 1he LA, wha
will foliow the necessary and proper procedures regarding the requested information.

3. Feparote Account. If Student-Ganerated Contont 15 stored or malntaineg by the Frovider, Provides shall,

at the request of the LEA, transfer, or provide & mechanism for the LEA to transfar, said Student-
Generaled Content 1o s separate acoount created by the student.
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4.

1

4

1.

.

taw Enfor¢cement Reguests. Skould law enfarcement or other zovernmert enlilies {"Reguesting
Party|ies)"} contact Provider with a request for Studert Data held by the Pravider pursvant 1o the Services,
the Provicder shall notlfy the LEA in advance of a compelied disclosure ¢ the Reguesting Party, unless
lawfully directed by the Aequesting Party not to Infsem the LEA of the reguest,

Subprocessers. Provider shall enter inta written agreements with all Subprocessars zerforming functans
for the Provider In order for the Provicer Lo provide the Services pursuant ta the Service Agreement,
wheredy the Subprocessars agree to protect Studsat Data in a manner no less strngent than the terms
al this GFA,

ARTICLE I1l: DUTIES OF LEA

Bta in Compilance with A LEA shafl provids Studeat Data ‘or the purposes of

ehizining the Services in compliance with 2ll spplicabic federal, state. and local privacy laws, rules, and
reguiations, a | as may be amended from time to time.

Annual Netifieation of Rights. If the L£A has a policy of disclosing Education Records snd/or Studens
Dats under FERPA [34 CFR § 53.31(a|{1)}, LEA shall inciude 2 specification of criteria for determining wha
corstitutes a school official and what consttutes a legitimate aducational interest in its anrual
nctificatian of nghts.

Ressonable Pracautions. LEA shall teke reasonable precautions to securg Jscrnames, Jasswards, and
any other means of gaining access to the services and hosted Student Data.

Unauthoriegd Access Motlfication. LEA shal! rotify Provider pramptly of any known unautharized access,

LEA will sslst Provider in any efforts by Provicer 1o mvestigate and respond to any unautharized access.

ARTICLE |V: DUTIES OF PROVIDER

Privacy Campllance. The Provider shall comaly with all applicable federal, slate, and lozal laws, rules, and
regulatians pertainirg to Student Daws privacy and security, all as may be amenrded from teme to time.

Authorized Use The Student Data snarec pursuant to the Service Agreemen?, including persistent unigue
dertiflers, chall be used for no purpose gther than the Services outlinad n Exhibit A or stated in the
Jarvice Agreement and/or othorwise authonzed under the statutas referred to heresn this DPA

P e Obll - Provider shall require all of Provider's empiayees and agents wng have

access o Student Data to camply with all applicable provisions of this OP& with respect 10 the Studen
Data shared under the Service Agreement. Provicer agrees to requize snd meinlain an IPETOpTIate
tenfidentiality agreement from each employee or agent with access to Student Data pursuant to the
Service Agresmenrt,

Ng Disclosure. Provider acknowledges and agrees that it shall notr make any re-gusclasure of any Student
Oata o any portion thereof, including without limzation, user cantent or ather nan-gublic infermation
andfar personally |dentifiable information cortained in the Studeat Data other than 33 directed or
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5.

Z,

permitted by the LEA or this BPA. This arohibltion against disclosure shall not apply 1o aggregate
summaries of De-ldentifled informaten, Siudent Data disclosed pursuant 1o 3 lawfu Ity ssued subooens
@ othor legal process, of to subprecassars perferming services an cehalf of the Provider pursuan? to thas

DPA. Provider will net Sell Student Jata tu any third party

De-ldentified Data: Prowwder agrees notto attemat to re-identfy de-identified Student Data De-ldentifled
Data may be used by the Provider for these purposes allowed under FERPA ang te following pusposes:
(1} asslsting the LEA or other governmental agencies in conducting research and other studies; and |2
research and development of the Provider's educstional sites, services, ar apolications, and 1o
germonstrate the effectiveress of the Services; and |3) for adaptive earning purpase and for customizes
student learning. Fravider's vse of De-Idertified Data shall survive term nation of this CPA o any reqaest
by LEA 1o return or destroy Student Data, Except for Subprocessors, Provider agrees not to wansfer de-
‘dentifiec Student Data to ary party uniess [2) that party agrees Inwriting not to attempt re-ldentification,
and (b} prior written rotice has been given to the LEA who has provided pricr written consent for such
transfer. Prior to publishing any cocurment that names the LEA excicitly or indirectly, 1he Zravider shall
obtain the LEA"s written spproval of the manner in which de-identified data is aresented.

Disposition of Data. Upon written request from Lhe LEA, Provider shall dispose ol or grovide a mechanism
ter the LEA 10 transfer Student Data oblained under the Service Agraemant, within shcty (60] days af the
date of said request and accerding to a schedule and precedure as the Parties may reasonably agroe.
Upan termination of this DPA, if no wrltten request from the LEA is received, Provider shal! dispose ol all
Sludent Data after providing the LEA with reasanable pricr notice. The duty 1o dispase of Studen: Data
shall not extend to Student Data that hag oeen De-idontified or placed ir a separate student account
pursuant 1o section Il 3. The LEA may employ a *Directive for Disposition of Data” form, a capy of which
is attached hereto a5 Exhlbit “D* If the LEA and Provider employ £xhiblt D, g further written reguest
or netice is reavired on the part of rither party prior to the disposition of Student Data described in Exnibiz
"D.

Advertising Limitations. Provider is prohibited ‘rom using, disclosing, or selling Student Data to |a) inform,
‘nfiuence, or enable Targeted Advertising; or {b) develop @ profile of a studens, family member/guardian
ar group, for any purpose other than praviding the Service ta LEA. This section does not proh'bit Provider
from wsing Student Data () for adaptive Itarning or customized student learaing (induding gererating
persanalized lesrning recommendations); or (II) to make product recommendations to teachers or LEA
employees; or [ill) to notily sccount halders aoout new education product uadates, features, or services
or from otherwise using Student Data as permitted in this DPA and its avcomaanying exhibits

ARTICLE V: DATA PROVISIONS

Data Storage. Where reguired by applicable law, Studert Data shal! be stored within the United States.
Upon réguest of the LEA, Pravicer will provige a list of the locatlons where Student Data is stored.

Augdits. No more than ence o year, or following urauthorized access, upan receipt of a written reauest
from the LEA with at lpast ten (10} busiress days' notice and upsn the execution of an appropriate
canfidentlalicy agreement, the Provider will aliow the LEA to audit the security and privacy measures that
are in place 1o ensure protection of Student Data or any portion thereof as it pertying to the defivery of
services to the LEA . The Provider will coaperate reasonably with tha LEA and any Ipcal, state, or fageral
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agency with oversight autharity or jurisdictan in conacction wethary audit or mwestigation of the Proy der
and/or delivery af Services to students and/or LEA, and shall provide reasonable access to she Proyvider's
facilities, staff, agents and LEA's Student Data and all recorgs aertaining 1o the Prov.der, LEA and delivery
of Services to the LEA, Failure 10 reasonaldly cooperate shall be deerred o material breach of the D24,

Data Securlty. The Provider agrees to wtilize administrative, physical, and technical sateguards designed
10 protect Student Oata from unauthorized access, disclosure, écguisition, destruction, Jse, or
medification, The Provider shall adhere to ary applicable law relating to data security. The provider shall
implement an adesuate Cybersecurty Framework based on ane of the naliorally recognized standards
set lorth set forth in Exhibll “F*. Exclusons, variations, or exemptions to the Identifled Cybersacyrity
Framework must be detalled in an attachment to Exhlbit “H*. Additicnally, Provider may choose 1o
lurther detall Its secunty programs and measures that augment or are in addition to the Cybersecurizy
Framework In Ewhibit “F" Provider shal! provide, In the Standard Schedule o the DPA, contact
irfor mation of an employee who LEA may contacs il there are any clata secunty CORCerns or questiors,

Data Breach. In the event of zn unauthorized release, disciosure or acquisiten of Student Data that
compromisas the securlty, confidertiality ar integrity of the Stucent Data malntalned by the Provider the
Provicer shali pravide notification 1o LEA within sevenly-two {72} hours of confirmation of the incident,
urless natificatien within this time limit would disrupt investigation of the Incldent by ‘aw enforcement
In such an even:, rotification shall be made within a reasanable tme sfter the incident. Provider shall
faltow the follow ng pracess:

{1} The secunty breach natfication described above shall include, at a minimum, the lollowing
Information to the extant known by the Provider and as it berormes avallable;

i, The name and contact informaticn of the regorting LEA subject Lo this sectan.

i A list of the types of gersunal information that were or are reasonably pelieved tw have
aeen the subject of 3 breach

iii. if the informatior is passible 1o determine at the time the notice is provided, then either
(2} the date of the breach, [2) the estimated date of the oreach, or (3] the date range
within which the breach accurred. The notfication shall also include the Cate af the
rolice,

. Whether the notification was delayed as a resgit of 9 law enforcement investigaticn,
that information is possible to determine at the time the potice Is provided; ang

v. A general description of the breach incident, if 1l information is possiole to getermine
at 1ne time the sotice is provided.

|2} Provider agrees to achere to all federal and state requirements with resgect to 2 cata breach
relared 16 the Student Data, including, wher appropriate ar required, the required responsibilities
and procecures for natficavor and mitigation of any such gata breach

(3) Provider lurther acknowiedges and agrees to have a written incidant response plan that reflects
best aractices and is consistent with industry standsrds and federal ard ctate law for responding
10 a data breach, breach of security, privacy Incident or unauthorized scquisition ar use of Stugderns
Oata or any portion thereof, Incluging personally identifiable infarmation and agrees to provids
LEA, upor request, with a summary of saiz written incident respanse plas.

Lost Upzalod 20G!.03-15 - Mew (inaa Exritd 3 IL-NDPA «1.0a Puge ¥ ol 7



14) L&A shail provice notice and Facts surrounding the breach to the sflecteg studerts, parents or
puardians

{51 In the event ol a broach originating from LEA's use of the Service, Pravider shall roaperate with
LEA Lo the mxent necessary 1o expediliously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS

Pravider may, by signing the attached form of *General GHer of Privacy Terms” [General Offer, attached heretn
as Exhibit E7), be bound by the terms of Exhibit "E" tc any other LEA who signs the dcceptiance on said Exhibir
The farm is lirmited ty the terms and conditons descrined therein

ARTICLE Vil: MISCELLANEDUS

1. Termination. In the event that either Party seeks to terminate this DPA, they may do so by mutual written
cansent so lorg as the Service Agreement has lapsed or has been Lerminated. Either party may terminate
this DPA and ary service agreement ar contract if the other party breaches any termns of this DPA.

1. Effect of Termination Sunaval. If the Service Agreement i termingted, the Frovider shall destray al of
LEA's Stucent Data pursuant ta Article IV, section 6.

3. Erlerity of Agreernents This DPA shall govern the treatment of Stucent Dala in order 1o comply with the
privacy protections, Including those ‘ound in FEARA and 3ll apolicab'e privacy statutes identiied in this
CPA, In the event there s conflict between the terms of the DPA ang the Service Agreement, Terms af
Service, Privary Policies, ar with any other bid/RFR, licerse agreoment, or writing, the terms of this CPa
shall apply and take precedence Inthe evant of 8 conflict betwasn Exhibit H, the SDPC Stangard Clawses,
argfor the Sugplemental State Terms, Exnibit H will contral, followed by the Supplemertal State Terms.
Excepl s described in this paragraph herein, all other provisions of the Service Agreement shall remain

in effect,
G. Enlire Agreement This DPA and the Service Agreement corstitute the entire agreement of the Parties

relating to the subject matter hereof and supersedes ail prlor communicatians, representations, or
agreaments, oral or wiitten, by the Parties relating thereto Tals DPA may be amended and the
caservance of sny provision of ths DPA& may be waived Jaither gEeneraily orin any particular instance and
either retroactively or prospectively) only with the signed written corsent of both Parties, Naither fallure
Aor delay on the part of any Party in exerclsing any right, power, or arivilege hereunder shall operate a5 2
waiver of such right, nor shall any single ar partial exercise of any such rIght, power, of privilege preclude
any further exarcse thereaf ar the exercise ol any olher right, power, or privilege.
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5. Sewverability. Any aravision of this DPA that is prahibited or unenforceable in any jurisdiction shall, s to
such jurisdiction, oe inefective to the extent of such prohibitian or unenforceakility without invalidating
the remaining provisians of this BPA, and any such prenibition e vnenforceandity In any jurisdiction shali
not ‘nvalidate or render unenforceable such provision in gny other jurisdictian. Notwithstanding the
laregoing, if such provisien could be more narrowly drawn sz as 161 10 be prohibited or vnenforceable in
such jurisdiction while, at the same time, malntaining the intent of the Parties, it shall, as 1o such
Jurisziction, be 5o narrowly drawn without invalidating the remaining provisions of this DPA or allecting
e validity or enforceabilivy of such provision in any other jurisdiction.

6. Gowverning law; Venye and Jurisdiction. THIS DPA WillL 8F GOVERNFD BY AND CONSTRUED N

ACCORCANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFUCTS OF LAW
PRINCIPLES. CACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TD THE
STATE AMOD FEDERAL COURTS FOR TKE COUNTY OF THE LEA FOR ANY DISEUTE ARISING OUT OF OR
RELATING TO THIS DPA CA THE TRANSACTIONS CONTEMPLATED HERERY

7. Suctessors Bound: This CPA is and shall be hinding upen the respective successors 1a interest (o Provider
in the event of a merger, acquisition, consalidation or ather business regrganization or sale of all ar
substantially all of the assets of such business In the event that the Provider sells, merges, or otherwise
dispeses of its business to a swccessor during the term of this DPA, the Provider shall provide written
netice to the LEA no later than sixty (60) days after the closing date of sale, merger, or dispasal. Sych
nctice shall include a written, signed assurance that the successor will assume the obligaticns of the DPA
and any ohligations with respect to Student Data within the Service Agreement. The LEA nas the authority
Lo terminate the DPA if 11 disappreves of the successar to whom the Provider is selling, merging, or
otherwise dispasing of 135 business,

8. Authority, Each party represents that i1 is authorized to bind to the terms cof this DPA Inciudirg
confidentiality 3nd destruction of Student Data and any portian Shereof contained therein, 3ll relsted or
associated Insitutions, individuals, empioyees or contractors who may have access 1o the Student Data
and/or any portion thereaf.

8. Waiver. No delay or omission by elther party to exercise any right bereunder shall be construed a5 3
waiver af any such right and both paties reserve the right to exercise any such right from time to time,
as oflen as may ke deemed axpedient,
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DESCAIPTION OF SERVICES

College Guidance Network (CGN) preduces CGN School, high-enc digilal content—
including video, peint, and audio solutiors—that supports college and career exploration
decision-making. CGN only lealures recognized experls, so [amilias have g trusted source of
reliable information. Schools across the United States have adopted CGN Schoo! 1o halp
counseling departmenis better serve their students,

Counseless use CGN School to help students and their families gain a belter undarstanding
of the higr schoc! to post-secondary transition. Through CGN Schaol, you can provide a
comprehensive librery of rellable, curalec resources and access tc CGN five and on-demang
programming fealuring national! experts in college admissions and career exploration. Each
SChool library is customizable, so conlenl can be removed or agded based on desires of the
local schaol communily,

By creating a robust, comprehensive resource for students snd thelr families, CGN alliows

counselars o spend more 1:1 time with students and less timea saarching for content anc
creating 1heir cwn resources,

sl Usduls 2021 0318 - Naw lnols Exhisil 0 BL-DPA vl Oy Page 10 2123



XHIBIT "R”
SCHEDULE OF DATA

| Agplication rchnubn ' 1P Addresses of users, Use of ezakios, etc V

Meta Data ‘Other application technology meta data Please spocify -

Application Use Stalistics i Meta data on user interaction with application v
{ Assessment ! Standardized test scores !

. Cbservation data
! I Other assessment dats-Please specity: ] i ) |
| I
i Artendance Student school (2aily] sttendance duta o g
Student class attendance data |

Comrmrunications

Online communications captured (emalls, diog entries)

I Conduct

| Conduct or beravioral data

Cemographies

| Date ef Birth
8
| Place of Birth

Gender

{ Ethnacity o race

-

| student)
| Cther demngraphm informaticr Please Sﬂ-!tll"(

I.angme informatian {natrve, or pnrr.ary .ngui;rr spchen by

| Enroliment

| Srudent school errollment

Student graze lovel

Hameroom

r

Guidance counselor

| Specific curriculum programs

Year of graduation

Other enroliment Infnrmamr -Ploase mecihf' '

Parent/Guardian Contact | Address

Information

Ernail
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Phone

| Parenl/Guardian ID | Parent D number [created to link parents 1o students)
| Parent/Guarcian Name | girst and/or Last

-
Schedule Student scheduled courses

Teacher rames

Special Indicater English language learner Information

Low income ﬂafu
Mepdical .\Iem.f hrahh data

l Student dnsahlhw infermation

]

g_maalrzw educaticn services [IEP or 5C4)

' L'.rini situations {hnrrqlmsffu*;tnr care|

O'tl‘lrr indicator infarmat an- Please specify:

Student Contact Addreis ]

|

Information TEmall . |
| Phone o ) I }
| Student Identifiers Local (School dlstrict) 1D number H_

 State 1D number e N

| Frovider/App i;ii[ﬂe:i student (D numbe |

Student app usernama . v
: Student app passwords N L v| |
? Student Name | First ang/or Last "4 .
| Student in App f Brogram/apalication performance (tyairg program-stucent 1;

Performance | types 60 wpm, reading program-student reads below grade

level

Student Program cademic or extracurricular activities 3 student mav belong te
| Memberskip or participate in [
I :t;::::nw | Student responses Lo surveys or questionnaires |
| Student work | Student generated conten, writing, pictisres, et - _
| 1 Other student work data -Please tpenh’ 1 j ]
| Transcript ' Student course grades i :
! ' Stuﬁ;-t course data o 3 AH_ ]
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Elements

Student course grades/ performance scores
Other transcript data - Please spocdy,

Transportation

tudent bus ass:gnmrm

5t-ddl."'lt pick up and/or :'.‘I'np off location

Student bus card 1D number
Other transpartation data - Please .*.pl:::.l'-.,-

Other

- Please list each acaitional data element used, stored, or
collected by your application:

Lad) Lpdnied 20210315 . Naw Il Eehibe G

Mo Studert Lata col ected at this time. Provider wi'l
'mmediatety notify LEA if this designatien is no longer
ipuhl:.u ble
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EXHIBIT "C*
DEFINITIDONS

Pe-1gentiflad Data and De-ldentification: Aecords and infarmation are ¢considered to be De-lde rtiflec when ali
persanally idenrtifisble information nas been removed or obscured, such that the remaining inforrmat an does nas
reasonably Identify 3 specific individusl, nduding, but not limited to, any infarmation that, alone or n
tomibinatian is linkak'e 1o a specific studens and proviged that the educational agency, &« other parly, has made
a reasonable cetermination that a student's ideatity is not personally identifiable, taking inta account reasonztla
avallanie Information.

Educational Recards: [oucational Records are records, files, documents, and other materia’s divectly related to a
stucent and mairtained by the school er local education agency, or by a person acting for such schae! or loeal
education agency, including but not limited to, records encompassing all the material kept in the student’s
cumulative folder, such as gereral identifying data, records of antendance and of scademic work completed,
recerds of achevement, and results of evaluative tests, hea'th data, disciplirany status, test protocels and
irg vidualized education proprams.

Matadata: means information that provides maaning and context to other data beirg collected; ing uding, but nat
‘mited to: dste ano time records ard aurpose af creation Metadata that have been st pred of 3li direct arc
indirect Identitlers are not considered Persona’y Identifiable Informatvon,

Operator: means the operator of an interne1 website, online service, anline application, or mobile spaication with
actual knowledge that the site, tervice, ar application is used for £-12 school purgoses, ANy entity that operates
an Internet website, onire sorvice, onling application, or mobile agplication that has entered Into & signed, written
dgreemant with an LEA 1o prowice & sanace Lo That LEA skall be considered an “pperstor” for the purposes of this
section.

Orlginating LEA: An LEA who originally pxecutes the D24 in its eqtirety with the Provider,

Provider: For purpases of the DPA, the term "Provider” means provider af digital educational suflware ar services,
Including clouc-based services, for the digitsl stcrage, management, and retrieval of Student Data, Within tha DFA
the term “Provider” Includes tre term "Third Party” and the term *Dperator” as used in dpplicable state statutes,

Student Generaled Content. The term “Student-Generated Content” means materals or content created by 3
student in the services including, but not imited to, essays, research reparls, portlolios, creative writing, music or
ether audio files, shotogranhs, videas, and account Informaticn that enables ongoing ownership of stugent

conia=nt.

School Official: For the purposes of this OPA and pursuant to 34 CFR § 99.31(b), a School OHcial is 2 contracter
that: (1) Performs an institutioral service ar function far wrich the agency or instliution would otherwise Lse
employees; {2) Is unter the direct control of the agency or institution with respect to the use ant maintenance of
Student Data including Education Recoros; and (3) 's sub ect to 34 CFR & 99.33(a} governing Lhe use and re-
disclesure of Personally ieentlfiabie Inlasmation Trem Education Regords.

Service Agreement: Refers to the Contract, Purchase Drgder o Terms of Servioe or Terms of Lisgr

Student Data: Student Data includes any data, whether gathered by Provider ar providea by LEA or its users,
studerts, or students' parents/guardians, that is descoptve of the student including, but not linsited to,
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informaticn in the student’s educatioral record or email, first and last na me, Jithclate, home ¢r other ghysical
address, telephorg number, email address, ar other information aliowing physical or online contact, diszipling
records, viceos, test resulls, special education data, juvenile dependency records, grades, evaluations. criminal
records, medical records, heslth records, secial security numbers, Sicmetric Information, disabilities,
socieecansmic information, Individual purchasing behavior or areferences, food purchases, political affiliations,
religlous Information, Lext messages, documents, student identifiers, search activity, photos, volce recordings,
gealocaton information, parents’ names, ar any other information or icentification number that would provide
informatlon about a specitic student. Student Oata includes Meta Data. Stugent Data further iIncludes "Personaly
Identifiable Information {Pii]," as defined in 34 C.F.R. § 93.3 and as defined under any applicable state law. Studert
[ata shall constinure Education Recards for the purposes of this DPA, and lor the purposes of federal, state, ang
focal laws and regulations. Student Data as specifled in Exhibit *B% is confirmed to e coblected or processed by
tha Frovider pussuant ta the Services. Student Data shall not wonstitute that information that has oeen
anonymiced or De-dentified, or ancaymous usage data regarding a stucent's use of Provider's services,

Subprocessor: For the purposes of this DFA, the lerm “Subprocessor” (semetimes referred to as 1he
"Subcontractor”) means @ party other than LEA or Provider, who Provider uses for data collection, aralytics,
storage, or other service So operate and/or improve 115 service, and wha has access jo Stucent Data.

Subscribing LEA: An LEA that was nat party to the orlginal Service Agreement and who accepts 1he Provider's
General OMer of Privacy Terms.,

Targeted Advertising: meanrs preseating an aduertisement to a student where the selection of the advertisemeny
Is Daseo on Seudent Data or inferred over time from the usage of the operator’s Intornet web site, online sarvics
ar magde application by such student or the retention of such student’s online activities ar requests aver tme for
the purpose of Largeting subsequent agvertlsements. "Targeted Advertising” does nat include any advertising o
a student on an Internet web site based or the content of the web page or in response 16 & student's respanse or
reguest for Information or feedback.

Third Party. The term “Third Party” means a provider of digital educational saltware or services, including cloud-
dased services, for the digital slorage, management, and retrieval of Educaton Resords and/or Student Nata, 35
that tesm is used in some state statutes. Howewer, for the purpose of this OPA, the term "Third Party” whan used
ta indicate the provicer of digital educalional seftware or services is replaced by 1he terem "Provider.”
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EXHIBIT “D"
DIRECTIVE FOR DISPOSITION OF DATA

Pravider tu dispose of pata obtained by Provider pursuant to the terms of the Service Agreement between
LEA and Pravider. The Lerms of the Disposition are sot fortn balsw:

1. Extent pf Disposition
[ Dispasition is partial. The categories of daty 1o be disposed of are set form below or are found in
an atlachmaent to 1nis Dicective:
[ )
[] Dispostion is Comp ete. Disaasition extends to ad rategcries of data,

2. Nawre of Dispasision
_L1 Dispesitien shall be by destructian 2+ deletion of data.

_[1 pispasition shall be by 2 transfes of data. The ata shail be transferred to the fellowing site as
follows:

( ]
3. Schedule of Disposition

Data shall be disgosed of by the foliawing date:
As soan 25 commarcially practicable,

By [ I

—

4- dgnature

Authonized Representative of LE_ A Date

4. Merification of Disposition of Dats

Authorized ﬁ:prnsrr.htiu‘e of Company Date
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EXHIBIT "g"

GENERAL OFFER OF PRIVACY TERMS

1 Offer of Terms
Provider offers the same privacy protections lound in this DP4 hetweenr it and  Valey View Scrocl Olstrist 365U
{("Originating LEA"| wnich Is dated » Lo ary other LEA |*Subscribing LEA™) who accepts this Ganeral

Cffor of Frivacy Terms ["Genaral OFfer”) through Its signature below. This General Offer shail extend only to
privacy pretections, and Provider's signature shall not pecessa rily bind Provider to ather terms, such as prie,
term, or schedu'e of services, or 1o eny ather prowision not addressed in this DFA. The Prowider and the
Subscribing LEA may also agree to change the data provides by Subscr: bing LEA to the Provider to sult the
wnique needs of the Subscribing LEA. The Provider rmay withdraw the General Dffer in the event of: (1; a
material change in the applicable zeivacy statues; (2] a material change in the services ang praducts listed ia
the ongnating Service Agreement: ar three (3} years after the date of Provider's signature to this Form.
Sunseribing LEAs should seng the signad Exhibiy £
ta Provider at the following email acdress: boo@coilegeguicancanetwork com

PROVIDER Coliege Gudanre ri
By- M ?Z’VL oue:05116/2023

Printed Name: Robert S. BIQ‘ER ) __Title/Position gﬂ-FﬂUﬁdEI"

2. Subseribing LEA

A Subscribing LEA, by signing a sepurate Service Agreement with Provider, and by its signature below, sccepts
the General Dffer ol Privagy Terms The Suaseriaing LEA and the Provider shall therefore be bouad by tha same
terms af this CPA for the term of the OPA aetween the Valley View Saront Distact 2650

and  Colege Gulcarce Network

"*PRICR YO 115 EFFECTIVENESS, SUBSCHIBING LEA MUST DELIVER NOTICE OF ACCERTANCE TD PRCVIDER

PURSUANT TO ARTICLE Vi, SECTIDN 5, **

Subseribing LEA
EY: ) ~ = __ Cate:_ )
Printed hkame ) Title/Pasivon: e
SCHOOL BHSTRICT NAME. = _ SR

CESIGMATED REPRESENTATIVE OF LEA:

Name; e —
Title; = s ——
Address: - i e

Telephone Mur ber-

Email; .
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EXHIBIT "F"
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
2/24/ 2020

The Education Security and Privacy Exchange |"Edsaex') works in partnershic with the Student Data Privacy
Consortium and incustry leaders Lo maintain a list of known and cre<ible cybersecurity frameworks which can
protec: digital learning ecasystems chosen based on a set of guiding cybersecurity princloles® ("Cybersecurity
Frarmeworks®) that may be utllized by Pravider .

Cybersecurity Frameworks

| MAINTAINING ORGANIZATION/GRDUP - FRAMEWORK{S}
E' National instituLe of Standargs ang | NIST Cybersecurlty Framework Versian 1.1
! Teennalagy
Mational institute of Standards and | NIST 5P 800-53, Cybarsacurity Frarmework ‘ar
Technolopy Impraving Critical Infrass-ucture Cydersecurity
' [CSF), Special Publicat'on BOD-171

Interratignal Standards Organizatian | Information techrology — Security technigaens
=~ Infermation seturily management systems
{150 27000 series)

Secure Contruls Framewark Copngil, LLC Security Cantrols Framewnrk (5CF)
D | Lenter for Internet Security CIS Crtical Security Continls {CSC, CIS Top 20
Office of the Under Secretary of Defense for Cybersecurity Matur 'ty Model Certilication
Acguisition and Sustainment |OUSDIARS)) | [CMMNIC, ~FAR/DFAR)
Please visit hrtp Afaw edspes prg Jor further detgily about the noted frameviorks.

*Cyersecurity Principles used to chacse the Cybersecurity Framewsrks ace located here
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EXHIBIT “G™ - Supplemantal SDPC (Studeni Data Privacy
Consortium) State Yerms lor inols

Version IL-NDPAv1.08 (Rewsed March 15, 2021

This Exhiblt Q. Suppleineatal SDPC State Terms for Hlinsis "Supplermental Slele Terms*), slfective
=in'rullar.anuﬁ$y with ihe aleched Sivganl Data Frvacy Agiesrcent ("DPA™ by and sabwaan

Valey Vies Schocl Disrice 3650 (ihe *Local Educst Ag =
- B = | i [-ThoH ar
"[ER") &hd T-OTeqE SUH e St sthe “Provider), s

——

inzorporaled in the atlached DPA and amands the D EA (and ell supplerrantal lerms ana conditons end
poicies applicByie to the DPA} a5 lollows:

1. Comphpnce with lllinols Privacy Lawe, in parforming its obdgelions under he Agreement, the
Prowader shad comoly with all llingis Isws and reguledions pertaling ta student dasy arivacy, contdentisiy,
and mainlenance, includirg bul nol limited to Lhe lllinals Schoaol Stugant Reconds Act {"ISSRA"), 105 ILCS
104, Mental ~gaitn ard Developrental Disasilities Configantaity Act [MMHDDCA®), 740 ILCS 110/, Studert
Cnline Parsonal Pratection Act (*SOPFA®), 105 ILCS BS/, lderiity Prolecion Ack (*IPA™), SILCS 178, and
Personal Informatan Pratection Aclt ("PIPA™), 815 ILCS §30v. and Local Racorss Acl FLRA"). 50 iILCS 208/

¢ Definition of "Student Data,” In acditicn te the defingion sel ferth Exhibit €, Slucent Deta
includes any and all iInformation concerning @ skident by wheh 3 stugant mey be individually idertified
under applcaie linos law and reguigtions, incuding bt nGt Gmited 10 ja; "coveres infurmation * as
aefaed in Section 5 ¢f SOPPA (105 ILCS BS'S), (b} “school student records” as 1hat term is defined in
Seciign 2 of ISSRA (05 ILCS 10/2(d)) (c) “records” as thal term & defirad urder Socticn 110v2 of the
MHDDCA {740 ILCS 110:2). and (d) "persanal informaticn” as defined in Section 53045 of PIPA,

3. School OMiclal Designation. Pursuant o Article | Paragraph * of the DPA Stardare Clauses
and in acocordanca with FERPA, ISSRA and SOPPA, in performing ils calinslions under the DPA. 1he
Provider is ochag as 8 schoal officiel wilk legilimala educational inleresl; is parfarming an inglityonal
sorvice or funclian far which the LEA woulg sthamwiss use its awn employsas; is undar tha direct eaal ol of
the LEA with respest to the use and mairtenence of Student Data: and s dsing Student Cata only for an
aulhorized purpose ang in lurtherance of such lagitrmaba educabional inlerest,

4. Limiatlons on Re-Discloaure. The Provider shall not re-disciose Siuzent Dals o any clhar pary
or affi:ate wihodt the express writlon permission of the LEA or pursuant 1o courl order, unless such
disclosure is cihenwise permilted under SOPPA, ISSRA, FERPA, and M-DDCA, Pravider wil' nol sgil or
rent Stucent Data. Inthe svenl another pacty, Ircluding law erforeement o @ govemment &nbty, conlazls
the Prowider wilh 8 request or subaoena tor Student Oata in the poss@ssion ol tha Provider, the Pravider
shall redirec! the cther party % seex Ihe oata direcly Mom the LEA In the svent the Brovider Is comnpalles
to procuce Slucent Dala 1o arother party in compliancs with a courl erdet, Provider shall nitify the LEA a¢
lsasl five (5) school days in advence of tha cour! erdered disclosure anc. upor request, crovide the LEA
with a copy of Ihe coun seder requirng such disclosure

% Notices. Any nolice deivvnma pursusnt 1o the DPA shall ke desmed elfactive, ns appicsale, upon
1écaipl as evidpaoed by the date of Iransmissan Indicated onihe transmissian mMeteral, if by e-musl. or lour
() daye eftar mailing, by 5-sl-class mail, postage prepaid

6. Parent Right to Access and Chailenge Student Dats. The LEA shall os1abiish reasonable
pracadures pursdanl lo wiieh a pavert, as that term 18 cafined in 105 ILCS 15/2]g), may inspeci snalor
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copy Student Data analor crallenge the accuracy, relevance or plepristy of Student Data. pursuant lo
Sectors 5 and 7 of ISSRA (Y05 1LCS 1075, 105 ILCS 10V7 ) &nvd Section 33 c'SOPPA (106 ILCS 8532 The
Providar shall respond t any request by the LEA far Studen: Dals in the posssssion of the Provides whan
Provider ccoperalion is required 1o afford a pa'ent a0 sppeeiunity to inspect andlar copy the Stugant Dats,
no lpser 1nan 5 business doys fom 1ha dats o the reguesl. In ihe avend tnal 8 parent conlasts e Previder
ditecty lc inspec! ancior copy Studant Dala, the Provider shall refer the parent ip the LEA, whach shall
follow the necessary and proper srocecuros "egaraing the resusabed Stugenl Data,

7. Corrections te Factual Inaccuracles. in the everd thel he LEA detarmiras that 1he Provider is
mainlxning Student Data that contains s factual inaccuracy, ang Provider CLaporabon Is required in ordes
o make a comoctan, the LEA shall notty the Provider af tha factuasl naccuracy and the comaction fo be
race. No lpter than 50 calendar days afier receiving the notice of tha factual inaccuracy, the Provider shall
camect the factual inaccuracy and shall provide written confirmation ol e corraclion o the | EA.

d. Security Standards. Tne Frovicer shal imglemen and mainlsie commercially reascnahle
docurcy precedures and praclices that plherwise meel o axsead Ingustny stancards dasigned 1o pratyes
Sludent Data from unauthorzed access. deelruction, uso, mnEficatian, or discosure, inctuding bt rat
hmited o the unauthorized acquisiion of oamputenzad data that ZoToromises the sesunty, corfidentality
o irtagnty of the Siucenl Data ja “Serurity Breach”), For purposes of the DPA ang this Exhail 5
"Secunty Breach® doss net include the goot fadh acquisilion of Sluden! Dals by an employves or agent of
the Prowider er LEA fo- a lepiimaie ecucatioral or administrazive au-ao3e of the Provider ar LEA, 5o long
a6 1ha Stucent Date Is used salety far purposes permitted by SOPPA ang olher azplicable law. ard sc
lorg a5 the Student Uata (s restriclee rom further wnaulhorizad disclosire.

8. Becurity Breach Notification. In asction lo the inforrralion erumarated ir Article V, Soclion 4{1)
of tha DPA Stancard Clauses, any Securty Braach netificatan prowded by e Provides Ic the LEA shall
inclics

8. A list of ihe studenls whose Sludent Dala was irvolved in or s ressonably betevea to
nave boen invDived 11 the bepach, 1 krown, and

b. The name and contact information for an employes of the Pravides whom parenis may
contact 10 Inquire edoul the sreach.

10. Reimbursement of Expsnses Associaled with Security Breach. In the evenl of a Secunty
dreach hel is allribulsble 1o the Provider, the Provider shall reimbursa anc irdemnify Ihe LEA lor ay ard
all cesls and expenses that tha LEA Incurs = investigaling and remedialing ‘he Security Breach, withowr
regard bo any limitefion of Eabilty provieion otherwisa Bgreed to batweanr Provider and LEA, insluding but
not limited 10 costs and expanses assocated with:

@. Providing notfication 1o the parents of those sludents whoso Sludent Dela was
crmpremised and ragulalary Agencies of othar antilies as requirad by lew or conlract

b Prowding crect montorng 1o those students whose Student Data was exposed in 3
manner durng tha Securily Bresch al a reasonable persen would believe may impact
the sludents credil or linencal security;

€. Logal fees, sudit casts, fines, ang any other tees o dBfmages imoosed against the LEA
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a5 a rosull of the security Sreach; and

d. Providing any oiher nolifications or fulfilling any other reguiremenls adopled by the
linsis Slate Board of Education - under other Stete or leceral lerws

11. Transfer or Delelion of Student Deta. The Provider shal review, on an aganuel basis. whelbar
Ine Student Dale it has moaled pursuant o the 0OPA conlinues o be readed or the surpase(s ) of the
Service Agreement end this DPA | ary of the Student Data is o langar needed for purpases of the Servico
Agreameant and ths DPA, the Provider wil provide written nofice to ihe LEA ag te what Student Data is na
longer needed. Tha Proviger wil dalate or rransfer Student Data in reagable ferm Lo the LEA, as drecled
by the LEA (which may be efleclualed shrough Exnlbi O of the OPA}. within 20 calendar deys if 1ha LEA
rejuests delelon or fransfer of the Studer! Data ard shall provide writtan canfrration Ip the LEA of such
dalalion of tranefer. Upan farmination of the Senvics Agrzemer: hetwant BB Provider and LEA, Pravidar
shall senducl 3 final review of Sludent Data within BC calandar days,

i t1e LEA receives a request fom a parert, es thal larn is defined In 105 ILCS 10/2{g), that Studen:
[ata being hold oy the Provider be cefeled, the LEA shat dotermine wheths: [ha requasted delosizn would
valale Stale analor feceral recards laws. In the event such deleliar would not violato State o feders
recoes IBwe, the LEA shall fornward the request lor delstion o the Providar The Provider shad corrgly with
Ihe requesl and dalein the Shugent Dals within a reasonasle bma penon aftar acaiving the request

Any provision of Sluderd Data la the LEA fram the Provider shall be transm'sted in a formas
readable by the LEA.

12 Public Posting of DPA. Pursuant to SOPPA, tha LEA shall sublish ¢n ils websita a cogy of the
DPA between the Provider and the LEA, nchiding lhis Exhioit G.

13. Subcontractors. By no laler then (5) busness days afler The dalo of oxecubon of the DPA, |he
Provider shall provice the LEA wilh & list of any subconiraciors (o whom Stadenl Data may be disciosad or
B lirk 10 @ page on the Providers websis lhal clearly lists any ond all subcentractsns 1o whom Studen) Dala
may be disclases. This list shal, at 3 minmum, be updates and provided o (e LEA by the beginning of
each fiscal year (July 1) ard at the beginning of aach calendar yesr {Januany 14

14, DPA Tarm.

3. Original DPA. Paregraph 4 on page 2 of te DFA sefing a hree-year larm for the DFA
enall be deleled, and the folowng shel be inseed in lieu theranf: *This 07A shall be
effieciive upan iha date of signalure by Pravder ard LEA, and shall remsn
In effect 88 betwsen Provider and LEA 1) for 5 long as Ihe Sericos are being
provided 1o the LA o 2) untd the DPA is so-minaied piurguant lc Secban 5 of this Exhigil
G, whohever comes firsl. The Exhibd € General Offer wi expra thrae (3) yaars from the
dale the cigingl DPA was signes.”

b General Oflfer DPA. The ‘cliowing shall be inserled as a new sarcnd sentence in
Paragraph 1 of Exniblt E: "The grovisions of 1he ariginal DPA ofterad By Provider and
Beoeptad By Subscribing LEA gursuenl 1o 1he Exhibit € shall rarmain in effect pa Detwesn
Provider anz Susecriing LEA *) for s long as the Services ure bsing prowided 1o
Subacnaing LEA, or 2) unbil e SPA is demminalog pursian! to Saclion 15 of Ihis Exhibit G,
wnichever comes fs| "
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15. Termination. Paragraph 1 of Articie Vii shail be dedeted, and the lallowing shall be irgsrad in el
therect *In tha event sither Pary seeks to tarminale this DRPA. hay may do so by motual witien
congenl soiong a5 the Sevice Agreamant has legsed or boen terrnatad Qne party mey termnale
this OPA uvoon & materisl breack of this QP& by the olhar party. Upoen ierminaltion of ibe DPA, thg
Service Agregmant shad tarminats.'

16, Privacy Policy. The Provider mus! publaly cisciose matenal informaticn abaut it colleclion, use,
ard gisciosure of Student Dals, including. but nol tmaed to, publistang a lems of service
agreermenl, pavacy policy, or 8imdar documenl.

17 Minimum Data Necessary Shared. The Provider ailests thai Lhe Sluden: Dala requesl by Ihe
Provicer from the LEA in order for the LEA 1o acsess |he Provider's producls enc/or sarvicas ia
Frited ta the Sludent Data that is adequate, reiavant and limiled ta whal is necassary in ralalicn
0 Iha K-12 scnoo! puraosas tar which it is processed

18. Sludenl and Parent Access. Accoss by slucents or parentsiguardians ta the Provider s roGTams
orsarvices govened by the DPA or 1o any Shudert Dade siorsd by Frow oer shat nol be canditaned
upon agrsomen! by the parenis/guarcians 1o waive any of tha siuggont gata conficantialily
restrclone o a lassening of any of te confizantialisy or privacy reguirements ecnlained in this
DPFaA

19 Data Storage. Provider shall stora at Student Bala shared underlhe OPA within he Uniled Stalas
2D. Exhlbits A and 8. The Senices descrbed ir Exhinit A and the Schaduie of Dala in Exhall B 10
the OPA salisfy the regquirermants i SCPPA 1o incuge 3 slalement of the product or servize being

pravided 1o Ihe school by the Pravider ard & listing of the COCores or fypes of covered Infgrmalion
lo be pravidea In the Provider, respectwvely.
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EXHIBIT "H"
Additional Terms or Modificatlons
Yersion

LEA and Frowlger agree to the following additianal terms and modificatians:

This is a free tox: field that the parties can use 15 add or madify terms in or to the DPA. if there arenrp
adreitions! or madified terms, this field should read *Mone

None
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