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EXHIBIT "H"  
Additional Terms or Modifications 

Version V1.0a 

LEA and Provider agree to the following additional terms and modifications:  

Section 1 is hereby deleted in its entirety and replaced with the following: 

LEA has engaged Provider to provide certain K-12 content, assessment, and professional 
development services related thereto. This DPA will govern Student Data provided by LEA to 
Provider, pursuant to those engagements. 

Article I: Section 1 "Purpose of DPA" is hereby deleted in its entirety and replaced with the 
following: 

The purpose of this DPA is to describe the duties and responsibilities to protect Student Data 
including compliance with all applicable federal and state privacy laws, rules, and regulations, all 
as may be amended from time to time. In performing these services, the Provider shall be 
considered a School Official with a legitimate educational interest, and performing services 
otherwise provided by the LEA. Provider shall be under the direct control and supervision of the 
LEA, with respect to its use of Student Data. 

Article II: Section 2 "Parent Access" is hereby deleted in its entirety and replaced with the 
following: 

To the extent required by law the LEA shall establish reasonable procedures by which a parent, 
legal guardian, or eligible student may review Education Records and/or Student Data correct 
erroneous information, and procedures for the transfer of student-generated content to a personal 
account, consistent with the functionality of services. The Provider shall ensure that data stored in 
its products is able to be downloaded by the LEA during the term of any active Service Agreement. 
In the event that a parent of a student or other individual contacts the Provider to review any of 
the Student Data accessed pursuant to the Services, the Provider shall refer the parent or 
individual to the LEA, who will follow the necessary and proper procedures regarding the requested 
information. 

Article II: Section 3 "Separate Account" is hereby deleted in its entirety and replaced with the 
following: 

If Student-Generated Content is stored or maintained by the Provider, Provider shall, at the request 
of the LEA, provide a mechanism for the LEA to transfer said Student Generated Content to a 
separate account created by the student. 

 
Article III: Section 3 "Reasonable Precautions" is hereby deleted in its entirety and replaced with 
the following: 
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LEA shall (a) take reasonable precautions and be responsible for the security of the LEA-issued 
usernames, passwords, login credentials and any other means of gaining access to the services 
and hosted Student Data; (b) LEA shall be solely responsible for maintaining its own backups of 
any data hosted in its own environments, and otherwise be the sole guarantor of the accuracy, 
quality, and contents of its own data; and (c) LEA shall be solely responsible for 
downloading/retrieving any of LEA's data maintained by the Provider prior to triggering any event 
that may result in the Provider destroying any LEA data in the Provider's possession (e.g., 
terminating a Service Agreement). 

Article III: Section 4 "Unauthorized Access Notifications" is hereby deleted in its entirety and 
replaced with the following: 

LEA shall notify Provider promptly, in the most expedient way possible, and without unreasonable delay, 
of any known unauthorized access. LEA will assist Provider in any efforts by Provider to investigate and 
respond to any unauthorized access. 

Article IV: Section 1 "Privacy Compliance" is hereby deleted in its entirety and replaced with the 
following: 

The Provider shall comply with all applicable federal and state laws, rules, and regulations pertaining to 
Student Data privacy and security, all as may be amended from time to time. 

Article IV: Section 5 "De-identified Data" is hereby deleted in its entirety and replaced with the 
following: 

Provider agrees not to attempt to re-identify de-identified Student Data. De-Identified Data may be 
used by the Provider for those purposes allowed under FERPA and the following purposes: (1) 
assisting the LEA or other governmental agencies in conducting research and other studies; and (2) 
research and development of the Provider's educational sites, services, or applications, and to 
demonstrate the effectiveness of the Services; and (3) for adaptive learning purpose and for 
customized student learning. Provider's use of De-Identified Data shall survive termination of this DPA 
or any request by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees 
not to transfer de identified Student Data to any party unless (a) that party agrees in writing not to 
attempt re-identification. Prior to publishing any document that names the LEA explicitly or indirectly, 
the Provider shall obtain the LEA's written approval of the manner in which de-identified data is 
presented. 

Article IV: Section 6 "Disposition of Data" is hereby deleted in its entirety and replaced with the 
following: 

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to 
transfer Student Data obtained under the Service Agreement, within sixty (60) days of the date of said 
request and according to a schedule and procedure as the Parties may reasonably agree. Upon 
termination of this DPA, Provider shall dispose of all Student Data. The duty to dispose of Student Data 
shall not extend to Student Data that had been De-Identified or placed in a separate 
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student account pursuant to section II 3. The LEA may employ a "Directive for Disposition of Data" 
form, a copy of which is attached hereto as Exhibit "D". If the LEA and Provider employ Exhibit "D," 
no further written request or notice is required on the part of either party prior to the disposition of 
Student Data described in Exhibit "D. 

Article V: Section 1 "Data Storage" The second sentence is hereby deleted in its entirety.  

Article V: Section 2 "Audits" is hereby deleted in its entirety and replaced with the following: 

No more than once a year, or following unauthorized access, upon receipt of a written request from 
the LEA with at least ten (10) business days' notice and upon the execution of an appropriate 
confidentiality agreement, the Provider will provide reasonable access to relevant portions of records 
pertaining to the delivery of Services to the LEA and will certify during the term that the Provider 
has an internal plan that meets statutory requirements and that Provider is in compliance with said 
plan. 

Article V: Section 4(2) "Data Breach" is hereby deleted in its entirety and replaced with the following: 

Provider agrees to adhere to all federal and state requirements with respect to a data breach related 
to the Student Data, including the required responsibilities and procedures for notification and 
mitigation of any such data breach. However, LEA shall be responsible for its own notification 
obligations. 

Article V: Section 4(5) "Data Breach" is hereby deleted in its entirety and replaced with the following: 

In the event of a breach originating from LEA's misuse of the Service, Provider shall cooperate 
with LEA to the extent necessary to expeditiously secure Student Data, and LEA will be 
responsible for all associated costs and any liabilities related to said breach or efforts to remediate 
said breach. 

Article VII: Section 1 "Termination" is hereby deleted in its entirety and replaced with the following: 

In the event that either Party seeks to terminate this DPA, they may do so by mutual written consent 
so long as the Service Agreement has lapsed or has been terminated. Either party may terminate 
this DPA and any service agreement or contract if the other party commits a material breach of any 
terms of this DPA. 

Article VII: Section 7 "Successors Bound" The final sentence is hereby deleted in its entirety. 

 

 

 

Last Updated 2021-03-15 New Illinois Exhibit G IL-NDPA v1.0a Page 25 of 27 

DocuSign Envelope ID: D583B752-0862-48E3-A841-997726219FF4



Exhibit "C" Definitions, "Student Data" The last three sentences are hereby deleted in their entirety and 
replaced with the following: 

Student Data shall constitute Education Records for the purposes of this DPA, and for the purposes of 
federal and state laws and regulations. Student Data as specified in Exhibit "B" is confirmed to be 
submitted by the LEA pursuant to the Services. Student Data shall not constitute that information that has 
been anonymized or de-identified, or anonymous usage data regarding a student's use of Provider's 
services. 

Exhibit "G" Section 1, "Compliance with Illinois Privacy Laws" "the Provider" is hereby replaced with "the 
Provider and LEA". 

Exhibit "G" Section 2, "Definition of "Student Data" is hereby deleted in its entirety and replaced with the 
following: 

In addition to the definition set forth in Exhibit C, Student Data includes but it not limited to (a) 
"covered information," as defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school student 
records" as that term is defined in Section 2 of ISSRA (105 ILCS 10/2(d)) (c) "records" as that term 
is defined under Section 110/2 of the MHDDCA (740 ILCS 110/2), and (d) "personal information" as 
defined in Section 530/5 of PIPA. 

Exhibit "G" Section 6, "Parent Right to Access and Challenge Student Data" is hereby deleted in its entirety 
and replaced with the following: 

The LEA shall establish reasonable procedures pursuant to which a parent, as that term is defined 
in 105 ILCS 10/2(g), may inspect and/or copy Student Data and/or challenge the accuracy, relevance 
or propriety of Student Data, pursuant to Sections 5 and 7 of ISSRA (105 ILCS 10/5; 105 ILCS 10/7) 
and Section 33 of SOPPA (105 ILCS 85/33). The Provider shall ensure the LEA has access to the 
Student Data in the possession of the Provider during the term of the Service Agreement within five 
(5) business days of the parent’s request, for purposes of affording a parent an opportunity to inspect 
and/or copy the Student Data. In the event that a parent contacts the Provider directly to inspect 
and/or copy Student Data, the Provider shall refer the parent to the LEA, which shall follow the 
necessary and proper procedures regarding the requested Student Data. 

Exhibit "G" Section 7, "Corrections to Factual Inaccuracies" is hereby deleted in its entirety and replaced 
with the following: 

In the event that the LEA determines that the Provider is maintaining Student Data that contains a factual 
inaccuracy, and Provider cooperation is required in order to make a correction, the LEA shall upload 
corrected data through the system's automated upload process. 

Exhibit "G" Section 10, "Reimbursement of Expenses Associated with Security Breach" the preamble is 
hereby deleted in its entirety and replaced with the following: 
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In the event of a Security Breach that is attributable to the Provider, the Provider shall reimburse and 
indemnify the LEA for any and all costs and expenses that the LEA incurs in investigating and remediating 
the Security Breach, including but not limited to costs and expenses associated with: 

Exhibit "G" Section 10(c) and (d), "Reimbursement of Expenses Associated with Security Breach" are 
hereby deleted and replaced with the following: 

c. fines, and any other fees including reasonable attorney fees or damages incurred by or imposed against 
the school as a result of the security breach; and 

d. providing any other notifications or fulfilling any other requirements adopted by the State Board or of any 
other State or federal laws required as a result of the security breach. 

Exhibit "G" Section 11, "Transfer or Deletion of Student Data" is hereby deleted in its entirety and replaced 
with the following: 

If the LEA makes the Provider aware any of the Student Data is no longer needed for purposes of 
the Service Agreement and this DPA, the Provider will delete such unnecessary data within 60 
calendar days. During the term of the Service Agreement, the LEA may download said data if it 
chooses. Upon termination of the Service Agreement between the Provider and the LEA, Provider 
shall conduct a review of Student Data within 60 calendar days to determine if it is needed for 
purposes of the Service Agreement and this DPA, and if not shall delete said Student Data. 

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), that Student 
Data being held by the Provider be deleted, the LEA shall determine whether the requested deletion 
would violate State and/or federal records laws. In the event such deletion would not violate State 
or federal records laws, the LEA shall no longer include that data in the automated uploads. 

Exhibit "G" Section 17, "Minimum Data Necessary Shared" is hereby deleted in its entirety and replaced with 
the following: 

The Provider attests that the Student Data provided to the Provider by the LEA in order for the LEA 
to access the Provider's products and/or services is limited to the Student Data that is adequate, 
relevant, and limited to what is necessary in relation to the K-12 school purposes for which it is 
processed. 

Exhibit "G" Section 19, "Data Storage" is hereby deleted in its entirety. 
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