
67$1'$5'�678'(17�'$7$�35,9$&<�$*5((0(17

�1'3$�6WDQGDUG�9HUVLRQ�����9HQGRU�0RGLILHG�HWF��

0HVD�8QLILHG�6FKRRO�'LVWULFW���

DQG

> 7UDQVSDUHQW�&ODVVURRP @

9HUVLRQ���U�



7KLV�6WXGHQW�'DWD�3ULYDF\�$JUHHPHQW��³'3$´��LV�HQWHUHG LQWR�RQ�WKH�GDWH�RI�IXOO�H[HFXWLRQ��WKH�³(IIHFWLYH
'DWH´��DQG�LV�HQWHUHG�LQWR�E\�DQG�EHWZHHQ�

0HVD�8QLILHG�6FKRRO�'LVWULFW��ORFDWHG�DW����(�0DLQ�6W��0HVD�$]���������WKH�³/RFDO�(GXFDWLRQ
$JHQF\´�RU�³/($´��DQG

>3URYLGHU�1DPH@��ORFDWHG�DW�>6WUHHW��&LW\��6WDWH@��WKH�³3URYLGHU´��

:+(5($6��WKH�3URYLGHU�LV�SURYLGLQJ�HGXFDWLRQDO�RU GLJLWDO�VHUYLFHV�WR�/($�

:+(5($6� WKH 3URYLGHU DQG /($ UHFRJQL]H WKH QHHG WR SURWHFW SHUVRQDOO\ LGHQWLILDEOH VWXGHQW
LQIRUPDWLRQ DQG RWKHU UHJXODWHG GDWD H[FKDQJHG EHWZHHQ WKHP DV UHTXLUHG E\ DSSOLFDEOH ODZV DQG
UHJXODWLRQV� VXFK DV WKH )DPLO\ (GXFDWLRQDO 5LJKWV DQG 3ULYDF\ $FW �³)(53$´� DW �� 8�6�&� � ����J
��� &)5 3DUW ���� WKH &KLOGUHQ¶V 2QOLQH 3ULYDF\ 3URWHFWLRQ $FW �³&233$´� DW �� 8�6�&� � ���������
����&)5�3DUW�������DSSOLFDEOH�VWDWH�SULYDF\�ODZV�DQG�UHJXODWLRQV�DQG

:+(5($6� WKH 3URYLGHU DQG /($ GHVLUH WR HQWHU LQWR WKLV '3$ IRU WKH SXUSRVH RI HVWDEOLVKLQJ
WKHLU�UHVSHFWLYH�REOLJDWLRQV�DQG�GXWLHV�LQ�RUGHU�WR�FRPSO\�ZLWK�DSSOLFDEOH�ODZV�DQG�UHJXODWLRQV�

12:�7+(5()25(��IRU�JRRG�DQG�YDOXDEOH�FRQVLGHUDWLRQ� /($�DQG�3URYLGHU�DJUHH�DV�IROORZV�

�� $� GHVFULSWLRQ� RI� WKH� 6HUYLFHV� WR� EH� SURYLGHG�� WKH� FDWHJRULHV� RI� 6WXGHQW�'DWD� WKDW�PD\� EH
SURYLGHG� E\� /($� WR� 3URYLGHU��DQG�RWKHU� LQIRUPDWLRQ�VSHFLILF� WR� WKLV�'3$�DUH�FRQWDLQHG� LQ� WKH
6WDQGDUG�&ODXVHV�KHUHWR�

�� 6SHFLDO�3URYLVLRQV��&KHFN�LI�5HTXLUHG
,I�FKHFNHG��WKH�6XSSOHPHQWDO�6WDWH�7HUPV�DQG�DWWDFKHG�KHUHWR�DV�([KLELW�³*´�DUH�KHUHE\�
LQFRUSRUDWHG�E\�UHIHUHQFH�LQWR�WKLV�'3$�LQ�WKHLU�HQWLUHW\�
,I�FKHFNHG��/($�DQG�3URYLGHU�DJUHH�WR�WKH�DGGLWLRQDO�WHUPV�RU�PRGLILFDWLRQV�VHW�IRUWK�
LQ ([KLELW�³+´���2SWLRQDO�
,I�&KHFNHG��WKH�3URYLGHU��KDV�VLJQHG�([KLELW�³(´�WR�WKH�6WDQGDUG�&ODXVHV��RWKHUZLVH�
NQRZQ�DV�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV

�� ,Q�WKH�HYHQW�RI�D�FRQIOLFW�EHWZHHQ�WKH�6'3&�6WDQGDUG�&ODXVHV��WKH�6WDWH�RU�6SHFLDO�3URYLVLRQV
ZLOO�FRQWURO�� ,Q� WKH�HYHQW� WKHUH� LV�FRQIOLFW�EHWZHHQ� WKH� WHUPV�RI�WKH�'3$�DQG�DQ\�RWKHU�ZULWLQJ�
LQFOXGLQJ��EXW�QRW� OLPLWHG� WR� WKH�6HUYLFH�$JUHHPHQW�DQG�3URYLGHU�7HUPV�RI�6HUYLFH�RU�3ULYDF\
3ROLF\�WKH�WHUPV�RI�WKLV�'3$�VKDOO�FRQWURO�

�� 7KLV�'3$�VKDOO�VWD\� LQ�HIIHFW�ZLOO�XQWLO�WHUPLQDWHG�LQ�DFFRUGDQFH�ZLWK�$UWLFOH�9,,�KHUHLQ´�([KLELW
³(´�ZLOO�H[SLUH�DFFRUGLQJ�WR�DJUHHG�XSRQ�WHUPLQDWLRQ�JXLGHOLQHV�DQG�DFFHSWDQFH�RI�([KLELW�+
KHUHLQ�

�� 7KH�VHUYLFHV�WR�EH�SURYLGHG�E\�3URYLGHU�WR�/($�SXUVXDQW�WR�WKLV�'3$�DUH�GHWDLOHG�LQ�([KLELW
³$´��WKH�³6HUYLFHV´��

�� 1RWLFHV��$OO�QRWLFHV�RU�RWKHU�FRPPXQLFDWLRQ�UHTXLUHG�RU�SHUPLWWHG�WR�EH�JLYHQ�KHUHXQGHU�PD\�EH
JLYHQ�YLD�H�PDLO�WUDQVPLVVLRQ��RU�ILUVW�FODVV�PDLO��VHQW�WR�WKH�GHVLJQDWHG�UHSUHVHQWDWLYHV�EHORZ�
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$57,&/(�,��385326(�$1'�6&23(

�� 3XUSRVH RI '3$� 7KH SXUSRVH RI WKLV '3$ LV WR GHVFULEH WKH GXWLHV DQG UHVSRQVLELOLWLHV WR
SURWHFW 6WXGHQW 'DWD LQFOXGLQJ FRPSOLDQFH ZLWK DOO DSSOLFDEOH IHGHUDO� VWDWH� DQG ORFDO SULYDF\
ODZV� UXOHV� DQG UHJXODWLRQV� DOO DV PD\ EH DPHQGHG IURP WLPH WR WLPH� ,Q SHUIRUPLQJ WKH
6HUYLFHV� WKH 3URYLGHU VKDOO EH FRQVLGHUHG D 6FKRRO 2IILFLDO ZLWK D OHJLWLPDWH HGXFDWLRQDO
LQWHUHVW� DQG SHUIRUPLQJ VHUYLFHV RWKHUZLVH SURYLGHG E\ WKH /($� 3URYLGHU VKDOO EH XQGHU WKH
GLUHFW�FRQWURO�DQG�VXSHUYLVLRQ�RI�WKH�/($��ZLWK�UHVSHFW�WR�LWV�XVH�RI�6WXGHQW�'DWD

�� 6WXGHQW 'DWD WR %H 3URYLGHG� ,Q RUGHU WR SHUIRUP WKH 6HUYLFHV GHVFULEHG DERYH� /($ VKDOO
SURYLGH�6WXGHQW�'DWD�DV�LGHQWLILHG�LQ�WKH�6FKHGXOH�RI�'DWD��DWWDFKHG�KHUHWR�DV ([KLELW�³%´�

�� '3$ 'HILQLWLRQV� 7KH GHILQLWLRQ RI WHUPV XVHG LQ WKLV '3$ LV IRXQG LQ ([KLELW ³&´� ,Q WKH HYHQW
RI D FRQIOLFW� GHILQLWLRQV XVHG LQ WKLV '3$ VKDOO SUHYDLO RYHU WHUPV XVHG LQ DQ\ RWKHU ZULWLQJ�
LQFOXGLQJ��EXW�QRW�OLPLWHG�WR�WKH�6HUYLFH�$JUHHPHQW��7HUPV�RI�6HUYLFH��3ULYDF\�3ROLFLHV�HWF�

$57,&/(�,,��'$7$�2:1(56+,3�$1'�$87+25,=('�$&&(66

�� 6WXGHQW 'DWD 3URSHUW\ RI /($� $OO 6WXGHQW 'DWD WUDQVPLWWHG WR WKH 3URYLGHU SXUVXDQW WR WKH
6HUYLFH $JUHHPHQW LV DQG ZLOO FRQWLQXH WR EH WKH SURSHUW\ RI DQG XQGHU WKH FRQWURO RI WKH /($�
7KH 3URYLGHU IXUWKHU DFNQRZOHGJHV DQG DJUHHV WKDW DOO FRSLHV RI VXFK 6WXGHQW 'DWD WUDQVPLWWHG
WR WKH 3URYLGHU� LQFOXGLQJ DQ\ PRGLILFDWLRQV RU DGGLWLRQV RU DQ\ SRUWLRQ WKHUHRI IURP DQ\ VRXUFH�
DUH VXEMHFW WR WKH SURYLVLRQV RI WKLV '3$ LQ WKH VDPH PDQQHU DV WKH RULJLQDO 6WXGHQW 'DWD� 7KH
3DUWLHV DJUHH WKDW DV EHWZHHQ WKHP� DOO ULJKWV� LQFOXGLQJ DOO LQWHOOHFWXDO SURSHUW\ ULJKWV LQ DQG WR
6WXGHQW 'DWD FRQWHPSODWHG SHU WKH 6HUYLFH $JUHHPHQW� VKDOO UHPDLQ WKH H[FOXVLYH SURSHUW\ RI
WKH /($� )RU WKH SXUSRVHV RI )(53$� WKH 3URYLGHU VKDOO EH FRQVLGHUHG D 6FKRRO 2IILFLDO� XQGHU
WKH FRQWURO DQG GLUHFWLRQ RI WKH /($ DV LW SHUWDLQV WR WKH XVH RI 6WXGHQW 'DWD� QRWZLWKVWDQGLQJ WKH
DERYH�

�� 3DUHQW $FFHVV� 7R WKH H[WHQW UHTXLUHG E\ ODZ WKH /($ VKDOO HVWDEOLVK UHDVRQDEOH SURFHGXUHV E\
ZKLFK D SDUHQW� OHJDO JXDUGLDQ� RU HOLJLEOH VWXGHQW PD\ UHYLHZ (GXFDWLRQ 5HFRUGV DQG�RU 6WXGHQW
'DWD FRUUHFW HUURQHRXV LQIRUPDWLRQ� DQG SURFHGXUHV IRU WKH WUDQVIHU RI VWXGHQW�JHQHUDWHG
FRQWHQW WR D SHUVRQDO DFFRXQW� FRQVLVWHQW ZLWK WKH IXQFWLRQDOLW\ RI VHUYLFHV� 3URYLGHU VKDOO
UHVSRQG LQ D UHDVRQDEO\ WLPHO\ PDQQHU �DQG QR ODWHU WKDQ IRUW\ ILYH ���� GD\V IURP WKH GDWH RI
WKH UHTXHVW RU SXUVXDQW WR WKH WLPH IUDPH UHTXLUHG XQGHU VWDWH ODZ IRU DQ /($ WR UHVSRQG WR D
SDUHQW RU VWXGHQW� ZKLFKHYHU LV VRRQHU� WR WKH /($¶V UHTXHVW IRU 6WXGHQW 'DWD LQ D VWXGHQW¶V
UHFRUGV KHOG E\ WKH 3URYLGHU WR YLHZ RU FRUUHFW DV QHFHVVDU\� ,Q WKH HYHQW WKDW D SDUHQW RI D
VWXGHQW RU RWKHU LQGLYLGXDO FRQWDFWV WKH 3URYLGHU WR UHYLHZ DQ\ RI WKH 6WXGHQW 'DWD DFFHVVHG
SXUVXDQW WR WKH 6HUYLFHV� WKH 3URYLGHU VKDOO UHIHU WKH SDUHQW RU LQGLYLGXDO WR WKH /($� ZKR ZLOO
IROORZ�WKH�QHFHVVDU\�DQG�SURSHU�SURFHGXUHV�UHJDUGLQJ�WKH�UHTXHVWHG�LQIRUPDWLRQ�



�� 6HSDUDWH $FFRXQW� ,I 6WXGHQW�*HQHUDWHG &RQWHQW LV VWRUHG RU PDLQWDLQHG E\ WKH 3URYLGHU�
3URYLGHU VKDOO� DW WKH UHTXHVW RI WKH /($� WUDQVIHU� RU SURYLGH D PHFKDQLVP IRU WKH /($ WR
WUDQVIHU��VDLG�6WXGHQW�*HQHUDWHG�&RQWHQW�WR�D�VHSDUDWH�DFFRXQW�FUHDWHG�E\�WKH�VWXGHQW�

�� /DZ (QIRUFHPHQW 5HTXHVWV� 6KRXOG ODZ HQIRUFHPHQW RU RWKHU JRYHUQPHQW HQWLWLHV
�³5HTXHVWLQJ 3DUW\�LHV�´� FRQWDFW 3URYLGHU ZLWK D UHTXHVW IRU 6WXGHQW 'DWD KHOG E\ WKH 3URYLGHU
SXUVXDQW WR WKH 6HUYLFHV� WKH 3URYLGHU VKDOO QRWLI\ WKH /($ LQ DGYDQFH RI D FRPSHOOHG GLVFORVXUH
WR WKH 5HTXHVWLQJ 3DUW\� XQOHVV ODZIXOO\ GLUHFWHG E\ WKH 5HTXHVWLQJ 3DUW\ QRW WR LQIRUP WKH /($
RI�WKH�UHTXHVW�

�� 6XESURFHVVRUV� 3URYLGHU VKDOO HQWHU LQWR ZULWWHQ DJUHHPHQWV ZLWK DOO 6XESURFHVVRUV SHUIRUPLQJ
IXQFWLRQV IRU WKH 3URYLGHU LQ RUGHU IRU WKH 3URYLGHU WR SURYLGH WKH 6HUYLFHV SXUVXDQW WR WKH
6HUYLFH $JUHHPHQW� ZKHUHE\ WKH 6XESURFHVVRUV DJUHH WR SURWHFW 6WXGHQW 'DWD LQ D PDQQHU QR
OHVV�VWULQJHQW�WKDQ�WKH�WHUPV�RI�WKLV�'3$�

$57,&/(�,,,��'87,(6�2)�/($

�� 3URYLGH 'DWD LQ &RPSOLDQFH ZLWK $SSOLFDEOH /DZV� /($ VKDOO SURYLGH 6WXGHQW 'DWD IRU WKH
SXUSRVHV RI REWDLQLQJ WKH 6HUYLFHV LQ FRPSOLDQFH ZLWK DOO DSSOLFDEOH IHGHUDO� VWDWH� DQG ORFDO
SULYDF\�ODZV��UXOHV��DQG�UHJXODWLRQV��DOO�DV�PD\�EH�DPHQGHG�IURP�WLPH�WR�WLPH�

�� $QQXDO 1RWLILFDWLRQ RI 5LJKWV� ,I WKH /($ KDV D SROLF\ RI GLVFORVLQJ (GXFDWLRQ 5HFRUGV DQG�RU
6WXGHQW 'DWD XQGHU )(53$ ��� &)5 � ������D������ /($ VKDOO LQFOXGH D VSHFLILFDWLRQ RI FULWHULD
IRU GHWHUPLQLQJ ZKR FRQVWLWXWHV D VFKRRO RIILFLDO DQG ZKDW FRQVWLWXWHV D OHJLWLPDWH HGXFDWLRQDO
LQWHUHVW�LQ�LWV�DQQXDO�QRWLILFDWLRQ�RI�ULJKWV�

�� 5HDVRQDEOH 3UHFDXWLRQV� /($ VKDOO WDNH UHDVRQDEOH SUHFDXWLRQV WR VHFXUH XVHUQDPHV�
SDVVZRUGV��DQG�DQ\�RWKHU�PHDQV�RI�JDLQLQJ�DFFHVV�WR�WKH�VHUYLFHV�DQG�KRVWHG�6WXGHQW�'DWD�

�� 8QDXWKRUL]HG $FFHVV 1RWLILFDWLRQ� /($ VKDOO QRWLI\ 3URYLGHU SURPSWO\ RI DQ\ NQRZQ
XQDXWKRUL]HG DFFHVV� /($ ZLOO DVVLVW 3URYLGHU LQ DQ\ HIIRUWV E\ 3URYLGHU WR LQYHVWLJDWH DQG
UHVSRQG�WR�DQ\�XQDXWKRUL]HG�DFFHVV�

$57,&/(�,9��'87,(6�2)�3529,'(5

�� 3ULYDF\ &RPSOLDQFH� 7KH 3URYLGHU VKDOO FRPSO\ ZLWK DOO DSSOLFDEOH IHGHUDO� VWDWH� DQG ORFDO
ODZV� UXOHV� DQG UHJXODWLRQV SHUWDLQLQJ WR 6WXGHQW 'DWD SULYDF\ DQG VHFXULW\� DOO DV PD\ EH
DPHQGHG�IURP�WLPH�WR�WLPH�

�� $XWKRUL]HG 8VH� 7KH 6WXGHQW 'DWD VKDUHG SXUVXDQW WR WKH 6HUYLFH $JUHHPHQW� LQFOXGLQJ
SHUVLVWHQW XQLTXH LGHQWLILHUV� VKDOO EH XVHG IRU QR SXUSRVH RWKHU WKDQ WKH 6HUYLFHV RXWOLQHG LQ
([KLELW ³$´ RU VWDWHG LQ WKH 6HUYLFH $JUHHPHQW DQG�RU RWKHUZLVH DXWKRUL]HG XQGHU WKH VWDWXWHV
UHIHUUHG�WR�KHUHLQ�WKLV�'3$�



�� 3URYLGHU (PSOR\HH 2EOLJDWLRQ� 3URYLGHU VKDOO UHTXLUH DOO RI 3URYLGHU¶V HPSOR\HHV DQG DJHQWV
ZKR KDYH DFFHVV WR 6WXGHQW 'DWD WR FRPSO\ ZLWK DOO DSSOLFDEOH SURYLVLRQV RI WKLV '3$ ZLWK
UHVSHFW WR WKH 6WXGHQW 'DWD VKDUHG XQGHU WKH 6HUYLFH $JUHHPHQW� 3URYLGHU DJUHHV WR UHTXLUH
DQG PDLQWDLQ DQ DSSURSULDWH FRQILGHQWLDOLW\ DJUHHPHQW IURP HDFK HPSOR\HH RU DJHQW ZLWK DFFHVV
WR�6WXGHQW�'DWD�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�

�� 1R 'LVFORVXUH� 3URYLGHU DFNQRZOHGJHV DQG DJUHHV WKDW LW VKDOO QRW PDNH DQ\ UH�GLVFORVXUH RI
DQ\ 6WXGHQW 'DWD RU DQ\ SRUWLRQ WKHUHRI� LQFOXGLQJ ZLWKRXW OLPLWDWLRQ� XVHU FRQWHQW RU RWKHU QRQ�
SXEOLF LQIRUPDWLRQ DQG�RU SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ FRQWDLQHG LQ WKH 6WXGHQW 'DWD RWKHU
WKDQ DV GLUHFWHG RU SHUPLWWHG E\ WKH /($ RU WKLV '3$� 7KLV SURKLELWLRQ DJDLQVW GLVFORVXUH VKDOO
QRW DSSO\ WR DJJUHJDWH VXPPDULHV RI 'H�,GHQWLILHG LQIRUPDWLRQ� 6WXGHQW 'DWD GLVFORVHG SXUVXDQW
WR D ODZIXOO\ LVVXHG VXESRHQD RU RWKHU OHJDO SURFHVV� RU WR 6XESURFHVVRUV SHUIRUPLQJ VHUYLFHV
RQ EHKDOI RI WKH 3URYLGHU SXUVXDQW WR WKLV '3$� 3URYLGHU ZLOO QRW 6HOO 6WXGHQW 'DWD WR DQ\ WKLUG
SDUW\�

�� 'H�,GHQWLILHG 'DWD� 3URYLGHU DJUHHV QRW WR DWWHPSW WR UH�LGHQWLI\ 'H�,GHQWLILHG 6WXGHQW 'DWD� 'H�
,GHQWLILHG 'DWD PD\ EH XVHG E\ WKH 3URYLGHU IRU WKRVH SXUSRVHV DOORZHG XQGHU )(53$ DQG WKH
IROORZLQJ SXUSRVHV� ��� DVVLVWLQJ WKH /($ RU RWKHU JRYHUQPHQWDO DJHQFLHV LQ FRQGXFWLQJ
UHVHDUFK DQG RWKHU VWXGLHV� DQG ��� UHVHDUFK DQG GHYHORSPHQW RI WKH 3URYLGHU
V HGXFDWLRQDO
VLWHV� VHUYLFHV� RU DSSOLFDWLRQV� DQG WR GHPRQVWUDWH WKH HIIHFWLYHQHVV RI WKH 6HUYLFHV� DQG ��� IRU
DGDSWLYH OHDUQLQJ SXUSRVH DQG IRU FXVWRPL]HG VWXGHQW OHDUQLQJ� 3URYLGHU
V XVH RI 'H�,GHQWLILHG
'DWD VKDOO VXUYLYH WHUPLQDWLRQ RI WKLV '3$ RU DQ\ UHTXHVW E\ /($ WR UHWXUQ RU GHVWUR\ 6WXGHQW
'DWD� ([FHSW IRU 6XESURFHVVRUV� 3URYLGHU DJUHHV QRW WR WUDQVIHU GH�LGHQWLILHG 6WXGHQW 'DWD WR
DQ\ SDUW\ XQOHVV �D� WKDW SDUW\ DJUHHV LQ ZULWLQJ QRW WR DWWHPSW UH�LGHQWLILFDWLRQ� DQG �E� SULRU
ZULWWHQ QRWLFH KDV EHHQ JLYHQ WR WKH /($ ZKR KDV SURYLGHG SULRU ZULWWHQ FRQVHQW IRU VXFK
WUDQVIHU� 3ULRU WR SXEOLVKLQJ DQ\ GRFXPHQW WKDW QDPHV WKH /($ H[SOLFLWO\ RU LQGLUHFWO\� WKH
3URYLGHU VKDOO REWDLQ WKH /($¶V ZULWWHQ DSSURYDO RI WKH PDQQHU LQ ZKLFK 'H�,GHQWLILHG 'DWD LV
SUHVHQWHG�

�� 'LVSRVLWLRQ RI 'DWD� 8SRQ ZULWWHQ UHTXHVW IURP WKH /($� 3URYLGHU VKDOO GLVSRVH RI RU SURYLGH D
PHFKDQLVP IRU WKH /($ WR WUDQVIHU 6WXGHQW 'DWD REWDLQHG XQGHU WKH 6HUYLFH $JUHHPHQW� ZLWKLQ
VL[W\ ���� GD\V RI WKH GDWH RI VDLG UHTXHVW DQG DFFRUGLQJ WR D VFKHGXOH DQG SURFHGXUH DV WKH
3DUWLHV PD\ UHDVRQDEO\ DJUHH� 8SRQ WHUPLQDWLRQ RI WKLV '3$� LI QR ZULWWHQ UHTXHVW IURP WKH /($
LV UHFHLYHG� 3URYLGHU VKDOO GLVSRVH RI DOO 6WXGHQW 'DWD DIWHU SURYLGLQJ WKH /($ ZLWK UHDVRQDEOH
SULRU QRWLFH� 7KH GXW\ WR GLVSRVH RI 6WXGHQW 'DWD VKDOO QRW H[WHQG WR 6WXGHQW 'DWD WKDW KDG EHHQ
'H�,GHQWLILHG RU SODFHG LQ D VHSDUDWH VWXGHQW DFFRXQW SXUVXDQW WR VHFWLRQ ,, �� 7KH /($ PD\
HPSOR\ D ³'LUHFWLYH IRU 'LVSRVLWLRQ RI 'DWD´ IRUP� D FRS\ RI ZKLFK LV DWWDFKHG KHUHWR DV
([KLELW ³'´� ,I WKH /($ DQG 3URYLGHU HPSOR\ ([KLELW ³'´� QR IXUWKHU ZULWWHQ UHTXHVW RU QRWLFH LV
UHTXLUHG RQ WKH SDUW RI HLWKHU SDUW\ SULRU WR WKH GLVSRVLWLRQ RI 6WXGHQW 'DWD GHVFULEHG LQ ([KLELW
³'´�

�� $GYHUWLVLQJ�/LPLWDWLRQV� 3URYLGHU�LV�SURKLELWHG�IURP XVLQJ��GLVFORVLQJ��RU�VHOOLQJ�6WXGHQW�'DWD�WR
�D� LQIRUP� LQIOXHQFH� RU HQDEOH 7DUJHWHG $GYHUWLVLQJ� RU �E� GHYHORS D SURILOH RI D VWXGHQW�
IDPLO\ PHPEHU�JXDUGLDQ RU JURXS� IRU DQ\ SXUSRVH RWKHU WKDQ SURYLGLQJ WKH 6HUYLFH WR /($� 7KLV
VHFWLRQ GRHV QRW SURKLELW 3URYLGHU IURP XVLQJ 6WXGHQW 'DWD �L� IRU DGDSWLYH OHDUQLQJ RU
FXVWRPL]HG VWXGHQW OHDUQLQJ �LQFOXGLQJ JHQHUDWLQJ SHUVRQDOL]HG OHDUQLQJ UHFRPPHQGDWLRQV�� RU



�LL� WR PDNH SURGXFW UHFRPPHQGDWLRQV WR WHDFKHUV RU /($ HPSOR\HHV� RU �LLL� WR QRWLI\ DFFRXQW
KROGHUV DERXW QHZ HGXFDWLRQ SURGXFW XSGDWHV� IHDWXUHV� RU VHUYLFHV RU IURP RWKHUZLVH XVLQJ
6WXGHQW�'DWD�DV�SHUPLWWHG�LQ�WKLV�'3$�DQG�LWV�DFFRPSDQ\LQJ�H[KLELWV�

$57,&/(�9��'$7$�3529,6,216

�� 'DWD 6WRUDJH� :KHUH UHTXLUHG E\ DSSOLFDEOH ODZ� 6WXGHQW 'DWD VKDOO EH VWRUHG ZLWKLQ WKH 8QLWHG
6WDWHV� 8SRQ UHTXHVW RI WKH /($� 3URYLGHU ZLOO SURYLGH D OLVW RI WKH ORFDWLRQV ZKHUH 6WXGHQW 'DWD
LV�VWRUHG�

�� $XGLWV� 1R PRUH WKDQ RQFH D \HDU� RU IROORZLQJ XQDXWKRUL]HG DFFHVV� XSRQ UHFHLSW RI D ZULWWHQ
UHTXHVW IURP WKH /($ ZLWK DW OHDVW WHQ ���� EXVLQHVV GD\V¶ QRWLFH DQG XSRQ WKH H[HFXWLRQ RI DQ
DSSURSULDWH FRQILGHQWLDOLW\ DJUHHPHQW� WKH 3URYLGHU ZLOO DOORZ WKH /($ WR DXGLW WKH VHFXULW\ DQG
SULYDF\ PHDVXUHV WKDW DUH LQ SODFH WR HQVXUH SURWHFWLRQ RI 6WXGHQW 'DWD RU DQ\ SRUWLRQ WKHUHRI
DV LW SHUWDLQV WR WKH GHOLYHU\ RI VHUYLFHV WR WKH /($ � 7KH 3URYLGHU ZLOO FRRSHUDWH UHDVRQDEO\ ZLWK
WKH /($ DQG DQ\ ORFDO� VWDWH� RU IHGHUDO DJHQF\ ZLWK RYHUVLJKW DXWKRULW\ RU MXULVGLFWLRQ LQ
FRQQHFWLRQ ZLWK DQ\ DXGLW RU LQYHVWLJDWLRQ RI WKH 3URYLGHU DQG�RU GHOLYHU\ RI 6HUYLFHV WR VWXGHQWV
DQG�RU /($� DQG VKDOO SURYLGH UHDVRQDEOH DFFHVV WR WKH 3URYLGHU¶V IDFLOLWLHV� VWDII� DJHQWV DQG
/($¶V 6WXGHQW 'DWD DQG DOO UHFRUGV SHUWDLQLQJ WR WKH 3URYLGHU� /($ DQG GHOLYHU\ RI 6HUYLFHV WR
WKH�/($��)DLOXUH�WR�UHDVRQDEO\�FRRSHUDWH�VKDOO�EH�GHHPHG�D�PDWHULDO�EUHDFK�RI�WKH�'3$�

�� 'DWD 6HFXULW\� 7KH 3URYLGHU DJUHHV WR XWLOL]H DGPLQLVWUDWLYH� SK\VLFDO� DQG WHFKQLFDO VDIHJXDUGV
GHVLJQHG WR SURWHFW 6WXGHQW 'DWD IURP XQDXWKRUL]HG DFFHVV� GLVFORVXUH� DFTXLVLWLRQ� GHVWUXFWLRQ�
XVH� RU PRGLILFDWLRQ� 7KH 3URYLGHU VKDOO DGKHUH WR DQ\ DSSOLFDEOH ODZ UHODWLQJ WR GDWD VHFXULW\�
7KH SURYLGHU VKDOO LPSOHPHQW DQ DGHTXDWH &\EHUVHFXULW\ )UDPHZRUN EDVHG RQ RQH RI WKH
QDWLRQDOO\ UHFRJQL]HG VWDQGDUGV VHW IRUWK LQ ([KLELW ³)´� ([FOXVLRQV� YDULDWLRQV� RU H[HPSWLRQV WR
WKH LGHQWLILHG &\EHUVHFXULW\ )UDPHZRUN PXVW EH GHWDLOHG LQ DQ DWWDFKPHQW WR ([KLELW ³+´�
$GGLWLRQDOO\� 3URYLGHU PD\ FKRRVH WR IXUWKHU GHWDLO LWV VHFXULW\ SURJUDPV DQG PHDVXUHV WKDW
DXJPHQW RU DUH LQ DGGLWLRQ WR WKH &\EHUVHFXULW\ )UDPHZRUN LQ ([KLELW ³)´� 3URYLGHU VKDOO
SURYLGH� LQ WKH 6WDQGDUG 6FKHGXOH WR WKH '3$� FRQWDFW LQIRUPDWLRQ RI DQ HPSOR\HH ZKR /($
PD\�FRQWDFW�LI�WKHUH�DUH�DQ\�GDWD�VHFXULW\�FRQFHUQV�RU�TXHVWLRQV�

�� 'DWD %UHDFK� ,Q WKH HYHQW RI DQ XQDXWKRUL]HG UHOHDVH� GLVFORVXUH RU DFTXLVLWLRQ RI 6WXGHQW 'DWD
WKDW FRPSURPLVHV WKH VHFXULW\� FRQILGHQWLDOLW\ RU LQWHJULW\ RI WKH 6WXGHQW 'DWD PDLQWDLQHG E\ WKH
3URYLGHU WKH 3URYLGHU VKDOO SURYLGH QRWLILFDWLRQ WR /($ ZLWKLQ VHYHQW\�WZR ���� KRXUV RI
FRQILUPDWLRQ RI WKH LQFLGHQW� XQOHVV QRWLILFDWLRQ ZLWKLQ WKLV WLPH OLPLW ZRXOG GLVUXSW LQYHVWLJDWLRQ RI
WKH LQFLGHQW E\ ODZ HQIRUFHPHQW� ,Q VXFK DQ HYHQW� QRWLILFDWLRQ VKDOO EH PDGH ZLWKLQ D
UHDVRQDEOH�WLPH�DIWHU�WKH�LQFLGHQW��3URYLGHU�VKDOO�IROORZ�WKH�IROORZLQJ�SURFHVV�

��� 7KH VHFXULW\ EUHDFK QRWLILFDWLRQ GHVFULEHG DERYH VKDOO LQFOXGH� DW D PLQLPXP� WKH
IROORZLQJ�LQIRUPDWLRQ�WR�WKH�H[WHQW�NQRZQ�E\�WKH�3URYLGHU�DQG�DV�LW�EHFRPHV�DYDLODEOH�

L� 7KH�QDPH�DQG�FRQWDFW�LQIRUPDWLRQ�RI�WKH�UHSRUWLQJ�/($�VXEMHFW�WR�WKLV�VHFWLRQ�
LL� $ OLVW RI WKH W\SHV RI SHUVRQDO LQIRUPDWLRQ WKDW ZHUH RU DUH UHDVRQDEO\ EHOLHYHG WR

KDYH�EHHQ�WKH�VXEMHFW�RI�D�EUHDFK�
LLL� ,I WKH LQIRUPDWLRQ LV SRVVLEOH WR GHWHUPLQH DW WKH WLPH WKH QRWLFH LV SURYLGHG� WKHQ

HLWKHU ��� WKH GDWH RI WKH EUHDFK� ��� WKH HVWLPDWHG GDWH RI WKH EUHDFK� RU ��� WKH
GDWH UDQJH ZLWKLQ ZKLFK WKH EUHDFK RFFXUUHG� 7KH QRWLILFDWLRQ VKDOO DOVR LQFOXGH



WKH�GDWH�RI�WKH�QRWLFH�



LY� :KHWKHU WKH QRWLILFDWLRQ ZDV GHOD\HG DV D UHVXOW RI D ODZ HQIRUFHPHQW
LQYHVWLJDWLRQ� LI WKDW LQIRUPDWLRQ LV SRVVLEOH WR GHWHUPLQH DW WKH WLPH WKH QRWLFH LV
SURYLGHG��DQG

Y� $ JHQHUDO GHVFULSWLRQ RI WKH EUHDFK LQFLGHQW� LI WKDW LQIRUPDWLRQ LV SRVVLEOH WR
GHWHUPLQH�DW�WKH�WLPH�WKH�QRWLFH�LV�SURYLGHG�

��� 3URYLGHU DJUHHV WR DGKHUH WR DOO IHGHUDO DQG VWDWH UHTXLUHPHQWV ZLWK UHVSHFW WR D GDWD
EUHDFK UHODWHG WR WKH 6WXGHQW 'DWD� LQFOXGLQJ� ZKHQ DSSURSULDWH RU UHTXLUHG� WKH UHTXLUHG
UHVSRQVLELOLWLHV�DQG�SURFHGXUHV�IRU�QRWLILFDWLRQ�DQG�PLWLJDWLRQ�RI�DQ\�VXFK�GDWD�EUHDFK�

��� 3URYLGHU IXUWKHU DFNQRZOHGJHV DQG DJUHHV WR KDYH D ZULWWHQ LQFLGHQW UHVSRQVH SODQ WKDW
UHIOHFWV EHVW SUDFWLFHV DQG LV FRQVLVWHQW ZLWK LQGXVWU\ VWDQGDUGV DQG IHGHUDO DQG VWDWH ODZ
IRU UHVSRQGLQJ WR D GDWD EUHDFK� EUHDFK RI VHFXULW\� SULYDF\ LQFLGHQW RU XQDXWKRUL]HG
DFTXLVLWLRQ RU XVH RI 6WXGHQW 'DWD RU DQ\ SRUWLRQ WKHUHRI� LQFOXGLQJ SHUVRQDOO\ LGHQWLILDEOH
LQIRUPDWLRQ DQG DJUHHV WR SURYLGH /($� XSRQ UHTXHVW� ZLWK D VXPPDU\ RI VDLG ZULWWHQ
LQFLGHQW�UHVSRQVH�SODQ�

��� /($ VKDOO SURYLGH QRWLFH DQG IDFWV VXUURXQGLQJ WKH EUHDFK WR WKH DIIHFWHG VWXGHQWV�
SDUHQWV�RU�JXDUGLDQV�

��� ,Q WKH HYHQW RI D EUHDFK RULJLQDWLQJ IURP /($¶V XVH RI WKH 6HUYLFH� 3URYLGHU VKDOO
FRRSHUDWH�ZLWK�/($�WR�WKH�H[WHQW�QHFHVVDU\�WR�H[SHGLWLRXVO\�VHFXUH�6WXGHQW�'DWD�

$57,&/(�9,��*(1(5$/�2))(5�2)�7(506

3URYLGHU PD\� E\ VLJQLQJ WKH DWWDFKHG IRUP RI ³*HQHUDO 2IIHU RI 3ULYDF\ 7HUPV´ �*HQHUDO 2IIHU� DWWDFKHG
KHUHWR DV ([KLELW ³(´�� EH ERXQG E\ WKH WHUPV RI ([KLELW ³(´ WR DQ\ RWKHU /($ ZKR VLJQV WKH
DFFHSWDQFH�RQ�VDLG�([KLELW��7KH�IRUP�LV�OLPLWHG�E\�WKH�WHUPV�DQG�FRQGLWLRQV�GHVFULEHG�WKHUHLQ�

$57,&/(�9,,��0,6&(//$1(286

�� 7HUPLQDWLRQ� ,Q WKH HYHQW WKDW HLWKHU 3DUW\ VHHNV WR WHUPLQDWH WKLV '3$� WKH\ PD\ GR VR E\
PXWXDO ZULWWHQ FRQVHQW VR ORQJ DV WKH 6HUYLFH $JUHHPHQW KDV ODSVHG RU KDV EHHQ WHUPLQDWHG�
(LWKHU SDUW\ PD\ WHUPLQDWH WKLV '3$ DQG DQ\ VHUYLFH DJUHHPHQW RU FRQWUDFW LI WKH RWKHU SDUW\
EUHDFKHV�DQ\�WHUPV�RI�WKLV�'3$�

�� (IIHFW RI 7HUPLQDWLRQ 6XUYLYDO� ,I WKH 6HUYLFH $JUHHPHQW LV WHUPLQDWHG� WKH 3URYLGHU VKDOO
GHVWUR\�DOO�RI�/($¶V�6WXGHQW�'DWD�SXUVXDQW�WR�$UWLFOH�,9��VHFWLRQ���

�� 3ULRULW\ RI $JUHHPHQWV� 7KLV '3$ VKDOO JRYHUQ WKH WUHDWPHQW RI 6WXGHQW 'DWD LQ RUGHU WR
FRPSO\ ZLWK WKH SULYDF\ SURWHFWLRQV� LQFOXGLQJ WKRVH IRXQG LQ )(53$ DQG DOO DSSOLFDEOH SULYDF\
VWDWXWHV LGHQWLILHG LQ WKLV '3$� ,Q WKH HYHQW WKHUH LV FRQIOLFW EHWZHHQ WKH WHUPV RI WKH '3$ DQG
WKH 6HUYLFH $JUHHPHQW� 7HUPV RI 6HUYLFH� 3ULYDF\ 3ROLFLHV� RU ZLWK DQ\ RWKHU ELG�5)3� OLFHQVH
DJUHHPHQW� RU ZULWLQJ� WKH WHUPV RI WKLV '3$ VKDOO DSSO\ DQG WDNH SUHFHGHQFH� ,Q WKH HYHQW RI D



FRQIOLFW�EHWZHHQ



([KLELW ³+´� WKH 6'3& 6WDQGDUG &ODXVHV� DQG�RU WKH 6XSSOHPHQWDO 6WDWH 7HUPV� ([KLELW ³+´
ZLOO FRQWURO� IROORZHG E\ WKH 6XSSOHPHQWDO 6WDWH 7HUPV� ([FHSW DV GHVFULEHG LQ WKLV SDUDJUDSK
KHUHLQ��DOO�RWKHU�SURYLVLRQV�RI�WKH�6HUYLFH�$JUHHPHQW�VKDOO�UHPDLQ�LQ�HIIHFW�

�� (QWLUH $JUHHPHQW� 7KLV '3$ DQG WKH 6HUYLFH $JUHHPHQW FRQVWLWXWH WKH HQWLUH DJUHHPHQW RI WKH
3DUWLHV UHODWLQJ WR WKH VXEMHFW PDWWHU KHUHRI DQG VXSHUVHGHV DOO SULRU FRPPXQLFDWLRQV�
UHSUHVHQWDWLRQV� RU DJUHHPHQWV� RUDO RU ZULWWHQ� E\ WKH 3DUWLHV UHODWLQJ WKHUHWR� 7KLV '3$ PD\ EH
DPHQGHG DQG WKH REVHUYDQFH RI DQ\ SURYLVLRQ RI WKLV '3$ PD\ EH ZDLYHG �HLWKHU JHQHUDOO\ RU LQ
DQ\ SDUWLFXODU LQVWDQFH DQG HLWKHU UHWURDFWLYHO\ RU SURVSHFWLYHO\� RQO\ ZLWK WKH VLJQHG ZULWWHQ
FRQVHQW RI ERWK 3DUWLHV� 1HLWKHU IDLOXUH QRU GHOD\ RQ WKH SDUW RI DQ\ 3DUW\ LQ H[HUFLVLQJ DQ\ ULJKW�
SRZHU� RU SULYLOHJH KHUHXQGHU VKDOO RSHUDWH DV D ZDLYHU RI VXFK ULJKW� QRU VKDOO DQ\ VLQJOH RU
SDUWLDO H[HUFLVH RI DQ\ VXFK ULJKW� SRZHU� RU SULYLOHJH SUHFOXGH DQ\ IXUWKHU H[HUFLVH WKHUHRI RU WKH
H[HUFLVH�RI�DQ\�RWKHU�ULJKW��SRZHU��RU�SULYLOHJH�

�� 6HYHUDELOLW\� $Q\ SURYLVLRQ RI WKLV '3$ WKDW LV SURKLELWHG RU XQHQIRUFHDEOH LQ DQ\ MXULVGLFWLRQ
VKDOO� DV WR VXFK MXULVGLFWLRQ� EH LQHIIHFWLYH WR WKH H[WHQW RI VXFK SURKLELWLRQ RU XQHQIRUFHDELOLW\
ZLWKRXW LQYDOLGDWLQJ WKH UHPDLQLQJ SURYLVLRQV RI WKLV '3$� DQG DQ\ VXFK SURKLELWLRQ RU
XQHQIRUFHDELOLW\ LQ DQ\ MXULVGLFWLRQ VKDOO QRW LQYDOLGDWH RU UHQGHU XQHQIRUFHDEOH VXFK SURYLVLRQ LQ
DQ\ RWKHU MXULVGLFWLRQ� 1RWZLWKVWDQGLQJ WKH IRUHJRLQJ� LI VXFK SURYLVLRQ FRXOG EH PRUH QDUURZO\
GUDZQ VR DV QRW WR EH SURKLELWHG RU XQHQIRUFHDEOH LQ VXFK MXULVGLFWLRQ ZKLOH� DW WKH VDPH WLPH�
PDLQWDLQLQJ WKH LQWHQW RI WKH 3DUWLHV� LW VKDOO� DV WR VXFK MXULVGLFWLRQ� EH VR QDUURZO\ GUDZQ
ZLWKRXW LQYDOLGDWLQJ WKH UHPDLQLQJ SURYLVLRQV RI WKLV '3$ RU DIIHFWLQJ WKH YDOLGLW\ RU HQIRUFHDELOLW\
RI�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ�

�� *RYHUQLQJ /DZ� 9HQXH DQG -XULVGLFWLRQ� 7+,6 '3$ :,// %( *29(51(' %< $1'
&216758(' ,1 $&&25'$1&( :,7+ 7+( /$:6 2) 7+( 67$7( 2) 7+( /($� :,7+287
5(*$5' 72 &21)/,&76 2) /$: 35,1&,3/(6� ($&+ 3$57< &216(176 $1' 68%0,76
72 7+( 62/( $1' (;&/86,9( -85,6',&7,21 72 7+( 67$7( $1' )('(5$/ &28576
)25 7+( &2817< 2) 7+( /($ )25 $1< ',6387( $5,6,1* 287 2) 25 5(/$7,1* 72
7+,6�'3$�25�7+(�75$16$&7,216�&217(03/$7('�+(5(%<�

�� 6XFFHVVRUV %RXQG� 7KLV '3$ LV DQG VKDOO EH ELQGLQJ XSRQ WKH UHVSHFWLYH VXFFHVVRUV LQ
LQWHUHVW WR 3URYLGHU LQ WKH HYHQW RI D PHUJHU� DFTXLVLWLRQ� FRQVROLGDWLRQ RU RWKHU EXVLQHVV
UHRUJDQL]DWLRQ RU VDOH RI DOO RU VXEVWDQWLDOO\ DOO RI WKH DVVHWV RI VXFK EXVLQHVV ,Q WKH HYHQW WKDW
WKH 3URYLGHU VHOOV� PHUJHV� RU RWKHUZLVH GLVSRVHV RI LWV EXVLQHVV WR D VXFFHVVRU GXULQJ WKH WHUP
RI WKLV '3$� WKH 3URYLGHU VKDOO SURYLGH ZULWWHQ QRWLFH WR WKH /($ QR ODWHU WKDQ VL[W\ ���� GD\V
DIWHU WKH FORVLQJ GDWH RI VDOH� PHUJHU� RU GLVSRVDO� 6XFK QRWLFH VKDOO LQFOXGH D ZULWWHQ� VLJQHG
DVVXUDQFH WKDW WKH VXFFHVVRU ZLOO DVVXPH WKH REOLJDWLRQV RI WKH '3$ DQG DQ\ REOLJDWLRQV ZLWK
UHVSHFW WR 6WXGHQW 'DWD ZLWKLQ WKH 6HUYLFH $JUHHPHQW� 7KH /($ KDV WKH DXWKRULW\ WR WHUPLQDWH
WKH '3$ LI LW GLVDSSURYHV RI WKH VXFFHVVRU WR ZKRP WKH 3URYLGHU LV VHOOLQJ� PHUJLQJ� RU RWKHUZLVH
GLVSRVLQJ�RI�LWV�EXVLQHVV�

�� $XWKRULW\� (DFK SDUW\ UHSUHVHQWV WKDW LW LV DXWKRUL]HG WR ELQG WR WKH WHUPV RI WKLV '3$� LQFOXGLQJ
FRQILGHQWLDOLW\ DQG GHVWUXFWLRQ RI 6WXGHQW 'DWD DQG DQ\ SRUWLRQ WKHUHRI FRQWDLQHG WKHUHLQ� DOO
UHODWHG RU DVVRFLDWHG LQVWLWXWLRQV� LQGLYLGXDOV� HPSOR\HHV RU FRQWUDFWRUV ZKR PD\ KDYH DFFHVV WR
WKH�6WXGHQW�'DWD�DQG�RU�DQ\�SRUWLRQ�WKHUHRI�



�� :DLYHU� 1R GHOD\ RU RPLVVLRQ E\ HLWKHU SDUW\ WR H[HUFLVH DQ\ ULJKW KHUHXQGHU VKDOO EH FRQVWUXHG
DV D ZDLYHU RI DQ\ VXFK ULJKW DQG ERWK SDUWLHV UHVHUYH WKH ULJKW WR H[HUFLVH DQ\ VXFK ULJKW IURP
WLPH�WR�WLPH��DV�RIWHQ�DV�PD\�EH�GHHPHG�H[SHGLHQW�



(;+,%,7�³$´
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7UDQVSDUHQW�&ODVVURRP��3URYLGHU��VHUYLFHV�LQFOXGLQJ�RQOLQH��ZHE��HPDLO�DQG�DSS�EDVHG��VHUYLFHV�WR�/($

UHODWLQJ�WR�UHFRUGLQJ�VWXGHQW�SURJUHVV��WUDFNLQJ�HGXFDWLRQ�DQG�OHDUQLQJ�VWDQGDUGV� RUJDQL]LQJ�DQG�SUHSDULQJ

FODVVURRP�LQVWUXFWLRQ��DQG�FRQQHFWLQJ�WHDFKHUV�DQG�SDUHQWV�ZLWK�SKRWRV�DQG�LQIRUPDWLRQ�UHODWLQJ�WR�FKLOG

GHYHORSPHQW�DQG�HGXFDWLRQDO�SURJUHVV�LQ�WKH�FODVVURRP�
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&DWHJRU\�RI�'DWD (OHPHQWV
&KHFN�LI�8VHG

E\�<RXU
6\VWHP

$SSOLFDWLRQ�7HFKQRORJ\
0HWD�'DWD

,3�$GGUHVVHV�RI�XVHUV��8VH�RI�FRRNLHV��HWF� [

2WKHU�DSSOLFDWLRQ�WHFKQRORJ\�PHWD�GDWD�3OHDVH�VSHFLI\�

$SSOLFDWLRQ�8VH
6WDWLVWLFV

0HWD�GDWD�RQ�XVHU�LQWHUDFWLRQ�ZLWK�DSSOLFDWLRQ
[

$VVHVVPHQW 6WDQGDUGL]HG�WHVW�VFRUHV

2EVHUYDWLRQ�GDWD [

2WKHU�DVVHVVPHQW�GDWD�3OHDVH�VSHFLI\��FRQIHUHQFH
UHSRUWV

[

$WWHQGDQFH 6WXGHQW�VFKRRO��GDLO\��DWWHQGDQFH�GDWD [

6WXGHQW�FODVV�DWWHQGDQFH�GDWD [

&RPPXQLFDWLRQV 2QOLQH�FRPPXQLFDWLRQV�FDSWXUHG��HPDLOV��EORJ�HQWULHV�

&RQGXFW &RQGXFW�RU�EHKDYLRUDO�GDWD

'HPRJUDSKLFV 'DWH�RI�%LUWK [

3ODFH�RI�%LUWK

*HQGHU [

(WKQLFLW\�RU�UDFH [

/DQJXDJH�LQIRUPDWLRQ��QDWLYH��RU�SULPDU\�ODQJXDJH
VSRNHQ�E\�VWXGHQW�

[



&DWHJRU\�RI�'DWD (OHPHQWV
&KHFN�LI�8VHG

E\�<RXU
6\VWHP

2WKHU�GHPRJUDSKLF�LQIRUPDWLRQ�3OHDVH�VSHFLI\�
KRXVHKROG�LQFRPH�

[

(QUROOPHQW 6WXGHQW�VFKRRO�HQUROOPHQW [

6WXGHQW�JUDGH�OHYHO [

+RPHURRP

*XLGDQFH�FRXQVHORU

6SHFLILF�FXUULFXOXP�SURJUDPV

<HDU�RI�JUDGXDWLRQ

2WKHU�HQUROOPHQW�LQIRUPDWLRQ�3OHDVH�VSHFLI\�

3DUHQW�*XDUGLDQ
&RQWDFW�,QIRUPDWLRQ

$GGUHVV [

(PDLO [

3KRQH [

3DUHQW�*XDUGLDQ�,' 3DUHQW�,'�QXPEHU��FUHDWHG�WR�OLQN�SDUHQWV�WR�VWXGHQWV�

3DUHQW�*XDUGLDQ�1DPH )LUVW�DQG�RU�/DVW [

6FKHGXOH 6WXGHQW�VFKHGXOHG�FRXUVHV [

7HDFKHU�QDPHV

6SHFLDO�,QGLFDWRU (QJOLVK�ODQJXDJH�OHDUQHU�LQIRUPDWLRQ

/RZ�LQFRPH�VWDWXV

0HGLFDO�DOHUWV��KHDOWK�GDWD



&DWHJRU\�RI�'DWD (OHPHQWV
&KHFN�LI�8VHG

E\�<RXU
6\VWHP

6WXGHQW�GLVDELOLW\�LQIRUPDWLRQ

6SHFLDOL]HG�HGXFDWLRQ�VHUYLFHV��,(3�RU�����

/LYLQJ�VLWXDWLRQV��KRPHOHVV�IRVWHU�FDUH�

2WKHU�LQGLFDWRU�LQIRUPDWLRQ�3OHDVH�VSHFLI\��DOOHUJLHV [

6WXGHQW�&RQWDFW
,QIRUPDWLRQ

$GGUHVV

(PDLO

3KRQH

6WXGHQW�,GHQWLILHUV /RFDO��6FKRRO�GLVWULFW��,'�QXPEHU

6WDWH�,'�QXPEHU

3URYLGHU�$SS�DVVLJQHG�VWXGHQW�,'�QXPEHU

6WXGHQW�DSS�XVHUQDPH

6WXGHQW�DSS�SDVVZRUGV

6WXGHQW�1DPH )LUVW�DQG�RU�/DVW [

6WXGHQW�,Q�$SS
3HUIRUPDQFH

3URJUDP�DSSOLFDWLRQ SHUIRUPDQFH �W\SLQJ SURJUDP�
VWXGHQW W\SHV �� ZSP� UHDGLQJ SURJUDP�VWXGHQW UHDGV
EHORZ�JUDGH�OHYHO�

6WXGHQW�3URJUDP
0HPEHUVKLS

$FDGHPLF�RU�H[WUDFXUULFXODU�DFWLYLWLHV�D�VWXGHQW�PD\
EHORQJ�WR�RU�SDUWLFLSDWH�LQ

6WXGHQW�6XUYH\
5HVSRQVHV 6WXGHQW�UHVSRQVHV�WR�VXUYH\V�RU�TXHVWLRQQDLUHV

6WXGHQW�ZRUN 6WXGHQW�JHQHUDWHG�FRQWHQW��ZULWLQJ��SLFWXUHV��HWF�



&DWHJRU\�RI�'DWD (OHPHQWV
&KHFN�LI�8VHG

E\�<RXU
6\VWHP

2WKHU�VWXGHQW�ZRUN�GDWD��3OHDVH�VSHFLI\�

7UDQVFULSW 6WXGHQW�FRXUVH�JUDGHV

6WXGHQW�FRXUVH�GDWD

6WXGHQW�FRXUVH�JUDGHV��SHUIRUPDQFH�VFRUHV

2WKHU�WUDQVFULSW�GDWD���3OHDVH�VSHFLI\�

7UDQVSRUWDWLRQ 6WXGHQW�EXV�DVVLJQPHQW

6WXGHQW�SLFN�XS�DQG�RU�GURS�RII�ORFDWLRQ

6WXGHQW�EXV�FDUG�,'�QXPEHU

2WKHU�WUDQVSRUWDWLRQ�GDWD�±�3OHDVH�VSHFLI\�

2WKHU 3OHDVH�OLVW�HDFK�DGGLWLRQDO�GDWD�HOHPHQW�XVHG��VWRUHG��RU
FROOHFWHG�E\�\RXU�DSSOLFDWLRQ�

RSWLRQDO�LG�QXPEHU��DSSURYHG�DGXOWV��HPHUJHQF\
FRQWDFWV

[

1RQH 1R 6WXGHQW 'DWD FROOHFWHG DW WKLV WLPH� 3URYLGHU ZLOO
LPPHGLDWHO\ QRWLI\ /($ LI WKLV GHVLJQDWLRQ LV QR ORQJHU
DSSOLFDEOH�
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'H�,GHQWLILHG 'DWD DQG 'H�,GHQWLILFDWLRQ� 5HFRUGV DQG LQIRUPDWLRQ DUH FRQVLGHUHG WR EH 'H�,GHQWLILHG
ZKHQ DOO SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ KDV EHHQ UHPRYHG RU REVFXUHG� VXFK WKDW WKH UHPDLQLQJ
LQIRUPDWLRQ GRHV QRW UHDVRQDEO\ LGHQWLI\ D VSHFLILF LQGLYLGXDO� LQFOXGLQJ� EXW QRW OLPLWHG WR� DQ\
LQIRUPDWLRQ WKDW� DORQH RU LQ FRPELQDWLRQ LV OLQNDEOH WR D VSHFLILF VWXGHQW DQG SURYLGHG WKDW WKH
HGXFDWLRQDO DJHQF\� RU RWKHU SDUW\� KDV PDGH D UHDVRQDEOH GHWHUPLQDWLRQ WKDW D VWXGHQW¶V LGHQWLW\ LV QRW
SHUVRQDOO\�LGHQWLILDEOH��WDNLQJ�LQWR�DFFRXQW�UHDVRQDEOH�DYDLODEOH�LQIRUPDWLRQ�

(GXFDWLRQDO 5HFRUGV� (GXFDWLRQDO 5HFRUGV DUH UHFRUGV� ILOHV� GRFXPHQWV� DQG RWKHU PDWHULDOV GLUHFWO\
UHODWHG WR D VWXGHQW DQG PDLQWDLQHG E\ WKH VFKRRO RU ORFDO HGXFDWLRQ DJHQF\� RU E\ D SHUVRQ DFWLQJ IRU
VXFK VFKRRO RU ORFDO HGXFDWLRQ DJHQF\� LQFOXGLQJ EXW QRW OLPLWHG WR� UHFRUGV HQFRPSDVVLQJ DOO WKH
PDWHULDO NHSW LQ WKH VWXGHQW¶V FXPXODWLYH IROGHU� VXFK DV JHQHUDO LGHQWLI\LQJ GDWD� UHFRUGV RI DWWHQGDQFH
DQG RI DFDGHPLF ZRUN FRPSOHWHG� UHFRUGV RI DFKLHYHPHQW� DQG UHVXOWV RI HYDOXDWLYH WHVWV� KHDOWK GDWD�
GLVFLSOLQDU\�VWDWXV��WHVW�SURWRFROV�DQG�LQGLYLGXDOL]HG�HGXFDWLRQ�SURJUDPV�

0HWDGDWD� PHDQV LQIRUPDWLRQ WKDW SURYLGHV PHDQLQJ DQG FRQWH[W WR RWKHU GDWD EHLQJ FROOHFWHG�
LQFOXGLQJ� EXW QRW OLPLWHG WR� GDWH DQG WLPH UHFRUGV DQG SXUSRVH RI FUHDWLRQ 0HWDGDWD WKDW KDYH EHHQ
VWULSSHG�RI�DOO�GLUHFW�DQG�LQGLUHFW�LGHQWLILHUV�DUH�QRW�FRQVLGHUHG�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ�

2SHUDWRU� PHDQV WKH RSHUDWRU RI DQ LQWHUQHW ZHEVLWH� RQOLQH VHUYLFH� RQOLQH DSSOLFDWLRQ� RU PRELOH
DSSOLFDWLRQ ZLWK DFWXDO NQRZOHGJH WKDW WKH VLWH� VHUYLFH� RU DSSOLFDWLRQ LV XVHG IRU .±�� VFKRRO SXUSRVHV�
$Q\ HQWLW\ WKDW RSHUDWHV DQ LQWHUQHW ZHEVLWH� RQOLQH VHUYLFH� RQOLQH DSSOLFDWLRQ� RU PRELOH DSSOLFDWLRQ WKDW
KDV HQWHUHG LQWR D VLJQHG� ZULWWHQ DJUHHPHQW ZLWK DQ /($ WR SURYLGH D VHUYLFH WR WKDW /($ VKDOO EH
FRQVLGHUHG�DQ�³RSHUDWRU´�IRU�WKH�SXUSRVHV�RI�WKLV�VHFWLRQ�

2ULJLQDWLQJ /($��$Q�/($�ZKR�RULJLQDOO\�H[HFXWHV�WKH '3$�LQ�LWV�HQWLUHW\�ZLWK�WKH�3URYLGHU�

3URYLGHU� )RU SXUSRVHV RI WKH '3$� WKH WHUP ³3URYLGHU´ PHDQV SURYLGHU RI GLJLWDO HGXFDWLRQDO VRIWZDUH
RU VHUYLFHV� LQFOXGLQJ FORXG�EDVHG VHUYLFHV� IRU WKH GLJLWDO VWRUDJH� PDQDJHPHQW� DQG UHWULHYDO RI
6WXGHQW 'DWD� :LWKLQ WKH '3$ WKH WHUP ³3URYLGHU´ LQFOXGHV WKH WHUP ³7KLUG 3DUW\´ DQG WKH WHUP
³2SHUDWRU´�DV�XVHG�LQ�DSSOLFDEOH�VWDWH�VWDWXWHV�

6WXGHQW *HQHUDWHG &RQWHQW� 7KH WHUP ³6WXGHQW�*HQHUDWHG &RQWHQW´ PHDQV PDWHULDOV RU FRQWHQW
FUHDWHG E\ D VWXGHQW LQ WKH VHUYLFHV LQFOXGLQJ� EXW QRW OLPLWHG WR� HVVD\V� UHVHDUFK UHSRUWV� SRUWIROLRV�
FUHDWLYH ZULWLQJ� PXVLF RU RWKHU DXGLR ILOHV� SKRWRJUDSKV� YLGHRV� DQG DFFRXQW LQIRUPDWLRQ WKDW HQDEOHV
RQJRLQJ�RZQHUVKLS�RI�VWXGHQW�FRQWHQW�

6FKRRO 2IILFLDO� )RU WKH SXUSRVHV RI WKLV '3$ DQG SXUVXDQW WR �� &)5 � ������E�� D 6FKRRO 2IILFLDO LV D
FRQWUDFWRU WKDW� ��� 3HUIRUPV DQ LQVWLWXWLRQDO VHUYLFH RU IXQFWLRQ IRU ZKLFK WKH DJHQF\ RU LQVWLWXWLRQ ZRXOG
RWKHUZLVH XVH HPSOR\HHV� ��� ,V XQGHU WKH GLUHFW FRQWURO RI WKH DJHQF\ RU LQVWLWXWLRQ ZLWK UHVSHFW WR WKH
XVH DQG PDLQWHQDQFH RI 6WXGHQW 'DWD LQFOXGLQJ (GXFDWLRQ 5HFRUGV� DQG ��� ,V VXEMHFW WR �� &)5 �
������D� JRYHUQLQJ WKH XVH DQG UH�GLVFORVXUH RI 3HUVRQDOO\ ,GHQWLILDEOH ,QIRUPDWLRQ IURP (GXFDWLRQ
5HFRUGV�

6HUYLFH�$JUHHPHQW��5HIHUV�WR�WKH�&RQWUDFW��3XUFKDVH 2UGHU�RU�7HUPV�RI�6HUYLFH�RU�7HUPV�RI�8VH�



6WXGHQW 'DWD� 6WXGHQW 'DWD LQFOXGHV DQ\ GDWD� ZKHWKHU JDWKHUHG E\ 3URYLGHU RU SURYLGHG E\ /($ RU LWV
XVHUV� VWXGHQWV� RU VWXGHQWV¶ SDUHQWV�JXDUGLDQV� WKDW LV GHVFULSWLYH RI WKH VWXGHQW LQFOXGLQJ� EXW QRW
OLPLWHG WR� LQIRUPDWLRQ LQ WKH VWXGHQW¶V HGXFDWLRQDO UHFRUG RU HPDLO� ILUVW DQG ODVW QDPH� ELUWKGDWH� KRPH
RU RWKHU SK\VLFDO DGGUHVV� WHOHSKRQH QXPEHU� HPDLO DGGUHVV� RU RWKHU LQIRUPDWLRQ DOORZLQJ SK\VLFDO RU
RQOLQH FRQWDFW� GLVFLSOLQH UHFRUGV� YLGHRV� WHVW UHVXOWV� VSHFLDO HGXFDWLRQ GDWD� MXYHQLOH GHSHQGHQF\
UHFRUGV� JUDGHV� HYDOXDWLRQV� FULPLQDO UHFRUGV� PHGLFDO UHFRUGV� KHDOWK UHFRUGV� VRFLDO VHFXULW\
QXPEHUV� ELRPHWULF LQIRUPDWLRQ� GLVDELOLWLHV� VRFLRHFRQRPLF LQIRUPDWLRQ� LQGLYLGXDO SXUFKDVLQJ EHKDYLRU
RU SUHIHUHQFHV� IRRG SXUFKDVHV� SROLWLFDO DIILOLDWLRQV� UHOLJLRXV LQIRUPDWLRQ� WH[W PHVVDJHV� GRFXPHQWV�
VWXGHQW LGHQWLILHUV� VHDUFK DFWLYLW\� SKRWRV� YRLFH UHFRUGLQJV� JHRORFDWLRQ LQIRUPDWLRQ� SDUHQWV¶ QDPHV� RU
DQ\ RWKHU LQIRUPDWLRQ RU LGHQWLILFDWLRQ QXPEHU WKDW ZRXOG SURYLGH LQIRUPDWLRQ DERXW D VSHFLILF VWXGHQW�
6WXGHQW 'DWD LQFOXGHV 0HWD 'DWD� 6WXGHQW 'DWD IXUWKHU LQFOXGHV ³3HUVRQDOO\ ,GHQWLILDEOH ,QIRUPDWLRQ
�3,,��´ DV GHILQHG LQ �� &�)�5� � ���� DQG DV GHILQHG XQGHU DQ\ DSSOLFDEOH VWDWH ODZ� 6WXGHQW 'DWD VKDOO
FRQVWLWXWH (GXFDWLRQ 5HFRUGV IRU WKH SXUSRVHV RI WKLV '3$� DQG IRU WKH SXUSRVHV RI IHGHUDO� VWDWH� DQG
ORFDO ODZV DQG UHJXODWLRQV� 6WXGHQW 'DWD DV VSHFLILHG LQ ([KLELW ³%´ LV FRQILUPHG WR EH FROOHFWHG RU
SURFHVVHG E\ WKH 3URYLGHU SXUVXDQW WR WKH 6HUYLFHV� 6WXGHQW 'DWD VKDOO QRW FRQVWLWXWH WKDW LQIRUPDWLRQ
WKDW KDV EHHQ DQRQ\PL]HG RU 'H�,GHQWLILHG� RU DQRQ\PRXV XVDJH GDWD UHJDUGLQJ D VWXGHQW¶V XVH RI
3URYLGHU¶V�VHUYLFHV�

6XESURFHVVRU� )RU WKH SXUSRVHV RI WKLV '3$� WKH WHUP ³6XESURFHVVRU´ �VRPHWLPHV UHIHUUHG WR DV WKH
³6XEFRQWUDFWRU´� PHDQV D SDUW\ RWKHU WKDQ /($ RU 3URYLGHU� ZKR 3URYLGHU XVHV IRU GDWD FROOHFWLRQ�
DQDO\WLFV� VWRUDJH� RU RWKHU VHUYLFH WR RSHUDWH DQG�RU LPSURYH LWV VHUYLFH� DQG ZKR KDV DFFHVV WR
6WXGHQW�'DWD�

6XEVFULELQJ /($� $Q /($ WKDW ZDV QRW SDUW\ WR WKH RULJLQDO 6HUYLFH $JUHHPHQW DQG ZKR DFFHSWV WKH
3URYLGHU¶V�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV�

7DUJHWHG $GYHUWLVLQJ� PHDQV SUHVHQWLQJ DQ DGYHUWLVHPHQW WR D VWXGHQW ZKHUH WKH VHOHFWLRQ RI WKH
DGYHUWLVHPHQW LV EDVHG RQ 6WXGHQW 'DWD RU LQIHUUHG RYHU WLPH IURP WKH XVDJH RI WKH RSHUDWRU
V ,QWHUQHW
ZHE VLWH� RQOLQH VHUYLFH RU PRELOH DSSOLFDWLRQ E\ VXFK VWXGHQW RU WKH UHWHQWLRQ RI VXFK VWXGHQW
V RQOLQH
DFWLYLWLHV RU UHTXHVWV RYHU WLPH IRU WKH SXUSRVH RI WDUJHWLQJ VXEVHTXHQW DGYHUWLVHPHQWV� �7DUJHWHG
$GYHUWLVLQJ� GRHV QRW LQFOXGH DQ\ DGYHUWLVLQJ WR D VWXGHQW RQ DQ ,QWHUQHW ZHE VLWH EDVHG RQ WKH FRQWHQW
RI�WKH�ZHE�SDJH�RU�LQ�UHVSRQVH�WR�D�VWXGHQW
V�UHVSRQVH�RU�UHTXHVW�IRU�LQIRUPDWLRQ�RU�IHHGEDFN�

7KLUG 3DUW\� 7KH WHUP ³7KLUG 3DUW\´ PHDQV D SURYLGHU RI GLJLWDO HGXFDWLRQDO VRIWZDUH RU VHUYLFHV�
LQFOXGLQJ FORXG�EDVHG VHUYLFHV� IRU WKH GLJLWDO VWRUDJH� PDQDJHPHQW� DQG UHWULHYDO RI (GXFDWLRQ 5HFRUGV
DQG�RU 6WXGHQW 'DWD� DV WKDW WHUP LV XVHG LQ VRPH VWDWH VWDWXWHV� +RZHYHU� IRU WKH SXUSRVH RI WKLV '3$�
WKH WHUP ³7KLUG 3DUW\´ ZKHQ XVHG WR LQGLFDWH WKH SURYLGHU RI GLJLWDO HGXFDWLRQDO VRIWZDUH RU VHUYLFHV LV
UHSODFHG�E\�WKH�WHUP�³3URYLGHU�´
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>,QVHUW�1DPH�RI�'LVWULFW�RU�/($@�GLUHFWV�3URYLGHU�WR�GLVSRVH�RI�GDWD�REWDLQHG�E\�3URYLGHU�SXUVXDQW�WR
WKH�WHUPV�RI�WKH�6HUYLFH�$JUHHPHQW�EHWZHHQ�/($�DQG�3URYLGHU��7KH�WHUPV�RI�WKH�'LVSRVLWLRQ�DUH�VHW
IRUWK�EHORZ�

�� ([WHQW�RI�'LVSRVLWLRQ
'LVSRVLWLRQ�LV�SDUWLDO��7KH�FDWHJRULHV�RI�GDWD�WR EH�GLVSRVHG�RI�DUH�VHW�IRUWK�EHORZ�RU�DUH

IRXQG�LQ�DQ�DWWDFKPHQW�WR�WKLV�'LUHFWLYH�

>,QVHUW�FDWHJRULHV�RI�GDWD�KHUH@

'LVSRVLWLRQ�LV�&RPSOHWH��'LVSRVLWLRQ�H[WHQGV�WR DOO�FDWHJRULHV�RI�GDWD�

�� 1DWXUH�RI�'LVSRVLWLRQ

'LVSRVLWLRQ�VKDOO�EH�E\�GHVWUXFWLRQ�RU�GHOHWLRQ RI�GDWD�

'LVSRVLWLRQ�VKDOO�EH�E\�D�WUDQVIHU�RI�GDWD��7KH GDWD�VKDOO�EH�WUDQVIHUUHG�WR�WKH�IROORZLQJ
VLWH�DV�IROORZV�

>,QVHUW�RU�DWWDFK�VSHFLDO�LQVWUXFWLRQV@

�� 6FKHGXOH�RI�'LVSRVLWLRQ

'DWD�VKDOO�EH�GLVSRVHG�RI�E\�WKH�IROORZLQJ�GDWH�

$V�VRRQ�DV�FRPPHUFLDOO\�SUDFWLFDEOH�

%\�> @'DWH

�� 6LJQDWXUH

$XWKRUL]HG�5HSUHVHQWDWLYH�RI�/($ 'DWH

�� 9HULILFDWLRQ�RI�'LVSRVLWLRQ�RI�'DWD

$XWKRUL]HG�5HSUHVHQWDWLYH�RI�3URYLGHU 'DWH
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�� 2IIHU�RI�7HUPV

3URYLGHU RIIHUV WKH VDPH SULYDF\ SURWHFWLRQV IRXQG LQ WKLV '3$ EHWZHHQ LW DQG 0HVD 8QLILHG 6FKRRO
'LVWULFW �³2ULJLQDWLQJ /($´� ZKLFK LV GDWHG > 'DWH@� WR DQ\ RWKHU /($ �³6XEVFULELQJ
/($´� ZKR DFFHSWV WKLV *HQHUDO 2IIHU RI 3ULYDF\ 7HUPV �³*HQHUDO 2IIHU´� WKURXJK LWV VLJQDWXUH EHORZ�
7KLV *HQHUDO 2IIHU VKDOO H[WHQG RQO\ WR SULYDF\ SURWHFWLRQV� DQG 3URYLGHU¶V VLJQDWXUH VKDOO QRW QHFHVVDULO\
ELQG 3URYLGHU WR RWKHU WHUPV� VXFK DV SULFH� WHUP� RU VFKHGXOH RI VHUYLFHV� RU WR DQ\ RWKHU SURYLVLRQ QRW
DGGUHVVHG LQ WKLV '3$� 7KH 3URYLGHU DQG WKH 6XEVFULELQJ /($ PD\ DOVR DJUHH WR FKDQJH WKH GDWD
SURYLGHG E\ 6XEVFULELQJ /($ WR WKH 3URYLGHU WR VXLW WKH XQLTXH QHHGV RI WKH 6XEVFULELQJ /($� 7KH
3URYLGHU PD\ ZLWKGUDZ WKH *HQHUDO 2IIHU LQ WKH HYHQW RI� ��� D PDWHULDO FKDQJH LQ WKH DSSOLFDEOH SULYDF\
VWDWXHV� ��� D PDWHULDO FKDQJH LQ WKH VHUYLFHV DQG SURGXFWV OLVWHG LQ WKH RULJLQDWLQJ 6HUYLFH $JUHHPHQW�
RU WKUHH ��� \HDUV DIWHU WKH GDWH RI 3URYLGHU¶V VLJQDWXUH WR WKLV )RUP� 6XEVFULELQJ /($V VKRXOG VHQG WKH
VLJQHG ([KLELW�³(´ WR�3URYLGHU�DW�WKH�IROORZLQJ�HPDLO DGGUHVV�

7UDQVSDUHQW�&ODVVURRP
> @

%<� 'DWH�

3ULQWHG�1DPH� 7LWOH�3RVLWLRQ�

�� 6XEVFULELQJ�/($

$ 6XEVFULELQJ /($� E\ VLJQLQJ D VHSDUDWH 6HUYLFH $JUHHPHQW ZLWK 3URYLGHU� DQG E\ LWV VLJQDWXUH EHORZ�
DFFHSWV WKH *HQHUDO 2IIHU RI 3ULYDF\ 7HUPV� 7KH 6XEVFULELQJ /($ DQG WKH 3URYLGHU VKDOO WKHUHIRUH EH
ERXQG E\ WKH VDPH WHUPV RI WKLV '3$ IRU WKH WHUP RI WKH '3$ EHWZHHQ WKH 0HVD 8QLILHG 6FKRRO 'LVWULFW
DQG WKH 3URYLGHU� 35,25 72 ,76 ())(&7,9(1(66� 68%6&5,%,1* /($ 0867 '(/,9(5 127,&(
2)�$&&(37$1&(�72�3529,'(5�38568$17�72�$57,&/(�9,,��6(&7,21����

> 6XEVFULELQJ�/($@

%<� 'DWH�

3ULQWHG�1DPH� 7LWOH�3RVLWLRQ�

6&+22/�',675,&7�1$0(�

'(6,*1$7('�5(35(6(17$7,9(�2)�/($�

1DPH� 7LWOH�

$GGUHVV�

7HOHSKRQH�1XPEHU� (PDLO�

Liz Strong
Elizabeth Strong

Liz Strong
1/27/2022

Liz Strong
Executive Director
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$GHTXDWH &\EHUVHFXULW\ )UDPHZRUNV

���������

7KH (GXFDWLRQ 6HFXULW\ DQG 3ULYDF\ ([FKDQJH �³(GVSH[´� ZRUNV LQ SDUWQHUVKLS ZLWK WKH 6WXGHQW 'DWD
3ULYDF\ &RQVRUWLXP DQG LQGXVWU\ OHDGHUV WR PDLQWDLQ D OLVW RI NQRZQ DQG FUHGLEOH F\EHUVHFXULW\
IUDPHZRUNV ZKLFK FDQ SURWHFW GLJLWDO OHDUQLQJ HFRV\VWHPV FKRVHQ EDVHG RQ D VHW RI JXLGLQJ
F\EHUVHFXULW\�SULQFLSOHV��³&\EHUVHFXULW\�)UDPHZRUNV´��WKDW�PD\�EH�XWLOL]HG�E\�3URYLGHU��

&\EHUVHFXULW\�)UDPHZRUNV

0$,17$,1,1*�25*$1,=$7,21�*5283 )5$0(:25.�6�

1DWLRQDO ,QVWLWXWH RI 6WDQGDUGV DQG
7HFKQRORJ\��1,67�

1,67�&\EHUVHFXULW\�)UDPHZRUN�9HUVLRQ����

1DWLRQDO ,QVWLWXWH RI 6WDQGDUGV DQG
7HFKQRORJ\��1,67�

1,67 63 ������� &\EHUVHFXULW\ )UDPHZRUN
IRU ,PSURYLQJ &ULWLFDO ,QIUDVWUXFWXUH
&\EHUVHFXULW\ �&6)�� 6SHFLDO 3XEOLFDWLRQ
�������

,QWHUQDWLRQDO 6WDQGDUGV 2UJDQL]DWLRQ
�,62�

,QIRUPDWLRQ WHFKQRORJ\ ² 6HFXULW\
WHFKQLTXHV ² ,QIRUPDWLRQ VHFXULW\
PDQDJHPHQW�V\VWHPV��,62�������VHULHV�

6HFXUH�&RQWUROV�)UDPHZRUN�&RXQFLO��//& 6HFXULW\�&RQWUROV�)UDPHZRUN��6&)�

&HQWHU�IRU�,QWHUQHW�6HFXULW\��&,6� &,6�&ULWLFDO�6HFXULW\�&RQWUROV��&6&��&,6�7RS
���

2IILFH RI WKH 8QGHU 6HFUHWDU\ RI 'HIHQVH
IRU $FTXLVLWLRQ DQG 6XVWDLQPHQW
�286'�$	6��

&\EHUVHFXULW\�0DWXULW\�0RGHO�&HUWLILFDWLRQ
�&00&��a)$5�')$5�

3OHDVH�YLVLW KWWS���ZZZ�HGVSH[�RUJ IRU�IXUWKHU�GHWDLOV DERXW�WKH�QRWHG�IUDPHZRUNV�

&\EHUVHFXULW\�3ULQFLSOHV�XVHG�WR�FKRRVH�WKH�&\EHUVHFXULW\�)UDPHZRUNV�DUH�ORFDWHG�KHUH

http://www.edspex.org/
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6XSSOHPHQWDO�6'3&�6WDWH�7HUPV�IRU�>6WDWH@

9HUVLRQ

>7KH 6WDWH 6XSSOHPHQW LV DQ RSWLRQDO VHW RI WHUPV WKDW ZLOO EH JHQHUDWHG RQ DQ DV�QHHGHG EDVLV LQ
FROODERUDWLRQ EHWZHHQ WKH QDWLRQDO 6'3& OHJDO ZRUNLQJ JURXS DQG WKH 6WDWH &RQVRUWLD� 7KH VFRSH RI
WKHVH 6WDWH 6XSSOHPHQWV ZLOO EH WR DGGUHVV DQ\ VWDWH VSHFLILF GDWD SULYDF\ VWDWXWHV DQG WKHLU
UHTXLUHPHQWV WR WKH H[WHQW WKDW WKH\ UHTXLUH WHUPV LQ DGGLWLRQ WR RU GLIIHUHQW IURP WKH 1DWLRQDO 6WDQGDUG
&ODXVHV� 7KH 6WDWH 6XSSOHPHQWV ZLOO EH ZULWWHQ LQ D PDQQHU VXFK WKDW WKH\ ZLOO QRW EH HGLWHG�XSGDWHG E\
LQGLYLGXDO SDUWLHV DQG ZLOO EH SRVWHG RQ WKH 6'3& ZHEVLWH WR SURYLGH WKH DXWKRULWDWLYH YHUVLRQ RI WKH
WHUPV� $Q\ FKDQJHV E\ /($V RU 3URYLGHUV ZLOO EH PDGH LQ DPHQGPHQW IRUP LQ DQ ([KLELW �([KLELW ³+´
LQ�WKLV�SURSRVHG�VWUXFWXUH��@



�rPQDQj����
�GGQjQ][<Y�0IgZh�]g�!]GQNQE<jQ][h

6IghQ][�ÃÂÂÁÃÊ

 ���<[G�+g]pQGIg�<OgII�j]�jPI�N]YY]qQ[O�<GGQjQ][<Y�jIgZh�<[G�Z]GQNQE<jQ][h�

7��.��/�� ���<[G�+g]pQGIg�<OgII�j]�Z]GQNs�jPI��+��dkghk<[j�j]�jPI�jIgZh�<[G�E][GQjQ][h�Q[�jPQh��rPQDQj������
0PIhI�<GGQjQ][h�hP<YY�DI�p<YQG�<h�d<gj�]N�jPI�]gQOQ[<Y��+��

"$7��0��.��$.���jPI�<ZI[GZI[jh�j]�jPI��+��<gI�GIhEgQDIG�<[G�Q[EYkGI�][Ys�jP]hI�YQhjIG�DIY]q�

¥Â¦�/IEjQ][�Æ���/kDdg]EIhh]gh��k[GIg��gjQEYI����Qh�<ZI[GIG�j]�gI<G�<h�N]YY]qh�

�+g]pQGIg� hP<YY� khI� Qjh� E]ZZIgEQ<YYs� gI<h][<DYI� INN]gjh� j]� I[jIg� Q[j]� qgQjjI[� <OgIIZI[jh� qQjP� <YY� /kD�
+g]EIhh]gh�dIgN]gZQ[O�Nk[EjQ][h�N]g�jPI�+g]pQGIg�Q[�]gGIg�N]g�jPI�+g]pQGIg�j]�dg]pQGI�jPI�/IgpQEIh�dkghk<[j�j]�
jPI� /IgpQEI� �OgIIZI[j�� qPIgIDs� jPI� /kDdg]EIhh]gh� <OgII� j]� dg]jIEj� /jkGI[j� �<j<� Q[� <� Z<[[Ig� []� YIhh�
hjgQ[OI[j� jP<[� jPI� jIgZh� ]N� jPQh� �+��� �[� jPI� IpI[j� +g]pQGIg� Qh� k[<DYI� j]�DQ[G�<�/kDdg]EIhh]g� j]�<�qgQjjI[�
<OgIIZI[j�<h�hIj�N]gjP�Q[�jPI�dgIEIGQ[O�hI[jI[EI��+g]pQGIg�qQYY�I[hkgI�jP<j�hkEP�/kDdg]EIhh]g�h�dg<EjQEIh�<[G�
]dIg<jQ][h� <gI� E][hQhjI[j�qQjP� jPI�G<j<�<[G� Q[N]gZ<jQ][� hIEkgQjs� gIfkQgIZI[jh� hIj� N]gjP�PIgIQ[�<[G�qQYY�DI�
gIhd][hQDYI�N]g�jPI�<EjQ][h�<[G�]ZQhhQ][h�]N�hkEP�/kDdg]EIhh]g���
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hd]]NQ[O�Qh�[]j�d]hhQDYI��+<EXIj�h[QNNQ[O�Qh�dgIpI[jIG�Ds�Q[Ng<hjgkEjkgI�Q[EYkGQ[O�jPI�PsdIgpQh]g�qPQEP�qQYY�[]j
GIYQpIg�jg<NNQE�j]�<[�Q[jIgN<EI�qPQEP�Qj�Qh�[]j�<GGgIhhIG�j]���Ig]Xk�kjQYQvIh�<ddYQE<jQ][�Qh]Y<jQ][��]dIg<jQ[O
hshjIZ�gIhjgQEjQ][h��<[G�I[EgsdjIG�E][[IEjQ][h�j]�NkgjPIg�I[hkgI�gQhX�Qh�ZQjQO<jIG�<j�<YY�YIpIYh�

+]gj�/E<[[Q[O

+]gj�hE<[[Q[O�Qh�dg]PQDQjIG�<[G�IpIgs�gId]gjIG�Q[hj<[EI�Qh�Q[pIhjQO<jIG�Ds�]kg�Q[Ng<hjgkEjkgI�dg]pQGIg��7PI[
d]gj�hE<[h�<gI�GIjIEjIG��jPIs�<gI�hj]ddIG�<[G�<EEIhh�Qh�DY]EXIG�

0g<[hd]gj� <sIg�/IEkgQjs�¥// �0 /¦

7I�I[hkgI�G<j<�Qh�I[EgsdjIG�Q[�jg<[hQj�Ds�jg<[hZQjjQ[O�<YY�G<j<�pQ<�0g<[hd]gj� <sIg�/IEkgQjs�¥0 /¦�Egsdj]Og<dPQE
dg]j]E]Y�]pIg�<��00+/�E][[IEjQ][�khQ[O�/IEkgI�/]EXIjh� <sIg�¥// ¦��<�Egsdj]Og<dPQE�dg]j]E]Y�jP<j�Qh�GIhQO[IG�j]
dg]jIEj�<O<Q[hj�I<pIhGg]ddQ[O��j<ZdIgQ[O��<[G�ZIhh<OI�N]gOIgs��0PQh�hj<[G<gG�Qh�khIG�Q[�<YY�gIOQ][h�<[G

https://aws.amazon.com/security


GQhjgQEjh�qPQEP�<YY]q�Qj�

�<j<�/IEkgQjs

�Ig]Xk��h]Y<jQ][

�<EP�<ddYQE<jQ][�][�jPI��Ig]Xk�dY<jN]gZ�¥]N�qPQEP�qI�<gI�][I¦�gk[h�qQjPQ[�Qjh�]q[�Qh]Y<jIG�I[pQg][ZI[j�<[G
E<[[]j�Q[jIg<Ej�qQjP�]jPIg�<ddYQE<jQ][h�]g�<gI<h�]N�jPI�hshjIZ��0PQh�gIhjgQEjQpI�]dIg<jQ[O�I[pQg][ZI[j�Qh
GIhQO[IG�j]�dgIpI[j�hIEkgQjs�<[G�hj<DQYQjs�QhhkIh��0PIhI�hIYN�E][j<Q[IG�I[pQg][ZI[jh�Qh]Y<jI�dg]EIhhIh�
ZIZ]gs��<[G�jPI�NQYI�hshjIZ�khQ[O� 8�qPQYI�P]hj�D<hIG�NQgIq<YYh�gIhjgQEj�<ddYQE<jQ][h�Ng]Z�Ihj<DYQhPQ[O�Y]E<Y
[Ijq]gX�E][[IEjQ][h�

�Ig]Xk�+]hjOgIh�¥]kg�G<j<D<hI¦

!]hj�]N�]kg�G<j<�Qh�hj]gIG�Q[�<�d]hjOgIh�G<j<D<hI�P]hjIG�Ds��Ig]Xk��0PI�G<j<D<hI�gIfkQgIh�<�k[QfkI�khIg[<ZI
<[G�d<hhq]gG�jP<j�Qh�][Ys�p<YQG�N]g�jPI�hdIEQNQE�G<j<D<hI�<[G�Qh�k[QfkI�j]�]kg�<ddYQE<jQ][��$kg�E][[IEjQ][h�j]
d]hjOgIh�G<j<D<hIh�gIfkQgI�// �I[EgsdjQ][�j]�I[hkgI�<�PQOP�YIpIY�]N�hIEkgQjs�<[G�dgQp<Es�

+<sZI[j��<j<�¥+��]ZdYQ<[EI¦

7I�d<gj[Ig�qQjP�/jgQdI�¥Pjjd���hjgQdI�E]Z¦�j]�h<NIYs hj]gI�<[G�khI�d<sZI[j�G<j<��+<sZI[j�G<j<�¥EgIGQj�E<gG
Q[N]��D<[X�<EE]k[j�Q[N]��IjE¦�O]Ih�GQgIEjYs�Ng]Z�jPI�Dg]qhIg�j]�/jgQdI�h�hIgpIgh��0PIs�dg]pQGI�jPI�gIfkQgIG�YIpIYh
]N�hIEkgQjs�N]g�hj]gQ[O�jPQh�hI[hQjQpI�Q[N]gZ<jQ][�

�Z<QY

7I�khI�<�E]ZDQ[<jQ][�]N�Ä�hIgpQEI�dg]pQGIgh�j]�hI[G�IZ<QY�j]�]kg�khIgh���YY�Ä�<gI�Q[Gkhjgs�YI<GIgh�<[G�s]k�E<[
gI<G�Z]gI�<D]kj�jPIQg�hIEkgQjs�Ds�N]YY]qQ[O�jPI�YQ[Xh�DIY]q�

7I�khI�/I[G�gQG�¥Pjjd���hI[GOgQG�E]Z¦�N]g�<YY�IZ<QY jP<j�0g<[hd<gI[j�Y<hhg]]Z�hI[Gh�[]j�ZI<[j�j]�DI
gIEIQpIG�<h�<�jIrj��7I�khI�!<QYPQZd�¥Pjjd���Z<QYEPQZd�E]Z¦ ][Ys�N]g�[IqhYIjjIgh�jP<j�khIgh�]dj�Q[�j]�gIEIQpI�
7I�khI��]]OYI�!<QY�¥Pjjd���O]]OYI�E]Z¦�j]�hI[G�jIrjh j]�]kg�khIgh�pQ<�IZ<QY�

�Z<v][�/Ä

7I�hj]gI�dP]j]h�<[G�<jj<EPZI[jh�Q[�<�dgQp<jI�DkEXIj�Q[��Z<v][�h�/Ä�hIgpQEI��7I�khI�1.��$DNkhE<jQ][�j]
D<Y<[EI�jPI�[IIG�j]�hIEkgI�jPIhI�NQYIh�qQjP�jPI�[IIG�N]g�gIhd][hQpI[Ihh��.I<G�Z]gI�<D]kj�]kg�1.��]DNkhE<jQ][
hjg<jIOs�PIgI�¥Pjjdh���OQjPkD�E]Z�jP]kOPjD]j�d<dIgEYQd�dkYY�ÅÂÇ¦�

/shjIZ�/IEkgQjs

/shjIZ�][NQOkg<jQ][

/shjIZ�E][NQOkg<jQ][�<[G�E][hQhjI[Es�Qh�Z<Q[j<Q[IG�jPg]kOP�hj<[G<gG��kd�j]�G<jI�QZ<OIh��E][NQOkg<jQ][
Z<[<OIZI[j�h]Njq<gI��<[G�Ds�gIdY<EQ[O�hshjIZh�qQjP�kdG<jIG�GIdY]sZI[jh��/shjIZh�<gI�GIdY]sIG�khQ[O
kd�j]�G<jI�QZ<OIh�jP<j�<gI�kdG<jIG�qQjP�E][NQOkg<jQ][�EP<[OIh�<[G�hIEkgQjs�kdG<jIh�DIN]gI�GIdY]sZI[j��$[EI
GIdY]sIG��IrQhjQ[O�hshjIZh�<gI�GIE]ZZQhhQ][IG�<[G�gIdY<EIG�qQjP�kd�j]�G<jI�hshjIZh�
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�Ig]Xk��ddYQE<jQ][��h]Y<jQ][

�ddYQE<jQ][h�][�jPI��Ig]Xk�dY<jN]gZ�¥]N�qPQEP�qI�<gI�][I¦�gk[�qQjPQ[�jPIQg�]q[�Qh]Y<jIG�I[pQg][ZI[j�<[G
E<[[]j�Q[jIg<Ej�qQjP�]jPIg�<ddYQE<jQ][h�]g�<gI<h�]N�jPI�hshjIZ�j]�dgIpI[j�hIEkgQjs�<[G�hj<DQYQjs�QhhkIh��0PIhI
hIYN�E][j<Q[IG�I[pQg][ZI[jh�Qh]Y<jI�dg]EIhhIh��ZIZ]gs��<[G�jPI�NQYI�hshjIZ�qPQYI�P]hj�D<hIG�NQgIq<YYh�gIhjgQEj
<ddYQE<jQ][h�Ng]Z�Ihj<DYQhPQ[O�Y]E<Y�[Ijq]gX�E][[IEjQ][h�

/shjIZ��kjPI[jQE<jQ][

$dIg<jQ[O�hshjIZ�<EEIhh�Qh�YQZQjIG�j]��Ig]Xk�hj<NN�<[G�gIfkQgIh�khIg[<ZI�<[G�XIs�<kjPI[jQE<jQ][��$dIg<jQ[O
hshjIZh�G]�[]j�<YY]q�d<hhq]gG�<kjPI[jQE<jQ][�j]�dgIpI[j�d<hhq]gG�DgkjI�N]gEI�<jj<EXh��jPINj��<[G�hP<gQ[O�

�<EXkdh

+]hjOgIh��<j<D<hI

�pIgs�EP<[OI�j]�s]kg�G<j<�Qh�qgQjjI[�j]�qgQjI�<PI<G�Y]Oh��qPQEP�<gI�hPQddIG�j]�ZkYjQ�G<j<EI[jIg��PQOP�Gkg<DQYQjs
hj]g<OI���[�jPI�k[YQXIYs�IpI[j�]N�k[gIE]pIg<DYI�P<gGq<gI�N<QYkgI��jPIhI�Y]Oh�E<[�DI�<kj]Z<jQE<YYs��gIdY<sIG��j]
gIE]pIg�jPI�G<j<D<hI�j]�qQjPQ[�hIE][Gh�]N�Qjh�Y<hj�X[]q[�hj<jI�

�Ig]Xk�+Y<jN]gZ

�g]Z�]kg�Q[hj<[EI�QZ<OIh�j]�]kg�G<j<D<hIh��I<EP�E]Zd][I[j�Qh�D<EXIG�kd�j]�hIEkgI��<EEIhh�E][jg]YYIG��<[G
gIGk[G<[j�hj]g<OI��0PI�PIg]Xk�dY<jN]gZ�<YY]qh�N]g�gIE]pIgQ[O�G<j<D<hIh�j]�qQjPQ[�hIE][Gh�]N�jPI�Y<hj�X[]q[
hj<jI��gIhj]gQ[O�hshjIZ�Q[hj<[EIh�Ng]Z�hj<[G<gG�jIZdY<jIh��<[G�GIdY]sQ[O�Ekhj]ZIg�<ddYQE<jQ][h�<[G�G<j<���[
<GGQjQ][�j]�hj<[G<gG�D<EXkd�dg<EjQEIh���Ig]Xk�h�Q[Ng<hjgkEjkgI�Qh�GIhQO[IG�j]�hE<YI�<[G�DI�N<kYj�j]YIg<[j�Ds
<kj]Z<jQE<YYs�gIdY<EQ[O�N<QYIG�Q[hj<[EIh�<[G�gIGkEQ[O�jPI�YQXIYQP]]G�]N�[IIGQ[O�j]�gIhj]gI�Ng]Z�D<EXkd�

�EEIhh�j]�khj]ZIg��<j<

$[Ys�ZIZDIgh�]N�0g<[hd<gI[j�Y<hhg]]Z�hj<NN�P<pI�<EEIhh�j]�Ekhj]ZIg�G<j<��7I�G]�[]j�<EEIhh�]g�Q[jIg<Ej�qQjP
Ekhj]ZIg�G<j<�]g�<ddYQE<jQ][h�<h�d<gj�]N�[]gZ<Y�]dIg<jQ][h��7I�][Ys�G]�h]�qPI[�<EjQ[O�<h�<[�<OI[j�]N�jPI
hEP]]Y�¥Q�I��QZd]gjQ[O�G<j<¦��]g�qPI[�dIgN]gZQ[O�Ekhj]ZIg�hkdd]gj�

/IEkgQjs��Ihj�+g<EjQEIh

�[EgsdjQ[O��<j<�Q[�0g<[hQj

7I�khI��00+/�N]g�<ddYQE<jQ][h�<[G�// �G<j<D<hI�E][[IEjQ][h�j]�dg]jIEj�<YY�G<j<�jg<[hZQjjIG�j]�<[G�Ng]Z
<ddYQE<jQ][h�

�[EgsdjQ[O��<j<�<j�.Ihj

$kg�G<j<D<hI�Qh�I[EgsdjIG�<j�gIhj�qQjP���/�ÃÆÇ��DY]EX�YIpIY�hj]g<OI�I[EgsdjQ][���Ish�<gI�Z<[<OIG�Ds��Z<v][�
<[G�Q[GQpQGk<Y�p]YkZI�XIsh�<gI�hj<DYI�N]g�jPI�YQNIjQZI�]N�jPI�p]YkZI�

�[�<GGQjQ][��qI�I[Egsdj�d<hhq]gGh�DIN]gI�hj]gQ[O�jPIZ�Q[�]kg�G<j<D<hI��$kg�G<j<�I[EgsdjQ][�Qh�<�ZkYjQY<sIg
Q[Gkhjgs�hj<[G<gG���GGQjQ][<YYs��qI�[IpIg�dkj�<�d<hhq]gG�Q[�<[s�Y]Oh�<[G�E<[�j�<EEIhh�jPI�k[I[EgsdjIG�pIghQ][



]N�jPIZ�



FHQWHUV��7KLV�H[SHULHQFH�KDV�EHHQ�DSSOLHG�WR�WKH�$:6�SODWIRUP�DQG�LQIUDVWUXFWXUH��$:6�GDWD
FHQWHUV�DUH�KRXVHG�LQ�QRQGHVFULSW�IDFLOLWLHV��DQG�FULWLFDO�IDFLOLWLHV�KDYH�H[WHQVLYH�VHWEDFN�DQG�PLOLWDU\
JUDGH�SHULPHWHU�FRQWURO�EHUPV�DV�ZHOO�DV�RWKHU�QDWXUDO�ERXQGDU\�SURWHFWLRQ��3K\VLFDO�DFFHVV�LV
VWULFWO\�FRQWUROOHG�ERWK�DW�WKH�SHULPHWHU�DQG�DW�EXLOGLQJ�LQJUHVV�SRLQWV�E\�SURIHVVLRQDO�VHFXULW\�VWDII
XWLOL]LQJ�YLGHR�VXUYHLOODQFH��VWDWH�RI�WKH�DUW�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV��DQG�RWKHU�HOHFWURQLF�PHDQV�
$XWKRUL]HG�VWDII�PXVW�SDVV�WZR�IDFWRU�DXWKHQWLFDWLRQ�QR�IHZHU�WKDQ�WKUHH�WLPHV�WR�DFFHVV�GDWD�FHQWHU
IORRUV��$OO�YLVLWRUV�DQG�FRQWUDFWRUV�DUH�UHTXLUHG�WR�SUHVHQW�LGHQWLILFDWLRQ�DQG�DUH�VLJQHG�LQ�DQG
FRQWLQXDOO\�HVFRUWHG�E\�DXWKRUL]HG�VWDII�

$PD]RQ�RQO\�SURYLGHV�GDWD�FHQWHU�DFFHVV�DQG�LQIRUPDWLRQ�WR�HPSOR\HHV�ZKR�KDYH�D�OHJLWLPDWH
EXVLQHVV�QHHG�IRU�VXFK�SULYLOHJHV��:KHQ�DQ�HPSOR\HH�QR�ORQJHU�KDV�D�EXVLQHVV�QHHG�IRU�WKHVH
SULYLOHJHV��KLV�RU�KHU�DFFHVV�LV�LPPHGLDWHO\�UHYRNHG��HYHQ�LI�WKH\�FRQWLQXH�WR�EH�DQ�HPSOR\HH�RI
$PD]RQ�RU�$PD]RQ�:HE�6HUYLFHV��$OO�SK\VLFDO�DQG�HOHFWURQLF�DFFHVV�WR�GDWD�FHQWHUV�E\�$PD]RQ
HPSOR\HHV�LV�ORJJHG�DQG�DXGLWHG�URXWLQHO\�

)RU�DGGLWLRQDO�LQIRUPDWLRQ�VHH� KWWSV���DZV�DPD]RQ�FRP�VHFXULW\�

1HWZRUN�6HFXULW\

)LUHZDOOV

)LUHZDOOV�DUH�XWLOL]HG�WR�UHVWULFW�DFFHVV�WR�V\VWHPV�IURP�H[WHUQDO�QHWZRUNV�DQG�EHWZHHQ�V\VWHPV
LQWHUQDOO\��%\�GHIDXOW�DOO�DFFHVV�LV�GHQLHG�DQG�RQO\�H[SOLFLWO\�DOORZHG�SRUWV�DQG�SURWRFROV�DUH�DOORZHG
EDVHG�RQ�EXVLQHVV�QHHG��(DFK�V\VWHP�LV�DVVLJQHG�WR�D�ILUHZDOO�VHFXULW\�JURXS�EDVHG�RQ�WKH
V\VWHP¶V�IXQFWLRQ��6HFXULW\�JURXSV�UHVWULFW�DFFHVV�WR�RQO\�WKH�SRUWV�DQG�SURWRFROV�UHTXLUHG�IRU�D
V\VWHP¶V�VSHFLILF�IXQFWLRQ�WR�PLWLJDWH�ULVN�

+RVW�EDVHG�ILUHZDOOV�UHVWULFW�FXVWRPHU�DSSOLFDWLRQV�IURP�HVWDEOLVKLQJ�ORFDOKRVW�FRQQHFWLRQV�RYHU�WKH
ORRSEDFN�QHWZRUN�LQWHUIDFH�WR�IXUWKHU�LVRODWH�FXVWRPHU�DSSOLFDWLRQV��+RVW�EDVHG�ILUHZDOOV�DOVR
SURYLGH�WKH�DELOLW\�WR�IXUWKHU�OLPLW�LQERXQG�DQG�RXWERXQG�FRQQHFWLRQV�DV�QHHGHG�

''R6�0LWLJDWLRQ

2XU�LQIUDVWUXFWXUH�SURYLGHV�''R6�PLWLJDWLRQ�WHFKQLTXHV�LQFOXGLQJ�7&3�6\Q�FRRNLHV�DQG�FRQQHFWLRQ
UDWH�OLPLWLQJ�LQ�DGGLWLRQ�WR�PDLQWDLQLQJ�PXOWLSOH�EDFNERQH�FRQQHFWLRQV�DQG�LQWHUQDO�EDQGZLGWK
FDSDFLW\�WKDW�H[FHHGV�WKH�,QWHUQHW�FDUULHU�VXSSOLHG�EDQGZLGWK��:H�ZRUN�FORVHO\�ZLWK�RXU�SURYLGHUV�WR
TXLFNO\�UHVSRQG�WR�HYHQWV�DQG�HQDEOH�DGYDQFHG�''R6�PLWLJDWLRQ�FRQWUROV�ZKHQ�QHHGHG�

6SRRILQJ�DQG�6QLIILQJ�3URWHFWLRQV

0DQDJHG�ILUHZDOOV�SUHYHQW�,3��0$&��DQG�$53�VSRRILQJ�RQ�WKH�QHWZRUN�DQG�EHWZHHQ�YLUWXDO�KRVWV�WR
HQVXUH�VSRRILQJ�LV�QRW�SRVVLEOH��3DFNHW�VQLIILQJ�LV�SUHYHQWHG�E\�LQIUDVWUXFWXUH�LQFOXGLQJ�WKH
K\SHUYLVRU�ZKLFK�ZLOO�QRW�GHOLYHU�WUDIILF�WR�DQ�LQWHUIDFH�ZKLFK�LW�LV�QRW�DGGUHVVHG�WR��+HURNX�XWLOL]HV
DSSOLFDWLRQ�LVRODWLRQ��RSHUDWLQJ�V\VWHP�UHVWULFWLRQV��DQG�HQFU\SWHG�FRQQHFWLRQV�WR�IXUWKHU�HQVXUH�ULVN
LV�PLWLJDWHG�DW�DOO�OHYHOV�

https://aws.amazon.com/security


3RUW�6FDQQLQJ

3RUW�VFDQQLQJ�LV�SURKLELWHG�DQG�HYHU\�UHSRUWHG�LQVWDQFH�LV�LQYHVWLJDWHG�E\�RXU�LQIUDVWUXFWXUH�SURYLGHU�
:KHQ�SRUW�VFDQV�DUH�GHWHFWHG��WKH\�DUH�VWRSSHG�DQG�DFFHVV�LV�EORFNHG�

7UDQVSRUW�/D\HU�6HFXULW\��66/�7/6�

:H�HQVXUH�GDWD�LV�HQFU\SWHG�LQ�WUDQVLW�E\�WUDQVPLWWLQJ�DOO�GDWD�YLD�7UDQVSRUW�/D\HU�6HFXULW\��7/6�
FU\SWRJUDSKLF�SURWRFRO�RYHU�D�+7736�FRQQHFWLRQ�XVLQJ�6HFXUH�6RFNHWV�/D\HU��66/���D
FU\SWRJUDSKLF�SURWRFRO�WKDW�LV�GHVLJQHG�WR�SURWHFW�DJDLQVW�HDYHVGURSSLQJ��WDPSHULQJ��DQG�PHVVDJH
IRUJHU\��7KLV�VWDQGDUG�LV�XVHG�LQ�DOO�UHJLRQV�DQG�GLVWULFWV�ZKLFK�DOORZ�LW�

'DWD�6HFXULW\

+HURNX�,VRODWLRQ

(DFK�DSSOLFDWLRQ�RQ�WKH�+HURNX�SODWIRUP��RI�ZKLFK�ZH�DUH�RQH��UXQV�ZLWKLQ�LWV�RZQ�LVRODWHG
HQYLURQPHQW�DQG�FDQQRW�LQWHUDFW�ZLWK�RWKHU�DSSOLFDWLRQV�RU�DUHDV�RI�WKH�V\VWHP��7KLV�UHVWULFWLYH
RSHUDWLQJ�HQYLURQPHQW�LV�GHVLJQHG�WR�SUHYHQW�VHFXULW\�DQG�VWDELOLW\�LVVXHV��7KHVH�VHOI�FRQWDLQHG
HQYLURQPHQWV�LVRODWH�SURFHVVHV��PHPRU\��DQG�WKH�ILOH�V\VWHP�XVLQJ�/;&�ZKLOH�KRVW�EDVHG�ILUHZDOOV
UHVWULFW�DSSOLFDWLRQV�IURP�HVWDEOLVKLQJ�ORFDO�QHWZRUN�FRQQHFWLRQV�

+HURNX�3RVWJUHV��RXU�GDWDEDVH�

0RVW�RI�RXU�GDWD�LV�VWRUHG�LQ�D�SRVWJUHV�GDWDEDVH�KRVWHG�E\�+HURNX��7KH�GDWDEDVH�UHTXLUHV�D�XQLTXH
XVHUQDPH�DQG�SDVVZRUG�WKDW�LV�RQO\�YDOLG�IRU�WKH�VSHFLILF�GDWDEDVH�DQG�LV�XQLTXH�WR�D�RXU
DSSOLFDWLRQ��2XU�FRQQHFWLRQV�WR�SRVWJUHV�GDWDEDVHV�UHTXLUH�66/�HQFU\SWLRQ�WR�HQVXUH�D�KLJK�OHYHO�RI
VHFXULW\�DQG�SULYDF\�

3D\PHQW�'DWD��3&,�&RPSOLDQFH�

:H�SDUWQHU�ZLWK�6WULSH��KWWS���VWULSH�FRP��WR�VDIHO\ VWRUH�DQG�XVH�SD\PHQW�GDWD��3D\PHQW�GDWD��FUHGLW
FDUG�LQIR��EDQN�DFFRXQW�LQIR��HWF��JRHV�GLUHFWO\�IURP�WKH�EURZVHU�WR�6WULSH¶V�VHUYHUV��7KH\�SURYLGH�WKH
UHTXLUHG�OHYHOV�RI�VHFXULW\�IRU�VWRULQJ�WKLV�VHQVLWLYH�LQIRUPDWLRQ�

(PDLO

:H�XVH�D�FRPELQDWLRQ�RI���VHUYLFH�SURYLGHUV�WR�VHQG�HPDLO�WR�RXU�XVHUV��$OO���DUH�LQGXVWU\�OHDGHUV
DQG�\RX�FDQ�UHDG�PRUH�DERXW�WKHLU�VHFXULW\�E\�IROORZLQJ�WKH�EHORZ�OLQNV�

:H�XVH�6HQG*ULG��KWWS���VHQGJULG�FRP��IRU�DOO�HPDLO WKDW�7UDQVSDUHQW�&ODVVURRP�VHQGV�QRW�PHDQW�WR
EH�UHFHLYHG�DV�D�WH[W��:H�XVH�0DLO&KLPS��KWWS���PDLOFKLPS�FRP� RQO\�IRU�QHZVOHWWHUV�WKDW�XVHUV�RSW
LQ�WR�UHFHLYH��:H�XVH�*RRJOH�0DLO��KWWS���JRRJOH�FRP� WR�VHQG�WH[WV�WR�RXU�XVHUV�YLD�HPDLO�

$PD]RQ�6�
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:H�VWRUH�SKRWRV�DQG�DWWDFKPHQWV�LQ�D�SULYDWH�EXFNHW�LQ�$PD]RQ¶V�6��VHUYLFH��:H�XVH�85,
2EIXVFDWLRQ�WR�EDODQFH�WKH�QHHG�WR�VHFXUH�WKHVH�ILOHV�ZLWK�WKH�QHHG�IRU�UHVSRQVLYHQHVV��5HDG�PRUH
DERXW�RXU�85,�REIXVFDWLRQ�VWUDWHJ\�KHUH��KWWSV���JLWKXE�FRP�WKRXJKWERW�SDSHUFOLS�SXOO������

6\VWHP�6HFXULW\

6\VWHP�&RQILJXUDWLRQ

6\VWHP�FRQILJXUDWLRQ�DQG�FRQVLVWHQF\�LV�PDLQWDLQHG�WKURXJK�VWDQGDUG��XS�WR�GDWH�LPDJHV�
FRQILJXUDWLRQ�PDQDJHPHQW�VRIWZDUH��DQG�E\�UHSODFLQJ�V\VWHPV�ZLWK�XSGDWHG�GHSOR\PHQWV��6\VWHPV
DUH�GHSOR\HG�XVLQJ�XS�WR�GDWH�LPDJHV�WKDW�DUH�XSGDWHG�ZLWK�FRQILJXUDWLRQ�FKDQJHV�DQG�VHFXULW\
XSGDWHV�EHIRUH�GHSOR\PHQW��2QFH�GHSOR\HG��H[LVWLQJ�V\VWHPV�DUH�GHFRPPLVVLRQHG�DQG�UHSODFHG
ZLWK�XS�WR�GDWH�V\VWHPV�

+HURNX�$SSOLFDWLRQ�,VRODWLRQ

$SSOLFDWLRQV�RQ�WKH�+HURNX�SODWIRUP��RI�ZKLFK�ZH�DUH�RQH��UXQ�ZLWKLQ�WKHLU�RZQ�LVRODWHG�HQYLURQPHQW
DQG�FDQQRW�LQWHUDFW�ZLWK�RWKHU�DSSOLFDWLRQV�RU�DUHDV�RI�WKH�V\VWHP�WR�SUHYHQW�VHFXULW\�DQG�VWDELOLW\
LVVXHV��7KHVH�VHOI�FRQWDLQHG�HQYLURQPHQWV�LVRODWH�SURFHVVHV��PHPRU\��DQG�WKH�ILOH�V\VWHP�ZKLOH
KRVW�EDVHG�ILUHZDOOV�UHVWULFW�DSSOLFDWLRQV�IURP�HVWDEOLVKLQJ�ORFDO�QHWZRUN�FRQQHFWLRQV�

6\VWHP�$XWKHQWLFDWLRQ

2SHUDWLQJ�V\VWHP�DFFHVV�LV�OLPLWHG�WR�+HURNX�VWDII�DQG�UHTXLUHV�XVHUQDPH�DQG�NH\�DXWKHQWLFDWLRQ�
2SHUDWLQJ�V\VWHPV�GR�QRW�DOORZ�SDVVZRUG�DXWKHQWLFDWLRQ�WR�SUHYHQW�SDVVZRUG�EUXWH�IRUFH�DWWDFNV�
WKHIW��DQG�VKDULQJ�

%DFNXSV

3RVWJUHV�'DWDEDVH

(YHU\�FKDQJH�WR�\RXU�GDWD�LV�ZULWWHQ�WR�ZULWH�DKHDG�ORJV��ZKLFK�DUH�VKLSSHG�WR�PXOWL�GDWDFHQWHU�
KLJK�GXUDELOLW\�VWRUDJH��,Q�WKH�XQOLNHO\�HYHQW�RI�XQUHFRYHUDEOH�KDUGZDUH�IDLOXUH��WKHVH�ORJV�FDQ�EH
DXWRPDWLFDOO\�µUHSOD\HG¶�WR�UHFRYHU�WKH�GDWDEDVH�WR�ZLWKLQ�VHFRQGV�RI�LWV�ODVW�NQRZQ�VWDWH�

+HURNX�3ODWIRUP

)URP�RXU�LQVWDQFH�LPDJHV�WR�RXU�GDWDEDVHV��HDFK�FRPSRQHQW�LV�EDFNHG�XS�WR�VHFXUH�
DFFHVV�FRQWUROOHG��DQG�UHGXQGDQW�VWRUDJH��7KH�KHURNX�SODWIRUP�DOORZV�IRU�UHFRYHULQJ�GDWDEDVHV�WR
ZLWKLQ�VHFRQGV�RI�WKH�ODVW�NQRZQ�VWDWH��UHVWRULQJ�V\VWHP�LQVWDQFHV�IURP�VWDQGDUG�WHPSODWHV��DQG
GHSOR\LQJ�FXVWRPHU�DSSOLFDWLRQV�DQG�GDWD��,Q�DGGLWLRQ�WR�VWDQGDUG�EDFNXS�SUDFWLFHV��+HURNX¶V
LQIUDVWUXFWXUH�LV�GHVLJQHG�WR�VFDOH�DQG�EH�IDXOW�WROHUDQW�E\�DXWRPDWLFDOO\�UHSODFLQJ�IDLOHG�LQVWDQFHV
DQG�UHGXFLQJ�WKH�OLNHOLKRRG�RI�QHHGLQJ�WR�UHVWRUH�IURP�EDFNXS�

https://github.com/thoughtbot/paperclip/pull/416


$FFHVV�WR�&XVWRPHU�'DWD
2QO\�PHPEHUV�RI�7UDQVSDUHQW�&ODVVURRP�VWDII�KDYH�DFFHVV�WR�FXVWRPHU�GDWD��:H�GR�QRW�DFFHVV�RU
LQWHUDFW�ZLWK�FXVWRPHU�GDWD�RU�DSSOLFDWLRQV�DV�SDUW�RI�QRUPDO�RSHUDWLRQV��:H�RQO\�GR�VR�ZKHQ�DFWLQJ
DV�DQ�DJHQW�RI�WKH�VFKRRO��L�H��LPSRUWLQJ�GDWD���RU�ZKHQ�SHUIRUPLQJ�FXVWRPHU�VXSSRUW�

6HFXULW\�%HVW�3UDFWLFHV

(QFU\SWLQJ�'DWD�LQ�7UDQVLW

:H�XVH�+7736�IRU�DSSOLFDWLRQV�DQG�66/�GDWDEDVH�FRQQHFWLRQV�WR�SURWHFW�DOO�GDWD�WUDQVPLWWHG�WR�DQG
IURP�DSSOLFDWLRQV�

(QFU\SWLQJ�'DWD�DW�5HVW

2XU�GDWDEDVH�LV�HQFU\SWHG�DW�UHVW�ZLWK�$(6������EORFN�OHYHO�VWRUDJH�HQFU\SWLRQ��.H\V�DUH�PDQDJHG
E\�$PD]RQ��DQG�LQGLYLGXDO�YROXPH�NH\V�DUH�VWDEOH�IRU�WKH�OLIHWLPH�RI�WKH�YROXPH�

,Q�DGGLWLRQ��ZH�HQFU\SW�SDVVZRUGV�EHIRUH�VWRULQJ�WKHP�LQ�RXU�GDWDEDVH��2XU�GDWD�HQFU\SWLRQ�LV
PXOWLOD\HU�LQGXVWU\�VWDQGDUG��$GGLWLRQDOO\��ZH�QHYHU�SXW�D�SDVVZRUG�LQ�DQ\�ORJV�DQG�FDQ¶W�DFFHVV�WKH
XQHQFU\SWHG�YHUVLRQ�RI�WKHP�


