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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E)

This Student Data Privacy Agreement ("DPA") is entered intoon the date of full execution (the "Effective
Date") and is entered into by and between:

Mesa Unified School District, located at 63 E Main St, Mesa Az, 85201 (the "Local Education
Agency" or "LEA") and Omega Labs Inc. dba Boom Learning

9805 NE 116th Street, Ste 7198, Kirkand, WA 98034 (the "Provider")

WHEREAS, the Provider is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable
student information and other regulated data exchanged between them as required by applicable
laws and regulations, such as the Family Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. §
1232g (34 CFR Part 99); the Children's Online Privacy Protection Act ("COPPA") at 15 U.S.C. §
6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing
their respective obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEAand Provider agree as follows:

1. A description of the Services to be provided, the categories of Student Data that may be provided
by LEA to Provider, and other information specific to this DPA are contained in the Standard
Clauses hereto.

2. Special Provisions. Check ifRequired
I I If checked, the Supplemental State Terms and attached hereto as Exhibit "G" are hereby

incorporated by reference into this DPA in their entirety.
kf| If checked, LEA and Provider agree to the additional terms ormodifications set forth in

Exhibit "H". (Optional)

\y\ If Checked, the Provider, has signed Exhibit "E" to the Standard Clauses, otherwise
known as General Offer of Privacy Terms

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions
will control. In the event there is conflict between the terms of the DPA and any other writing,
including, but not limited to the Service Agreement and Provider Terms of Service or Privacy
Policy the terms of this DPA shall control.

4. This DPA shall stay in effect for three (3) years. Exhibit "E" will expire three (3) years from the
date the original DPA was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit "A"
(the "Services").

6. Notices. All notices or other communication required or permitted to be given hereunder may be
given via e-mail transmission, or first-class mail, sent to the designated representatives below.
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with ExhibitE) )

The designated representative for the LEA for this DPA is:

Name: Nathan Myers Title: Educational Technology Director

Address: 549 N Stapley Drive, Mesa Az, 85203

Phone: 480-472-0012 Email: namyers@mpsaz.org

The designated representative for the Provider for this DPA

is: Name: Mary Oeming Title: CEO

Address: 9805 NE 116th Street. Ste 7198. Kirkland. WA 98034

Phone: 1-833-WOW-BOOM Email: legal@boomlearning.com

IN WITNESS WHEREOF. LEA and Provider execute this DPA as of the Effective Date.

LEA Mesa Unified SeftjajafDistricJ

By: ^ Z,^7. Date: ///#&£?<&?/
Title/Position: Educational Technology Director

,Omega Labs Inc dba Boom Learning.

By: Date: October 27. 2021

Printed Name: Marv Qemin9 Title/Position: CEO
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E)

STANDARD CLAUSES

Version 1.0

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect
Student Data including compliance with all applicable federal, state, and local privacy laws, rules,
and regulations, all as may be amended from time to time. In performing the Services, the Provider
shall be considered a School Official with a legitimate educational interest, and performing
services otherwise provided by the LEA. Provider shall be under the direct control and supervision
of the LEA, with respect to its use of Student Data

2. Student Data to Be Provided. In order to perform the Services described above, LEA shall
provide Student Data as identified in the Schedule of Data, attached hereto as Exhibit "B".

3. DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the event

of a conflict, definitions used in this DPA shall prevail over terms used in any other writing,
including, but not limited to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider further acknowledges and agrees that all copies of such Student Data transmitted
to the Provider, including any modifications or additions or any portion thereof from any source,
are subject to the provisions of this DPA in the same manner as the original Student Data. The
Parties agree that as between them, all rights, including all intellectual property rights in and to
Student Data contemplated per the Service Agreement, shall remain the exclusive property of the
LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under the
control and direction of the LEA as it pertains to the use of Student Data, notwithstanding the
above.

2. Parent Access. To the extent required by law the LEA shall establish reasonable procedures by
which a parent, legal guardian, or eligible student may review Education Records and/or Student
Data correct erroneous information, and procedures for the transfer of student-generated content
to a personal account, consistent with the functionality of services. Provider shall respond in a
reasonably timely manner (and no later than forty five (45) days from the date of the request or
pursuant to the time frame required under state law for an LEA to respond to a parent or student,
whichever is sooner) to the LEA's request for Student Data in a student's records held by the
Provider to view or correct as necessary. Inthe event that a parent of a student or other individual
contacts the Provider to review any of the Student Data accessed pursuant to the Services, the
Provider shall refer the parent or individual to the LEA, who will follow the necessary and proper
procedures regarding the requested information.
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3. Separate Account. If Student-Generated Content is stored or maintained by the Provider,
Provider shall, at the request of the LEA, transfer, or provide a mechanism for the LEAto transfer,
said Student-Generated Content to a separate account created by the student.

4. Law Enforcement Requests. Should law enforcement or other government entities ("Requesting
Party(ies)") contact Provider with a request for Student Data held by the Provider pursuant to the
Services, the Provider shall notify the LEAin advance of a compelled disclosure to the Requesting
Party, unless lawfully directed by the Requesting Party not to inform the LEAof the request.

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions for the Provider in order for the Provider to provide the Services pursuant to the
Service Agreement, whereby the Subprocessors agree to protect Student Data in a manner no
less stringent than the terms of this DPA.

ARTICLE III: DUTIES OF LEA

1. Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data for the
purposes of obtaining the Services in compliance with all applicable federal, state, and local
privacy laws, rules, and regulations, all as may be amended from time to time.

2. Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or
Student Data under FERPA (34 CFR § 99.31(a)(1)), LEA shall include a specification of criteria
for determining who constitutes a school official and what constitutes a legitimate educational
interest in its annual notification of rights.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure usemames,
passwords, and any other means of gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known
unauthorized access. LEA will assist Provider in any efforts by Provider to investigate and respond
to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws,
rules, and regulations pertaining to Student Data privacy and security, all as may be amended
from time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including
persistent unique identifiers, shall be used for no purpose other than the Services outlined in
Exhibit "A" or stated in the Service Agreement and/or otherwise authorized under the statutes
referred to herein this DPA.

3. Provider Employee Obligation. Provider shall require all of Provider's employees and agents
who have access to Student Data to comply with all applicable provisions of this DPA with respect
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