
Scottsdale Unified School District S48

OATA SECURITY AND CONFIDENTIATIW AGREEMENT

This DATA SECURITY AND CO

E-t41q
NFIDENTIALITY AG REEMENT ("Data Agreement") dated
by and between Scottsdale Unified School District f48 (the

"District') and

Provider").
Mt/ fil/6 ilfif/ , and its subconrractors and agents (the "service

RECITALS

B. Service Provider agrees to the provisions of this Data Agreement and to the
requirements of state and federal law with respect to the receipt, review, storage and
transmission of information received from the District.

This Data Agreement shall be in addition to any underlying agreement for goods andc

NOW THEREFORE, IHE PARTIES HEREBY AGREE AS FOTLOWS:

1., Covered Data and lnformation. All records , information, and data of the District to which
Service Provider has access are hereafter referred to as "CDl". CDI includes, but is not
limited to, all paper and electronic student education records, information and data

supplied by the 0istrict, as welras any such records, information and data provided bV

students of the District, all personally identifiab['recr-:rds, information and data concerning
studenE and employees ol the District, and all personally identifiable information and other
non-public information supplied, including but not limited to student data, employee data,

and user content.

2. l-imited Use of De-identified, asgregate or anonvmized CDl. CDI does not include
deidentified, aggregate or anonymized CDl. fhe District permits the Service Provider to use

de-identlfied, aggregate or anonymized CDI for the purpose of research and development to
improve the service offered by the Service Provider. Service Provider may not transfer any

de-identified, aggregate or anonymized CDI to a third party without the express written
consent of the District,

3. Compliance with a ll Aooiicable Laws. Service Provider agrees to comply with the
requirements oi fhe Family Educational Rights and Privacy Act (FERPA), the Pupil Protection

Rights Act (PPRA), and any other federaiand,/or state Iaw governrng the privacy of CDl. lf
Service Provider processes data outside of the United states, S€rvice Provider specifically

I

A, ln providing services to the Districl, Service Provider may have access to confidential
records, data and information concerning students and employees of the District.

services entered into between the parties.



agrees to be bound by A.R.S.5 18 551. and 552, as amended, A.R.S. S 15.241, FERpA, ppRA

and any other applicable Arizona or federdl law governing CDl.

4, Accgss to CDl. Service Provider hereby acknowledges that the Service provider has access
to CDI and that such shall be sub,iect to the terms and conditions of this Data Agreement.
Service Provider will only collect CDI as necessary to fulfill its duties as agreed to in any
underlying agreement for goods or services.

5. Use of CDl. Service Provider will use CDt only lor the purpose of fulfilling its duties and
providing services as agreed to in any underlying agreement for goods or services.

6. Data Minins. Service Provider is prohibited from mining CDI for any purposes other than as

agreed to in writing between the parties. Data mining or scanning of user content for the
purpose of advertising or marketing to anyone is prohiblted, Service Provider will not use

any CDI to advertise or market to anyone without express written permission of the District.

7. Conlidentialitv ot CD I. Service Provider agrees to hold CDI in strict confrdence. Service

Provider shall not use or disclose cDl received from or on behalf of the District except as
permitted or required by th is Data Agreement, as required by law, or as otherwise
authorized in writing by the District. Service Provider agrees that it will protect CDI it
receives from or on behalf of the District accordrng to commercially acceptable standards
and no less rigorously than it protects its own confidential information.

8. Data De-ldenlification. Service Provider may have permission via any underlying agreement
to provide goods or services to use de-identified CDI for purposes as identified in the
agreement. De-identified CDI will have all direct and indirect personal identifiers removed.

This includes, but is not limited to, name, identifi.ation numbers, date ol birth,
demographic information, location information and school identification numbers. Service

Provider agrees not to attempt to re-identify de-identified CDI and agrees not to transfer
de-identified CDI to any party without permission. Any receiving party shall agree in

writinB not to attempt re identiflcation and shall agree to be bound by the terms of this
Data Agreement.

9. Re orti t CDl. Service Provider may at times have reason to report CDI of District

students to third parties as provided by express written permission from the Distrjct or as

required by law. ln reportinE aggre8ated, de-identified data containing cDl, Servlce

Provider shall:

a, Not disclose data about cateSories ot 10 or fewer students;

b. Not report a total count of students;

c. Not report percentages of 0% or 100%; and

d. Report data in ranges rather than specific numbers'

2



10. Return or Destruction of CDl, Upon termination, cancellation, expiration or other
conclusion of the work or services provided to the District by Service Provider, Service

Providershall return all CDI to the District. lf the return of CDI is not feasible, Service
Provider shall destroy any and all CDI and represent in writing Io the District that it has

destroyed all CDI and no longer has any CDI ln its possession or control. Service Provider
shall ensure that all CDI it is possession or the possession of any subcontractors or agents is
destroyed or returned to the District when no longer needed for the specified purposes as
authorized by the District.

a. Protect and maintain the confidentialily of passwords used to access CDI;

b. Notify the District wllen Service Provlder's access to CDI is no longer necessary;

c. Notily the District within two days of discovery if passwords used to access CDI by
5ervice Provider, a subcontractor, or other third party are lost, stolen, or otherwise
obtained or potentially obtained by unauthorized users,

Service Provider rvili conduct periodic risk assessments and remediate any identified
security vulnerabilities in a timely manner.

12. ReportinR of Disclosure or Misuse of CDI Service Provider shall, within two days of
discovery, report to the District any and all use or disclosure of CDI not authorized by this
Data Agreement or authorized in writing by the District. Service Provider's report shall

identify:

a. The nature of the unauthorized use or disclosure;

b. The CDI used or disclosed;

c. The identity of the person or entity who made the unauthorized use or received the
unauthorized disclosurej

d. what service Provider has done or shall do to mitigate any deleterlous effect of the
unauthori2ed use or disclosure; and

e. What corrective action Service Provider has taken or shall take to prevent funher
similar unauthorized use or disclosure.
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11. Securitv of Electronic lnformation. Service Provider shall develop, implement, maintain and
use appropriate administrative, technical and physical security measures and technlcal
safeguards to preserve the confidentiality, integrity and avallability of all electronically
maintained or transmitted CDI received from or on behalf of the District or its students or
employees. Servrce Provider shall store and process CDI in accordance with industry best
practices to secure CDI from unauthorized access, disclosure and use. These security
measures and technical safeguards shall be extended by express written agreement to all

subcontractors and third parties used by Service Provider. Service Provider shall at a

minimum:



Service Provider shall provide such other information, including a written report, as

reasonably requested by the District. Service Provider shall have a plan for responding to a

breach of data security developed pursuant to best practices in the industry and shall share
that plan with the District upon request.

13. District Access. Any CDI held by Service Provider will be made available to the District upon
request.

14. Rishts to Intellectual Propertv, This Data Agreement does not give Service Provider any

ri8hts, implied or otherwise, to CDl, data, content or intellectual property except as

expresslv stated in any underlying agreement between the parties. This includes but is not
limited to the right to share, sell or trade CDl. The District acknowledges that this
agreement does not convey any intellectual property right ln any of Service Provider's

materials or content, including any revisions of derivative work or material. Service

Provider'owned materaals shall remainthe property of the Service Provider. Allrights,
including copyright, trade secrets, patent and intellectual property rights shall remain the
sole property of the 5ervice Provider.

15. lndemnitv. Service Provider shall defend and hold the District, its Board Members, officers,
agents and employees, harmless f rom all claims, liabilities, damages or judgmenls involving
a third party, including the District's costs and reasonable attorneys'fees, which arlse as a

result of Service Provider's failure to meet any of its obligations under this Data Agreement

Service Provider shall also comply wilh the breach notification requirements under
applicable law that arise frorn the result of Service Provider's failure to meet any of its
oblrgations under this Data Agreement.

16. Remedies. ll the District delermines in good faith that Service Provider has materially
breached any of its obligations under this Data Agreement, the District shall have the right
to require Service Provider to submit to a plan of monitoring and reportingi to provide

Service Provider with a fifteen (15) day period to cure the breachl or to terminate the work
or services of Service Provider lor the District immediately. Prior to exercising any of these

options. the District shall provide written notice to Service Provider describing the violation
and the action the District intends to take. The remedies described herein may be exercised
by the District in its sole discretion and are in addition to any remedies permitted by law or
pursuant to any other agreement between the parties.

17, Subcontractors. Service Provider shall require that any subcontractor or agent receiving CDI

is authorized by the District to receive CDI and that the subcontractor or agent expressly

agrees to be bound to the terms of this Data Agreement.
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18. Modificalions. Service Provider willnot modrfy or change how CDI is collected, used or

shared L.rnder the t€rms of this Data Agreement in any way without advance notice to and

consent from the District.



19. Arizona Law. This Data Agreement is made in the State of Arizona and shall be interpreted
by the laws of the State of Arizona. Any dispute arising out of or relating to this Data
Agreement shall be brought in the Maricopa County Superior Court or the United States
District Court, Distrlct of Arizona.

20, Cancellation. The District reserves all rights that it may have to cancel this Data Agreement
for possible conflicts of interest under A.R.S. I 38-511, as amended.

21. Arbitration, To the extent permitted by A.R.S. 5512-1518 and 12-133, the parties agree to
resolve any dispute arising out of this Agreement by arbitration.

22. Amendments. All references to provisions of statutes, codes and regulations include any
and all amendments thereto.

23. Miscellaneous. The provisions of this 0ata Agreement shall survive the termination,
cancellation or completion of all work, services, performance or obligations by Service

Provider to the District, This Data Agreement shall be binding upon the parties hereto, their
officers, employees and a8ents. Time is of the essence of this Data A8reement, Except as

expressly modified by the provisions of this Data Agreement, any underlylng agreement for
goods or services shall continue in full force and effect. ln the event any inconsistencies

exist between the terms of this Data Agreement and any underlyinB agreement, this Data

Agreement shall control.

lN WITNESS WHEREOF, the parties hereto have caused this Agreement to be duly executed bv

its authorized parties on its behalf.

Scottsdale Unified School Oistrict f48

By:

Date: Date: 8-rJ-tl

VENDOR NAME: ,4/r-
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SUSD Purchase Order General Terms and Conditions

A copy ofthe valid fingerprint clearance card shall be supplied to the District upon requesl.
An exception lo lhis requl.ement may be mado as authorizsd in coverning Board poiicy.

4 E-Verification - Byacceptingthis purchase order, vencloragreestocomplyand maintaincompliancB
with F lNA, ARS 41-4401 and 23-2'14 which requrres compliance offederal im m igration laws by Stato
6mploygrs, Stale conkactors and Stat6 sub-conkaclors in accordance with the E-Vorify Employee
Eligibilily Verif icalron Program.

Regis tered Ser Offender Restri(Iion
Pursuant to this order. th6 named vendor agrees by occeptance ofth s order that no employee of lhe
vondor or a subcontractor of the vendor, who has oeen adjudicatsd to be a regtstered sex otfehder, will
perform work on District premises or equrpment at any time wheh District students are, or are
r€asonably expected to b6, presont. The vendor further agrees by acceptance af this order that a
violetion ofthis condition shall b€ consid6red a malerial breach and may result in a cancellation of the
order at ih6 Dislricl's discrelion

6 Offer, A(ceptance and Modification - This purchaso order is an ofler by the Scottsdale Unified School
Dislrictlt4S (Buyedto Sellerto enter into rhe p!rch6se agreemenl herein described. Selle/s acceptance
shallbe indicaied by the prompl and current shipnrent, or promise to ship the goods dosoribed, or the
prompt and cLrrronl porformance, or promise lo perfc.m, the services or work described. Buyer reserves
the righl to revoke or modrfy thrs otfer None ol lhe torns and condltions contained in this purchaso
order may be added to, modified, supelsoded or otherwise altered except by written authorization of
the Purchasing Depadment Each shipmenl recaived by Buyerfrom Seller, oranywork done bySeller,
shall bs doemsd to be only upon the terms and condilions conlained in lhe as purchaso order, and
cannol be altered by any terms and condilions contained rn any acknowledgement, invorce or other form
of Seller, regardless cf any act by Blyer of acceplrng or paying for any shipment or similar act ol Buyer. lf
lh€ goods or sorvioes doscribeo in thls purchase order are the subiecl ol a contract awarded by lhe
Buy€r lhrough compelitive bldding, or are the subJect of a separato conlract for services enlered into by
an aulhorized represcntative of the Districl then sirch conlracls, togelher wlth this purchase order, torm
the contact, and they are as fully a part otthe contracl as rf hereto altached or repeated.

7. lnvoaces and Statements - SellershalliUrnish rnvoices toBuy€rasspecifiedonthefac6ofthlspurchaso
order, or as directed in writing by Buyer. Each purchase order must bo separately invoiced. Seller shall
include on each invoice the number of this pL[chase ordarand the locatlon ofthe destination facility.
Sellershallalso furnish upon requesl separate montlrly statomonls to Buyarcovering invoices payableto
Buyer.

B. Sales,UseandFederalExciseTaxes-DrslftctlsexeirplfrornFederal Excise Taxes. A Llse lax will be
pard by tne District directly to the Slale. Locaisales laxes will be paid and collected by the Sollerfuendor.

1- Ve n dor acknowledges any breach oIthe T€rms and Conditions sha ll be d6emed a materialbreach
sublect to penallies up to and rnclLldrng l€rnrlnation of contract.

2 Eusiness Operations Byaccepting thispurchase orde', v(,ndorcertifresthatin accordance wlth ARS
Sections 35-391 et seq. and 35-393 et. seq.,lhe vendor hereby certiries that the vendor do6s not havo
scrutrnized business operations in Sudan norscrutinlzed buslness operations in lran,

3 Fingerprinting Requirements -

A contractor, subcontractor or vendor or any crnployee ofa contractor, s!bcontractor or vendor, who is
contracled to supply services on a regular basis (al least five (5) trm€s during a month)shallat its own
6xp6nse, obtajn a valid fingerprint clear€nce card in accordance wjth A.R.S 41-1758.



9, Cancellation - Buyer reserves the right to cancelallor any portion oflho purchase order ifSellerdoes
not make deliveri6s as specified, tim€ being ofessencc in this contract, or if Sellor breaches any ofthe
ternrs thereof including, witho\rt limitation the warranties of Seller-

10, D€llverySchedules lf specific quantities or deliverydates are notshown on the faceolthis order,
doliveries ar€ to be made both in quantities and at times specitied in schedules furnished by Buyer.
Buyer may from timo to time change delivery sch6du es or direct temporary susp€nsion of scheduled
shipments or suspension of work or sarvices wilhout this lmplying any moditication ofths price or other
terms and conclitions of lhis purchase order

11. Excusable Delays - Neilher B!yer or Seilershallbe liable fora lailure to perform thatariEesf.om causos
or evenls beyond reasonable conlrol and wrthout its laults, or negligence, including labor disputes ofany
kind. ln thc evenl ofad delay in performance, Buyer, at rts optio., may accept delayed dslivery of goods
or delayed provisron ofservrces or work or cancelthis ordgrwithout obligationto Seller.

12. Packing Marking and Shipping - No additionalcharges of any kino, including charges forpacking.
marking, routing, shipplng, or otl]er extras will be allowed unless specifically agreed to in writing in
advance by Buyer. lf Buyer agrees to pay shipping charges, vendor wrll prepay freighl charges and
includ€ on the invoice. Seller shall pack, mark and ship qoods in suitable and durablo conlainers in

accordance with tho requirements of Buyer and the requiremenls ol th6 carrier. Seller shell mako
shipmenls utillzing the most oconomrcalmeans. Seller shallreimburse Buyerfor alloxpenses incurred
by Buyer as a resull of i.nproper packing. rnarking or rouling or shipping based upon written notice of
such expenses.

13. lnspection, Acceptance and Title. Allgoods shallbe r€ceived subject 1o Buye/s.r9hl of inspeclion and
reiection Detectjve gooc,s or goods nol rn accordance wlh Buyefs specif)cations will be hBld for Sellels
instruction at Seller's risk and if Seller so drrecls. will be returned al Selleas expense. lf inspection
discloses that allor any part of the goods recerved are not in accordance with Buyer's spacifications,
Buyer shall have the right to cancelany unshipped porlion ol the order. Paymenl lor goods on this order
paior to inspeclio sirall not cons{ilute acc6ptance lhereof, and rs without prejudice to any and all claims
that BLyer may nave aqainsl Se ler

14. Warranly and lndemnity - Seller waraants lhat tho good6 delivered to Euyer or work or services
pcrformed lor Buyer pursuant to this purchase order will conform 1o Buyer's spec ications and
instructions and wili be free of defects in materials and workmanship. Notwithstandrng Euyer's
inspection as provided For in Section 10, Seller shall indemnify, defend and hold Buyer harmless from
any danrages to property or personal rnJUries resulling Irom or reasonably attributablc to any defect ln
goods or services provided by Seller hereunder

I5. Proprietary R ig h t s . Seller, at its expense, willdefend every clarm that may be brought againsl Euyer for
Eny alleged inrringements of Seller of any presenl or future patsnt, trademark. copyright, industrial
design right or other proprietary right based in any manner on the purchase or use of the goods or
services hereof. Seller will indemnify and hold Buyer harmless from all oxpenses and damages that
Buyer may sustain by reason of such claims. Alltechoical in{ormation disclosed by Seller to Buysr in
connection wjth these goods orservices is disclosed on a nonconlidential basis. Seller agrees that any
informalion received during any furtherance of Seller's obligations in accordance with this purchase

order, whicl'l concems lh6 personal, frnanciai, orother affairs ofthe Scottsdale Unified School Dlstrict
#48 will be trealed by Scller in fullconFidence and will nol bs rev€aled to other persons, firms or
organi2ati()ns

16, GoverrmentalRegulations Selle. agrees to com ply with all federal, state and local laws, rules,
regulations, executive orders and ordinances which may beapplicable to Seller in performance olits
obligatons under this purchase order.



l7 lnterpretation of Contract - This contraot shall be construed according to the laws ot lhe Stalo of
Arizona.

18. Cancellalion - This contract is subjoct to cancellation purruani to ARS 38-511.

!9 Transportation - Unless olherwise specified. iftransponatiof charges apply, they must be propald and
6ddedto rnvoice No C.O.D. shipments acccpted.

20, Materials Safety Data Sheets - MSDS must accompany rhe deiivery of materials defined under hazard
communioations laws.

21. Packing List - Packing list must be enclosed wlth each shipmenl referencing the P.O. numb6r ofeach
package. The P.O. number musl appear on all correspondenco

22. Reassignment -This order may not bo reassigned ortransferred wilhout written permission ofthe
Purchasing Departmenl

23. Right to ln5pect - Vendor further acknowledges that th6 School Dislncl retains the legalnght lo inspect
the papers of any contraclor or subconlraclor employee who works on th6 contracl toensure
compliaDce by the contractor or subconlractor.

24. Agreements - All agreements such as a Conkact, Memorandufi ol Understanding, cily of scotlsdale
Use Permrt are subject to legal review and only Governing Board authorized agents have lhs authorlty to

execut€ agreements. ln addition, Arizona Stale Iaw specitically requites all lntorgovernmental
Agreements ("lGA's') to be revrewed by 169al couosel (A.R.S. 11-952(D)).

25. Ancillary Aq re€ments

The Scottsctalc School Dlslrict approved Purchase Orders will seNc in Icu of addilional agreements that
requrre a srgnalure kom a $chcol drskrcl oficial Some exceptions apply depending on the levelol


