
DATA SECURIW AND CONFIDENTIATITY AGREEMENT

This DATA SECURITY AND CONFIDENTIALITY AGREEMENT ("Data Agreement") dated

Auqust 13th , 2019 by and between Scottsdale Unifled School District f48 (the

"District') and Playworks , and its subcontractors and agents (the "Service

Provider").

RECITALS

B. Service Provider agrees to the provisions of this Data Agreement and to the
requirements of state and federal law with respect to the receipt, review, storage and

transmission of information received from the District.

C. This Data Agreement shall be in addition to any underlying agreement for goods and

services entered into between the parties.

NOW THEREFORE, THE PARTIES HEREBY AGREE A5 FOLIOWS:

1. Covered Data and lnformation. All records, information, and data of the District to which
Service Provider has access are hereafte,r referred to as "CDl". CDI includes, but is not
limited to, all paper and electronic studEnt education records, information and data

supplied by the District, as well as any such records, information and data provided by

students of the District, all personalli identifiable records, information and data concerning
students and employees of the District, and all personally identifiable information and other
non-public information supplied, including but not limited to student data, employee data,

and user content.

2. Limited Use of De-identified, aqsresate or anonvmized CDl. CDI does not include
deidentified, aggregate or anonymized CDl. The District permits the Service Provider to use

de-identified, aggregate or anonymized CDI for the purpose of research and development to
improve the service offered by the Service Provider. Service Provider may not transfer any
de-identified, aggregate or anonymized CDI to a third pa rty without the express written
consent of the District.

3. Compliance with all Applicable Laws. Service Provider agrees to comply with the
requirements of The Family Educational Rights and Prlvacy Act (FERPA), the Pupil Protection
Rights Act (PPRA), and any other federal and/or state law governing the privacy of CDl. lf
Service Provider processes data outside of the United States, Service Provider specifically

1

Scottsdale Unified School Distrlct $48

A. ln providing services to the District, Service Provider may have access to confidential
records, data and information concerning students and employees of the District.



agrees to be bound by A.R.S. 5 18-551. and -552, as amended, A.R.S. 5 15-241, FERPA, PPRA

and any other applicable Arizona or federal law governing CDl.

4. Access to CDl. Service Provider here by acknowledges that the service Provider has access

to CDI and that such shall be subject to the terms and conditions of this Data Agreement.

Service Provider will only collect cDl as necessary to fulfill its duties as agreed to in any

underlying agreement for goods or services.

5. UseofCDl. Service Providerwilluse CDI onlyforthe purpose of fulfilling its dutiesand
providing services as agreed to in any underlying agreement for goods or services.

5. Data Minins. Service Provider is prohibited from mining CDI for any purposes other than as

agreed to in writing between the parties. Data mining or scanning of user content forthe
purpose of advertising or marketing to anyone is prohibited. Service Provider will not use

any CDI to advertise or market to anyone without express written permission of the District.

7. Confidentialitv of CDl. Service Provider agrees to hold CDI in strict confidence. Service

Provider shall not use or disclose CDI received from or on behalf of the District except as

permitted or required by this Data Agreement, as required by law, or as otherwise
authorized in writing by the District. Service Provider agrees that it will protect CDI it
receives from oron behalfofthe District accordingto commercially acceptable standards
and no less rigorously than it protects its own confidential information.

8. Data De-ldentification. Service Provider may have permission via any underlying agreement
to provide goods or services to use de-identified CDI for purposes as identified in the
agreement. De-identified CDI will have all direct and indirect personal identifiers removed.
This includes, but is not limited to, name, identification numbers, date of birth,
demographic information, location information and school identification numbers, Service
Provider agrees not to attempt to re-identify de-identified CDI and agrees not to transfer
de-identified CDI to any pa rty without permission. Any receiving partyshall agree in

writing not to attempt re-identification and shall agree to be bound by the terms of this
Data Agreement. _ 

,.
ReDortins tudent CDI . Service Provider may at times have reason to report CDI of District
students to third parties as provided by express written permission from the District or as

required by law. ln reporting aggregated, de-identified data containing CDl, Service
Provider shall:

a. Not disclose data about categories of 1,0 or fewer students;

b. Not report a total count of students;

c. Not report percentages of 0% or 100%; and

d, Report data in ranges rather than specific numbers.
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10. Return or Destruction of CDI' Upon termination, cancellation, expiration or other

conclusion of the work or services provided to the District by service Provider, service

provider shall return all cDl to the District. lf the return of cDl is not feasible, service

Provider shall destroy any and all cDl and represent in writing to the District that it has

destroyed all cDl and no longer has any cDl in its possession or control. service Provider

shall ensure that all CDI it is possession or the possession of any subcontractors or agents is

destroyed or returned to the District when no longer needed for the specified purposes as

authorized by the District.

1.1. Securitv of ic lnformation. Service Provider shall develop, implement, maintain and

use appropriate administrative, technical and physical security measures and technical

safeguards to preserve the confidentlality, integrity and availability of all electronically

maintained or transmitted CDI received from or on behalf of the District or its students or
employees. Service Provider shall store and process CDI in accordance with industry best
practices to secure CDI from unauthorized access, disclosure and use. These security
measures and technical safeguards shall be extended by express written agreement to all

subcontractors and third parties used by Service Provider. Service Provider shall at a

minimum:

a. Protect and maintain the confidentiality of passwords used to access CDI;

b. Notify the District when Service Provide/s access to CDI is no longer necessary;

c. Notify the District within two days of discovery if passwords used to access CDI by

Service Provider, a subcontractor, or other third party are lost, stolen, or otherwise
obtained or potentially obtained by unauthorized users.

Service Provider will conduct periodic risk assessments and remediate any identified
security vulnerabilities in a timely manner.

12. Reoortins of Disclosure or Misuse of CDl. Service Provider shall, within two days of
discovery, report to the District any and all use or disclosure of CDI not authorized by this
Data Agreement or authorized in writing by the District. Service Provide/s report shall

identify:

a. The nature of the unauthorized use or disclosure;

b, The CDI used or disclosed;

c. The identity of the person or entity who made the una uthorized use or received the
unauthorized disclosure;

d. What Service Provider has done or shall do to mitigate any deleterious effect of the
unauthorized use or disclosure;iand

e. What corrective action Service Provider hastaken orshall taketo prevent further
similar unauthorized use or disclosure.
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Service Provider shall provide such other information, including a written report, as

reasonably requested by the District. service Provider shall have a plan for responding to a

breach of data security developed pursuant to best practices in the industry and shall share

that plan with the District upon request.

13. District Access. Any CDI held by Service Provider will be made available to the District upon

request.

14. Riqhts to lntellectual Propertv. This Data Agreement does not give Service Provider any

rights, implied or otherwise, to CDl, data, content or intellectual property except as

expressly stated in any underlying agre€ment between the parties. This includes but is not
limited to the right to share, sell or tradg CDl. The District acknowledges that this
agreement does not convey any intellectual property right in any of Service Provider's
materials or content, including any revisions of derivative work or material. Service

Provider-owned materials shall remain the property ofthe Service Provider. All rights,
including copyright, trade secrets, patent and Intellectual property rights shall remain the
sole property of the Service Provider.

15. lndemnitv, Service Provider shall defend and hold the District, its Board Members, officers,
agents and employees, harmless from all claims, liabilities, damages or judgments involving
a third party, including the District's costs and reasonable attorneys'fees, which arise as a

result of Service Provide/s failure to meet any of its obligations under thls Data Agreement.
Service Provider shall also comply with the breach notification requirements under
applicable law that arise from the result of Service Provider's failure to meet any of its
obligations under this Data Agreement.

16. Remedies. lf the District determines in good faith that Service Provider has materially
breached any of its obligations under this Data Agreement, the District shall have the right
to require Service Provider to submit to a plan of monitoring and reporting; to provide
Service Provider with a fifteen (15) day period to cure the breach; or to terminate the work
or services of Service Provider for the District immediately. Prior to exercising any of these
options, the District shall provide written notice to Service Provider describing the violation
and the action the District intends to take. The remedies described herein may be exercised
by the District in its sole discretion and are in addition to any remedies permitted by law or
pursuant to any other agreement between the parties.

17. Subcontractors. Service Provider shall require that any subcontractor or agent receiving CDI

is authorized by the District to receive CDI and that the subcontractor or agent expressly
agrees to be bound to the terms of this Data Agreement.

18. Modifications. Service Provider will not modify or change how CDI is collected, used or
shared under the terms of this Data Agreement in any way without advance notice to and

consent from the District.
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19. Arizona Law. This Data Agreement is made in the State of Arizona and shall be interpreted
by the laws of the State of Arizona. Anydispute arising out of orrelatingto this Data

Agreement shall be brought in the Maricopa County Superior Court or the United States

District Court, District of Arizona.

20. Cancellation. The District reserves all rights that it may have to cancel this Data Agreement

for possible conflicts of interest under A.R.S. 5 38-511, as amended.

21. Arbitration. To the extent permitted by A.R.s. 5$12-1518 and 12-133, the parties agree to
resolve any dispute arising out of this Agreement by arbitration,

22. Amendments. All references to provisions of statutes, codes and regulations include any

and all amendments thereto.

23. Miscellaneous. The provisions of this Data Agreement shall survive the termination,
cancellation or completion of all work, services, performance or obligations by Service
Provider to the District. This Data Agreement shall be binding upon the parties hereto, their
officers, employees and agents. Time is of the essence of this Data Agreement. Except as

expressly modified by the provisions of this Data Agreement, any underlying agreement for
goods or services shall continue in full force and effect. ln the event any inconsistencies
exist between the terms of this Data Agreement and any underlying agreement, this Data
Agreement shall control.

V\{,-y-k-
By By

tle:

Date:

1ia1". Partnerships Director

Date: 8t13t19
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lN WITNESS WHEREOF, the parties hereto have caused this Agreement to be duly executed by
its authorized parties on its behalf.

Scottsdale unified school District $48 vENDoR 
'uorr. 

Playworks
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SUSD Purchase Order General Terms and Conditions

. Vendor acknowledgesany breachoftheTermsandConditionsshallbedeemed a mate albr€ach
subject to penalties upto and including terminataon ol contract.

2. BusinessOperations- By accepting lhis putbhase order, vendor c6rtifiesthatin accordance wilhARS
Sections 35-39'l et s6q. and 35-393 et. seq., the vendor h6reby certifes that the vendor does not have
scrutinized business operations in Sudan nor scrulinized buslness operations in lran.

Fingerprinting Requirements .

Aconlractor, subcontractororvendor or any employee ofa contractor, subcontractor orvendor, who ls
contractad to supply services on a regular basis (at leastfivo (5) times during a month) shallat its own
expense, obtain a valid fingerprint clearance card in accordance with A.R.S.41-1758,

A copy ofthevalid tingerprint clearance card shallbe supplied lo th6 District upon request.
An exceptiontothis requirement may be made as authorized in Governing Board policy.

4 E-Verification - Byacceptingthispurchase order,vendoragreesto complyandmaintaincompliance
with FINA, ARS41-4401 and 23-214which requires compliaoce oftederalimmlgration Iaws by State
employers, Stalecontractors and Slate sub-contractors in accordance with the E-V6rify Employee
Eligibility Verlfication Program.

5. Registered Sex Offender Restriction -
Pursuantto lhis order, the named vendoragrees by acceptance ofthis ordBr that no €mployeo ofthe
vondoror a subcontractor ofthe vandor, who has been adjudicated to be a registered sex otrender, will
perform work on District premises or equlpm€nt at any time when Distict studenis ars, o[ are
reasonably expected to be, present. The vendor further agrees by acceptance of this order that a
violation ofthis condition shallbe considerod a material breach and may result in a cancellation o{ the
order at the District's discretion.

6. Offer, Acceptance and Modification - This purchase order is an offer by the Scottsdale Unified School
District#48 (Buyer)to Sellerto enterinto the purchase agreement herein describ€d, Selleds acceptance
shall be lndicated bythe promptand cqffent shipmenl, or promise to ship, the goods described, orthe
prompt and curreot p€rformance, orpromise to perform, the services orwork described. Buyer reserves
the rjght to revoke or modlfy this offer. None of the terms and conditions contained in this purchas€
order may be added to, modified, superseded or otherwise aitered excepi by written authorization ol
the Purchasing Department, Each shipmsnt rec€ived by Buyerfrom Seller, oranywork done by Sell6r,
shall be deemed to bo only upon the terms and conditions contained inlho ls purchase order, and
cannot be alterod by any terms and conditions contained ln any acknowledgement, invoice or other form
of Seller, r€gardle6s ofany act by Buyer ofacceptlng or paying for any shipment or similar acl o, Buyer. lf
lhs goods or services described in this purchase order are the subjecl of a conlract awarded by the
Buyer through comp€tltive bidding, or are the subject of a saparate contract lor services entered into by
an authorized representative of the District, then such contracts, together with lhis purchase order, form
the contract, and they are as lully a part ofthe contract as if hereto attached or ropeated.

7. lnvoices and Stateme nts - Sellershallfumish invoices to Buyeras speciliedonthe face ofthis purchase
order, oras directed inwriting by Buyer. Each purchase ord€rmust b6 separately invoiced. Seller shall
lnclude on each invoicethe numbsrofthis purchase order and the location ofthe destination facility.
Ssllershallalso furnish upon requestseparate monthly statements to Buy€rcovsrlng invoices payableto
Buyer.

B, Sales, Use and Federal Excise Taxes - Disqct is exempt from FederalExcise TaxBs. A Usetaxwillbe
pald by the District directly lo the State. Locals'ales taxes will be paid and collected bythe SqllerNendor.
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9 Cancellation - Buy6r reserves the right to cancel allor any portion ofthe purchase orderlfSellerdoes
notmake deliveries as specified, time being of essence in lhis contract, or if Seller breaches any otthe
terms thereof including, without limitation the warranties of Seller.

l0 Dellvery Sched ules - lfspeciflc quantities ordelivery dates a16 not shown on the face ofthis order,
deliveries ere to be made both in quantities and at times specilied in schedules fumished by Buyer.
Buyor may from tlme to timo change delivery schedules ordirecttemporary suspension ofscheduled
shipments or suspension ot work or services without this implying any modification of the price orother
terms and conditions ofthis purchase order.

11. Excusable Delays - Neither BuyerorSellershallbe liable forafailureto perform thataris€sfromcauses
orevents bsyond reasonable control and without itsfaults, or negligence, including labordispules ofany
kind. ln the eventofad delay in performance, Buyer, at its option, may accept delayod deliveryof goods

or delayed provision ofservices or work or cancelthis order without obligation to Seller.

12. Packlng Marking and Shipping -Noadditionalcharg€s olany kind, includingchargesforpacking,
marking, routing, shipping, or other e{ras will be allowed unless specilically agreed to in writing in

advance by Buy€r. ll Buyer agrees to pay shipping charges, vendor will propay freight charges and
lnclude on the invoice. Sellershall pack, mark and ship goods in suitable and durable conlainers in
accordance with the requirements of Buyer and the requirements of the carrier. Sellgr shall make
shipmgnts utilizing the mgst economical means. Sellershallreimburse Buyerforallexpensss incurred
by Buyer as a result of improper packing, marking or routing or shlpplng based upon written notice of
such expenses.

13. lnspection, Acceptance and Title - Allgoods shallbe rec€ivsd sublect to Buys/s right ofinspection and
reiection. Det€ctlve goods ot goods not in accordance with Buyefs specifications will be held lor Selle/s
instruction at Seller's risk and if Seller so direcb, will be returned at Selle/s expense. lf inspection
discloses that all or any parl of th6 goods received are not in accordanc€ with Buye/s specifications,
Buyor shall have the right to cancel any unshipped portion of th6 order. Paym€nt for goods on this order
prior to inspectjon shall not constitute acceptance thereof, and is without prejudice to any and all claims
that Buyer may have againsl Seller.

14. Warranty and I ndemnity - Sellerwarrants thatthe goods deliveredto Buyer orwork or serylces
peformed for Buyer pursuant to this purchase order will conform to Buye/s spscifcations and
instructions and wilt be froo of defects in materials and workmanship, Notwithstanding Buyer's
inspection as provided forin Section 10, Sellershall indemnify, defend and hold Buyer harmless from
any damages to property or personal injuries resulting from or reasonably atbibutab16 to any defect in
goods or services provided by Seller hereunder.

15. ProprietaryRights- Seller, atitsexpense, willdefend everyclaimthatmaybebroughtagainstBuyerfor
any alleg6d infrlngements o{ Seller of any prosent or future patent, trademark, copyright, industrial
design right or other proprietary right based in any manner on the purchasg or use of the goods or
services hereof, Seller will indemnify and hold Buyer harmless fom all expenses and damages that
Buyer may sustain by reason ofsuch claims. Alltechnical information disclosed by Sellerto Buyerin
conneclion with these goods orservices is disclosed on a nonaronfidential basis. Selleragre€sthatany
information received during any furtherance of Seller's obligations in accordance with this purchase
order, which concems the personal, tnancial, orotheraffairs ofthe Scottsdale Unified SchoolDistrict
#48 wlllbe $eated by Sellorin full confldence and will rot be revealed to other persons, frms or
organizations.

16. Governmental Regulations - Selleragreestocomplywith allfederal, stateand locallaws, rules,
regulations, executive ordersand ordinances which may be applicableto Seller in performance ofits
obligations unde. this purchase order.



17. lnt€rpretatlon of CoDtract - This contract shallbe construed according to the laws ot the State of
Arizona.

18. Cancellation - This contract is subject lo cancellation pursuant to ARS 38-51 1

19' Transportation - Unless otherwiso specified, iftransportation charg€s apply, they must be prepaid and
addedto involce, No C.O.D, shipments acc€pted.

20, Materials Safety Data Sheets - MsDS must accompany the dellvery ol materials deiined under hazard
@mmunlcalions laws-

21. Packing List - Packing list must be enclosed with each shipment referencing the P.O. number ofeach
packagB. The P.O. number musl appear on sll conespondenco.

22. Reasslgnment -Thlsordormaynot be reasslgned orlransferred withoutvt ritt€n permission ofthe
Purchasing Departmgnt

23 Right to lnspect - Vendor further acknowledges that the School District retains the legal right to inspect
the papors of any contractor or subcontractor employe€ who works on the contract to ensure
compliance by th€ contractor or subcontractor.

24. Agreements -All agr€ements such as a Contract, Memorandum of Understanding, Clty of Scottsdale
Use Permit ar6 sublect to legal review and only Govomlng Board aulhorlzed agenb have the authority to
ox€cute agreemenls. ln addition, Arizona Stiate law specmcally requires all lntergovernmental
Agreements ('lGA's") to be reviewed by lagal counsel (A.R.S. 11-952(D).

25. Anclllary Agreements

The Scottsdale School District approved Purchase Orders will serve in lieu of additional agreemsnls that
requlr€ a signaturs trom a school district otlicial. Some exceptons apply depending on the level of
complexity of the procurement


