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[Jonnsburg CUSD #12], located at [ #22WetCuensies. ] (the “Local Education Agency” or “LEA") and
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other regulated data exchanged between them as required by applicable Iz;ws and regulations, such as the Family
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fimited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall contral.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was gigned.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the
“Services”).

6. MNotices. All notices or other communication required or permitted to be given hereunder may be given
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LEA: Johnsburg CUSD #1232

By: Date: 5/21/2021

uoNdneg, Jt T o m e
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STANDARD CLAUSES
Version 1.0

ARTICLE I: PURPOSE AND SCOPE

i S T
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all as may be amended from time to time. In performing these services, the Provider shall be c:rrnsidered
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Student Data

Student Data as ideﬁ?iﬁed in the Sthedule: of Data, attached hereto as Exhi . Wt
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to the Service Agreement, Terms of Service, Privacy Policies etc.
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Agreement is and will continue to be the property of and under the control of the LEA. The Provider
further acknowledges and agrees that all copies of such Student Data transmitted to the Provider,
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Service Agreement, shall remain the exclusive property of the LEA. For the purposes of FERPA, the

the use of Student Data, notwithstanding the above.
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erroneous information, and procedures for the transfer of student-generated content to a personal

manner (and no later than forty five (45) days from the date of the request or pursuant to the time frame
required under state law for an LEA to respond to a parent or student, whichever is sooner) to the LEA's

Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who

B T B i I i e e T LT
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at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student-
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fthe _Pn_'_wi_der shall notify the LEA in advance of a compelled disclosure to the liequesﬂng Party, unresé
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for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement,
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of this DPA.
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regulations, all as may be amended from time to time.
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constitutes a school official and what constitutes a legitimate educational interest in its annual
notification of rights.
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any other means of gaining access to the services and hosted Student Data.
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LEA will assist Provider in any efforts by Provider to investigate and respond to any unauthorized access.
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Service Agreement and/or otherwise authorized under the statutes referred to herein this DPA.

access to Student Data to Eﬁ;‘iplv with all applica.ble provisions of this DPA with resper.t_to the Student
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Service Agreement.
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permitted by the LEA or th:s DPA ‘F1'us pmhlbltlan agamst disclosure shall not apply to aggregate
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or other legal process, or to subprocessors performing services nn behalf nf the meder pursuant to this
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(1) assisting the LEA or other governmental agencies in conducting research and other studie_s; and (2)
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student learning. Prmuder S use uf De-ldentified Data shall survive te rmlnatlon thhIS DPA or any request
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and (b) prior written notice has been given to the LEA who has pmw‘déd prior writte:n consent for sucl;
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Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism
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Upon termination of this DPA, if no written request from the LEA is received, Frw[de.r shall ﬂiSp-tJISE c-:f all
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pursuant to section Il 3. The LEA may employ a “Directive for Dispésition of Data-" form, a copy of which
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or group, for any purpose other than providing the Service to LEA. This section ﬂues n.ot prahihilt-vaider
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employees; or (iii) to notify account holders about new education product updates, features, or services
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ARTICLE V: DATA PROVISIONS
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uUnen request of the LEA, Provider will provide a list of the locations where Student Data is stored.
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from the LEA with at least ten (10) business days’ notice and upon the execution of an appropriate
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services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or fedéral
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agency with oversight authority or jurisdiction in connection with any audit or investigation of the Provider
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of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA.
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to protect Student Data frErm unauthorized access, disi:lu-sure, acquisition, :Iestri.lctinn, usé, or
modification. The Provider shall adhere to any applicable law relating to data security. The provider shall
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Framework must be detailed in an attachment to Exhibit “H”. Additionally, Provider may choose to
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information of an empl;:::féé who LEA may contact if there are any data security concerns or questions.

compromises the security, confidentiality or integrity of the Student Data maintained by the Provider the
Provider shall provide notification to LEA within seventy-two (72) hours of confirmation of the incident,

-

R . aw__ . i _ sk _ F__fH__a N fdaea sk

follow the following process:
" information to the extent known by the Provider and as it becomes available:

- - - - . o - - - aw o

ji. Alist of the types of personal information that we;re or are reasonably believed to have
been the subject of a breach.

Pt oan avf . _a . 4 H_a_ _Fal _ L ___ _L S L TN R R .

within which the breach occurred. The notification shall also include the date of the
notice.

iv. Whether the notification was delayed as a result of a law enforcement investigation, if
that information is possible to determine at the time the notice is provided; and

at the time the notice is provided.
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and procedures for notification and hitigati::—ﬁ of any such data breach.

[ L P
L

best practices and is consistent with industry standards and federal and state law for responding
to a data breach, breach of security, privacy incident or unauthorized acquisition or use of Student
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(4) LEA shall provide notice and facts surrounding the breach to the affected students, parents or
guardians.

(5) In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate with

MRIILLE VI QENEKAL UFrER UF | EHIVI>

The form is limited by the terms and conditions described therein.

A

Termination. In the event that either Party seeks to terminate this DPA, they may do so by mutual written
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Effect. of Termination Survival. If the Service Agreement is terminated, the Provider shall destroy aif of
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shall apply and take precedence. In the event of a conflict between Exhibit H, the_SDPE Standard Clauses,
and/or the Supplemental State Terms, Exhibit H will control, followed by the Supplemental State Terms.
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in effect,

e e g e m e R WRR mR WM RN NEWER LW W CWEANE 1 WAE wmE e

agreements, oral or written, by the Parties -relating theréto. This DPA may be amended and the
observance of any provision of this DPA may be waived (either generally or in any particular instance and
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any further exercise thereof or the exercise of any other right, power, or privitege.
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the remaining provisions of this DPA, and any such prthbition or unenforceability ir:. any jurisdiction shall

TUTTTT OTUUTIIT TIEARATS WSS ORI AL MY W JW I LT INATFLYWILT LTI LT

- . -l
. C e mim e m mm emm e m s amema O R AR R AR BEE

il Srelaelfakle e ol la a2k Bl o e — &l = & = = - - - - - s =

nrFiedirtinn ha en narrsaibs deacen i lacelldadiom dle o cmmeafafo e waa. B8 L PN e e

the validity or enforceability of such provision in any other jurisdiction.
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ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW
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RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.
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dignoses gf its husipegs to a successor during the term of this DPA, the Provider shall p;nvide written
notice to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such
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to terminate the DPA if it disapproves of the successor to whom the Provider is selling, merging, or
otherwise disposing of its business.
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confidentiality and destruction of Student Data and any portion thereof contained therein, all related or

and/or any portion thereof.
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as often as may be deemed expedient.
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EXHIBIT “A”
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fitness plan.
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EXHIBIT “B"
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EXHIBIT “C”
DEFINITIONS

R ORI TS S FETIETT I Ia LUV, NELUTUS JEI U induon dre consiagerea o oe pe-identimied Wheﬂ a”
personally identifiable information has been removed or obscured, such that the remaining information does not
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TSI MRS L TR LS G SLUUEIL 3 IUSTILILY 13 VUL e Uy IUENUnanie, Taking INto account reasonable
available information.

FAuratinnal Dararde: Ediiratinnal Dasnedes nen onasode £0oc da oo o - P— - &
student and maintained by the school or local education agency, or by a person acting for such school or local

cm—gm e trr mram mammmmmrrwow

cumulative folder, such as general identifying data, records of attendance and of academic work completed,
records of achievement, and results of evaluative tests, health data, disciplinary status, test protocols and

Metadata: means information that provides meaning and context to other data being collected; including, but not
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Operator: means the operator of an internet website, online service, online application, or mobile application with

- Bo mmm e s e e emmmp memmm mmmy w wam
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agreement with an LEA to provide a service to that LEA shall be considered an "operator” for the puwes of this
SEChinm.

Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider.

[T - " aw - . : —

including _t_:laud—l:_:-as_ed services, for the digital storage, management, and retrieval of Student Data. Within the DPA
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Student Generated Content: The term “Student-Generated Content” means materials or content created by a
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content.
. . R e
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employees; (2) Is under the direct control of the agency or institution with respect to the use and maintenance of
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Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its users,
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records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal
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Data shall constitute Education Records for the purposes of this DPA, and for the p;urb;:-ses of federal, state, and
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General Offer of Privacy Terms.

is based on Student Data or inferred over time from the usage of the operator's Internet web site, online service
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a student on an Internet web site based on the content of the web page or in response to a student's response or
request for information or feedback.

Third Party: The term “Third Party” means a provider of digital educational software or services, including cloud-
based services, for the digital storage, management, and retrieval of Education Records and/or Student Data, as
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EXHIBIT "D"

Provider to dispose of data obtained by Provider pursuant to the terms of the Service Agreement between

L ———

1. Extent of Disposition

M < T TTOSITOS w proms mawmnn v e s Sl W0 MR LA R WG W OIS TL DU L WISIUWY W e UL e

[ ]
Disposition is Complete. Disposition extends to all categories of data.

2. Mg n f Di iti
i:fl Disposition shall be by destruction or deletion of data.
| e ] - = b g e

Sem e meemes e s AT mAE AR RETES RS R R R Gy wfE ke St

follows:
[ ]

Lo T L R | o CEEY

Data shall be disposed of by the following date:
[“] As soon as commercially practicable.

1 eyl ]

4. Signature

O N E U [ e R G W e W e wavc

Authorized Representative of Company Date
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EXHIBIT “E”

e WFIIEE WA DI INES
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unigue needs of the Subscribing LEA. The Provider may withdraw the Ger;eral Offer in the event of: (1) a

"y __._E__‘_E_H_ o .: B ,..L..__I,.-.—-—-—-.-'-.:‘ g - u--.------‘ le'«':-ﬁ\- -un_-lu- -n-l.'-ﬂ-.-h--l AN P LR e e (DR B
Subscribing LEAs should ' sér‘ng_! the signed - Exhiblt. --.- ;I-E;
ry
A = ]

2. Subscribing LEA

a ~ Lo _ . fiir_ _amax " = a - - a a.m —

the General Offer of Privacy Terms. The Suhscribiﬂg LEA and the varder‘shall tr;erefo;e be bound lw the .s:an.'re

and Plaﬂo.rrn_.ﬂ_th_léﬁé:é“ T T

**PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER
Subscribing LEA:

Y. ~ .

Printed Name: Titla/Pncitinn-

EfLI/ ricT R R A R A

Telenhone Numhear:

[ S ]
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EXHIBIT “F”

Adequate Cybersecurity Frameworks
2/24/2020
Tha CAurcatiam Cameitn and Pebhima: Foakoooe (0P o o BV ool # . e el ua —t 2 ——

Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can

ar - " g g —— W s mwwmrewy

Frameworks”) that may be utilized by Provider .

i 1 | Office of the Under Secretary of Defense for | Cybersecurity Maturity Model Certification

' I P mramar wmrwm me AR SR AN ERENEE | R RS P SR [ I LerTaaIEn Ny W RN LE g

Cybersecurity Frameworks

| L= | Technology | - - |
| — | National Institute of*Standards and :l WNiST'SP 800-53, Cybersecurity Framework for |
| I ey I ﬁ‘:":'ﬂ’_"‘"‘"“'f '?rl"."'-"'-'“.l-llllll‘ﬂ\.l\dhl.ulh '\.n,'l.d'l...l..ll..'.-“lll" I
1l - f o e . s R A SR
|| | (150 27000 series) |
{ II i l Secure Controls Framework Council, LLC | Security Controls Framework (SCF) |
j | i Center for Internet Security | CI5 Critical Security Controls (CSC, CIS Top 20) I

|
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EXHIBIT "G" - Supplemental SDPC (Student Data Privacy

—_———

T_his __Enhihlt_G, Supplemental SDPC State Terms for lllinois ("Supplemental State Terms"), effective

— - =eer mmwws o oEmmmEg o O RS OAWEEA | WFE FY | WP LER L] WELYW ST

" Johnsburg CUSD #12

fhlmem "l amml Pudsois =il [ TR |

policies applicable to the DPA) as follows: s T T

E e alla e e cedfil, B P PR . W N -
Provider shall comply with all lllinois laws and regulations pertaining to student data privacy, ::onﬁdent'iality,
AMS Rk N ma e Sl S Rl Sl Al ilis:  eaatadinl
Online Personal Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5 ILCS 179/, and
TTTTTITITAs ot mmmm— e wmm o w E R R R RS RARORAT ) R PR § VTS TV | el W J WP DR S,

2. Definition of "Student Data." In addition to the definition set forth in Exhibit C, Student Data

- o Soemiesm g sesssmse e tarmmy W DT ED W OLETALAEE ] PRAGSE ORI

PRI, SRS SR N PR | | |/ [ I —— T - = " (T - " P s - = a = = - & =

defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school student records” as that term is defined in
Section 2 of ISSRA (105 ILCS 10/2(d)) (c) “records” as that term is defined under Section 110/2 of the

L L

- T TTTT T worcresms e apm S EE 0 WAL TR W P WA Ty | IR W WS R RO IO DTS,
. B meeeeiegg tem e esgememsae mr e e meA R 3y RRAE
Frriddae o ceblae ac = ccb ool —BSE_I_ 0 .08 0. .mar “ - at W s . - = - . e

service or function for which the LEA would otherwise use its own employees; ié under thé direct control of

= meee sre—sscamseammsrwar s S SEmITAIIET mEEmuam) GETEuE SRS SRR EL] WS ARTREWCE IR Sl WFRENY VAEE AN
SR T NN R ——— A= r e -

me mfRllats sadilhant dha acmesos ccelifee o aaeofo oL _F Mo - 0 A o

disclosure is otherwise permitted under SOPPA, ISSRA, FERPA, and MHDDCA. Provider will not sell or

' o - mmen gy smees massms mmessmsew e S R TR RITTEESIE WRIEANY | WAEE MR

Al o M. fala . S8 . .1 —_ [ - Exl " . = - wn " - aa - == - [,

chall radirast thea Aathear ek o fanl tha daba dicasils fenee bhe | TA la blae occnmd bas Plas: dades fa o e e la

B e i T R T L e e e T P LTI T P S T

aaridl A Anrme s af dha anoel cedas s ssdlalsm e scisle Hla cla oo iaa

- (Y [T T | B . 0 o oa —— . v asom . - -

recaipt as evidenced by the date of transmission indicated on the transmission matenai, if b*_.r'émaii; t:llr ft;ll..lr

A T§ mmmg m mermms sesmmssengy sm ey trww e mitERn) s e prsmimes

- T oRmEEEE S RAEIEEE W f RO TR W ITMIIE IR WAL RS 0T e N PR SRR ST N TS
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i Dhadant Piabas andlar abhallasss he scsssisas: sslaiissceas so cssmadleb. of Ml ode ek PRale —cimecom =i La

Sections 5and 7 of ISSRA (105I1LCS 10/5;105ILCS 10/7) and Section 33 of SOPPA (105ILCS 85/33). The

[ & = e mm mme m—— e e e e m——— s s gEemSESEAEAETESTTET TR LW T W TTERAT Frrrwer
P e Al e o ar . - i e - . - - s
e lmbme Hames E hiisimnass daces frame hea date sl e cnmiinnk lo bbb e oo Ak = camsamh o sk e e Piea ddaa

Rl B R e o i e L L e e T T Y L o P P T T T =TT
cg e g e e g m e g g % —— ————
7 Farrartinne tn Factual lnarroraniae In tha avant that tha | EA datarminas that tha Dreavidar i

o - e s s s ] % 6w e o e n G Ry e R e

 TEMGRE RS [ u o o " e s aa - - = wa -

mads KA latar Hhan ON Aslandar dsvees afbare rasaiuine e madias af e Bask sl inmsasi s bha Mescdida e abkall

B T i ki S

8. Security Standards. The Provider shall implement and maintain commercially reasonable

e e
or integrity of the Student Data (a "Security Breach"). For purposes of the DPA and this Exhibit G,

as the Student Data is used solely for purposes permitted by SOPPA and other applicable law, and so

- I L T e T

(4] Sannirihe Braash Matiflaatlan |n additian ba tha infarmatian annmmaratad im Arbiala W Candiae 404%

=y mrrw = 2 mawrrEE A wrEmmmEE] WEI) WOWEEIIN] BRI TIEANIIWEEmIAIS O TSmO e AW 5 N RIS, S RS 0ST EmSRA 8 s amm

include:

- e trma wa amrw wamamarrEI SrrIra AT W OAEAEAIIE M RS TT O FESE WIS R EES WD GE R rEmm ) e w wwm

contact to inquire about the breach.

- - -
FMeacsak ihal la adddhiidabhliac o b MMaacJdadaas iha Mo ddac abhall calasbhiianas aad ladaccalf: dha | FA foaac caawc: == al

all costs and expenses that the LEA incurs in investigating and remediating the Security Breach, without

- W e e e T - - - - - . -
@ wr sm moa . . 'l [ E
(=] [
] 0 ] [ [T 0 T ' i
- r
IR E———— A | A A T R e R T A hila casas s ssamssl lad h alflaciia asmc: lasa aal

the student's credit or financial security;

2. Lagal fees, audit costs, fines, and any other fees or damages imposed against the LEA
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as a result of the security breach; and

i o YSSPRES B | PO o FErl

lilinsis State Board of Education or under other State or federal laws.

the Student Data it has received pursuant to the DPA continues to be needed for the purpose(s) of the
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-
mbmll ammeds ik - Emesl] smcimis = D el mmd Miske cslblsls A csle sl s s o=
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violate State andfor federal records laws. In the event such deletion would not violate State or federal

e mm e mmm m —— tm et e mem wm h p o w mmmmmne m o P rammars wrsmms wwssepery s=vwe
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-
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f— e mm————— ——meegE —T — = = omm s e mmmram mm m m s = = omp mtm mmm—= % mrsmmrn e mmatmEa mar smm mR m s — m =g we omrre

VRS R RARSRALSE DR RN LA AR PR DS TLALGAE R PLALD WP RPRAAIEE Dl WA AR IR R M LA WP e Ml W LT LA Y, LR
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g e e e

may be disclosed. This list shall, at a minimum, be updated and provided to the LEA by the beginning of
each fiscal year (July 1) and at the beginning of each calendar year (January 1).

14. DPA Term.

T TR | YRRy TR S - (LR O Sy T Y TR ¥ T A | SR —— ypny i | -8

B T e e L e L L LTI I S WL [T Ry )

in effect as between Pm?iJer and L'EA 1) for so long :as the Services are being
provided to the LEA or 2) until the DPA is terminated pursuant to Section 15 of this Exhibit

date the original DPA was signed.”

e e = mmee mm g g g e = e e e

b. General Offer DPA. The following shall be inserted as a new second sentence in
Paragraph 1 of Exhibit E: *“The provisions of the original DPA offered by Provider and

e A e e p e s e mn oy e [ mmmmmr mm me e e e am e m e wmmen o e ama = - ——

- - R e - PR ' ai -

Subscribing LEA, or 2) until the DPA is terminated pursuant to Section 15 of this Exhibit G,
whichever comes first."
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15. Termination. Paragraph 1 of Article VI shall be deleted, and the following shall be inserted in lieu

Smmmsememmme— e m—row o mETERy ESEmmp e aenr meF FESMALASNST TWOELRASEE

mmmmmml o nn s o ma A o ™S P A

this DPA upon a material breach of this DPA by the other party. Upon termination of the DPA, the
Service Agreement shall terminate.’

E - T iy _ T | . -l . M. Fa

and disclosure of Student Data, including, but not limited to, publishing a terms of sérvine..
agreement, privacy policy, or similar document.

Provider from the LEA in order for the LEA to access the Provider's products and/or services is

B m e mmeemmm e me scrrmma e AR SRR RESELIEL R

b Mam LF AP mab o ol e iae e B __F_ L A

18. Student and Parent Access. Access by students or parents/guardians to the Provider's programs

- - - o

e mames s smamb kis bk s a e A F .t m_ . - Lt - " N = & - a

restrictions or a lessening of any of the confidentiality or privacy requirements contained in this
DPA.

19. Data Storage. Provider shall store all Student Data shared under the DPA within the United States.

am FAiFIA mmbiaf . bl e e e sl e e T PP A Lo S .- o _a o

provided to the school by the Provider and a listing of the categories or types of covered information
to be provided to the Provider, respectively.
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EXHIBIT “H”

Version
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