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This Student Data Privacy Agreement {"DPA") is entered into on the date of full execution {the "Effective Date") 

and is entered into by and between: 

[Granite City cuso 9], located at [ ] {the "Local Education Agency" or "LEA") and 

           [  GenerationGenius ], located at [ ] (the "Provider"). 

WHEREAS, the Provider is providing educational or digital services to LEA. 

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 

other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 

Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g (34 CFR Part 99); the Children's Online Privacy 

Protection Act ("COPPA") at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations 

and 

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 

obligations and duties in order to comply with applicable laws and regulations. 

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA

to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions. Check if Required

IV I it checked, the Supplemental State Terms and attached hereto as Exhibit "G" are hereby

incorporated by reference into this DPA in their entirety. 

D If checked, LEA and Provider agree to the additional terms or modifications set forth in Exhibit 

"H". (Optional) 

D If Checked, the Provider, has signed Exhibit "E" to the Standard Clauses, otherwise known as 

General Offer of Privacy Terms 

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.

In the event there is conflict between the terms of the DPA and any other writing, including, but not

limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA

shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA

was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit "A" (the

"Services").

6. Notices. All notices or other communication required or permitted to be given hereunder may be given

via e-mail transmission, or first-class mail, sent to the designated representatives below.
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The designated representative for the LEA for this DPA is: 

Name: Brad Smith---Title: -Technology Director---------- 

Address: 3200 Maryville Rd Granite City IL 62040-----------

Phone:6184515800____ Email: _brad.smith@gcsd9.net_________ _ 

The designated representative for the Provider for this DPA is: 

Name: Title: ------------------- ------------

Address: --------------------------------

Phone: Email: ------------- -----------------

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date. 

LEA: Granite City CUSD 9 

By: __Bradley Smith______ Date: ____2/14/2023____ _ Printed 

Name:  BradleySmith___________ Title/Position: ___Tecnology Director_ _ 

Provider: GenerationGenius

By: ______________________ Date: ________ _ 

Printed Name: Title/Position: --------------- ----------
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14622 Ventura Blvd. #2026, Sherman Oaks, CA 91403

Andrea Bogardus

866-936-5564 support@generationgenius.com

Head of Operations

Head of Operations

1/20/2023

Andrea Bogardus
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Online subscription to educational videos and lessons. Schools use
one shared login. There are no student accounts.
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Andrea Bogardus

1/20/2023

Head of Operations

Generation Genius, Inc.

Generation Genius, Inc.

1/20/2023

support@generationgenius.com
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EXHIBIT "G" - Supplemental SDPC (Student Data Privacy 
Consortium) State Terms for Illinois 

Version IL-NDPAv1 .0a (Revised March 15, 2021) 

This Exhibit G, Supplemental SDPC State Terms for Illinois ("Supplemental State Terms"), effective 
simultaneously with the attached Student Data Privacy Agreement ("DPA") by and between 

Granite City CUSD 9 
(the "Local Education Agency" or 

"LEA") and GenerationGenius (the "Provider"), is 
incorporated in the attached DPA and amends the DPA (and all supplemental terms and conditions and 
policies applicable to the DPA) as follows: 

1. Compliance with Illinois Privacy Laws. In performing its obligations under the Agreement, the

Provider shall comply with all Illinois laws and regulations pertaining to student data privacy, confidentiality, 

and maintenance, including but not limited to the Illinois School Student Records Act ("ISSRA"), 105 ILCS 

10/, Mental Health and Developmental Disabilities Confidentiality Act ("MHDDCA"), 740 ILCS 110/, Student 

Online Personal Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5 ILCS 179/, and 

Personal Information Protection Act ("PIPA"), 815 ILCS 530/, and Local Records Act {"LRA"), 50 ILCS 205/. 

2. Definition of "Student Data." In addition to the definition set forth in Exhibit C, Student Data

includes any and all information concerning a student by which a student may be individually identified 

under applicable Illinois law and regulations, including but not limited to (a) "covered information," as 

defined in Section 5 of SOPPA (105 ILCS 85/5), {b) "school student records" as that term is defined in 

Section 2 of ISSRA (105 ILCS 10/2(d)) (c) "records" as that term is defined under Section 110/2 of the 

MHDDCA (740 ILCS 110/2), and {d) "personal information" as defined in Section 530/5 of PIPA. 

3. School Official Designation. Pursuant to Article I, Paragraph 1 of the DPA Standard Clauses,

and in accordance with FERPA, ISSRA and SOPPA, in performing its obligations under the DPA, the 

Provider is acting as a school official with legitimate educational interest; is performing an institutional 

service or function for which the LEA would otherwise use its own employees; is under the direct control of 

the LEA with respect to the use and maintenance of Student Data; and is using Student Data only for an 

authorized purpose and in furtherance of such legitimate educational interest. 

4. Limitations on Re-Disclosure. The Provider shall not re-disclose Student Data to any other party

or affiliate without the express written permission of the LEA or pursuant to court order, unless such 

disclosure is otherwise permitted under SOPPA, ISSRA, FERPA, and MHDDCA. Provider will not sell or 

rent Student Data. In the event another party, including law enforcement or a government entity, contacts 

the Provider with a request or subpoena for Student Data in the possession of the Provider, the Provider 

shall redirect the other party to seek the data directly from the LEA. In the event the Provider is compelled 

to produce Student Data to another party in compliance with a court order, Provider shall notify the LEA at 

least five (5) school days in advance of the court ordered disclosure and, upon request, provide the LEA 

with a copy of the court order requiring such disclosure. 

5. Notices. Any notice delivered pursuant to the DPA shall be deemed effective, as applicable, upon

receipt as evidenced by the date of transmission indicated on the transmission material, if by e-mail; or four 

(4) days after mailing, if by first-class mail, postage prepaid.

6. Parent Right to Access and Challenge Student Data. The LEA shall establish reasonable

procedures pursuant to which a parent, as that term is defined in 105 ILCS 10/2(g), may inspect and/or 
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