
Scottsdale Unifled School District lr48

DAIA SECURIW AND CONFIDENTIAUTY AGREEMENT

This DATA SECURmY AND CONFIDENIAU'rYAGREEMENT ("Data Agreemenf) dated
uat 2626 by and between Scottsdale UnifiedSchool District #48 (the

"District') and Stoneware, lnc.
(the'Service Provider/').

and its submnractors and agents

RECITATS

A. ln providing services to the District, Service Providermay have access to confidential
records, data and information conceming studentsand employees ofthe District.

B. Service Provideragrees to the provisions of this Data Agreementand to the
requirements of state and federal law with respect to the receipt, review, storage and
transmission of information received from the District.

C. This Data Agreement shallbe in addition to any underlying agreement forgoods and
services entered into betweenthe parties.

NOW THEREFORE, THE PARNES HEREEY A6REE AS FOTTOWS:

1. Covered Data and lnformation. Allrecords, information,and data of the Districttowhich
Service Providerhas access are hereafter referred to as "CDf'. CDI includes,butis not
limitedto, all paperand electronic student education records, information and data
supplied bythe District, as wellas any such records, information and data provided by
students of the District, all personally identifiable records, information and data concerning
students and employees ofthe District, and all personally identifiable information and other
non-public information supplied, includirB but not limited to student data, employee data,
and user content-

2. Limited Use of De-identified, aggresate or anonvmized CDl. CDI doesnotinclude
deidentified, aggregate or anonymized CDl. The District permitsthe Service Providerto use

de-identified, aggregate or anonymized cDl for the purpose of research and development b
improve the service offered bythe Service Provider. Service Provider may not transfer any
de-identified aggregate or anonymized CDI to a third party withoutthe express written
consent of the District.

3. Compliancewith aLl4policable Laws. Service Provider agrees to complywith the applicable
requirements ofThe Family Educational Rights and Privacy Act (tERPA), the Pupil Protection
Rights Act (PPRA), and any other applicable federal and/or state lawgoverning the privacy

of CDl. lf Service Provider processes data outsideofthe UnitedStates, Service Provider
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specifically agrees to be bound by A.R.S. 5 18-55L and -552, as amended, A.R.S. S 15-241,
FERPA, PPRA and any other applicable Arizona or federal lawgoverning CDt.

4. Access to CDl. Service Provider hereby acknowledges that the Service Provider has access
to CDI and that sudr shallbe subjectto theterms and conditions of this Data Agreement. By
entering into this Data Agreementand enablingthe softwarc integration with Clever, lne
("Clevef), the District acknowledges and agrees that Clever may send CDt to Service
Provider. Service Providerwillonly process CDI as necessaryto fulfill its duties as agreed to
i n any underlyingagreementfor goods or services.

5. Use ofCDl. Service Providerwill useCDl onlyfor the purpose of fulfillingits duties and
providing services as agreed to in any underlying agreement forgoods or services.

5. Data Minins. Service Provideris prohibited from mining CDI for any purposes other than as

agreed to in writing between the parties. Data mining or scanning of user content for the
purpose ofadvertisingor marketingto anyone is prohibited. Service Providerwill not use

any cDl to advertise or market to anyone without express written permission ofthe District.

7. ConfidentialiU of CDl. Service Provider agrees to hold CDI in strict confidence. Service

Providershallnot use or disclose CDI received fromor on behalfof the District exceptas
permitted or required by this Data Agreement, as required by law, or as otherwise
authorized in writingby the District. S€rvice Provideragrees that it will protect CDI it
receives from or on behalf of the District according to commercially acceptable standards
and no less rigorouslythan it protects its own confidential information.

8. Data De-ldentification. Service Provider may have permission via any underlying agreement

to provide goods or services to use de-identified cDl for purposes as identified in the
agreement. De-identified CDlwill have all direct and indirect personal identifiers removed.
This indudes, butis not limitedtq name, identification numberc, date of birth,
demographic information, location information and school identification numbers. Service

Provideragrees not to attempt to re-identify de-identified CDI and agrees not to transfer
de-identified CDlto any party without permission. Any receiving party shall agree in
writingnot to attempt re-identification and shall agree to be bound by the terms of this
Data Agreement.

9. ReDorting Student CDl. Service Provider may at times have reason to report CDI of District

studentsto third parties as provided by expresswritten permission from the District or as

required by law. ln reporting aggregated, de-identified data containing cDl, service
Providershall:

a. Not disclose data about categoriesof 10 or fewerstudents;

b, Not report a total count of students;
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c. Not report percentages of 096 or ]:ffio; and

d, Report data inranges ratherthan specific numbers.

10. Retum or Destruction of CDl. Upon termination, cancellation, expiration or other
conclusion of the work or services providedto the District by Service provider, Service
Providershall return all CDI to the Dlstrict. lf the retum of CDt is not feasible, Service
Providershall destroy anyand all CDI and represent in writing to the Districtthat it has
destroyed all CDI and no longer has any CDI in its possession or control. Service provider

shall ensure that all CDI in Service Provide/s possession or the possession ofany
subcontractoE or agents engaged directly by Service Provider is destroyed or retumed to
the District when no longer neededforthe specified purposes as authorized by the District.

11. Securiwof Electronic lnformation. Service Providershalldevelop, implement, maintainand
use appropriate administrative, technical and physical security measures and technical
safeguards to preserve the confidentiality, integrity and availability of all electronically
maintained ortransmined CDI received from or on behalfof the District or its students or
employees. Service Providershall store and process CDI in accordance with industry-
standard practices to secure CDI from unauthorized access, disclosure and use. These
security measures and technical safeguards shall be extended by express written agreement
to all subcontGctors and third parties used by Service Provider. Service Providershall at a
minimum:

a. Protect and maintain the confidentiality of passwords usedto access CDI;

b. Notifythe District whenservice Provide/saccess to cDl isno longernecessary;

c. Notifythe District withintwo days of discovery if passwords usedto access CDI by

Service Provider. a subcontractor, or other third party are lost, stolen, or otherwise
obtained or potentially obtained by unauthorized users.

Service Providerwill conduct periodic risk assessments and remediate any identified
security vulnerabilities in a timely manner.

12. ReDortins of Discl osure or Misuse ofCDl. Service Providershall , withintwo days of
discovery reportto the District any and alluse or disclosure of CDI not authorized by this
Data Agreementor authorized in writing by the District. Service Provider's report shall

identify:

a. The nature ofthe unauthorized use or disclosure;

b. The CDI used ordisclosed;

c The identityofthe person orentitywho made the unauthorized useor receivedthe

unauthorized disclosure (whe re possi ble);
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d. what service Provider has done or shalldo to mitigate any deleterious effectofthe

unauthorized use or disclosure; and

e. What corrective action Service Provider has taken or shall taketo preventfurther

similar unauthorized use or disclosure.

Service Providershall provide sudt other information, includinga written repolt as

reasonably requested by the District. Service Providershall have a plan for respondingto a

breactr of data security developed pursuantto best practices in the industry and shall share

that plan with the District upon request.

13. District Access. Any CDI held by Service Providerwill be made available to the District upon

req uest.

14. Rights to lntellectual Property. This Data Agreement does not give Service Providerany
rights, implied orotherwise, to CDl, data, content or intellectual prope rty exce pt as

expressly stated in any undedying agreement between the parties. This includes but is not
limited to the right to share, sell or trade CDl. The District acknowledges that this
agreement does not convey any intellectual property right in any of Service Provide/s
materialsor contenL includingany revisions of derivative work or material. Service

Provider-owned materials shall remain the property ofthe Service Provider. All rights,
including copyright, trade secrets, patent and intellectual prcperty rights shall remain the
sole property of the Service Provider.

15. lndemnitv. Service Provider shall defend and holdthe Distri ct, its Board Members, officers,
agents and employees, harmlessfrom all third-party daims, liabilitieg damages or
judgments, indudingthe District's reasonable costs and reasonable outside attomeys'fees
(collectively, "Claims"), which arise as a resultof Service Provider/s material breach of its
obligations underthis Data Agreement (but exduding Claims arisingfrom the acts or
omissions of Clever). Service Providershall also comply with the breach notification
requirements underapplicable law that arise from the resultof Service P rovide/s material
breach of its data security obligations underthis Data Agreement. lN NO EVENT SHALL

SERVICE PROVIDER OR ITS SUPPLIERS/VENDORS BE UABI.I FOR ANY DAMAGES

WHATSOEVER (INCLUDING, WITHOUT UMITATION, INCIDENTAL CONSEQUENTIAT OR

SPECIAL DAMAGES, LOSS OF PROFITS, BUSINESS INTERRUPTION, LOSS OF INFORTVIATION,

OR INFRINGEMENT OF ANY PARTTS INTELI.ICTUAL PROPERTY RIGIfTS) ARISING OUT OF THE

USE OF OR INABIUTYTO USE THE SERVICE PROVIDER'S SOFTWARE, EVEN IF SERVICE

PROVIDER HAS BEEN ADVISED OF THE POSSIBIUTY OF STJCH DAIVIAGES. THE TOTAL

POSSIBT"E DAMAGES AGAINSTSERVICE PROVIDERTHATCAN BE AWARDED ARE UMITED TO

THE PURCHASE PRICE OF THE SERVICE PROVIDER'S SOFTWARE.

15. Remedies. lfthe District determines ingood faiththat Service Providerhas materially
breached any of its obligations underthis Data Agreement, the District shall have the right
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to requireService Providerto submitto a plan of monitoringand reportin$ to provide
Service Providerwith a fifteen (15) day periodto cure the breach; orto terminatethe work
or services ofService Providerfor the District immediately. Priorto exercising anyof these
options, the District shall provide written notice to Service Providerdescribingthe violation
and the action the District intendsto take. The remedies described herein may be exercised

bythe District in its sole discretion and are in additionto any remedies permitted by law or
pursuant to any other agreement between the parties.

17. Subcontracto6. Service Providershall require that any subcontractor or agent engaged

directly by Service Providerand receivingCDl from Service Provider expressly agrees to be
bound to the terms of this Data Agreement.

18. Modifications. Service Providerwill not modi fyor change how CDI is collected, used or
shared underthe terms of this Data Agreement in any way withoutadvance notice to and

consent from the District.

19. A i@@,. This Data Agreement is made in the State of Arizona and shall be interpreted
by the lawsof the State of Arizona. Anydispute arising out of or relating to this Data
Agreementshall be brought in the Maricopa County Superiorcourt or the United States

District Court, District of Arizona.

20. ga!E!!.eggn. The District reservesall rights that it may have to cancel thisData Agreement
for possible conflicts of interest under A.R.S.5 38-51I, as amended.

and all amendments thereto.

23. Miscellaneous. The provisions of this Data Agreement shallsurvive the termination,
cancellation or completion of allwork, services, performance or obligations byService

Providerto the District solelyto the extentService Providercontinues to store and process

CDI for the District. This Data Agreement shall be binding upon the parties hereto, their
officers, employees and agents. Time is of the essence of this Data Agreement. Except as

expressly modified bythe provisions ofthis Data Agreement, any underlyingagreementfor
goods or servicesshall continue in fullforceand effect. lntheeventany inconsistencies

exist between the terms of this Data Agree me nt a nd any underlying agree ment, this Data

Agreementshall control.

lN WFNESS WHEREOF, the parties hereto have caused this Agreementto be dulyexecuted by

its authorized partieson its behalf.
Scottsdale Unified School District *18 VENDOR NAME:-Stoneware, lnc'
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21. lntentionallvomitted.

22. @dUq!S,.All referencesto provisions of statutet codes and regulations include any



By: .*g**l By: JLfu-//u
Title: Jeff Gadd, CFO Title Sv, bflt

Date: t/z fz,
/ --r
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