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IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective 

Date. LEA: Havre Public Schools District 16A 

Printed Name: Kelly Veis 

Name of Provider: Flipgrid' Inc. 

By: Date: 

Title/Position: IT Personnel 

Printed Name: Deb McFadden Title/Position: Head of Trust & Safety 

153760234 2 

May 25, 2022





























EXHIBIT "D" 

DIRECTIVE FOR DISPOSITION OF DATA 

District or LEA: to dispose of data obtained by Provider pursuant to the terms of the Service Agreement 
between LEA and Provider. The terms of the Disposition are set forth below: 

1.,. Extent of Disposition 

22 Disposition is partial. The categories of data to be disposed of are set forth below or are found in an 
attachment to this Directive: 

Categories of data: 

22222 Disposition is Complete. Disposition extends to all categories of data. 

£, Nature of Disposition 

22222 Disposition shall be by destruction or deletion of data. 

=Disposition shall be by a transfer of data. The data shall be transferred to the following site as 
follows: 

Special instructions: 

~ Schedule of Disposition 

Data shall be disposed of by the following date: 

, As soon as commercially practicable. 

22222 By Date: 

5. Verification of Disposition of Oat 

Authorized Representative of Company 

153760234.2 

q~~~-d.~ 
Date 

Date 

May 25, 2022



EXHIBIT "E" 

GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Havre Public 
Schools District 16A("Originating LEA") which is dated January 11, 2022, to any other LEA 
("Subscribing LEA") who accepts this General Offer of Privacy Terms ("General Offer") 

through its signature below.  

This General Offer shall extend only to privacy protections, and Provider's signature shall not 

necessarily bind Provider to other terms, such as price, term, or schedule of services, or to 

any other provision not addressed in this DPA. The Provider and the Subscribing LEA may 

also agree to change the data provided by Subscribing LEA to the Provider to suit the unique 

needs of the Subscribing LEA. The Provider may withdraw the General Offer in the event of: 

(1) a material changes in the applicable privacy statues; (2) a material changes in the services 
and products listed in the originating Service Agreement; or three (3) years after the date of 
Provider's signature to this Form. Subscribing LEAs should send the signed Exhibit "E" to 
Provider at the following email address:

Date: May 25, 2022

Title/Position: Head of Trust and Safety

Name of Provider: Flipgrid

 BY: 

Printed Name:   Deb McFadden  

2. Subscribing LEA

Date:  

Title/Position: 

Title: 

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its 

signature below, accepts the General Offer of Privacy Terms. The Subscribing LEA and the 

Provider shall therefore be bound by the same terms of this DPA for the term of the DPA 

between originating LEA: Havre Public Schools District 16A and the Provider. --PR IOR TO ITS 

EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO 

PROVIDER PURSUANT TO ARTICLE VII, SECTION 5. -- 

Name of Subscribing LEA: 

BY:  

Printed Name:   

SCHOOL DISTRICT NAME:  

DESIGNATED REPRESENTATIVE OF LEA: 

Name: 

Address:

Telephone Number: Email: 







(a) Protect the security or integrity of its website, mobile application or online service. 

(b) Ensure legal or regulatory compliance or to take precautions against liability. 

(c) Respond to or participate in the judicial process. 

(d) Protect the safety of users or others on the website, mobile application or online service. 

(e) Investigate a matter related to public safety.

In undertaking the activities specified in subsections (a) through (e) above, Provider shall adhere to 
all applicable data protections contained in this DPA, as well as Federal and Montana State law. 

3. Modification to Article IV, Sect.ion 7 of the DPA. Article IV, section 7 is hereby amended to add the 
following language: 

(iv) providing recommendations for school, educational, or employment purposes within a school service 
without the response being determined in whole or in part or other consideration from a third party. 

IN WITNESS WHEREOF, LEA and Provider execute this Amendment as of the Effective Date. 

EA: Havre Public Schools District 16A

By: 

Printed Name: Kelly Veis 

Provider: Flipgrid, Inc. 

By: 

Printed Name: Deb McFadden
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Date: /- fl-�Q:l_ 1_ 

Title/Position: IT Personnel 

Date: 

Title/Position: Head of Trust & Safety

May 25, 2022



EXHIBIT "H" - Additional Terms or Modifications 

Version 1.0 

LEA and Provider agree to the following additional terms and modifications: 

• Article I, Section 1 is modified as follows:

.1: Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect 
Student Data including compliance with all applicable federal, state, and local privacy laws, rules, and 

regulations, all as may be amended from time to time. In performing these services, the Provider shall be considered 
a School Official with a legitimate educational interest, and performing services otherwise provided by 
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of 
Student Data. LEA shall exercise its control and supervision of Provider via instructions provided from 
the LEA Admin Account or an LEA Educator, as each is defined in Exhibit C. Instructions provided from 
an LEA Educator will apply to Student Data associated with that LEA Educator account only. The LEA 
agrees that the LEA Admin Account and LEA Educators are authorized agents of the LEA. 

• Article II, Section 3 is modified as follows:

;!, Separate Account. If Student-Generated Content is stored or maintained by the Provider, Provider shall, 
at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student­
Generated Content associated with a LEA Issued Student Email Address to a separate account created 
by the student. 

� De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-Identified 
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes: 
(1) assisting the LEA or other governmental agencies in conducting research and other studies; and (2) 
research and development of the Provider's educational sites, services, or applications, and to demonstrate 
the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student learning. 
Providers use of De-Identified Data shall survive termination of this DPA or any request by LEA to return 
or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de-identified Student 
Data capable of being re-identified to any party unless (a) that party agrees in writing not to attempt re­
identification, and (b) prior written notice has been given to the LEA 
w�i9!:-wr-ill8!'l-GOfl68AI: for sueh transfer. Prior to publishing any document that names the 
LEA explicitly or indirectly in connection with De-identified Data, the Provider shall obtain the LEA's 
written approval of the manner in which de­identified data is presented. 

§., Disposition of Data. Upon written request from the LEA, Provider shall dispose of-of---proviEI 
rneehanisrn for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) 
days of the date of said request and according to a schedule and procedure as the Parties may 
reasonably agree. Upon-lemlinatioA-Ot'.-thls QPA, rf no written request from-the-LEA i& reGetveEI; Pr-ovider 
shall dispose OH3ll-Studefl�a---afl&f..pr,GvidiAg IR&-U:A--wil�seAa&l&-pfie notiGe, For requests 
coming for LEA Educators, disposal will apply to Student Data collected in connection with that LEA 
Educator's account. For requests coming from the LEA Admin Account, disposal will apply to any 
Student Data associated with a LEA Issued Student Email Address. The duty to dispose of Student Data 
shall not extend to Student Data that had been De-Identified or placed in a separate student account 
pursuant to section II 3. +he LEA-may 
emplG�Qireetlve-l'Gf-QispesiliGA-&f-Gala!!-f+)im,..a�AiGA-ls-altaGl'l�te-as--E-AAiblt "D". If 
the bEA-am:I P-revideFemploy Exhlbit..!!Ot',no.further-wntten request or notice-is-r-equired OR-lh�art 
of-either- paRy-pliof-10-tl'IEKli&p0sili0n-m-Sll-idenl Oala-oesGrlbed-ln Exhibll--!'0. 
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• Article V, Section 2 is modified as follows:

3. Audits. No more than once a year, or following unauthorized access, upon receipt of a written request from
the LEA with at least ten (10) business days' notice and upon the execution of an appropriate confidentiality 
agreement, the Provider agrees wiJ.1-aUsw-t-Ae-heA to conduct risk assessments and remediate in a timely 
manner any aua+t-tt:le security and privacy vulnerabilities identified as critical by Provider or third party led 
assessment measuFes-that ar:e iR-place to ensure prntection of StudeAt-Q.ata-or any pornan-#ler-eaf as it 
pertains to the delivery of Services to the LEA. The Provider will reasonably cooperate reasaAably with the 
LEA and any local, state, or federal agency with oversight authority or jurisdiction in connection with any 
audit or investigation of the Provider and/or delivery of Services to students and/or LEA. .---ami--sfla�l-pFOvide 
,=easenat>le-asGess-te-tt-le---f2FGv.ider's fooilities,-sta , gents and LEA's St1:1€ient Qata and-aU-reGGfGS 
J30ftaifH��i=lf€>l.liaer, LE.A and-8elivefy-ef-SeJ:V1�ilur-e to reasonae1¥--Geoper-ate--sl=lall 
be deemed a material breach of the DPA-

• Article VI is modified as follows:

Provider may, by signing the attached form of "General Offer of Privacy Terms" (General Offer, attached 
hereto as Exhibit "E"), be bound by the terms of Exhibit "E" to any other LEA who fills out, signs, and 
returns the acceptance on said Exhibit to Provider at FGExSub@microsoft.com. The form is limited by 
the terms and conditions described therein. 

• Article VII, Section 1 is modified as follows:

1:. Termination. In the event that either Party seeks to terminate this DPA, they may do so by mutual written 
consent �i::viGe--Agreement has lapsed or has---Geefl--tei:miAa-ted. Either party may 
terminate this DPA and any service agreement or contract if the other party breaches any terms of this 
DPA. 

• Exhibit C is modified to include the following definitions:

LEA Admin Account: The following email address and any Flipgrid account created with the same domain 

LEA Educator: LEA Educators are individual educators who have signed up for the service pursuant to the 
LEA's policies and processes using an LEA Issued Educator Email Address. 

LEA Issued Educator Email Address: Any email address at the following domain and using the following 
naming conventions, as applicable: blueponyk12.com 

LEA Issued Student Email Address: Any email address at the following domain and using the following 
naming conventions, as applicable: blueponyk12.com 

• Exhibit C, Sections "Provider'', "Service Agreement", and "Third Party" are modified as follows:

Provider: For purposes of the DPA, the term "Provider" means provider of digital educational software or 
services, including cloud-based services, for the digital storage, management, and retrieval of Student Data: 
Within the DPA the term "Provider" includes the term "Third Party-!!.-aAG-t-Re-term "Operator" as used in 
applicable state statutes. 

Service Agreement: Refers to the Gontrast, Purshase--GfGef--er Terms of ServiGe-er Flipgrid Terms of Use 
available at https://info.flipgrid.com/about/terms.html. 
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Third Party: The term "Third Party" means a provider, other than Provider, of digital educational software or 
services, including cloud-based services, for the digital storage, management, and retrieval of Education 
Records and/or Student Data, as that term is used in some state statutes. 
However;--fur-lh&-fru��s-flAA. l�te�iFd-Pa�1eA-used k> indicate tile PfOVider of digital 
educat1onal-soflwar--serviG0&-i&-,af.lla{',6Cf by the ter:m "Provider." 

• Exhibit D is struck from the agreement in its entirety. 

• Exhibit E is modified as follows:

GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Havre Public Schools District 16A 

Havre Public Schools District 16A which is dated 1-11-2022 , to any other LEA ("Subscribing LEA") who 
accepts this General Offer of Privacy Terms ("General Offer") lhroug�ils--sigAalure-below. ") by providing the 
requested information below, signing below and emailing a signed copy of this Exhibit E to 
Flipgrid at FGExSub@microsoft com 

The LEA Issued Educator Email Address for Subscribing LEA will be any email address using the following 
domain(s) and naming conventions, as applicable: [insert]. 

The LEA Issued Student Email Address for Subscribing LEA will be any email address using the following 
domain{s) and naming conventions, as applicable: [insert] 

The LEA Admin Account for Subscribing LEA will be the following email address and any Flipgrid account 
created using the same: [insert] 

This General Offer shall extend only to privacy protections, and Provider's signature shall not necessarily bind 
Provider to other terms, such as price, term, or schedule of services, or to any other provision not addressed in 
this DPA. The Provider and the Subscribing LEA may also agree to change the data provided by Subscribing 
LEA to the Provider to suit the unique needs of the Subscribing LEA. In addition to any termination provision 
in the DPA, the Provider may withdraw the General Offer in the event of: (1) a material changes in the 
applicable privacy statues; (2) a material changes in the Services and-f)roducls--llsted-in-the-Ofigiflaling 
provided under the Service Agreement; or three (3) years after the date of Provider's signature to this 
Form. Subscribing LEAs should send the signed Exhibit "E" to Provider at the following email address: 
FGExSub@microsoft.com. 

• Exhibit G is modified as follows:

1. Recitals shall have the following sections added: This Amendment for SDPC State Terms for 
Montana ("Amendmenf') is entered into on the date of full execution (the "Effective Date") and is 
incorporated into and made a part of the Student Data Privacy Agreement ("DPA") by and between:

School District: Havre Public Schools District 16A, located at: 425 6th St, Havre, MT 59501 (the" LEA") and 
Provider Name: Flipgrid, Inc, located at: One Microsoft Way, Redmond, WA (the "Provide('). 
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All capitalized terms not otherwise defined herein shall have the meaning set forth in the DPA. 

WHEREAS, the Provider is providing educational or digital services to LEA, which services 
include: (a) cloud-based services for the digital storage, management, and retrieval of pupil records; 
and/or (b) digital educational software that authorizes Provider to access, store, and use pupil 
records; and 

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student 
information and other regulated data exchanged between them as required by applicable laws and 
regulations, such as the Family Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 12329 
(34 C.F.R. Part 99); the Protection of Pupil Rights Amendment ("PPRA") at 20 U.S.C. §1232h; and the 
Children's Online Privacy Protection Act ("COPPA") at 15 U.S.C. § 6501-6506 (16 C.F.R. Part 312), 
accordingly, the Provider and LEA have executed the DPA, which establishes their respective 
obligations and duties in order to comply with such applicable laws; 

WHEREAS, the Provider will provide the Services to LEA within the State of Montana and the 
Parties recognizes the need to protect personally identifiable student information and other regulated 
data exchanged between them as required by applicable Montana laws and regulations, such as the 
Student User Privacy in Education Rights 28.A.604 et seq. and RCW 42.56.590; and other 
applicable state privacy laws and regulations; and 

WHEREAS, the Provider and LEA desire to enter into this Amendment for the purpose of 
clarifying their respective obligations and duties in order to comply with applicable Montana state laws 
and regulations. 

NOW, THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

.t. Term. The term of this Amendment shall expire on the same date as the DPA. 

� Modification to Article IV, Section 2 of the DPA. Article 4, Section 2 of the DPA is 
hereby amended to read as follows: 

Authorized Use: The Student Data shared pursuant to the Service Agreement, including persistent unique 
identifiers, shall be used for no purpose other than the Services outlined in Exhibit "A" or stated in the Service 
Agreement, or authorized under the statutes referred to herein by this DPA. Provider may use or disclose data 
to: 

(f) Protect the security or integrity of its website, mobile application or online service.

(g) Ensure legal or regulatory compliance or to take precautions against liability.

(h) Respond to or participate in the judicial process.

(i) Protect the safety of users or others on the website, mobile application or online service.

U) Investigate a matter related to public safety.

In undertaking the activities specified in subsections (a) through (e) above, Provider shall adhere to all 
applicable data protections contained in this DPA, as well as applicable Federal and applicable Montana 
State law. 
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