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'Distrid')and
Provk er. ).

Rt CIT AL5

A. ln DrolrirrinS tervic?r to the Oistrict, Servrce Provrdcr may hiv€ a(ces! to conlidential
records, data and rnforlllatlon (Onceming ttud"nts .nd emplolr€es of tic AsfKt.

B. Service Pro/ider afree5 to the provilDnr of thrr Oao Aglc€ment and to thc
raqutretncntt of ttate and l€daral law yirh retpcct to the reccipt, review, ttor.ge and
tranimrsr.on of rnfo(m*ron received lrom th€ Disrnd.

C. ThtS Deta Agraern€nt stEll bc in.ddrtion to any underlying agre"mrnt tor t@d' and
services entered rnto bgween the Onrties.

NOW IHER€FORT, THE PARTITS HTRTBY AGRTT AS 
'OLl.OWs:

L Covered Data and lnformadon. All reco.ds, info{-mation, and d.tr of the Di$ract to which
servrcc Provider his ncta$ a.e h"reafter referred to as "COl' CDI includas, but i5 not
hm[ed to, Jll paper and elGctrooic shJdenl educitron records, informatbn and data
s{Jpflisd by the District, as r,ell as .ny iuch rerords, rntormation and data provded by
gtudentt ot the Oistrict, all perronally rdentrfiable reco.dr, inlormebon :nd data conccrnine
gtud€nts and employee3 of the Oisrrict, and all p+rlonally id€nbfrabk Inform ion and other
non.publc rnformation sulplied, inctudrrB but not hmrted to rtud"nt data, cmployce d.rta,
and us€r content-

2. Limhed {rse ol OF.dentifted- d4resate or anonvmir"d CDl. CDI doe5 rpt rnclude

deidentified, a3grcgate o( anonymized CDl. The Or5trict pcrmrts thc Servi(e Provid€rto qs€

<le-identified, egtregate or anonymired CDI tor thc gurpo!€ of re*arch and develogrneat to
improve the seryrce oafcrcd by lhe Servic4 P.ovide.. Seryr<e Proyrdcr mJy not trtnsfer rny
dc.idcntified, a88r4.t oranonymrz{:d COI to o third party without the ex0(€15 written
conscnt of the oirtrict.

l. ComDlianc. with rll Apolic4bl€ Laws. Scrvi(e Provid€t aSrees to comply wrth the
requirements of The Famr[ tduotional Right5 and Prryacy Act l]tRPA]. th. Pupil Protection

R8hts Act (PPRA), and any oth€r trde,al andlor nate law go/emint the pnvacy ot cDl. lf
Service providr. proceslrs deta outsde of thc Unitcd Statet s€rvrce Provder 5pa(iticilly



atre€i to b€ bound by A.R.S 5 l&551. rnd -552, as amended, A.R.S. I 15-241, ftRPA, PPRA

and any other applicable Arirona or feder:l l.w Bd€rniog COI

a &f€$lel9! s€rucc Proyircr hcreby a(knowledt?J rhat rhe servicc Pro der hn5 J(cese
lo CDI and that Such shall bt SUbieCt to tha terms and conditio6 ot thrr Dit.r Agrc.ement.
Scrvicc Pr6/der will onty collect COI as n€cessary to fulfili rts duticr as.)grc€i to in .ny
underlyin8 a8rcem"nt for t@ds or s€ryKes.

5. Usa of CDl. s€rvice ho\rid€r will u:<.. COI only for the pu.po* of lulfillint itr duties aM
providing sarvtcc5 03 igrced to in ,ny underlying aSreement for toodJ or 5crv(ct

6. Data MininP. Service Provkltr is prohibited ,rom mrnrng CDI foi any purpot€s other than a5

aSteed to in writiot betwe€n the pirttct. Data mantng Or $nning ol us€r content for th(
gurpore of advcrt tng o. rtarket,ng Io anyooe iJ prohibited. s€rvice Provdcr yvrll not urc
any Col lo Jdvertige or martet !o anyon wthout erpres wntl.cn permiggioo ot the Dirtrict

7. Coofidentiality ot CDl. Scrvice Prwider a3re$ to hold CDI in rtrict coofid€ncr- Scrvke
Provider ihall not utc or dirclolc COI re(fived t.om o. on bahill of the Cxrtrict exccpt rrs

ptfmrncd or requir(d bv ttir Drt Afreemenl, .i rqqurcd by law, o. Jt othe.wire
iuthori?ed in writinB by ttre Drltrl€t. Scr$(e provider a8r"as that rt will p.otoct CDI rt

re(pivc1 from or on behall Ot the Dinrict ac(o.ding to commeroally ac(egtabl€ st.rndards
,nd no letr .iSo.ously than ir protects rt! own Confidcntul intormation

t. O.t: De-ldentficatoat. Servrcc Provider mry ha\," p?rmissio.r vra rny undcrlyng agreement
to provde Boods or servtet to ute derdantiried CDi for purpdes as dentitied in $r
a$e€menl Deidcntitied COI will hav" all direcl and rndrrect p€rtonal ideotitiers rFmoved.

Thit include!, bu is not limited to, na,nc, defltfrcation numbc6, datr of birth,
d"motraphic info.mitlon, bCaton intormaton and scllool dent,f(auon numbc('. Servrcf
Provdcr rgrees oot to a(empr to r"irentify d€-dcnt,frcd CDI and ngrees not to tran5fer

da-identified CDI to aoy party without permrslon. Any rcceiving party rhall aEree in

writirlB not to.ttempt redentrfication and shall agrea to b" bouM by thc termJ of thr5

Data Agreernent

9 !S!94!!tl!CSts4S8!. s€tuice Provd€r may nl times have reason to report CDI of Dretrlct
students to third partrcr as prcn irred by crpre3s e,r'itten permirsion from thc Ottri(t or a5

requircd by law. ln repor ng agtretatcd, de-i{rentiticd drta coot.rnrn3 CDl. Scrvrcc

Provrder shall:

a. Not diSclose deta ebout cate8ori"s of lo or fewer ltudents;

b. l{ot repon a total @unt of studentt;

c- Not repon p (enta3cs ol (}r or l0ot6; Jnd

d. Repo.t data In rantcs rather thin spacific numbe6.



10. Return or Dgtructlon of CEl. Upon termrnatro.t. cancellatoo. erpratlon or othcr
conclusron of thc work or saryrces provrdcd to the Orstrrcl by Servrce Providcr, Scrvrce
Proyder shall retum Jll CDlto ttle D6trrct. ll the relum of CDI 15 not fearue. Scrvr(c
Provirer shall d€nroy any *d .ll COI and represent in writint ro ttra Oistrict that ir has

destroycd all COI and no longer has any C-Ol rn rt! posressron or control. ScrYrcc Provrder

rhall enrure that all CDI it rs gosscrsron o{ the posialslon of any subcontra(tors or .Bcnts r,
destroyed or rctumed to tlE Oirtrict urh€n no looger nerded tor the rpecified purpo*r as

adhorired bv ihe Oisrid.

11. Sacutrty of Electronrc tnfornatE l. ScrvKe Provrder shrll dcvelop, rmplern€nl malntaln ,nd
ure applopriatc administrati\r€, technrcal rnd phFic.l rccuriy mearurB and technrcal
saleguards to pr"rarve tha Confidfntialrty, intrBrity and .vailability ot all ll.ctroaic.lly
mantarod or ton3mrtted COI re€rlvcd fronl or on bchtf ofthc Dstrrcl or .t, ltudcnts or
emplolraer. sarvic" Provider shall nora and proclss COI in accordane riti iodustry b?rt
practiccs to racure COI fro un3uthorBd .cccss. drsclosure and ure. fhe5c recurity
mertures end te(inicrl gafa8ulrdt thill b€ extended by expresi witten ag."erient to all

subcontr.<to.s and third prties us€d by s€rvice Provider- Servrce Provider thall at a
mmimum:

a. Prot".ct and rnaimah the contidentiality o{ paiswo.ds us€d to acce5t CDI;

b. Notify th€ Distnct stleo Service Provide/r acess to CDI is m lonter necessary;

c. Notrfy thc Oglnct srth.n two dJys of discovcry il gasrwordr used to xcers COI by

S€rvic! Provid€r, a iub(ontractor, or othcr third pany are lost, stolen, o{ otherwr*
obtarn€d or potentrelly obterned by unauthorued ui€rs.

Servica Provider will conduct periodic risk asses.lments and rem€di.te anv d€ntfted
recurity wlnerabilitleg in a tmely manner.

12. @ Scrvrcc Provrder shall, with,n two day) of
dirovery, repon to thc Oislrict any and all uJ. o. di5clotur? of CDI not authorired by this

Data A8r€ement or authorilld in writint by the oistrict, Service Ptovire/r repon shall

identfy:

o. Thc 63tura of the uotuthoriz(d ulc o. di:ajoture;

b. The Col usad oI drsdo:ed:

c. The identity of tfie ,ergod or entity wllo made the uneuthorized use or teceivd tie
uneuthorired disdcure;

d. what Scryice Proyider has do,n€ o. 
'h.ll 

do te miti!.t" .ny d.lctcrbui cfted o, thc
unauthorired ur€ oa dirclo6ure; and

e. what corrective aclron S€rvrce Pro$dcr h6 trlcn or shall take to p(errcnt further
slmilar unaulhofrled u9€ or diltlo3urc.



scrvice Prwira, $all grovirc lrch othcr rnformatron, rncludint a written repon, as

reirsonably requestad bytht OBtriCt. Sery'Ce p.OrdCr rhall hJyC e pljn for re$poding to r
brca<i of data rccunty devalopGd pursu.nt to b.lt prirticel in the irdustry and sh.rll thare
that glan with the DiJtrtt upon requ€st-

13. Ditlrict AccciJ. Ary COI heB by s€rvice P.ovid€r will be madc .vailable to the Oistricl ugon
reque5t.

14. Ri"hts to lntell€ctuel Proocatv. ThiS Dato Agreernent do€r not gyc scrvrcc pro dcr any
rrghB, rmpli€d or oth€rwise, to COl. data, cont€nt or intetl€ctual property except at
cxpr6sly tttttd in any uodCrlyng ogrccncnt bctwcco thc p.nica. ThiJ includes but is nol
limited lo the rEht to sh.r", s€ll o. tr.d. COl. Th€ Oirtrict ncknotxledgeJ that lh6
a8re€rnent do€r not corwey any intellectu.l p.op.rty right in any ol service provire/s

materials or content, rncludng :ny tev6lons of derryalve work or material. S€rvt?
Proyider-ouned materials rhall remain the propeny of the Serv(e Providcr. All rEhts.
rrtcludim copyritht, lrade sacrets, patent and intelle€tual pro!trrty righti Jtrall remnin the
sole propefty of the Ser$cc Provder.

15. E!l@gig- s.rvace provider thall defend Jnd hold thc t)rrtr'ct. '(r 8o.rd Mcmbc6. offKcn,
otents and employecs. hanilers from all cleims. ltabilitier, dam.ge! o..iudgments involvinE
a third party, indudin8 the Oa'trict'5 corts and reaSonable attoroeyj' fc6, v,hrch arrse a, a
resuh of Servrce Providc/' bilur" to mact any ot it5 obli8ation5 under thiS oata Agreement
s€tyice Pro/idcchall also comply vvrth thc bre.rch Dotificatrofl requrrenlent5 undcr
applicaue law that anrt frcar the rcsult of larvKc Prordcr'1 farlure lo rnort any of rts
obligatbns undcr this Dala a.8reemenl.

16. Ramedi.6. l, thc Oinrkt dcte.mines in good t ith that s€rvice Provider ha3 materially
brrachc{ any of lt5 oblBatrons undcr thrr Dat Atr€ement. the Odrict lhall h.ve the right
to require Servic! Provi{rer to rubnit to a plan ot monitoring and repo.ting; to 9.ol,lde
s€ryice Provider with a fiftccn (15) dry period to cu.e th. bretch; or to termin.te the work
or tervice' of Scrvi€e Provider fo, thc Ustrict ;mmcdrately Prror to cxercising any of thctc
optron!, the Oistrict shall pmvire writtefl notice to s€rvicrF provir.r detaribirB th. violation
and tho action thc Crstrrct rntcnds to take. The remedrcs descrrbed herern rnay bc excrcrsed

by the Orrtrid in its rch di5aretion and arc in addrtron to any rericdcJ permin€d by lsw or
puEurnt to ary othar {recmert bctwaen the pirties-

U. Subootradors. Service Proyder rhall require that any subcontnrtor or agent receiving CDI

is auoo.iz€d by the Ctstrict to receive Col Jnd thal the tubcontraco, or a8ent ererestly
agrees to h bound to the tlrros ol lhas O.ta Atrelrnent.

18. Modificttiont. Sowie Proridor wrll not modify or chantc how CDI rs collected, urcd or
shered und€r thc tarms ol this Ofia Agr".?ment in any wrv without advaoc" notic" to and

conient from the o6trrl.

{



19. Ari2ona Law- Thir Data Agaement ii mrde in the St te ol Arirona rod shall be interpreted
by the laws of the 5tate of Ariron3. Any dls$Jte arisint out ol o. relatint to this Oata

Ageem.nt shall b€ bror8ht in the Mahcopa County gJpenor Coun or the United St tes
Otstncl Coun, Dirtnd ol Arizona.

20. Camclhtton. Ihc OsUrct ralcrye! all nghts th.t it may h.v" lo canccl this D.ta Ag.asnant
for posiible canflkts of intcr6l. undcr A.R-S- 5 38 51l, ai ameDdcd.

?l A!![!egqg Io the enent prrmrned by A.R.5. 1912 l5l8 .nd 12-133, the p.nier atree to
resohr€ any disputr arLinc Out ol this Agre€ment bv ,rbitratoo

22. Arncndmcnt5, All referenaca to provrions of ltatute., codes and retulatioos includ" any

and all amendmant' thcreto.

23. Mricpllaneout. The provi3ioni of thir D.tr Agreement shall 5uryivc thc terminrtion,
carEelbtion or co.npletbn of all wo.k, service6, p(rtormoncc or obl8.tion, by ServKc
Prorrider to tt|e Oistrict. Thit Oata Agreement shau b€ biDding u0on the trnrti$ hcreto. thcit
ofricers, employeeJ and at€nts. Tirne is o{ the esscnc? ot this Oata Atr.emrnt. Exclpi ar
crprcrsh rnodifrcd by the prolaslons of thrs oata Agreemenl, any underlyrnt agrcement fo.
goodt or t€fr icet grall conthu€ in tull to{cf and efrect ln the evenl tny roconltteoc'es
erisr betrryeen the terms ol this O.te Agraement and any underlyin8 a8reem"nt. lhit Data

Agreamcnt shall contf ol.

lf{ wlrxcss WH€iEOf, the gn(its hereto hlvf c.Ju'ed thrs Aereement to b,c dult exc(utcd 0y

rt! duthorired parrirs oo it! behfdl{.

S(ottsd.b Unifi.d Sdrool Mcl ll18 vEr{ooR

By

'-ll T1
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