
DATA SECURITV AN D CO,II FIDET{TIALITY AGREEMENT

This DATA SECURITY AND CONF|DENnALTTTAGREEMEUT ('Dala Agreemenf ) dated
_February L2,2O2O by and between Scottdale Unified Schoot District *{a {the "District'} and

_ltlearpod lnc., and its subcontractors and atents {the "Service prwider'}.

A" ln prwiding services to the District, Service Provider may have access to confidential
records, data and information concerning students and employees of the DistricL

B. Service Provider agrees to the provisions of this Data Agreement and to the
requirements of state and federal law with respect to the receipt, review, storage and
tansmission of inforrnation received from the Districl

C. This Data Agreementshall be in addition to any underlying agreement for goods and
services entered into between the parties.

NOW THEREFORE, THE PARTIES HEREBYAGREE AS FIOI.J.OWS:

1- Covered Data and lnformation. All records, information, and data ofthe District to $fiich
Service Provider has access which are protect€d by applicable federal or state law, are
hereafter referred to as 'CDl". CDI includel but is not limited to, all paper and electronic
sirdant education records, information and data supplied by the District as well as any such

records, information and data prwided by students of the DistricL all personally identifiable
records, information and data concerning students and employees of the District, and all
personally identifiable information and other non-public information supplied, irrcluding btrt

not limitedto student data, employee data, and user content,

z Limited Use of De-idemified, aggregate or anonymized CDl. CDI does not include
deidentified, aggregate or anonymized CDl. The District permits the Service Pro/ider to use

deidentified aggregate or anonymized CDI for *re purpo6€ of research and development to
improve the service o'ffered by the Service Provider. Service Prwider may not transfer any

de.idemified, aggregate or anonymiz€d CDI to a third party unless that third party

conractually agrees not to re-identifo (or attempt to re-identify) the CDl.

3, Compliance with all Aoolicable Lau,s. Service Provider agrees to comply with the
requirements of The Family Educational RighE and Privacy lgt lpgRPA), the Pupil Protection

Rights Act (PPRA), and any odrer federal andlor state law governing the priv-acy of CDl. lf
Service Provider processes data outside ofthe United States, Service Prorider specifically
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agrees to be bound by A"R.s. s 18-ss1. and -552, as amended, A"R.s. i 15-241, FERPA ppRA
and any other applicable Arizona or federal Iaw governing CDl.

4. Access to CDl. Service Provider hereby acknordedges that the S€rvice provider has access
to cDl and that zuch shall be subject to the terms and conditions of this Data Agreement.
service Provider will only collect cDl as necessary to fulfill its duties as agreed to in any
underlying agreement for goods or services.

5. Use of CDl. Service Provider will use CDI only for the purpose of fulfilling iA duties and
prwiding services as agreed to in any underlying agreementfor goods or services.

5. Data Minine. Service Provider is prohibited from mining CDI for any purposes other than as
agreed to in writing b€tween the parties, Data mining or scanning of user content for the
purpose of advertising or marketing to anyone is prohibited. Service prorider will not use
any CDI to a&ertise or marketto anyone without express written permission of the Districl

7. Confidentialiw of CDl. Service Prorider agrees to hold CDI in strict confidence. Service
Provider shall nO use or disclose CDI received from or on behalfof the District except as
permitted or required by this Data Agreement, as required by law, or as otherwise
authorized in writing by the DistricL Service Provider agrees that it will protect CDI it
receives from or on behalf of the District according to commercially acceptable standards

and no less rigorously than it protects its own confidential information"

8. Data De-ldentification. Service Pronider may have permission via any underlying agreemefit
to prwide goods or services to use de-idertified CDI for purposes as identified in *re
agreement. De-identified CDI will have all direct and indirect personal identifiers remored.
This irrcludes, but is not limited to, name, identification numbers, date of birth, demographic
information, location information and school identification numbers. S€rvice Provider
agrees not to attempt to re-identifo de-identified CDI and agrees not to transfer de-

identified CDlto any party unless receiving party agrees in writing not to attempt re-

identification and shall agree to be bound by the terms of this Data Agre€ment

9. Reportins Student CDl. Service Provider may attimes have reason to report CDlof District
students to third parties as provided by express written permission from the District or as

required by law. ln reporting aggregated de-identified data containing CDl, Service

Provider shall:

a. Not disclose data about categories of 1O or fer,ver shJdents;

b. Not report a total count of students; and

c. Not report percentages of 096 or 10096
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10. Return or Destruction of cDl. Upon termination, cancellation, expiration or other
conclusion of the work or services provided to the District by Service Pranider and written
request for same, Service Prwider shall retrrn all CDlto the District lf the return of CDI is
not feasible, service Prodder shall destroy any and all cDt and represent in writing to the
District that it has destroyed all CDI and m longer has any cDl in its possession or control.
Service Provider shall ensure that all CDI it is possession or the possession of any
suhco{atactors or agents is destroyed or returned to the District when no lorger needed for
the specified purposes as authorized by the District

11. Securitv of Electronic lnformatlgn. Service Pronider shall develop, implement, maintain and
use appropriate administrative, technical and physical security measures and technical
safeguardsto preserve the confidentiality, integrityand a\railabilityof all electronically
maintained or transmitted CDI received from or on behalf of the Diskictor its students or
employees. Service Provider shall store ard process CDI in accordance with indufi best
practices to secure CDI from unauthorized access, disclosure and use. These security
measures and technical safeguards shall be extended by express written agreementto all
subcontractors and third parties used by Service Provider. Service Provider shall at a
minimum:

a. Protect and maimain tlrc confidentiality of pas$r,ords used to access CDI;

b. Notify the District within three days of disco\rery if passwords used to access CDI by

Service Prorider, a subcofitractor, or other third party are lost, stolen, or otherwise
obtained or potentially ohined by unauthorized users.

Service Prorider will conduct periodic risk assessments and remediate any identified

security wlnerabilities in a timely manner.

1z Reoortins of Disclosur e or Misuse of CDl. Service Prodder shall, within three days of
discovery, report to the District any and all use or disclosure of CDI not au$orized by this

Dala Agreement or authorized in writing by the District Service Prorider's report shall

identifo:

a. The nature of the unauthorized use or disclosure;

b. The CDI used or disclosed;

c. The identity ofthe person or entity \ ho made lhe unauthorized use or received the

unauthorized disclosure;

d. What Service Pro/ider has done or shall do to mitigate any deleterious effect of the

unauthorized use or disclosure; ard

e. What correcti\re action Service Prorider has taken or shall take to prevent further

similar unauthorized use or disclosure.
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Service Provider shall provide such other information, including a written report, as
reasonably requested by the DistricL service provider shall have a plan for responding to a
breach of data security developed pursuant to best practices in t}le industry and shall share
that plan with the District upon request.

13. DistrictAccess" AnyCDl held by S€rvice Provider willbe made.vailable to the District upon
request.

14. Riphts to lntellectual Pro@rtv. This Data Agreement does not give service provider any
rights, implied or otherwise, to CDl, except as expressly stated in any underlying agreement
between the parties. This includes but is not limited to the rightto share, sellortradeCDl.
The District acknowledges that this agreement does rrot corwey any intellectual property
rigft in any of Service Provider's materials or content, including any revisions of derivative
u,ork or material. Service Provider-owned materials shall remain the property of the Service
Provider. All rights, including copyrighL trade secrets, patent and intellectual property
rights shall remain the sole propefi of the Service Provider.

15. lndemnitv. Service Provider shall defend and hold the Distrlc! its Board Members, officers,
agents and employees, harmless from all claims, liabilities, damages or judgmen6 involving
a third party, includifig the Districfs costs and reasonable attorneys' fees, which arise as a

result of Service Provider's failure to meet any of its *ligations under this Data Agreement.
Service Provider shall also comply with the breach notification requirements under

applicable law that arise frorn the resuh of Service Provide/s failure to meet any of its
obligations under this Data Agreement

16. Remedies. lf the Distr:ct determines in good faith that Service Provider has materially
breached any of its obligations under this Data Agreement, the District shall have the right
lo require Service Provider to submit to a plan of monitoring and reporting; to pro\ride

Service Provider with a fifteen (15) day period to cure the breach; or to terminate the wotk
or services of Service Provider for the District immediately. Priorto exercising any of tlrese

options, the Disilrict shall provide written notice to Service Provider describing the violation
and the act on the District intends to take. The remedies described herein may be exercised

by the District in its sole discretion and are in addition to any remedies permitted bry law or

pursuant to any other a8re€ment ktween the parties.

17. Subcontractors. Service Provider shall require that any subcontracts or agent re€eiving CDI

is authorized by the District to receive CDI and that tie subcontractor or agent expressly

agreesto be bound to the terms of this Data Agreement.

1& Modifications. Service Provider will not modifo or change how CDI is collecte4 used or

shared under the terms of this Data Agreement in any way without advan€e notice to the

District.
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19. Arizona Law" This Data Agreement is madein the State of Arizona and shall be interpreted
by the laws of the State of Arizona. Any dispute arising out of or relating to this Data
Agreement shall be bro{ght in the Maricopa County Superior Court or the United States

District CouG District of Arizona.

2o. Cancellation. The District reserves all rights that it may have to cancel this Data Ag.eement
for possible conflicts of interest under A-R.S. I 38-511, as amended.

21. Arbitration. To the extent permitted by AR.s. 5512-1518 and 12-133, the parties agreeto
resolve any dispute arising out of this Agreement by arbitraUon.

22. Amendments. All references to provisions of statutet codes and regulations include any

and all amendments thereto.

23. Miscellaneous. The provisions of this Data Agreement shall survive the termination,
cancellation or completion of all urork servicet performance or obligations fu Service

Provider to the Districl This Data Agreement shall be binding upon the parties hereto, their
officers, emplsyees and agents. 'l'ime is of the essence of this Data Agreemert. Except as

expressly modified by the provisions of this Data Agreement, any underlying agreement for
goods or services shall continue in full force and effect. ln the event any inconsistencies

exist between the terms of this Data A8reement and any underlying agreement this Data

Agreeriert shall control.

lil W,TI{ESS WHEREOF, tie parties hereto have caused this Agreement to be duly executed by

its authorized parties on its behalf.

Scdtsdale Unified School Distrid #48 VENDORNAME:

Bp By:

Printed Name, Je5! 6odn',a Printed Name: 3>v-nmer
Title:

Date
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