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Standard Student Data Privacy Agreement
IL-NDPA v1.0a

School District o¢ LEA
Prospect Heights School District 23
and
Provider
Liminex, Inc. dba GoGuardian, snd acting on bohalf of itself and its Afliliates
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This Seadent Data Privacy Agreement ("DPA™) s entered into on the date of foll execution (the “Effective Date™)

and s entered in1o by and between RSP — .

Poospect Heighes Schuoot Dintct 23 - (the “Local Education Agency” of "LEA") snd

uuac«;‘*ummwo(wbmmuastmm,mmn
#0245

the Provider”)
e Provider & pooviding  odatonal or  dgmal o servikes 0 LEA
WHEREAS, the Provider sad LEA recognase the seed 30 prosect ponosally sbentilable sasdent information and ether

rrgelaned a1 cuhanged Setaren hew as tegaend by Lrws and repulatioen. soch s e Fandy Educssonal lughts
nd Privacy At CTERPAT T M D USC Y ) M Part 99} the Ohuldeen’s Online Privacy Protection Act ("COPPA™)
IS USC 6500 6508 (16 CFR Part M120 e vute ptivacy bewy and reeclesons

and

WHEREAS, the Provider and LEA desire 10 enter into this DPA for the purpose of establishing thelr respective
obigationt and duties n order Lo comply with applcabie laws and repulations.

NOW THEREFORE, for good and valuable congideration, LEA and Provider agree as follows.

1 Adesrgtion of the Services 10 be provided, the Categories of Student Dats that may be provided by LEA
10 Provider, and other information speciic 10 this DPA are contained in the Standard Clauses hereto.

2. Special Provisions. Check if Reguired

[7] # checred, he Supslemental State Yerms and sttached heveto 35 Lxhibit *G" are hereby
ncorporated by reference nto this DPA in thelr entirety

(V7] # checked, 11 and Provider agree to the additionat terms or modifications set form i Exbibls

“IC. (Optional)

# Cheched, the Provider, has signed Eabibit “E* 10 the Standard Clauies, otherwite known

General Offer of Privacy Terms

5. o the event of 2 confict between the SOPC Standard Clauses, tThe State o Special Provisions will control
W the event there s confict between the terms of the DPA and any other writing, Incluging. but not
Wemited 10 the Service Agroement and Provider Teerm of Service o Privacy Policy the terms of this DPA
shadll controd

4 This DPA shall stay o effect for theee years. Dxhitet £ will eapire | years from the date the onginal DPA
was sgned.

5 The services 10 be provided by Provider to LEA puriuant 1o ths DPA are detaled = Cxhibit A" (the
“Services”)

6. Notices All AOUCES Of Other Communication required or permitted 10 be given hereunder may be given
v e-mall rasamesion, o fiest class mail, sent 10 the desgrated repretentatives below.
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The designated representative for the LLA for this DPA I
Name: OMisopher Alms Tie: Direcsoe of Yechaology
Address: 00N Schoenbock R4, Prnpect Helghts, 11 60070

Phone: (B4TEM0 3556 Emad: Cwoms 8423 oeg

The desigrated representative for the Provider for this DPA i
Name: _Logal Department Tithe:
Address: 2030 E Maple Ave. Sume 100, El Segundo, CA 90245

Phore: L

N WITNESS WHEREOF, LEA and Provider execute this DPA a3 of the (fective Date.
LEA; Prospect Neighes Schood Dintrics 23

Dr_éﬂ‘{( oate: Ul 2622

mm_f)nu’bf-w M Title/Position: Qrggu A Td.wn.wi-j

Provider: Limnex. Inc. dba GoGuardian, and acting on bebalf of itself and its A (fliates

DocuSigned by:
.,:l (%gw (Networe Bate. 10/13/2022

caryn wetmore ;
Printed Name- y Tithe/Posnticn Senior Counsel
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Version 10
ARTICLE |- PURPOSE AND SCOPE

1. Purpose of DPA The purpose of this DPA is 10 descnbe the duties and responsibibties 10 protect Student
Data inchuding complance with o applicable federal, state, and local privacy Wan, rules, and regulations,
#1 25 may be amended from time 10 time. In performing these servces, the Provides shall be conudered
8 School Officad with a legitimate educational interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA. with respect to &3 use of
Student Data

1. Sudent Data to Be Provided in order 10 perform the Services described above, LEA shall provide
Student Data as identified in the Scheadule of Data, attached hereto o Exhibit “8°.

3. DFA Definitions The definition of terma used in this DPA s found in Exhibit “C*, in the event of a confict,
defintions wied in this DPA shall prevd over terms used n any Other weiting, including, but a0t bmited
10 the Service Agreement, Terms of Service, Privacy Polcies etc

ARTICLE 11: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Stedent Data Property of LEA AN Student Data transenitted 10 the Provider pursuant 1o the Service
Agreament i and will continue 10 be the property of and under the control of the LEA. The Provider
further achnowledges and agrews that all coples of such Student Dats tramumitied 10 the Provider,
ncluding any MOSHCations o A0BUOM Of My pOrtion thereo! from sy sOwoe, are subpect %0 the
provivon of this DA in the same manner as the onginal Student Data The Parties agree that as between
them, af rights, including all isteliactual property rights in and 1o Student Data contemplated per the
Service Agreement, shall remain the exclusive property of the LEA For the purposes of FERPA, the
Provider shall be comiderad & School Oficial, under the controd and divection of the LEA as it pertains to
the use of Student Data, rotwithslanding the above

2. Pacent Access To the extent required by law the LEA shall establsh reasonable procedures by which a
parent, legal guardian, o eligitie student may review [ducation Records and/or Student Dats correct
erroneous nformation, and procedures for the transfer of student generated content o & persomal
sccount, consistent with the functionafity of services. Provider shall respond in 2 reasonably Dimely
manner {and no later than forty Sve (45) days from the date of the request or pursuant 10 the time frame
reguired under state brw for an LEA 50 respond 10 3 parent or student, wischever s soomer) 1o the LEA's
reguest for Student Data n # student’s records held by the Provider 10 view OF COMect 25 necessary.
the event that a parent of a udent Or other individual contacts the Prowader 50 review any of the Student
Data scessed pursuant 10 the Services, the Provider shall refer the parent o ndividual 10 the LEA, whe
will follow the neceisary and proger procedures regardng the requested niormation

3. Separate Account ! Studenmt Generated Coment is ored o mantaned by the Provider, Provider shall,

#t the request of the LEA transfer, o provide 2 mechaniom for the LEA %0 tranafer, saad Student:
Generated Content 50 & weparate account crested by the student.
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4. Law Enforcement Bequests Should law esforcement Of other government emities (“Reguesting
Party(ies)”) contact Provider with a request for Student Data held by the Provider pursuant 1o the Services,
the Provider shall notify the LEA in advance of » compelied duiciosure to the Regueiting Party, wnless
lawfully dicected by the Reguesting Party not 10 inform the LEA of the regquest.

$. Sebprocessors Provider whall enter into written agreements with all Subproceisors performing fusctions
for the Provider in ceder for the Provider 10 provide the Services puriuant 10 the Service Agreement,
whereby the Sudprocesion agree 20 protect Student Dats in & manmer N less stringeat Than the terms
of tha DPA

ARTICLE Bi: DUTIES OF LEA

1. Provide Duts in Complance with Applicable Liws. LEA shall provide Student Data for the purgoses of
obtaining the Services in compliance with all applicable federal, state, and local privacy laws, rules, and
regulations, all a5 may be amended from time to time

L Apnual Notufication of Rights. If the LEA has a policy of disclosing Education Records and/or Student
Data under FERPA (34 CFR § 99 314000)) LA shall inchude » specification of criteria for determining who
comaiutes 8 wKhool offical and what constitutes 2 legitimate educational nterest in its annual
notification of rights

5. Reasonable Precautions LEA shall take reasonable proCautions 10 SeCure usernames, Dasswords, and
ay other means of gaining access 1o the services and hosted Student Data.

4. Unauthorized Access Netification. LEA shall notify Provider pramptly of any knows usauthorzed access.
LEA will assist Provider in any efforts by Provider 1o mvestigate and respond 10 Aty unautherized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy CompBance The Provider shall comply with all appicable federal, state, and local laws, rules, and
reguiations pertaning to Stwdent Data privacy and security, all at may be amended from time %0 time.

2 Asstheciced Use The Student Data shared pursuant 10 the Service Agreement, including persistent wnigue
identifiers, shall be wsed for no purpose other than the Services cuthined In [xh®Bit A or itated In the
Service Agreement and/or otherwine suthoraed under the watutes referred (o herein this DPA.

3. Provider Employes Obligation Provider shall reguire all of Provider’s employees and ageats who have
access 1o Student Dats to comply with all applicable provisons of this DPA with redpect 10 the Student
Data shared under the Service Agreement. Provider agrees 10 reguire and mantain an appropriate
confidentiabty agreement from each employee or agent with access to Student Data pursuant %o the

Service Agreement
4. NoDiclogwrs Provider acknowiedges and agrees that it shall not make any re-duciosure of any Student

Data or any portion thereof, including without ImEation, user content or other nospublie informaton
and/or perwonally dentfutie nformation contained in the Student Data other than as drected or
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7

permitted by the LIA or this OPA Thi prohitstion aganst duciosure shall not agply %o aggregate
semmanes of De-identified nformation, Student Data disciowed pursuant 1o a lewiully nsued whpoens
o other legal process, of 1O Suprocessors performing services on Behall of the Provider parsuant 10 ths
DPA. Provider wil not Sedt Student Data 10 any third party.

De-tdentified Data Provider agrees not 10 sttempt 10 re-ddentfy de-dentified Student Data Oe identified
Data may be used by the Provider for those purposes dlowed under FERPA and the followng purposes.
(1) sssnting the LEA or other governmental agencies m conducting research and other studies; and (2)
resedech and deveiopment of the Provider's educational sites, services, Or appications, and %0
demonstrate the effectiveness of the Services, and (3) for afaptive loarsing purpose and for customized
vtudent learmang Provider’s use of De-identified Data shall survive termnation of this DPA or any reguest
by LEA 1o return or destroy Studest Dats. Dxcept for Subprocessons, Provider agrees not 1o tramfer de-
destfed Student Data 10 any party uskess (3] That party agrees i weiting not to attempt re-dentification,
and (b) prior writhen notice has Been given 1o the LEA who has provided prior written consent Sor such
transfer. Prior to publahing sny document that names the LEA explictly or indirectly, the Provider vhal
obLain the LEA'S wrtien appeovl of the manner in whech de sdentfied datas i presented.

Dispenition of Deta Upon written request from the LEA, Provider whad drnpowe of or provide 3 mechanium
for the LEA 10 trarsfer Stedent Data obtained under The Service Agreement, within sixty (60) days of the
date of sad request and according 10 » shedule and procedure 33 the Parties may reasonably agree
Upon termination of this DPA, i 80 written request from the LLA & received, Provder shall dupose of ol
Student Data after proviting the LEA with reasonable prior notice. The duty %0 digose of Student Data
Wl not eatend to Student Data that had been De-Mdentifed or placed in & separate student account
porusant 10 section il J. The LEA may employ & “Directive for Dugostion of Dats™ form, & copy of which
5 attached hereto as Eshibit “D° If the LEA and Provider employ Exhibit “D." no further written reguest
o potice B required on the part of exher party pror 10 the dspostion of Studen Data descrbed in Exhidit
.a

Advertising Limitations. Provides is protibiied from using Ssciosng, or seling Student Data to (a) inform,
nhuence, or enable Targeted Adverthing: or (B) develop » profde of 3 tudent, family member/guardian
o group, for any purpose other than peoviding the Service 10 LEA. This section doet not probibit Provider
from using Student Data (1} for adaptive learning o customired student learming (nduding generating
perionalited learming recommendations); or (M) to make product recommendations to teachers or LIA
employees, of [I8) 10 notly atcount holders aBout frw education prodect updates, features, Of Services
o from otherwse usng Student Data as permitted in this DPA and s accompanying exhibits

ARTICLE V: DATA PROVISIONS

Data Storage Where required by appicable law, Student Data thall be stored withn the Unaed States
Upon requedt of the LEA, Provider will provide » kst of the locations where Student Dats & stoced.

Agdits. No more than once a yeur, or followng unasthonsed access, upon receipt of » written request
froms the LEA with ot loast ten {10] business dayy’ sotice and cpon the esecution of an appropriste
confidentialny agreement, the Provider will dlow the LEA 10 0SSt the security and privacy measeres that
e in place to ersure protection of Student Dats or any portion thereof as it pertains 10 the delivery of
Sernoed 10 the LEA . The Frovder will cooperate reascnably with the LEA and any local, state, or federal
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agency with oversight authority or jursdiction in connecton with any sudit or mvestigation of the Provider
and/or delvery of Services 10 students and/or LEA, and shall peovide roasonable access 1o the Provider’s
fachities, stafl, agents and LEA's Student Data and all records pertaining to the Provider, LEA and delvery
of Services 10 the LEA. Fallure 10 reasonably cooperate shall be deemed a material breach of the DPA.

3. Data Secutity The Provider agrees to utilze administrative, physical, and technical safeguards designed
o protect Student Data from usduthorQed access, disclosure, acquisition, destruction, use, or
moafication. The Provider 1hall adhere 1o any applicable w relating 1o diats 1ecerity, The provider shall
implement an adequate Cybersecurity Framework based on one of the nationally recogniaed standasds
set forth set forth in Exibit “F* Exchasions, varlations, or exemptions to the identified Cybersecurity
Framework must be detaded n an attachment to Dxhibit "N  Additionally, Provider may choow to
further Setad its security programd and measures that augment o¢ are in A0SO 10 the Cybersecurity
Framework in EXAIDR “F*. Provider shal provide, In the Standard Schedule 10 the DPA, comtact
information of an employee who LEA may contact if there ane any data secuntty concerns o questions.

4. Data Breach In the event of an unauthorized release, daciosure or acguistion of Student Data that
compeomises the security, confidentiality or integrity of the Student Dats mamtaned by the Provider the
Provider shall provide notification 10 LEA within sevesty - two (72) hours of confirmation of the incidest,
undess NOtINCation within this time limit would disrupt investigation of the incident by yw endorcement
In such an evert, notification shall be made within 3 reasonable time after the incident. Provider shal

foliow the followng process.

{1] The security breach notification descrided atove shall include, at & minimem, the followng
information 1o the extent known By the Provider and & 1t Becomes availadie.

I The name and contact information of the reportng LLA sulject 50 this section.

i At of the types of personal information that were Of are reascnably beleved 10 have
been the subject of 2 breach

M. i the information is possible to determine at the time the notice s provided, then ether
(1) the date of the bevach, (2) the estimated date of the Breach, of [3) the date range
within which the breach ocowred. The notification shall also include the date of the
notice

. Whether the notification was delaped a4 & reiult of 2 Nrw enforcement isveitigation, if
that information is possitie 10 deternmine at the time the notice is provided, and

v, A peneral description of the Seeach incident, i that nformation & possble 10 determine
a1 the time the notice & provided.

(Z) Provider agrees to adhere 80 all federal and state requicements with respect 10 a data breach
related 1o the Student Data, including, when appropriate or required, the requined reiponsiitied
and peocedures for notification and mingation of any such data breach

(5) Prowvider further acknowledges and agrees 1o have & written incident reiponie plan that reflects
Beut practices and is consalent with industry standards and federal and state brw for responding
00 2 data beeach, breach of security, privacy incident or urauthorired acquisition or wse of Student
Data or any portion thereol, Intiuding perionally deatifiable Information and agrees to provide
LEA, upon request, with & summary of said weitten inCident response plan.
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(4) LEA shal provide notice and facts surmounding the breach 10 the affected students, parents of
goardar

{5) In the event of 2 breach onginating from LEA's wie of the Service, Provider shall cooperate with
LEA 20 the extent necemsary 10 expedihowly secure Student Data

ARTICLE Vi: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “Geseral Offer of Privacy Terma™ (General Offer, attached hereto
# Dbt "17). be bownd by the terms of Exhilit "E” 10 any other LEA who signs the acceptance on sakd Exbiba
The form is mited by the terms and conditions dewcribed therein

ARTICLE VIl: MESCELLANEOUS

1. Termination in the event that either Party seeks to terminate this DPA, they may 80 50 by muteal written
comant 30 long as the Service Agreement has Lipsed or has been terminated  Eaher party may terminate
this DPA and any secvice agreement or contract if the other party breaches any terms of this DPA,

2. Efect of Termination Survival ¥ the Service Agreement is terminated, the Provider shall destroy il of
LEA"S Student Data purscant 1o Article IV, section &

3. Prority of Agreements This DPA shall govern the treatment of Student Dats in order 10 comply with the
Pivacy protections, inciuding those found m FERPA and all applcable privacy statutes entified n ths
DPA. In the event there & confict Detween the termd of the DPA and the Service Agreement, Terms of
Service, Privacy Policies, or with any other bad/RFP, koense agreement, Of writing, the terms of this DPA
2ol apply and take precedence. In the event of 2 confict Detween Exhibie K, the SOPC Standard Clauses,
and/or the Supplemental State Terms, Exhiit 4 will controd, followed by the Supplemental State Terms
Dxcept o described in this paragraph herein, ol other provisions of the Service Agreement shall remain
o efMect

4. Entice Axreament T™s DPA and the Service Agreement comtitute the entire agreement of the Parties
relating to the subject matier hereol and superiades sl prior communications, representations, of
apreements, oral of written, by the Parties relating thereto. Tha OPA may be amended and the
obtservante of asy provision of this DFA may be waived (efther generally or In any particullar imtance and
ether retroactively of peospectively) only with the sgned written cordent of both Parties. Neither fadure
nor deday on the part of any Party in esercising any rght, power, o privilege hereunder shall cperate a1 &
wiver of such rght, nor shall any single of partial exercise of any sech right, power, of priviege preciude
2y further esercise theveof of the exercise of any other right, power, o peivlege.
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7.

Severability Any provision of this DPA that is prohbited or urendorceable in any jeradcton thall s to
such urisdction, be ineffective to the extent of such probibition or unenforceablity without isvaldating
the remaining provisions of ths DPA, and any such peohibition or unesforceatslty in sy jeradction vhal
not irvalidate or render unenforceable vach provision o sny other jurisdction Notwithatanding the
foregong, ¢ such peovition cosld be more narrowdy drawn 10 83 POt 10 be prohibited or unesforceable in
vch jeridiction whie, & the same time, mantaning the istent of the Parties, it shal, as 10 wxch
Jeradiction, be 10 narrowly dramn without isvalidating the remaining provisions of this DPA o affecting
the validty or eaforcealibty of Such provision i ary othe! jurtdiction.

Goveraing_Lie: Venue sod Ncitdiction THIS DPA WILL BE GOVERNED SY AND CONSTRUED W
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW

PRINCOPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE RURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARTSING OUT OF OR
RELATING TO THS DPA OR THE TRANSACTIONS CONTEMPLATED MEREBY.

Successon Bound: This OPA i and shall be binding upon the redpeCtive CCesion n intereit Lo Provider
n the event of & merger, acguistion, comoldation or other bulinels recrganization o sale of ol or
webstantially all of the assets of such business s the event that the Provider sells, merges, or otherwise
Gaposes of s Dudiness 10 & successor during the term of this DPA, the Provider shall provide written
notice 10 the LEA no later than sty [60) days after the closing date of sale, menger, or daposal. Such
notice shall include 3 written, signed assurance that the successor will assume the oblgations of the DPA
and any cblgations with respect 10 Student Data within the Service Agreement. The LEA has the authority
to terminate the DPA ¥ it Gsapproves of the scoesor 10 whom the Provider s Jeling merpng, or
otherwise dapoung of its busness.

Authordty, Each party represents that & 5 authorided to bind to the terms of thy DPA, inchding
confidentiality and destruction of Studest Data and any portion thereo! contaned therein, all related or
Associaned mstitutions, individuals, employees or CONtractors who may have access to the Stedent Data
and/or any portion therec!

Walver No delay or omission by either party 10 exercise any right hereunder 5ol be construed as 2
waiver of ary such right and both parties reserve the right to exercise any such rght from time 1o time,
25 often as may be deemed expedient
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GaGuardian

Croinsardian Admisc Content- Sltering and alerting

“GoGaardian Beacon: Suicide and self harm alert and sotification 100
Colusardian DNS Network-leved filtering
GoGuardian Fleet: Device management
Loluardisn Teacher, Clasroom managesent

Pear Dock

Pear Dk, Inc. provides two software prodects governed by the same TOS and Privacy Policy. Pear Deck
augments shideshow presentations o allow teachers 10 engige all Seir studests. Pear Deck Vocabelary
an a-claw game i which sadents work sogether 10 buld fashcards.

Pear Deck does not inchude amendance, grades, or assgrments and collects minsmal svadent information.
Seadents must log in via Google or Office 365 and therefore do not maintain a separase Pear Deck acoount
Optionally. seachers can toggle an anonymous login in which case Pear Deck Soes not collect any
pervosally identifiabic wadent méormaticn.

[ normal use, students log inse Pear Deck and participate in an in class presentation by answering
questions prompead by their classecom teacher. Their responses are stored by Pear Deck. We do not build

marketing profiles around students.
Fdulastic

Online sssesament platform
Edelastic Centified sem bank

Fer teachers with Pressium Sobecriptions:
Promium Seatures (read slowd, test security features)
[n-depth reporting

Fee schools with Enterprive Version:
Schoolwide data and i depth reporting for admies
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EXHIBIT 87
SCHEDULE OF DATA

IP Addresses of users, Use of codlues, o

Other application techrology meta data-Please specify

Agplcation Use Statistics

Meta data on wier NEeraction with applicaton

Assesiment

TMMWM

Observation data

Other aswessment data-Pleae specify.

-

Altendarce

Student schoo! (dady) attendance data

Stheders class attendance data

Online communication captured [emaly, blog entries)
Conduct or behavioral data

Date of Brth

Pace of Bieth

Gender

Exhaicity of tace

Language Information (native, of primary language spoken by
student)

Other demographs wformation-Please specity.

freolment

Student school enroliment

Student grade level

Homeroom

Guidance cownselor

Specific curriculum programs

Year of graduation

Parent/Guardian Contact
Informaton

—

Addvess

Emal

Canclinding stndent Joacher Aty b the (h fotwre of GolawarBom Teacker

Lt Upndetad 20078129
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Phone N
Pacent/Guardian ID Parent ID number (created to Ink parenes 1o studeaty) X
Pacent/Guardan Name First and/or Lant X
Schedile Student scheduied COwses X
Teacher names X
Special indicator [ nginh language learmes informaton
Low income statin
Medical sherty) health data
Student daateity information
Specialund education services [IEP or 504)
Livng wtations (homeley/foster care)
Other indicator information Please sgeofy
Student Contact Address .
tmad X
Prone [
Stugern identhiers Local (School district) 10 number 44 |
State 1D number [
Provder/App avugned 12usent 1D number X
Student app Lrername 2]
Student app pattwordy B
Sudert Name First and//or Last X |
Student in App Program/ apphcation performance (typeg progr am student B
Performance types 60 wpm, reading program student reads below grade
Stusent Program Mnmuummm.mmmn U
Memtenhp Of participate in
mlw Student resporses (0 Serveys OF Quettonares D
Student work Student generated content, wiiling, pactures, ele B
Other student work data -Mease spacily:
Tramerot Student course grades |
Student course data

L Kipdesnd 2001 0 29
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Student course grades/ performance
Other tranacript dats - Please spechly:
Trassportation ﬁ.wwsuo;m
Student pick up and/or drop off location
Student bus caed ID number
Onher tranaportation dats ~ Plesse specify.
Other | Please It cach saditional ats element used, ttored, Of |:|
collected by your agphcation:

GoGusrdian's Ses-current Prodect Privacy Policy
(oo www goguardun com policies prodect-privacy )
describes the Studerst Diata soxd oy iaformation oolbected

—t :
Nore No Student Data collected at this time, Provider will l I

: \ sotify LEA if this designation is no longer
Apphcable.

(s Updatad 2057 41 2 ILNOPA Vrun (0 P 1N
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Pear Deck

LOUNT 7Y
SCMIDULE OF DATA

. Ghumakate | !
Coments

-t

P Addresses of users, Use of cookies, eoc.

Other apphication technology meta data-Piase ipacly

Meta data on wser nteraction with apphcation

Standardived teit scores

Demographay

Ethescity of race

Language information (natve, or primary language spoken by
student)

Other Semogs aohic indcemation Mease specily

Lrvoliment

Mudent whoo! enroliment

Studert grade level

Homeroom

Gudance coumseion

Spociic curncubam programs

Year of graduston

Other envoliment information Meate specity
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Category o Data Bements e
= q,m
Parent/Guardiam 0 Parent 1D number (Created 1o Ink parests 10 tudems)
Parent/Guardian Name | fiest andfor Lant
Schedule Student scheduied Cowrses
Teacher names
Specal Indicator (ngiah langaage learner information
Low income slatun
Medical derty/ haalth data
Student Saabilty infoemation
Specialeed education services [IEP or S04)
Uving situations (homeless/foster care)
Other indicator information-Please specify:
Student Cortact Address
Indermation py—
Phore
Stadest identifiers Local (School district) 10 number
State 10 ramber
Provider/App sisgned tudent 1D sumder
Student app username
Student app patswords
Stdeat Name First andfor Last
Student In Agp Programy/apphcation performance (Typng program student
Performance types 60 wpm, reading program student reads Sefow grade
Student Program ::mkocmrxmmmammmn D
Membersp Of particigate in :
M.W Studen! responses 10 SUNveys or guestionnares E
Stwdent work Student generated COMENt, writing, pictures, etc I;I
Other student work data Please specify:
Transcript Student cowrse grades
Student course data

Last Updoted 2001 V- 20
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Tramiportation Student bus sssgrement

Student pick up and/or drop off location
Student bus card 1D rember
Other tranaportation data - Plese speciy

Other Please Int cach additional data element used, stored, or E
colecied by your appication:

Powr Diock’s thon-curremt Provacy Polcy (mgs
www pesndeck com privacy policy ) describes the
Student Duts and other miormation collected

Nore T N Stedent Data colected ot this time. Provider wil D
mmediately notify LEA # Dhis desugnation is no longer
WGphcable.

L U 220 0929 LNIVA Veruns 10 Page 18 of X
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W Addresses of users, Use of cookies, et

Other appication technology meta data-Please specify:

Meta Cala On user iINeraction with application

StandardQed test scores

Ohservaton data

any shared by déstrict

Other ssesament data-Pesse specily:

Student school (dadly) attendance data

Stugent class attendance data

Onine communications captured [emady, biog entraes)

Conduct or behavioral data

Date of Birth

Mace of Birth

Gerder

{thniity or race

Language nformation (native, o prmary language spoken by
Hudent)

Other demographic mformation-PMease 1pecify

Ereolment

Student school envoliment

Student grade level

Specific curriodum programs

Year of gradeation

Parent/Goardian Contact

Emadl

Lt Updatnd 20210129
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one
Pareat/Guardian 10 lwowwnnmnm
Parest/Guardian Name | Fust and/or Last
Schedude Student Khedued courves
Teacher names
Special indu ator fmmmm
Low income status
Medical alerty/ heatt™ data
Student daatsbty mformaton
Specialued education services [1EP or S04

Living stuations (homeless/loster care)
Other indicater information Mease 1pecify.

refer b Edulbast s hem current Privacy Policy (hetpe odudatic com/peiviuy poicy’)
soore loformeton Note fanl data collociod n ths catepory m ot toguired.

Stugent Contant Adsress .
informaton et m
_Lm .
Student Meetfiers Local [School district) 10 ausmber Il
State 1D number ']
Provider/App assigned student (D number X |
Student app wiername m
Student 200 PRsLIWONds B
Student hame First and/oe Last X
Student = App TWMMMMM 1]
Performance types 60 wpen, reading program student reads below grade
—t
Student Program :Muc?wwwonm-qmw
RGPty Shudent responses 10 Wurveys Of QUETDOSNMIes
Revponses
Student work Studert generated content; weiting, pictures. eic.

Other student work data Please spociy
[dulastic anesument responses and Kores

Transcript Studert coune grades
Studert coune data

Lawt St 2004 04 29 HNOPA Virses L8 Page 8 of 2
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Student course grades/ performance scores

Other transcript data - Please specity.

Tramportation

Stwdent bus msignment

Student pick up and/or deop off location

Student bus card 1D number

Other transportation data - Please specify.

T Please 151 each additional data element wsed, stored, of
collected by your agphcation:

Edulastic’s hen-current Privacy Policy (httpe2odulastic com'
privacy-pobcy’) Sescribet the Souadent Diats snd other Informaton
ollexted

NO Student Data cobected at this me. Provider will
mmediately notify LEA i this designation is no longer
AWpicable.

Lax Updnond MiT-41-0
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De-identified Data and De Identification Records and indormaton are consdered 10 be De et fied when ab
penionaly deatiflable Wormaton has been removed 0f 0Bs0wred, SUCh that the remanng WAsrmation does not
reasonably identify & specific individual, Inclading, bet not Wmited to, any nformation that, alone o
Combination is Rnkable 10 2 specifc student and provided that the educational agency, o other party, has made
4 reaonable determination that 2 student’s identity &5 not personaly identifiable, tabing N0 Lo reasonable
avadable informaton

tducational Records [ ducatonal Records are records, fies, documents, and other materials drvectly related 10 2
Student and maintaned by the chool or local education agency, or By 2 person acting for such schoof or local
education agency, InChading but not Resited 10, records encompaiaing all the materal kept n the Budent’s
cumidative folder, such as general Wentifying data, records of attendance and of academic work completod,
records of achisvement, and rewsits of evaluative teits, health deta, dacipiinary status, test protocols and
NGRS edUatOn PrOgranm.

Metadatas mears mformation that provides meaning and context 1o other data being coliected, nchudng, but not
mited 10: date and time reconds and purpose of Creation Metadata that have been siripped of Ml divect and
ndrect dert ey are not considered Personally identfiable Wormaton

Operator: mears the cperator of an nlermet webiite, onlne werwoe, onkne apphcation, or mobde applcation with
actual knowdedge that the wte, service, or application s used for K-12 school purposes. Asy entity that operates
an istemet welnite, cnkne wrvice, onkne appication, or mobde appication that has entered Nto a sigred, written
agreement with an LEA 10 provide & service 10 that LEA shall be conudernd an “opermor” for the purpown of tha
wton

Oviginating LEA. An LEA who ongmaly executes the DPA in its entirety with the Provider

Provider: For purposes of the DPA, the term “Prowvider™ means provider of dpital educational software or services,
Inchuding doud Dased services, 1or the digital storage, management, and retreval of Student Deta. Within the DPA
the term “Provider™ includes the term “Thind Party” and the term "Operator” as used n applicable state statutes

Student Generated Content The term “Student Generated Content” means materals or content crested by &
student n the services iIncluging, byt not mited 50, essays, research reports, portfolios, Creative writing, music o
other sudo fles, photographs, videos, and account nformation that enables ongoing ownership of student
content.

Scheol Oficial For the purposes of this DPA and purseant 50 M CFR 4 99 11(b), » School OMciad iy 3 contraction
that: (1) Performs an institutional service o function for which the agency O INStitution would otherwne uwe
emplopees. (1) 15 under the direct control of the agency of IMSVton with respect to the wie and maistenance of
Student Data inciuding Education Records. and (1) & wiyect 10 M CFR § 99 13(a) poverning the we and re-
disciosere of Personaly Mertfiable Wiormaton from Educaton Records

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terma of Use

Student Data Student Data nciudes any data, whether gathered by Provider or provided by LEA o its users,
Wudents, or studenty’ pareaty/puardiamy, that i descriptive of the student incdluding, But not mited to,

Lot Updoted 20210014 . Mow Miron Exhid G ENDPA ! Qa Page 0 ot 2



DocuSign Envelope ID: 013F2F1C-9EE5-4205-A510-88A46EC6A28C

informaton in the student’s educational recond or email, first and last name, brthdate, home or ather physical
address, telephone number, emal address, or other information allowing phyiical or onkne contact, dicipline
recordi, videos, test relults, pecial education data, juvenide dependency records, graded, evalustiond, crisminal
records, medical records, healh records, social security numbers, bometric mformation, dsabiities,
sockoeconomic information, iIndividual purchasing behavior or preferences, food purchases, political aMillations,
religicus information, text messages, documents, student identifiers, wearch activity, photod, voice recordings,
ReoioCation Inormation, parens’ names, OF any other INOMmation of entfcation number that would provide
Information about a specific student. Student Data nclades Meta Data. Student Data further inciudes “Personally
Identifiable Information (PR)° as defined in 34 CF R §99.) and as defined under oy sppiicable 12ate law, Student
Data thall constitute Education Records for the purpases of this DPA, and for the purposes of federal, state, and
local lrws and regulations. Student Data as specfied in Exhibik “§” s confirmed 1o be colected or processed by
the Provider punuant 10 the Services. Studert Duta shall not combitate that isformation that has been
arcoymized or Deddentified, of ancoymous wiage data regacding 3 studest’s wie of Provider's senvices.

Sebprocessor: For the purposes of this DPA, the term “Subgrocenor”™ (Wometimes referred 10 41 the
"SebCOMracion”) medns a pacty other than LEA or Provider, who Provider uses for data collection, analytis,
storage, or other senvice to operate and/or Imgrove s senvice, and who has access 1o Student Data.

Subscribing LEA: An LEA that wid not party 10 the origingl Service Agreement and who alcepts the Provider’s
General Ofer of Privacy Terms.

Targeted Advertising: means presenting an advertsement 10 a student where the selection of the advertisement
is based on Student Data or inferred over time from the usage of the operator’s Internet web site, onfine service
or moblle application by such student or the retention of sech thudent’s onlne activities or requests over time for
the purpose of Largeting subdeguent advertisements. “Tangeted Advertising” does not inchade any advertaing to
2 student on an Intemet web site based on the content of the web page or In response 10 3 student’s response or
request for inflormation or feedback

Thied Party: The term “Third Party” means 2 provider of aigital educationd! software or services, including cloud-
based services, for the digtal sorape, management, and retrieval of Education Records andfor Student Dats, 3
AT 10rm IS used in SOMe SLate sTatutes. However, fof the purpade of this OPA, the term “Thind Party™ when wied
1o indicate the provider of dignal educational software Or services is replaced by the term “Provider =

Lt Updeted 2021-50-15 - New Mires Letie G LNOPA v Oa Page T 0 2
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Qo v
DIRECTIVE FOR DISPOSITION OF DATA

Provvider 1o dupoie of data obtaned by Provider pursuant 10 the terma of the Service Agreement between
LEA and Provdder. The terms of the Disposition are set forth below:

’!M“W
Dispostion is partial. The categories of data 10 be Ssposed of are set forth Below o are fousd n
an Mtachment 1o this Directive:

{ |
] oupostion is Complete. Disposition extends 1o all categonies of data

2 ‘
Duposton shall be by destruction of defetion of data,
g Dipostion shall be by a trarafer of data The data shall be transferred 1o the following sie as
follows
{ ]

3. Xredide o DIpoNLIQn

Data thall be dsposed of by the following date.
As 00m 31 commercially practicable
L |

4 Smauee

Acthonzed Repreteniatoe of LIA Date
5. Yerification of Dupoution of Daty

Asthorized Representative of Company Date

LM LUpdated 207100 14 - New s Exhite O LNDPA o1 Gn Page 2ol 2
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EXHIBIT K
GENERAL OFFER OF PRIVACY TERMS

1. OMer of Terms

Provider oflers the same privacy protections found i this DPA Between 2 and

("Oviginating LEA™) which is dated , 1o any other LEA ("Subscnbing LEA™) who accepts this General
Offer of Privacy Terms ("General Offer”) through fs signature delow. This General Ofer shall extend only to
privacy profections, and Provider's signature shall not necessarily bind Provider 10 other terma, such 84 price,
term, o schedule of services, O 10 any other provision Not addressed in this DPA. The Provider and the
Subscribing LEA may also agree 10 change the data provded by Subscnbing LEA 50 the Provider to sult the
wnigue needs of the Subscribing LIA. The Provider may withdraw the General Offer in the event of: (1) &
material change in the applicable privacy statues; (2] a material change in the senvices and products listed in
the originating Service Agreement, or three (3) years after the date of Provider's sgaature to this Form
Subacnbng UAs whould send the ugned Exhibit . o
0 Provider ot the following emad address ’

PROVIDER:
BY: DQate:

Printed Name: Tithe/Position:

2 Subscriding LEA

A Subscriteng LEA, by signing 3 separate Service Agreement with Provider, and by its signature below, accepts

the General Offer of Privacy Terms. The Subscriding UEA and the Provider shall theredore be bound by the same
serrm of this DPA for the teem of the DPA Between the

»d

SSPRIOR TO ITS EFFECTIVENESS. SUBSCRBING LEA MUST DELIVIR NOTICE OF ACCIPTANCE TO PROVIDER

PURSUANT TO ARTICLE VI SICTION §, **

Subscriding LEA

BY: Date:
Printed Name: Tithe/Postion:
SCHOOL DISTRICT NAME:
DESIGNATED REPRESENTATIVE OF LEA:

Name

Trthe:

Address:

Tetephone Number.
(mait

Lo Upaaned 300503 %5 - New Snos Eanibe O L NDPA o u Page 33 of 32
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[Fo L
DATA SECURITY REQUIREMENTS

Adegquate Cybersecurity frameworks
2/24/2020

The Education Securty and Privecy Exchange (“Idspex”) works in partnenship with the Student Data Privacy
Consortium and industry leaders 10 mantam & kst of known and creditde cybersecurity frameworks which can
profect Sgital leaming ecosystems chosen based on 2 set of peiding Cybersecwrity prnciples® |"Cytersecuriny
Framewarks”™) that may be utiloed by Provider

Cyberyecurity Frameworks
MAINTAINING ORGANIZATION/GROUP FRAMIWORXLS)
X National nsntute of Standards and NEST Cybersacurity Framework Verson 1 1
LIM
National inatitute of Standards and NIST SP 30053, Cybersecwity Framework for
Technology Improving Critical infrastructure Cyberecurity
(CSF), Special Publcation 300171
FWMW Irdormation technology — Secunty techmgues
~ Information secunty management vyviem
(150 27000 series)
bzmmwmu: Securinty Controds Framewors (SCF)
D Comer for internet Securty C15 Critical Security Controls (CSC, CIS Top 20}
Office of the Under Secretary of Defense for | Cybersacurity Maturity Madel Cersfication
Acquistion and Sustaiment (OUSD(ARS)) [CMMC, “FAR/DFAR)

Please Wit 10 L www ehipe s org for further detods about the noted fromeworks
*Cybensecurity Principies used 50 choose the Cybersecunty Frameworks are ocated here

Lawt Upcamed 207105 15 - New o [oas G ENOPA VI G Pape 2 B0
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EXHIBIT “G* - Supplemental SOPC (Student Data Privecy
Comsorthem) State Teems for lincis
Verson IL-NOPAYT Oa (Revised March 15 2021)

This Exhid G, Supplementsl SDPC State Terms for Bnos ("Supplementsl State Terms™) efective
simgitaneously with Me atacked Saudert Data Prvacy Agreement ("DPAT) By and  between
mmmmmu .

mnumnon mmmtm\mammmm
polcies agpicable 1o the DPA) as follows

1. Compllance with Ilinols Privacy Laws. In performing &5 obigations under the Agreement. the
Prowder shall comply with ol Ilinom laws and reguistons pertaning 1 student dats privecy, confidentalty,
AN MaMenence, iInciuding but a0t kenited 10 Pe linos School Studest Records Act (ISSRA™). 105ILCS
10/, Montal Heatth and Developmental Disabiltes Confidentalty Act "WHDDCA™). 740 ILCS 110, Student
Ondne Personal Protection Act MSOPPAT), 105 ILCS 85/, identty Protection Act (WA S ACS 1TW, and
Pocsonad Information Protecton Act ("PIPA") B15 ILCS 5307 and Local Recosss Act ("LRA"), 50 LCS 208

2. Definition of “Student Data™ In addtion 10 Do defenion set 1o n Exhibit C, Sudert Data
NSRS Aty And 8 ISOMAtion CONCRITING & Studen! Dy wihich & student may be ndvicdually \dentfied
ender apphcable Incis law and seguianions, INCluding Dut not mied 10 (a) “covered nformation.” as
delned in Secson § of SOPPA (106 ILCS 85%), () "school student records™ as that term » defned In
Secton 2 of ISSRA (105 ILCS 102id)) () "records” a8 that term s defined ender Section 1102 of e
MHDOCA (740 ILCS 11071 and (@) "personad nformation” as defined in Secton 5305 of PIPA

3. School Official Designation. Pursvant 1 Artcle | Paragraph 1 of the DPA Standard Couses.
and in accordance with FERPA, ISSRA and SOPPA, n performing s cbigators under Pe DPA, e
Provder s actng 35 a8 school official with legtimate aducational intersst. i3 parforming an Insttutonal
service or functicn for whch he LEA would othereiss cie &3 Oun empiopees, & under the drect control of
30 LEA with reapec! 13 1he use and mamenance of Saudent Data, and is using Student Data only for an
BuUPOrZed purpose and i hatherance of such legimate eduCatonyl interest

4  Umsitations on Re-Disclosure. The Provider shall not re-dacioss Studest Data 10 any other paty
o afiale wENOW! e apress weillen perrmission of Be LEA o purdcant 10 Cout Order, uniless such
Ssciosure is oherwise permiied under SOPPA, ISSRA FERPA, and NHDDCA,. Provider will not sell or
rent Stwoent Data In the event another party, nNCluding law enforcament or 3 govermment andly  contacts
e Provider wih 3 request or subpoens for Student Data in e possession of e Provider. the Provider
shal secioect (he other party 10 seek Da dats Srecty Fom Do LEA In the event the Provider & compelied
2 prodecs Student Data 10 asother party in complance with a court order, Provider shall notfy the LEA at
0ast five (5) school days in advance of the court ordered dsciosure and. upon request. provide e LEA
With 2 copy of e court order requinng such dsclosure

5 NoSoes. Any notce delvered pursuant to the DPA shall be deemed eflective. 33 appicatie, upon
receipt 83 evidenced by the date of inpasmisson Indicated on the Fasamason material if by o-mal o four

(4) days ater maling, d By Srat-Class il DOMAOS Drepaid

0 Parent Right %o Access and Challenge Stadent Data. The LEA shal estabish ressonadle
SrOCHSUNES Durtcant 10 ahich & parent 28 Tt term & defined in 205 ILCS 102(g), may inspect and'or

Lot Updhiied 2021-00-19 . New Mven Eoha O ANDPA ot S Page N r R0
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copy Student Data andior chalenge The acouracy, nelevance or propriety of Student Data. pursuant o
Sections 5 and 7 of ISSRA (105 1LCS 209 103 ILCS Y0T) and Section 33 of SOPPA (108 L.CS BSXT) The
Provider shall respond 10 8ny request by the LEA for Student Data » the possession of the Provicder when
Provider COOperation & regueed 1 aflord & parent an Spporiunty 10 RIgect andior copy the Student Data,
o later Ban 5 busness days hom the date of the seguest. It The evend Tt & Darent COMACts The Provider
drecly % mspect andior copy Student Data. he Prowider shall sefer the parent 10 e LEA whch shad
follow the necessary and proper procedures fegardng the reguested Sudent Data

7 Comections 10 Factual Inaccuracies. It e avent Bal the LEA determnes that the Provider is
mantanng Student Data Pat contans & achal Naccuracy . and Provider COOPSon & regured in onder
10 make 8 corecion, the LEA shall notly the Prowvsder of e factual inacouracy and the comecton 1o be
made No later than 50 calendar days afer recening e notce of the factual maccuracy, the Provider shall
cormect the factuad naccuracy and shall provide writen confiemation of the comecton o the LEA

8  Secwity Standards. The Provider shal implement and mantan commercially feascnable
securty procedures and practices 1hat otherwise meet or exceed NOustry standards desgred 1o protect
Sudent Data from unasthorized access, destruction. vae, modication or deciosure. ncudng but  not
rrited 12 e UNSUNOEed Acguistion of computerined @ats Bat compromises the securty. confidentialty,
o gty of Pe Student Data (& "Secunty Breach”) For putposes of w DPA and 1 Extet G,
“Securty Breach”™ does not Inciude he good tah soguston of Student Data By an empioyes Of agent of
the Provider o LEA for a legtimale educatonal or adminisirative purpose of the Prowider or LEA 50 long
M e Stedent Data & vsed solely for purposes permiied by SOPPA and other appicable law, and so
long ms he Student Data o restrcing hom Arther unauthored daciosus

¥ Secwrity Breach Notification. In a0300nN 10 Te FAomanon esumerited ik Aticio V. Socson 4(1)
of e DPA Standard Clauses. any Secunty Breach notfcaton provsded by he Provider 10 he LEA shal
noude

2 A st of e stucents whose Siudent Data was nvolved 8 of s reasonably Deleved 1
have been mwoived n the breach. ¥ known. and

& The name and COMBC! Niormation 11 an empioyes of e Provider whom parents may
CONtact 10 Ingure about the Breach

10 Reimbursement of Expenses Associated with Security Deeach. In he event of 8 Securty
Breach Pat s atrbutable 10 The Provider, Be Provcer shall mimburse and indemnsly he LEA for any and
ol costs and expenses that Phe LEA ncuns o mwesigatng and samedatng the Securty Breach without
regard 10 any MTHaton of Aabity PAOVISION otherwse 8Jreed 10 Detween Provider and LEA. ncludeg tut
not ki 15 Costs and EApeNsos 3SRcCated wth

A Provdng notiication %5 B parents of Bose students ehose Student Data was
COMPromesed and reguiaiony Bgenties Of other endites s fodueed by law of Contract

b Providng coedt moniionng 10 Tose students whose Student Data was ssposed n 2
marner durng the Securty Breach Tt 3 reasorabie Person would bebeve may mmpact
Do shudents Crodt o Snancal securty.

G Logal fees auck costs, fnes. and any other fees Of damages Wmposed against the LEA
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25 2 result of the secunty treach, and

d  Provdng sny oher nosficasons o fUling asy ofe! qurements adopted by the
Bnos State Board of Education or wnder other S2ate or federal laws

11 Transfer or Delation of Student Data. The Provider shall revew, 00 an amnual bass, whather
Mo Studect Data # has received purssart 1o the DPA conticues 15 Be fteded for the puposes ) of the
Service Agreemect and Tus DPA, If any of Mo Saudent Data i 1o longer needed for purposes of he Service
Agreemant and tvs DPA, the Provider will provide wiiien notioe 10 the LEA as 12 what Student Data & no
onger needed The Provider wil delete o ransfer Student Data in readabie fomm o e LEA, as drected
by Do LEA [which may be eectuated through Exnibdt D of the DPA) within 30 calendar days £ the LEA
requests deletion o tramafer of e Student Data and shall provide writien confemation 10 Be LEA of such
deleton or ansfer. Upon lermination of the Service Agreement between the Provider and LEA. Provider
shad conduct & feal revew of Student Data within 80 calender days.

¥ e LEA recewes a request bom 2 parent, as that term & defined n 105 LCS 1021g). that Stwdent
Data beng held by e Provder be deleted. the LEA shall delermine whether the roguested deletion would
viclate State andior federnl reconds laws In the event such deletion would not viclate State or federd
records faws. the LEA shall forward the reguest for defetion 15 De Provider. The Provider shal comply with
T regues! and delete the Sucent Data within 3 reascnadie Mme perod afer feceiving the request

Any provaion of Student Data 10 the LEA hom Me Provider shall te tarsmitied in a format
readable by the LEA

12. Public Posting of DPA. Pursuant to SOPPA, Ta LEA shall publish on s website a copy of the
DPA batween the Provider ang Pe LEA noiuding ths D G

13, Subcontracions, By 2o later 1han (5) Busness Gays afer e date of execution of the DPA, the
Provider shall provide the LEA with 2 kst of sy subooniacion 10 whom Student Data may be daciesed or
2 W0k 10 8 page on e Provider's website hat clearly hsts any and af subooniracions 1 whom Stucent Data
may be daciosed This bst shal, ot & mnimum, e updated and provided % the LEA by the begrnng of
oach Bscal your (Joly 1) and 8t The Deginning of aach calendsr yedr (January 1)

14. DPA Term.

a Original DPA. Paragraph 4 on page 2 of the DPA seling & heee-year term lor the DPA
$hal Do deleted, and e foliowing shal be nsened n heu Merect “This DPA shal e
eflective upon he date of signature by Provider and LEA. and shall reman
In efect a3 between Provider and LEA 1) for 50 ong a9 he Services ae bery
prowded 1o 1o LEA o 2) untl e DPA is eemisated pursusnt 10 Section 15 of ™ Exhitat
G, whichewer comes fiest. The Exhibit € General Offer wil exgwe three (3) yoars fom the

date e ongnal DPA was sgred *

b General Offer DPA. The blowing shall be nserted a5 3 New Second sentence n
Paragraph 1 of Exhitst £ “The provisons of hhe orgingl OPA olered by Provder and
ScCapied by Subacnbing LEA pursuant 1o ts Exnee E shal reman n offect as Detesen
Provider nd Subacrbng LEA 1) for 50 long as the Services are beng provided
Sebscnitang LEA or 2) untl e DPA is termnated pursuant 10 Section 15 of this Eibt G,
whichever comes fest ”
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15 Terminason. Parsgragh 1 of Aricie VI shatl Be Geleted. 4nd e Bowing shall te inserted n bey
thereof “In the event ether Party seoks 10 terminate this DPA. they may &0 50 By mutusl wellen
consent 50 long 3s Pe Service Agreement has lapsed of been termnated One party sy lerminale
the DPA upon 3 matenal breach of this DPA by the other party Upon termsation of the DPA_ the
Servica Agreement shal Sermnate

16 Privacy Policy. The Provider must publicly Sacionss matenal niormation atout £ colection. wee,
and dedosue of Student Data, Inciuding Dut not kmied 0, pubishng & barms of servce
sgreement. prvacy pOICY, Of sméar dooument

17 Minimums Data Necessary Shared. The Provder attosts that the Siudent Data request by the
Poovider from e LEA in order for he LEA 10 acoms he Provider's products andion servces i
hrvied %0 the Studont Data !hat is adeguale, refovint. and mied 10 whal & NeCessary n el on
10 the K12 school purposes for which it is processed

12 Student and Parent Access, ACCoss Dy Mucdents of Darenis'guardans 10 the Prowvider s programs
OF SerVices Qovermod by the DPA or 1 any Studant Dats stored by Provider shall not be condBoned
UpOn agreement by he DirentuguIrdand 10 wirve any of e shddent dats confidentialty
resircions or a lessonng of any of he confidentaity Of DIVECY TOQUINSMants COMMNEd o ths
DA

18 Data Storage. Provider shall siore aff Sudent Dats stared under the DPA within the United States
20 Exhibits A and B. The Services desorbed in Exiit A and the Schedule of Dats in Exhioe B
the DA sataly the requrements n SOPPA 10 inciude a statement of the product ofF senvice beng

provided to the schodl By B Provider and a bating of the categones of types of covered niormaton
10 be provided % Me Provder respectively
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E0N8IT W
Additicnal Terms or Modifications
Vervon

LEA and Provader agree o the Sallowing addtosal torms and modifications

Thin i & froe lext fichd Bhat the partics can wae 40 add or modify terrea in or 1o the DPA. If fhere are 0o addinonsl
or modifiod terms. the Giedd should read “Noee ™
61814715891

Sev the Firar Amendment 10 Moty Ssandord Stwdenr Doswt Privocy Agreemens on the aar page
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FIRST AMENDMENT TO ILLINOIS STANDARD STUDENT DATA PRIVACY
AGREEMENT

Theas Farst Amendment (“Amendment”™) 10 Vorsion | 0a 1o the Standasd Studenmt Data Privacy
Agreement, IL-NDPA Suandard Version | On ("SDPA™), by sad between, Limincx, Inc. dosng
bassncss as GoGuardian ("Previder™ or "GeGiuardian™) and Local Education Apency peonvided
n the SDPA (LEA™), is effective as of the effective dato of the SDPA (“Effective Date™). The
Parties (defined heresn) are subgect 1o & Service Agreement, which is GoCiuardian's Terms of
Service and End User License Agreement (available ot www goguandan com/cula hunl) that
may be updaied from tene W time in accordance with the terms $herein). To the extont that the
terms of this Amendment conflict with the SDPA or the Service Agreement, the terms of this
Ameadment shall control. Unless otherwise explicitly defined in this Amendment, ali capitalized
terms shall have the meaning ascribed to them s the following order of prionty (1) SDPA; (2)
the Service Agreement. The torms of such SDPA and the Service Agreement shall semnain in full
force and effect except as exprossly modified by this Amendment. The SDPA shall be smondod
betwoen the Parties as follows:

ARTICLE IV: DUTIES OF FROVIDER

5. De-ldentificd Data Soction 5 (De-Mdentified Data) of Article 1V (Duties of
Provider) of the SDPA is hereby modified by deleting “indirectly™ from the last sentence and by
deleting the second 10 lawt sentence and replacing with the following sestence.

“Excopt for Subgeocessors, Provider agrees not 1o transfor de- identified Student Data 1o
any party unless (a) that party agrees in writing not 1o attempe re-identification, sod (b)
that party agrees %o comply with all applcable foderal, stase, and bocal laws, rules, snd
regulations pertaining 10 Student Data pravacy and secunity, all as may be amended from
time o the.”

ARTICLE V: DATA FROVISIONS

3 Data_Security. Section 3 (Data Security) of Amtcle V (Data Provissons) of the
SDPA is hereby smended by adding “indutry standard™ after “utilize™ in the flest seatence.

4 Data _Breach. Soction 4 (Dats Becach) of Article V (Duta Provissoms) of the
SDPA hereby smended by lmscrtmg the woed “spplicable™ before “fodoral and state
reguirements” is subsection (2).

ARTICLE VI MISCELLANEOUS

L Poecity _of Agreements Sectom 3 (Prioeity of Agreements) of Ankle VI
(Miscellancous) is hereby amended by inserting the following after the second sentence:
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“In the event the terms of the DPA are silent as 1o any term or condition

that is expressly provided for in the Service Agreement, the term or

condition of the Service Agreement shall apply.”

7. Suscessors Bound. The last sentence of Section 7 (Successors Bosnd) of Artick
VI (Miscellancous) 15 hereby deletod mn s entirety.

EXHIBIT “G" - SUPPLEMENTAL SDPC STATE TERMS FOR ILLINOIS

4 Limitatien_oa Re-Disclosurs. Section 4 (Limitatoss on Re-Disclosure) of
Exhatat G (Supplemental SDIRC State Terms for [Hlinois) is hereby amondod by inserting the
phrase “wnder the DPA or” after the “otherwise permitsed”™ in the flrst sentence.

100 Reimburyement of Expenses Associated with Security Breach.
Section 10 (Reimbursement of Expenses Associsted with Scowity Breach) of Exhidx G
(Supplemental SDPC Saate Terms for [linols) is hereby deleted i its enirety and replaced with
the following:
Provider shall, 10 the extent a Security Breach Is determined o have deen cawsed by the
actions or omissions of Provider: (a) pay for or reimbunie the cost of providing
notification %o the parents of those stedents whose Student Data was compromised; (b)
provade credit monitoning 10 those stadents whose Student Data was exposed in & manner
during the Security Breach that 2 reasceable person would believe that it could impact his
or her crodit or financial security; and (¢) provide any other notifications o fulfilling sy
other Jegal requirements adopted by the lllinois State Board of Education or of any other
applicable state or federal laws.

Additionally, 1o Be exicnt 8 Security Beoach is determined % have been caused by e
actions or omissions of Provider, Provider shall, at its own expense, retain an indepondent
soditor % conduct and masage an sodit as reasonably necessary % imvestigate the sowrce
and scope of the Security Breach. Provider shall defend, indemnify, and hold harmless
LEA for logal fees, fines, and damages arsing from thisd party claims against LEA for a
Security Breach 1o the extent such breach is determined o have been caused by the
actions or omissions of Provider LEA must immodatcly notify the Provider of such a
claims Provider may assume, in its sole discretion, control of the defense, appeal, or
settlement of any such Surd party claim by sending LEA a written notice of asvamption
within ten (10) business days of receiving notice. Il Provider assumes controd of the
defeese, LEA shall fully cooperate with Provider in connection therewith and may
cenploy (a2 ity own expensc) scparate coumsel 10 represent it
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1 Jrassfer or Deletion of Student Data Section 11 (Transfer or Deletion of

Stadent Duata) ts hereby amended by deleting the last seotence of the first paragraph and
replacing it with: “Upon ermanation of the Service Agrecment the Provider shall effectsans such
transfer or deletion of Stadent Data within a commercially reasonable period of time as oog as
that information is nol mecessary o comply with our Jegal obligations, resolve disputes, or
enforce Provider's agreements





