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%DFNJURXQG�DQG�,QVWUXFWLRQV�

+LVWRU\�RI�$JUHHPHQW��7KLV�DJUHHPHQW�KDV�EHHQ�GUDIWHG�E\�WKH�7H[DV�6WXGHQW�3ULYDF\�$OOLDQFH� �7;63$���
7KH�$OOLDQFH�LV�D�FROODERUDWLYH�JURXS�RI�7H[DV�VFKRRO�GLVWULFWV�WKDW�VKDUH�FRPPRQ�FRQFHUQV�DURXQG�VWXGHQW�
DQG�GDWD�SULYDF\��7KH�7H[DV�.����&72�&RXQFLO�LV�WKH�RUJDQL]DWLRQ�WKDW�VSRQVRUV�WKH�7;63$�DQG�WKH�7;63$�
LV�WKH�7H[DV�DIILOLDWH�RI�WKH�QDWLRQDO�6WXGHQW�'DWD�3ULYDF\�&RQVRUWLXP��6'3&���7KH�6'3&�ZRUNV�ZLWK�RWKHU�
VWDWH� DOOLDQFHV� E\� KHOSLQJ� HVWDEOLVK� FRPPRQ� GDWD� SULYDF\� DJUHHPHQWV� XQLTXH� WR� WKH� MXULVGLFWLRQ� RI� HDFK�
VWDWH�� 7KLV� 7H[DV�DJUHHPHQW�ZDV� GUDIWHG� VSHFLILFDOO\� IRU� .���� HGXFDWLRQ� LQVWLWXWLRQV� DQG� LQFOXGHG�EURDG�
VWDNHKROGHU�LQSXW�IURP�7H[DV�VFKRRO�GLVWULFWV��VWDWHZLGH�DVVRFLDWLRQV�VXFK�DV�7$6%��7$6$��DQG��7$6%2���
DQG� WKH�7H[DV�(GXFDWLRQ�$JHQF\��7KH�SXUSRVH� RI� WKLV� DJUHHPHQW� LV� WR� VHW� VWDQGDUGV� RI� ERWK� SUDFWLFH�DQG�
H[SHFWDWLRQV� DURXQG� GDWD� SULYDF\� VXFK� WKDW� DOO� SDUWLHV� LQYROYHG� KDYH� D� FRPPRQ� XQGHUVWDQGLQJ� RI�
H[SHFWDWLRQV��7KLV�DJUHHPHQW�DOVR�SURYLGHV�D�PHFKDQLVP��([KLELW�(��*HQHUDO�2IIHU�RI�7HUPV��WKDW�ZRXOG�
DOORZ�DQ�2SHUDWRU�WR�H[WHQG�WKH�DELOLW\�RI�RWKHU�7H[DV�VFKRRO�GLVWULFWV�WR�EH�FRYHUHG�XQGHU�WKH�WHUPV�RI�WKH�
DJUHHPHQW� VKRXOG�DQ�2SHUDWRU� VLJQ�([KLELW�(��7KLV�PHFKDQLVP�LV� LQWHQGHG� WR�FUHDWH�HIILFLHQFLHV� IRU�ERWK�
2SHUDWRUV�DQG�/($V�DQG�JHQHUDOO\�HQKDQFH�SULYDF\�SUDFWLFHV�DQG�H[SHFWDWLRQV�IRU�.����LQVWLWXWLRQV�DQG�IRU�
FRPSDQLHV�SURYLGLQJ�VHUYLFHV�WR�.����LQVWLWXWLRQV��

,QVWUXFWLRQV�IRU�2SHUDWRUV��7KLV�DJUHHPHQW�LV�LQWHQGHG�WR�EH�SURYLGHG�WR�DQ�2SHUDWRU�IURP�D�/($�� 7KH�
2SHUDWRU�VKRXOG�IXOO\�UHDG� WKH�DJUHHPHQW�DQG� LV� UHTXHVWHG� WR�FRPSOHWH� WKH�EHORZ�DUHDV�RI� WKH�DJUHHPHQW��
2QFH� WKH�2SHUDWRU� DFFHSWV� WKH� WHUPV� RI� WKH� DJUHHPHQW�� WKH�2SHUDWRU� VKRXOG�ZHW� VLJQ� WKH� DJUHHPHQW�DQG�
UHWXUQ� LW� WR� WKH�/($��2QFH� WKH�/($� VLJQV� WKH� DJUHHPHQW�� WKH�/($� VKRXOG�SURYLGH� D� VLJQHG� FRS\�RI� WKH�
DJUHHPHQW�WR�WKH�2SHUDWRU��

$UWLFOH�([KLELW� %R[��� 'HVFULSWLRQ�

&RYHU�3DJH� %R[����� 2IILFLDO�1DPH�RI�2SHUDWRU�

&RYHU�3DJH� %R[����� 'DWH�6LJQHG�E\�2SHUDWRU�

5HFLWDOV� %R[���� &RQWUDFW�7LWOH�IRU�6HUYLFH�$JUHHPHQW�

5HFLWDOV� %R[���� 'DWH�RI�6HUYLFH�$JUHHPHQW�

$UWLFOH��� %R[HV������� 2SHUDWRU¶V�GHVLJQDWHG�UHSUHVHQWDWLYH�

6LJQDWXUH�3DJH� %R[HV�������� $XWKRUL]HG�2SHUDWRU¶V�UHSUHVHQWDWLYH�VLJQDWXUH�

([KLELW�$� %R[����� 'HVFULSWLRQ�RI�VHUYLFHV�SURYLGHG�

([KLELW�%� $OO�$SSOLFDEOH�
%R[HV�

x 2SHUDWRU�QRWDWHV�LI�GDWD�LV�FROOHFWHG�WR�SURYLGH�WKH�GHVFULEHG
VHUYLFHV�

x 'HILQHV�WKH�VFKHGXOH�RI�GDWD�UHTXLUHG�IRU�WKH�2SHUDWRU�WR
SURYLGH�WKH�VHUYLFHV�RXWOLQHG�LQ�([KLELW�$

([KLELW�'� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW���'HILQHV�GHOHWLRQ�RU�UHWXUQ�RI�GDWD�
H[SHFWDWLRQV�E\�/($�
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([KLELW�(� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW���2SHUDWRU�PD\��E\�VLJQLQJ�WKH�)RUP�RI�
*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��*HQHUDO�2IIHU��DWWDFKHG�DV�
([KLELW�(���EH�ERXQG�E\�WKH�WHUPV�RI�WKLV�'3$�WR�DQ\�RWKHU�
6XEVFULELQJ�/($�ZKR�VLJQV�WKH�DFFHSWDQFH�LQ�VDLG�([KLELW��

([KLELW�)� %R[HV��������� $�OLVW�RI�DOO�6XESURFHVVRUV�XVHG�E\�WKH�2SHUDWRU�WR�SHUIRUP�
IXQFWLRQV�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��OLVW�VHFXULW\�
SURJUDPV�DQG�PHDVXUHV��OLVW�2SHUDWRU¶V�VHFXULW\�PHDVXUHV�

,QVWUXFWLRQV� IRU� /($� DQG�RU� 6XEVFULELQJ�/($��7KLV� DJUHHPHQW� LV� LQWHQGHG� WR� EH� SURYLGHG� WR�DQ�
2SHUDWRU�IURP�D�/($��8SRQ�UHFHLYLQJ�DQ�H[HFXWHG�DJUHHPHQW�IURP�DQ�2SHUDWRU��WKH�/($�VKRXOG� IXOO\�
UHYLHZ�WKH�DJUHHPHQW�DQG�LI�DJUHHDEOH��VKRXOG�KDYH�DQ�DXWKRUL]HG�/($�FRQWDFW�ZHW�VLJQ�WKH�DJUHHPHQW��
2QFH�VLJQHG�E\�ERWK�WKH�2SHUDWRU�DQG�/($��WKH�/($�VKRXOG�VHQG�D�FRS\�RI�WKH�VLJQHG�DJUHHPHQW�WR�WKH�
2SHUDWRU��

$UWLFOH�([KLELW� %R[��� 'HVFULSWLRQ�

&RYHU�3DJH� %R[����� 2IILFLDO�1DPH�RI�/($�

&RYHU�3DJH� %R[���� 'DWH�6LJQHG�E\�/($�

$UWLFOH��� %R[HV�������� /($¶V�GHVLJQDWHG�UHSUHVHQWDWLYH�

6LJQDWXUH�3DJH� %R[HV�������� $XWKRUL]HG�/($�UHSUHVHQWDWLYH¶V�VLJQDWXUH�

([KLELW�'� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW���'HILQHV�GHOHWLRQ�RU�UHWXUQ�RI�GDWD�
H[SHFWDWLRQV�E\�/($�

([KLELW�(� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW��2QO\�WR�EH�FRPSOHWHG�E\�D�6XEVFULELQJ�/($�
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5(&,7$/6�

:+(5($6��WKH�2SHUDWRU�KDV�DJUHHG�WR�SURYLGH�WKH�/RFDO�(GXFDWLRQ�$JHQF\��³/($´��ZLWK�FHUWDLQ�GLJLWDO��

HGXFDWLRQDO�VHUYLFHV��³6HUYLFHV´��DFFRUGLQJ�WR�D�FRQWUDFW�WLWOHG�³����������������������������������������������������������������³��
����>%R[��@�

DQG�GDWHG����������������������WEH�³6HUYLFH�$JUHHPHQW´���DQG���
�>%R[��@�

:+(5($6��LQ�RUGHU�WR�SURYLGH�WKH�6HUYLFHV�GHVFULEHG�LQ�WKH�6HUYLFH�$JUHHPHQW��WKH�2SHUDWRU�PD\�

UHFHLYH�RU�FUHDWH�DQG�WKH�/($�PD\�SURYLGH�GRFXPHQWV�RU�GDWD�WKDW�DUH�FRYHUHG�E\�IHGHUDO�VWDWXWHV��DPRQJ�
WKHP��WKH�)HGHUDO�(GXFDWLRQDO�5LJKWV�DQG�3ULYDF\�$FW��³)(53$´��DW����8�6�&������J�����&)5�3DUW������
&KLOGUHQ¶V� 2QOLQH� 3ULYDF\� 3URWHFWLRQ� $FW� �³&233$´��� ��� 8�6�&�� ����������� DQG� 3URWHFWLRQ� RI�3XSLO�
5LJKWV�$PHQGPHQW��³335$´�����8�6�&������K��DQG�

:+(5($6��WKH�GRFXPHQWV�DQG�GDWD�WUDQVIHUUHG�IURP�/($V�DQG�FUHDWHG�E\�WKH�2SHUDWRU¶V�6HUYLFHV�DUH�DOVR�
VXEMHFW�WR�VWDWH�VWXGHQW�SULYDF\�ODZV��LQFOXGLQJ�7H[DV�(GXFDWLRQ�&RGH�&KDSWHU�����DQG�

:+(5($6��WKH�2SHUDWRU�PD\��E\�VLJQLQJ�WKH��*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV���DJUHH�WR�DOORZ�RWKHU�

/($V� LQ�7H[DV� WKH� RSSRUWXQLW\� WR� DFFHSW� DQG� HQMR\� WKH� EHQHILWV� RI� WKLV�'3$�IRU� WKH� 6HUYLFHV� GHVFULEHG�
ZLWKLQ��ZLWKRXW�WKH�QHHG�WR�QHJRWLDWH�WHUPV�LQ�D�VHSDUDWH�'3$��

12:�7+(5()25(��IRU�JRRG�DQG�YDOXDEOH�FRQVLGHUDWLRQ��WKH�SDUWLHV�DJUHH�DV�IROORZV��

$57,&/(�,��385326(�$1'�6&23(��

�� 1DWXUH�RI�6HUYLFHV�3URYLGHG��7KH�2SHUDWRU�KDV�DJUHHG�WR�SURYLGH�GLJLWDO�HGXFDWLRQDO�VHUYLFHV�DV�RXWOLQHG�LQ�
([KLELW�$�DQG�WKH�$JUHHPHQW�

�� 3XUSRVH� RI� '3$�� )RU� 2SHUDWRU� WR� SURYLGH� VHUYLFHV� WR� WKH� /($� LW� PD\� EHFRPH� QHFHVVDU\� IRU� WKH�/($
WR�VKDUH�FHUWDLQ�/($�'DWD��7KLV�'3$�GHVFULEHV�WKH�3DUWLHV¶�UHVSRQVLELOLWLHV�WR�SURWHFW�'DWD�

�� 'DWD�WR�%H�3URYLGHG��,Q�RUGHU�IRU�WKH�2SHUDWRU�WR�SHUIRUP�WKH�6HUYLFHV�GHVFULEHG�LQ�WKH�6HUYLFH�$JUHHPHQW��
/($� VKDOO� SURYLGH� WKH� FDWHJRULHV� RI� GDWD� GHVFULEHG� LQ� WKH� 6FKHGXOH� RI� 'DWD�� DWWDFKHG� DV
([KLELW�%�

�� '3$�'HILQLWLRQV��7KH�GHILQLWLRQV�RI�WHUPV�XVHG�LQ�WKLV�'3$�DUH�IRXQG�LQ�([KLELW�&��,Q�WKH�HYHQW�RI�D�FRQIOLFW��
GHILQLWLRQV�XVHG�LQ�WKLV�'3$�VKDOO�SUHYDLO�RYHU�WHUPV�XVHG�LQ�WKH�6HUYLFH�$JUHHPHQW�
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$57,&/(�,,��'$7$�2:1(56+,3�$1'�$87+25,=('�$&&(66�

�� 2ZQHUVKLS� RI�'DWD�� $OO�'DWD� WUDQVPLWWHG� WR� WKH�2SHUDWRU� SXUVXDQW� WR� WKH� 6HUYLFH�$JUHHPHQW� LV� DQG�ZLOO�
FRQWLQXH� WR� EH� WKH� SURSHUW\� RI� DQG� XQGHU� WKH� FRQWURO� RI� WKH� /($�� 7KH�2SHUDWRU� IXUWKHU� DFNQRZOHGJHV� DQG�
DJUHHV�WKDW�DOO�FRSLHV�RI�VXFK�'DWD�WUDQVPLWWHG�WR�WKH�2SHUDWRU��LQFOXGLQJ�DQ\�PRGLILFDWLRQV�RU�DGGLWLRQV�RU�DQ\�
SRUWLRQ�WKHUHRI�IURP�DQ\�VRXUFH��DUH�VXEMHFW�WR�WKH�SURYLVLRQV�RI�WKLV�'3$�LQ�WKH�VDPH�PDQQHU�DV�WKH�RULJLQDO�
'DWD��7KH�3DUWLHV�DJUHH�WKDW�DV�EHWZHHQ�WKHP��DOO�ULJKWV��LQFOXGLQJ�DOO�LQWHOOHFWXDO�SURSHUW\�ULJKWV�LQ�DQG�WR�'DWD�
FRQWHPSODWHG�SHU�WKH�6HUYLFH�$JUHHPHQW�VKDOO�UHPDLQ�WKH�H[FOXVLYH�SURSHUW\�RI�WKH�/($�

�� 2SHUDWRU�0DWHULDOV��2SHUDWRU�UHWDLQV�DOO�ULJKW��WLWOH�DQG�LQWHUHVW�LQ�DQG�WR�DQ\�DQG�DOO�RI�2SHUDWRU¶V�VRIWZDUH��
PDWHULDOV�� WRROV�� IRUPV�� GRFXPHQWDWLRQ�� WUDLQLQJ� DQG� LPSOHPHQWDWLRQ� PDWHULDOV� DQG� LQWHOOHFWXDO� SURSHUW\
�³2SHUDWRU� 0DWHULDOV´��� 2SHUDWRU� JUDQWV� WR� WKH� /($� D� SHUVRQDO�� QRQH[FOXVLYH� OLFHQVH� WR� XVH�WKH�2SHUDWRU�
0DWHULDOV� IRU� LWV� RZQ� QRQ�FRPPHUFLDO�� LQFLGHQWDO� XVH� DV� VHW� IRUWK� LQ� WKH� 6HUYLFH�$JUHHPHQW�� 2SHUDWRU�
UHSUHVHQWV�WKDW�LW�KDV�DOO�LQWHOOHFWXDO�SURSHUW\�ULJKWV�QHFHVVDU\�WR�HQWHU�LQWR�DQG�SHUIRUP�LWV�REOLJDWLRQV�LQ�WKLV�
'3$�DQG� WKH�6HUYLFH�$JUHHPHQW��ZDUUDQWV� WR� WKH�'LVWULFW� WKDW� WKH�'LVWULFW�ZLOO� KDYH� XVH� RI� DQ\� LQWHOOHFWXDO�
SURSHUW\� FRQWHPSODWHG� E\� WKH�6HUYLFH�$JUHHPHQW� IUHH� DQG� FOHDU� RI� FODLPV�RI� DQ\� QDWXUH�E\�DQ\� WKLUG�3DUW\�
LQFOXGLQJ��ZLWKRXW�OLPLWDWLRQ��FRS\ULJKW�RU�SDWHQW�LQIULQJHPHQW�FODLPV��DQG�DJUHHV�WR�LQGHPQLI\�WKH�'LVWULFW�IRU�
DQ\�UHODWHG�FODLPV�

�� 3DUHQW� $FFHVV�� /($� VKDOO� HVWDEOLVK� UHDVRQDEOH� SURFHGXUHV� E\� ZKLFK� D� SDUHQW�� OHJDO� JXDUGLDQ�� RU�HOLJLEOH�
VWXGHQW�PD\�UHYLHZ�'DWD�RQ�WKH�SXSLO¶V�UHFRUGV��FRUUHFW�HUURQHRXV�LQIRUPDWLRQ��DQG�SURFHGXUHV�IRU�WKH�WUDQVIHU�
RI�SXSLO�JHQHUDWHGௗFRQWHQW�WR�D�SHUVRQDO�DFFRXQW��FRQVLVWHQW�ZLWK�WKH�IXQFWLRQDOLW\�RI�VHUYLFHV��2SHUDWRU�VKDOO�
UHVSRQG�LQ�D�UHDVRQDEO\�WLPHO\�PDQQHU��DQG�QR�ODWHU�WKDQ����GD\V�IURP�WKH�GDWH�RI�WKH�UHTXHVW��WR�WKH�/($¶V�
UHTXHVW�IRU�'DWD�LQ�D�SXSLO¶V�UHFRUGV�KHOG�E\�WKH�2SHUDWRU�WR�YLHZ�RU�FRUUHFW�DV�QHFHVVDU\��,Q�WKH�HYHQW�WKDW�D�
SDUHQW�RI�D�SXSLO�RU�RWKHU�LQGLYLGXDO�FRQWDFWV�WKH�2SHUDWRU�WR�UHYLHZ�DQ\�RI�WKH�'DWD�DFFHVVHG�SXUVXDQW�WR�WKH�
6HUYLFHV�� WKH� 2SHUDWRU� VKDOO� UHIHU� WKH� SDUHQW� RU� LQGLYLGXDO� WR� WKH� /($��ZKR�ZLOO� IROORZ� WKH� QHFHVVDU\� DQG�
SURSHU�SURFHGXUHV�UHJDUGLQJ�WKH�UHTXHVWHG�LQIRUPDWLRQ�

�� 'DWD�3RUWDELOLW\��2SHUDWRU�VKDOO��DW� WKH�UHTXHVW�RI�WKH�/($��PDNH�'DWD�DYDLODEOH�LQFOXGLQJ�3XSLO�*HQHUDWHG�
&RQWHQW�LQ�D�UHDGLO\�DFFHVVLEOH�IRUPDW�

�� 7KLUG� 3DUW\� 5HTXHVW�� 6KRXOG� D� 7KLUG� 3DUW\�� LQFOXGLQJ� ODZ� HQIRUFHPHQW� RU� D� JRYHUQPHQW� HQWLW\�� FRQWDFW�
2SHUDWRU�ZLWK�D�UHTXHVW�IRU�GDWD�KHOG�E\�WKH�2SHUDWRU�SXUVXDQW�WR�WKH�6HUYLFHV��WKH�2SHUDWRU�VKDOO�LPPHGLDWHO\�
�ZLWKLQ���EXVLQHVV�GD\���DQG�WR�WKH�H[WHQW�OHJDOO\�SHUPLWWHG��UHGLUHFW�WKH�7KLUG�3DUW\�WR�UHTXHVW�WKH�GDWD�GLUHFWO\�
IURP�WKH�/($��QRWLI\�WKH�/($�RI�WKH�UHTXHVW��DQG�SURYLGH�D�FRS\�RI�WKH�UHTXHVW�WR�WKH�/($��)XUWKHUPRUH��LI�
OHJDOO\�SHUPLVVLEOH��2SHUDWRU�VKDOO�SURPSWO\�QRWLI\� WKH�/($�RI�D�VXESRHQD�FRPSHOOLQJ�GLVFORVXUH� WR�D�7KLUG�
3DUW\�DQG�SURYLGH�D�FRS\�RI�WKH�VXESRHQD�ZLWK�VXIILFLHQW�WLPH�IRU�WKH�/($�WR�UDLVH�REMHFWLRQV�WR�WKH�VXESRHQD��
7KH�2SHUDWRU�ZLOO�QRW�XVH��GLVFORVH��FRPSLOH��WUDQVIHU��RU�VHOO�WKH�'DWD�DQG�RU�DQ\�SRUWLRQ�WKHUHRI�WR�DQ\�WKLUG�
SDUW\�RU�RWKHU�HQWLW\�RU�DOORZ�DQ\�RWKHU�WKLUG�SDUW\�RU�RWKHU�HQWLW\�WR�XVH��GLVFORVH��FRPSLOH��WUDQVIHU�RU�VHOO�WKH�
'DWD� DQG�RU� DQ\� SRUWLRQ� WKHUHRI�� 1RWZLWKVWDQGLQJ� DQ\�SURYLVLRQ� RI� WKLV� '3$�RU� 6HUYLFH�$JUHHPHQW� WR� WKH�
FRQWUDU\��2SHUDWRU�XQGHUVWDQGV�WKDW�WKH�/($�LV�VXEMHFW�WR�DQG�ZLOO�FRPSO\�ZLWK�WKH�7H[DV�3XEOLF�,QIRUPDWLRQ�
$FW� �&KDSWHU� ����� 7H[DV� *RYHUQPHQW� &RGH��� 2SHUDWRU� XQGHUVWDQGV� DQG� DJUHHV� WKDW� LQIRUPDWLRQ��
GRFXPHQWDWLRQ�DQG�RWKHU�PDWHULDO�LQ�FRQQHFWLRQ�ZLWK�WKH�'3$�DQG�6HUYLFH�$JUHHPHQW�PD\�EH�VXEMHFW�WR�SXEOLF�
GLVFORVXUH�

�� 1R�8QDXWKRUL]HG�8VH��2SHUDWRU� VKDOO�XVH�'DWD�RQO\� IRU� WKH�SXUSRVH�RI� IXOILOOLQJ� LWV�GXWLHV�DQG�REOLJDWLRQV�
XQGHU�WKH�6HUYLFH�$JUHHPHQW�DQG�ZLOO�QRW�VKDUH�'DWD�ZLWK�RU�GLVFORVH�LW�WR�DQ\�7KLUG�3DUW\�ZLWKRXW�WKH�SULRU�
ZULWWHQ� FRQVHQW� RI� WKH� /($�� H[FHSW� DV� UHTXLUHG� E\� ODZ� RU� WR� IXOILOO
LWV�GXWLHV�DQG�REOLJDWLRQV�XQGHU�WKH�6HUYLFH�$JUHHPHQW�

�� 6XESURFHVVRUV�� $OO� 6XESURFHVVRUV� XVHG� E\� WKH� 2SHUDWRU� WR� SHUIRUP� IXQFWLRQV� SXUVXDQW� WR� WKH�6HUYLFH�
$JUHHPHQW� VKDOO� EH� LGHQWLILHG� LQ� ([KLELW� )��2SHUDWRU� VKDOO� HLWKHU� ���� HQWHU� LQWR�ZULWWHQ� DJUHHPHQWV�ZLWK�DOO�
6XESURFHVVRUV�SHUIRUPLQJ�IXQFWLRQV�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��VXFK�WKDW�WKH�6XESURFHVVRUV�DJUHH�WR�
SURWHFW�'DWD� LQ� D�PDQQHU� WKH� VDPH� DV� RU� EHWWHU� WKDQ� DV� SURYLGHG�SXUVXDQW� WR� WKH� WHUPV� RI� WKLV�'3$��RU�����
LQGHPQLI\� DQG�KROG� KDUPOHVV� WKH�/($�� LWV� RIILFHUV�� DJHQWV�� DQG� HPSOR\HHV� IURP�DQ\� DQG� DOO� FODLPV��ORVVHV��
VXLWV�� RU� OLDELOLW\� LQFOXGLQJ� DWWRUQH\V¶� IHHV� IRU� GDPDJHV� RU� FRVWV� UHVXOWLQJ� IURP� WKH� DFWV� RU� RPLVVLRQV� RI�LWV�
6XESURFHVVRUV�� 2SHUDWRU� VKDOO� SHULRGLFDOO\� FRQGXFW� RU� UHYLHZ� FRPSOLDQFH� PRQLWRULQJ� DQG� DVVHVVPHQWV�RI�
6XESURFHVVRUV�WR�GHWHUPLQH�WKHLU�FRPSOLDQFH�ZLWK�WKLV�'3$��6XSEURFHVVRUV�VKDOO�DJUHH�WR�WKH�SURYLVLRQV�RI�WKH�
'3$�UHJDUGLQJ�JRYHUQLQJ�ODZ��YHQXH��DQG�MXULVGLWLRQ�

Within 14 days

Substantially similar
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�� 3URYLGH�'DWD�,Q�&RPSOLDQFH�:LWK�6WDWH�DQG�)HGHUDO�/DZ��/($�VKDOO�SURYLGH�GDWD�IRU�WKH�SXUSRVHV�
RI�WKH�6HUYLFH�$JUHHPHQW�LQ�FRPSOLDQFH�ZLWK�)(53$��&233$��335$��7H[DV�(GXFDWLRQ�&RGH�&KDSWHU�
���� DQG� DOO� RWKHU� 7H[DV� SULYDF\� VWDWXWHV� FLWHG� LQ� WKLV� '3$� DV� WKHVH� ODZV� DQG
UHJXODWLRQV�DSSO\�WR�WKH�FRQWUDFWHG�VHUYLFHV��7KH�/($�VKDOO�QRW�EH�UHTXLUHG�WR�SURYLGH�'DWD�LQ�YLRODWLRQ�
RI� DSSOLFDEOH� ODZV�� 2SHUDWRU� PD\� QRW� UHTXLUH� /($� RU� XVHUV� WR� ZDLYH� ULJKWV� XQGHU
DSSOLFDEOH�ODZV�LQ�FRQQHFWLRQ�ZLWK�XVH�RI�WKH�6HUYLFHV�

�� &RQVLGHU� 2SHUDWRU� DV� 6FKRRO� 2IILFLDO�� 7KH� 3DUWLHV� DJUHH� WKDW� 2SHUDWRU� LV� D� ³VFKRRO� RIILFLDO´
XQGHU� )(53$�DQG� KDV� D� � OHJLWLPDWH� � HGXFDWLRQDO� � LQWHUHVW� � LQ� � SHUVRQDOO\� � LGHQWLILDEOH� LQIRUPDWLRQ
IURP� HGXFDWLRQ� UHFRUGV�� )RU� SXUSRVHV� RI� WKH� 6HUYLFH� $JUHHPHQW� DQG� WKLV� '3$�
2SHUDWRU������SURYLGHV�D�VHUYLFH�RU�IXQFWLRQ�IRU�ZKLFK�WKH�/($�ZRXOG�RWKHUZLVH�XVH�HPSOR\HHV�� ����LV�
XQGHU�WKH�GLUHFW�FRQWURO�RI� WKH�/($�ZLWK�UHVSHFW� WR� WKH�XVH�DQG�PDLQWHQDQFH�RI�HGXFDWLRQ�UHFRUGV��DQG
��� LV� VXEMHFW� WR� WKH� UHTXLUHPHQWV� RI� )(53$� JRYHUQLQJ� WKH� XVH� DQG� UHGLVFORVXUH� RI� SHUVRQDOO\�
LGHQWLILDEOH�LQIRUPDWLRQ�IURP�HGXFDWLRQ��UHFRUGV

�� 5HDVRQDEOH� 3UHFDXWLRQV�� /($� VKDOO� WDNH� UHDVRQDEOH� SUHFDXWLRQV� WR� VHFXUH� XVHUQDPHV�
SDVVZRUGV��DQG�DQ\�RWKHU�PHDQV�RI�JDLQLQJ�DFFHVV�WR�WKH�VHUYLFHV�DQG�KRVWHG�GDWD�

�� 8QDXWKRUL]HG�$FFHVV�1RWLILFDWLRQ��/($�VKDOO�QRWLI\�2SHUDWRU�SURPSWO\�RI�DQ\�NQRZQ�XQDXWKRUL]HG�
DFFHVV�� /($� ZLOO� DVVLVW� 2SHUDWRU� LQ� DQ\� HIIRUWV� E\� 2SHUDWRU� WR� LQYHVWLJDWH� DQG� UHVSRQG� WR� DQ\�
XQDXWKRUL]HG�DFFHVV�

$57,&/(�,9��'87,(6�2)�23(5$725�

�� 3ULYDF\� &RPSOLDQFH�� 2SHUDWRU� PD\� UHFHLYH� 3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� �³3,,´�� IURP� WKH�
'LVWULFW� LQ� WKH� FRXUVH� RI� IXOILOOLQJ� LWV� GXWLHV� DQG� REOLJDWLRQV� XQGHU� WKH� 6HUYLFH� $JUHHPHQW�� 7KH�
2SHUDWRU� VKDOO� FRPSO\� ZLWK� DOO� DSSOLFDEOH� 6WDWH� DQG� )HGHUDO� ODZV� DQG� UHJXODWLRQV� SHUWDLQLQJ� WR� GDWD�
SULYDF\� DQG� VHFXULW\� LQFOXGLQJ� )(53$�� &233$�� 335$�� 7H[DV� (GXFDWLRQ� &RGH� &KDSWHU� ���� DQG� DOO�
RWKHU�7H[DV�SULYDF\�VWDWXWHV�FLWHG�LQ�WKLV�'3$�

�� (PSOR\HH�2EOLJDWLRQ�� 2SHUDWRU� VKDOO� UHTXLUH� DOO� HPSOR\HHV� DQG� DJHQWV� ZKR� KDYH� DFFHVV� WR� 'DWD� WR�
FRPSO\�ZLWK� DOO� DSSOLFDEOH� SURYLVLRQV� RI� WKLV�'3$�ZLWK� UHVSHFW� WR� WKH� GDWD� VKDUHG� XQGHU� WKH� 6HUYLFH�
$JUHHPHQW�� 2SHUDWRU� DJUHHV� WR� UHTXLUH� DQG� PDLQWDLQ� DQ� DSSURSULDWH� FRQILGHQWLDOLW\� DJUHHPHQW� IURP�
HDFK�HPSOR\HH�RU�DJHQW�ZLWK�DFFHVV�WR�'DWD�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�

�� 'H�LGHQWLILHG� ,QIRUPDWLRQ�� 'H�LGHQWLILHG� ,QIRUPDWLRQ� PD\� EH� XVHG� E\� WKH� 2SHUDWRU� RQO\� IRU� WKH�
SXUSRVHV� RI� GHYHORSPHQW�� SURGXFW� LPSURYHPHQW�� WR� GHPRQVWUDWH� RU� PDUNHW� SURGXFW� HIIHFWLYHQHVV�� RU�
UHVHDUFK�DV�DQ\�RWKHU�PHPEHU�RI�WKH�SXEOLF�RU�SDUW\�ZRXOG�EH�DEOH�WR�XVH�GH�LGHQWLILHG�GDWD�SXUVXDQW�WR�
��� &)5� ������E��� 2SHUDWRU� DJUHHV� QRW� WR� DWWHPSW� WR� UH�LGHQWLI\�'H�LGHQWLILHG� ,QIRUPDWLRQ� DQG� QRW� WR�
WUDQVIHU�'H�LGHQWLILHG�,QIRUPDWLRQ�WR�DQ\�SDUW\�XQOHVV��D��WKDW�SDUW\�DJUHHV�LQ�ZULWLQJ�QRW�WR�DWWHPSW�UH�
LGHQWLILFDWLRQ��DQG��E��SULRU�ZULWWHQ�QRWLFH�KDV�EHHQ�JLYHQ�WR�/($�ZKR�KDV�SURYLGHG�SULRU�ZULWWHQ�FRQVHQW�
IRU�VXFK�WUDQVIHU��2SHUDWRU�VKDOO�QRW�FRS\��UHSURGXFH�RU�WUDQVPLW�DQ\�'H�LGHQWLILHG�,QIRUPDWLRQ�RU�RWKHU�
'DWD�REWDLQHG�XQGHU�WKH�6HUYLFH�$JUHHPHQW�H[FHSW�DV�QHFHVVDU\�WR�IXOILOO�WKH�6HUYLFH�$JUHHPHQW�

�� $FFHVV�7R��5HWXUQ��DQG�'LVSRVLWLRQ�RI�'DWD��8SRQ�ZULWWHQ�UHTXHVW�RI�/($��2SHUDWRU�VKDOO�GLVSRVH�RI�RU�
GHOHWH�DOO�'DWD�REWDLQHG�XQGHU� WKH�6HUYLFH�$JUHHPHQW�ZKHQ� LW� LV�QR� ORQJHU�QHHGHG� IRU�WKH�SXUSRVH� IRU�
ZKLFK�LW�ZDV�REWDLQHG��DQG�WUDQVIHU�VDLG�GDWD�WR�/($�RU�/($¶V�GHVLJQHH�ZLWKLQ�VL[W\
���� GD\V� RI� WKH� GDWH� RI� WHUPLQDWLRQ� DQG� DFFRUGLQJ� WR� D� VFKHGXOH� DQG� SURFHGXUH� DV� WKH� 3DUWLHV�PD\�
UHDVRQDEO\�DJUHH��2SHUDWRU�DFNQRZOHGJHV�/($¶V�REOLJDWLRQV�UHJDUGLQJ�UHWHQWLRQ�RI�JRYHUQPHQWDO�GDWD��
DQG� VKDOO� QRW� GHVWUR\� 'DWD� H[FHSW� DV� SHUPLWWHG� E\� /($�� 1RWKLQJ� LQ� WKH� 6HUYLFH� $JUHHPHQW� VKDOO�
DXWKRUL]H� 2SHUDWRU� WR� PDLQWDLQ� 'DWD� REWDLQHG� XQGHU� WKH� 6HUYLFH�$JUHHPHQW� EH\RQG� WKH� WLPH� SHULRG�
UHDVRQDEO\�QHHGHG�WR�FRPSOHWH� WKH�GLVSRVLWLRQ��'LVSRVLWLRQ�VKDOO� LQFOXGH����� WKH�VKUHGGLQJ�RI�DQ\�KDUG�
FRSLHV�RI�DQ\�'DWD������'DWD�'HVWUXFWLRQ��RU�����2WKHUZLVH�PRGLI\LQJ�WKH�SHUVRQDO�LQIRUPDWLRQ�LQ�WKRVH�
UHFRUGV� WR� PDNH� LW� XQUHDGDEOH� RU� LQGHFLSKHUDEOH�� 2SHUDWRU� VKDOO� SURYLGH� ZULWWHQ� QRWLILFDWLRQ� WR� /($�
ZKHQ�WKH�'DWD�KDV�EHHQ�GLVSRVHG�RI�
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7KH� GXW\� WR� GLVSRVH� RI�'DWD� VKDOO� QRW� H[WHQG� WR� GDWD� WKDW�KDV� EHHQ� GH�LGHQWLILHG� RU� SODFHG� LQ� D� VHSDUDWH�
6WXGHQW�DFFRXQW��SXUVXDQW�WR�WKH�RWKHU�WHUPV�RI�WKH�'3$��7KH�/($�PD\�HPSOR\�D�³5HTXHVW�IRU�5HWXUQ�RU�
'HOHWLRQ� RI� 'DWD´� )250�� D� VDPSOH� RI� WKLV� IRUP� LV� DWWDFKHG�
�RQ�([KLELW�³'´���8SRQ�UHFHLSW�RI�D�UHTXHVW�IURP�WKH�/($��WKH�2SHUDWRU�ZLOO�LPPHGLDWHO\�SURYLGH�WKH�/($�
ZLWK�DQ\�VSHFLILHG�SRUWLRQ�RI�WKH�'DWD�ZLWKLQ�ILYH�����EXVLQHVV�GD\V�RI�UHFHLSW�RI�VDLG�UHTXHVW��

�� 7DUJHWHG�$GYHUWLVLQJ�3URKLELWLRQ��2SHUDWRU�LV�SURKLELWHG�IURP�XVLQJ�RU�VHOOLQJ�'DWD�WR��D��PDUNHW
RU�DGYHUWLVH�WR�VWXGHQWV�RU�IDPLOLHV�JXDUGLDQV���E��LQIRUP��LQIOXHQFH��RU�HQDEOH�PDUNHWLQJ�
DGYHUWLVLQJ��RU�RWKHU�FRPPHUFLDO�HIIRUWV�E\�D�2SHUDWRU���F��GHYHORS�D�SURILOH�RI�D�VWXGHQW��IDPLO\
PHPEHU�JXDUGLDQ�RU�JURXS��IRU�DQ\�FRPPHUFLDO�SXUSRVH�RWKHU�WKDQ�SURYLGLQJ�WKH�6HUYLFH�WR�/($��RU
�G� XVH�WKH�'DWD�IRU�WKH�GHYHORSPHQW�RI�FRPPHUFLDO�SURGXFWV�RU�VHUYLFHV��RWKHU�WKDQ�DV�QHFHVVDU\�WR
SURYLGH�WKH�6HUYLFH�WR�/($��7KLV�VHFWLRQ�GRHV�QRW�SURKLELW�2SHUDWRU�IURP�JHQHUDWLQJ�OHJLWLPDWH
SHUVRQDOL]HG�OHDUQLQJ�UHFRPPHQGDWLRQV�

�� $FFHVV�WR�'DWD��2SHUDWRU�VKDOO�PDNH�'DWD�LQ�WKH�SRVVHVVLRQ�RI�WKH�2SHUDWRU�DYDLODEOH�WR�WKH�/($
ZLWKLQ�ILYH�����EXVLQHVV�GD\V�RI�D�UHTXHVW�E\�WKH�/($�

$57,&/(�9��'$7$�3529,6,216�

�� 'DWD� 6HFXULW\�� 7KH� 2SHUDWRU� DJUHHV� WR� DELGH� E\� DQG� PDLQWDLQ� DGHTXDWH� GDWD� VHFXULW\�PHDVXUHV�
FRQVLVWHQW�ZLWK� LQGXVWU\� VWDQGDUGV� DQG� WHFKQRORJ\� EHVW� SUDFWLFHV�� WR� SURWHFW�'DWD� IURP�XQDXWKRUL]HG
GLVFORVXUH� RU� DFTXLVLWLRQ� E\� DQ� XQDXWKRUL]HG� SHUVRQ��7KH� JHQHUDO� VHFXULW\� GXWLHV� RI�2SHUDWRU� DUH�VHW
IRUWK� EHORZ�� 2SHUDWRU� VKDOO� IXUWKHU� GHWDLO� LWV� VHFXULW\� SURJUDPV� DQG� PHDVXUHV� LQ� ([KLELW� )�� 7KHVH
PHDVXUHV�VKDOO�LQFOXGH��EXW�DUH�QRW�OLPLWHG�WR�

D� 3DVVZRUGV� DQG�(PSOR\HH�$FFHVV��2SHUDWRU� VKDOO� VHFXUH� XVHUQDPHV�� SDVVZRUGV�� DQG�DQ\
RWKHU� PHDQV� RI� JDLQLQJ� DFFHVV� WR� WKH� 6HUYLFHV� RU� WR� 'DWD�� DW� D� OHYHO� FRQVLVWHQW� ZLWK� DQ
LQGXVWU\� VWDQGDUG� DJUHHG� XSRQ� E\� /($��H�J�� VXJJHVWHG� E\�$UWLFOH� ���� RI�1,67�����������
2SHUDWRU� VKDOO� RQO\� SURYLGH� DFFHVV� WR� 'DWD� WR� HPSOR\HHV� RU� VXESURFHVVRUV� WKDW� DUH
SHUIRUPLQJ� WKH� 6HUYLFHV�� (PSOR\HHV�ZLWK� DFFHVV� WR�'DWD� VKDOO� KDYH� VLJQHG�FRQILGHQWLDOLW\
DJUHHPHQWV� UHJDUGLQJ� VDLG� 'DWD�� $OO� HPSOR\HHV� ZLWK� DFFHVV� WR� 'DWD� VKDOO� SDVV�FULPLQDO
EDFNJURXQG�FKHFNV�

E� 6HFXULW\�3URWRFROV��%RWK�SDUWLHV�DJUHH�WR�PDLQWDLQ�VHFXULW\�SURWRFROV�WKDW�PHHW�LQGXVWU\�EHVW
SUDFWLFHV�LQ�WKH�WUDQVIHU�RU�WUDQVPLVVLRQ�RI�DQ\�GDWD��LQFOXGLQJ�HQVXULQJ�WKDW�GDWD�PD\� RQO\
EH�YLHZHG�RU�DFFHVVHG�E\�SDUWLHV� OHJDOO\�DOORZHG�WR�GR�VR��2SHUDWRU�VKDOO�PDLQWDLQ�DOO�GDWD
REWDLQHG�RU�JHQHUDWHG�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�LQ�D�VHFXUH�FRPSXWHU�HQYLURQPHQW�

F� (PSOR\HH�7UDLQLQJ��7KH�2SHUDWRU� VKDOO� SURYLGH�SHULRGLF� VHFXULW\� WUDLQLQJ� WR� WKRVH�RI� LWV
HPSOR\HHV�ZKR�RSHUDWH�RU�KDYH�DFFHVV�WR�WKH�V\VWHP�

G� 6HFXULW\� 7HFKQRORJ\�� :KHQ� WKH� 6HUYLFHV� DUH� DFFHVVHG� XVLQJ� D� VXSSRUWHG� ZHE�EURZVHU�
6HFXUH� 6RFNHW� /D\HU� �³66/´�� RU� HTXLYDOHQW� WHFKQRORJ\� VKDOO� EH� HPSOR\HG� WR� SURWHFW�GDWD
IURP�XQDXWKRUL]HG�DFFHVV��7KH�VHUYLFH�VHFXULW\�PHDVXUHV�VKDOO�LQFOXGH�VHUYHU�DXWKHQWLFDWLRQ
DQG� GDWD� HQFU\SWLRQ�� 2SHUDWRU� VKDOO� KRVW� GDWD� SXUVXDQW� WR� WKH� 6HUYLFH� $JUHHPHQW� LQ�DQ
HQYLURQPHQW�XVLQJ�D�ILUHZDOO�WKDW�LV�SHULRGLFDOO\�XSGDWHG�DFFRUGLQJ�WR�LQGXVWU\�VWDQGDUGV�

H� 6HFXULW\�&RQWDFW��2SHUDWRU� VKDOO�SURYLGH� WKH�QDPH�DQG�FRQWDFW� LQIRUPDWLRQ�RI�2SHUDWRU
V
6HFXULW\�&RQWDFW� RQ�([KLELW�)��7KH�/($�PD\�GLUHFW� VHFXULW\� FRQFHUQV�RU� TXHVWLRQV� WR� WKH
6HFXULW\�&RQWDFW�

I� 3HULRGLF�5LVN�$VVHVVPHQW��2SHUDWRU�VKDOO�FRQGXFW�SHULRGLF�LVN�DVVHVVPHQWV�DQG�UHPHGLDWH
DQ\� LGHQWLILHG� VHFXULW\� DQG� SULYDF\� YXOQHUDELOLWLHV� LQ� D� WLPHO\� PDQQHU�� 8SRQ� UHTXHVW�
2SHUDWRU�ZLOO�SURYLGH�WKH�/($�DQ�H[HFXWLYH�VXPPDU\�RI� WKH�ULVN�DVVHVVPHQW�RU�HTXLYDOHQW
UHSRUW�DQG�FRQILUPDWLRQ�RI�UHPHGLDWLRQ�

Thirty (30)
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J� %DFNXSV��2SHUDWRU� DJUHHV� WR� PDLQWDLQ� EDFNXS� FRSLHV�� EDFNHG� XS� DW� OHDVW� GDLO\�� RI� 'DWD
LQ� FDVH� RI� 2SHUDWRU¶V� V\VWHP� IDLOXUH� RU� DQ\� RWKHU� XQIRUHVHHQ� HYHQW� UHVXOWLQJ� LQ� ORVV� RI
DQ\�SRUWLRQ�RI�'DWD�

K� $XGLWV��:LWKLQ����GD\V�RI�UHFHLYLQJ�D�UHTXHVW�IURP�WKH�/($��DQG�QRW�WR�H[FHHG�RQH�UHTXHVW�
SHU�\HDU��WKH�/($�PD\�DXGLW�WKH�PHDVXUHV�RXWOLQHG�LQ�WKH�'3$��7KH�2SHUDWRU�ZLOO�FRRSHUDWH�
IXOO\� ZLWK� WKH� /($� DQG� DQ\� ORFDO�� VWDWH�� RU� IHGHUDO� DJHQF\� ZLWK� RYHUVLJKW
DXWKRULW\�MXULVGLFWLRQ� LQ� FRQQHFWLRQ�ZLWK� DQ\� DXGLW� RU� LQYHVWLJDWLRQ�RI� WKH�2SHUDWRU� DQG�RU�
GHOLYHU\�RI�6HUYLFHV�WR�VWXGHQWV�DQG�RU�/($��DQG�VKDOO�SURYLGH�IXOO�DFFHVV�WR�WKH�2SHUDWRU¶V�
IDFLOLWLHV��VWDII��DJHQWV�DQG�/($¶V�'DWD�DQG�DOO�UHFRUGV�SHUWDLQLQJ�WR�WKH�2SHUDWRU��/($�DQG�
GHOLYHU\�RI�6HUYLFHV�WR�WKH�2SHUDWRU��)DLOXUH�WR�FRRSHUDWH�VKDOO�EH�GHHPHG�D�PDWHULDO�EUHDFK�
RI�WKH�'3$��7KH�/($�PD\�UHTXHVW�DQ�DGGLWLRQDO�DXGLW�LI�D�PDWHULDO�FRQFHUQ�LV�LGHQWLILHG�

L� ,QFLGHQW�5HVSRQVH��2SHUDWRU�VKDOO�KDYH�D�ZULWWHQ�LQFLGHQW�UHVSRQVH�SODQ�WKDW�UHIOHFWV�EHVW�
SUDFWLFHV�DQG�LV�FRQVLVWHQW�ZLWK�LQGXVWU\�VWDQGDUGV�DQG�IHGHUDO�DQG�VWDWH�ODZ�IRU�UHVSRQGLQJ�
WR�D�GDWD�EUHDFK��EUHDFK�RI�VHFXULW\��SULYDF\�LQFLGHQW�RU�XQDXWKRUL]HG�DFTXLVLWLRQ�RU�XVH�RI�
DQ\�SRUWLRQ�RI�'DWD��LQFOXGLQJ�3,,��DQG�DJUHHV�WR�SURYLGH�/($��XSRQ�UHTXHVW��DQ�H[HFXWLYH�
VXPPDU\�RI�WKH�ZULWWHQ�LQFLGHQW�UHVSRQVH�SODQ�

�� 'DWD� %UHDFK�� :KHQ� 2SHUDWRU� UHDVRQDEO\� VXVSHFWV� DQG�RU� EHFRPHV� DZDUH� RI� DQ� XQDXWKRUL]HG�
GLVFORVXUH�RU�VHFXULW\�EUHDFK�FRQFHUQLQJ�DQ\�'DWD�FRYHUHG�E\�WKLV�$JUHHPHQW��2SHUDWRU�VKDOO�QRWLI\�
WKH�'LVWULFW�ZLWKLQ����KRXUV��7KH�2SHUDWRU�VKDOO�WDNH�LPPHGLDWH�VWHSV�WR�OLPLW�DQG�PLWLJDWH�WKH�GDPDJH�
RI�VXFK�VHFXULW\�EUHDFK�WR�WKH�JUHDWHVW�H[WHQW�SRVVLEOH��,I�WKH�LQFLGHQW�LQYROYHV�FULPLQDO�LQWHQW��WKHQ�WKH�
2SHUDWRU�ZLOO�IROORZ�GLUHFWLRQ�IURP�WKH�/DZ�(QIRUFHPHQW�$JHQFLHV�LQYROYHG�LQ�WKH�FDVH�

D� 7KH�VHFXULW\�EUHDFK�QRWLILFDWLRQ�WR�WKH�/($�VKDOO�EH�ZULWWHQ�LQ�SODLQ�ODQJXDJH��DQG�DGGUHVV�WKH�
IROORZLQJ

�� $� OLVW� RI� WKH� W\SHV� RI� SHUVRQDO� LQIRUPDWLRQ� WKDW� ZHUH� RU� DUH� UHDVRQDEO\�
EHOLHYHG�WR�KDYH�EHHQ�WKH�VXEMHFW�RI�D�EUHDFK�

�� $� GHVFULSWLRQ� RI� WKH� FLUFXPVWDQFHV� VXUURXQGLQJ� WKH� GLVFORVXUH� RU�EUHDFK��
LQFOXGLQJ�WKH�DFWXDO�RU�HVWLPDWHG�� WLPH�DQG�GDWH�RI� WKH�EUHDFK��DQG�:KHWKHU�
WKH�QRWLILFDWLRQ�ZDV�GHOD\HG�DV�D�UHVXOW�RI�D�ODZ�HQIRUFHPHQW�LQYHVWLJDWLRQ�

E� 2SHUDWRU�DJUHHV�WR�DGKHUH�WR�DOO�UHTXLUHPHQWV�LQ�DSSOLFDEOH�VWDWH�DQG�IHGHUDO�ODZ�ZLWK�UHVSHFW�
WR� D� 'DWD� EUHDFK� RU� GLVFORVXUH�� LQFOXGLQJ� DQ\� UHTXLUHG� UHVSRQVLELOLWLHV� DQG� SURFHGXUHV� IRU�
QRWLILFDWLRQ�RU�PLWLJDWLRQ

F� ,Q� WKH�HYHQW�RI�D�EUHDFK�RU�XQDXWKRUL]HG�GLVFORVXUH�� WKH�2SHUDWRU�VKDOO�FRRSHUDWH�IXOO\�ZLWK�
WKH� /($�� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR� SURYLGLQJ� DSSURSULDWH� QRWLILFDWLRQ� WR� LQGLYLGXDOV�
LPSDFWHG�E\� WKH�EUHDFK�RU�GLVFORVXUH��2SHUDWRU�ZLOO� UHLPEXUVH� WKH�/($�LQ�IXOO� IRU� DOO� FRVWV�
LQFXUUHG�E\�WKH�/($�LQ�LQYHVWLJDWLRQ�DQG�UHPHGLDWLRQ�RI�DQ\�6HFXULW\�%UHDFK�FDXVHG�LQ�ZKROH�
RU� LQ� SDUW� E\� 2SHUDWRU� RU� 2SHUDWRU¶V� VXESURFHVVRUV�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR� FRVWV�RI�
SURYLGLQJ�QRWLILFDWLRQ� DQG�SURYLGLQJ�RQH�\HDU¶V� FUHGLW�PRQLWRULQJ� WR� DIIHFWHG� LQGLYLGXDOV� LI�
3,,�H[SRVHG�GXULQJ�WKH�EUHDFK�FRXOG�EH�XVHG�WR�FRPPLW�ILQDQFLDO�LGHQWLW\�WKHIW�

G� 7KH� /($� PD\� LPPHGLDWHO\� WHUPLQDWH� WKH� 6HUYLFH� $JUHHPHQW� LI� WKH� /($� GHWHUPLQHV� WKH�
2SHUDWRU�KDV�EUHDFKHG�D�PDWHULDO�WHUP�RI�WKLV�'3$�

H� 7KH� 2SHUDWRU¶V� REOLJDWLRQV� XQGHU� 6HFWLRQ� �� VKDOO� VXUYLYH� WHUPLQDWLRQ� RI� WKLV� '3$� DQG�
6HUYLFH�$JUHHPHQW�XQWLO�DOO�'DWD�KDV�EHHQ�UHWXUQHG�DQG�RU�6HFXUHO\�'HVWUR\HG�

h.  Audits.  
Customer acknowledges that Canva is regularly audited against ISO 27001 standards by independent third party auditors. Upon request, Canva shall supply a summary copy of its audit report(s) to Customer, which reports shall be subject to the confidentiality provisions of the Master Services Agreement. Canva shall also respond to any written audit questions submitted to it by Customer, provided that Customer shall not exercise this right more than once per year .
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$57,&/(�9,��*(1(5$/�2))(5�2)�35,9$&<�7(506�

��� *HQHUDO�2IIHU�RI�3ULYDF\�7HUPV���2SHUDWRU�PD\��E\�VLJQLQJ�WKH�DWWDFKHG�)RUP�RI�*HQHUDO�2IIHU�RI�3ULYDF\
7HUPV��*HQHUDO�2IIHU��DWWDFKHG�DV�([KLELW�(���EH�ERXQG�E\�WKH�WHUPV�RI�WKLV�'3$�WR�DQ\�RWKHU�/($�ZKR�VLJQV
WKH�DFFHSWDQFH�LQ�VDLG�([KLELW�

$57,&/(�9,,��
0,6&(//$1(286�

ϭ͘ 7HUP��7KH�2SHUDWRU�VKDOO�EH�ERXQG�E\�WKLV�'3$�IRU�WKH�GXUDWLRQ�RI�WKH�6HUYLFH�$JUHHPHQW�RU�VR�ORQJ�DV�WKH
2SHUDWRU�PDLQWDLQV�DQ\�'DWD��1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��2SHUDWRU�DJUHHV�WR�EH�ERXQG�E\�WKH�WHUPV�DQG
REOLJDWLRQV�RI�WKLV�'3$�IRU�QR�OHVV�WKDQ�WKUHH�����\HDUV�

Ϯ͘ 7HUPLQDWLRQ��,Q�WKH�HYHQW�WKDW�HLWKHU�SDUW\�VHHNV�WR�WHUPLQDWH�WKLV�'3$��WKH\�PD\�GR�VR�E\�PXWXDO�ZULWWHQ
FRQVHQW�VR�ORQJ�DV�WKH�6HUYLFH�$JUHHPHQW�KDV�ODSVHG�RU�KDV�EHHQ�WHUPLQDWHG�

ϯ͘ (IIHFW�RI�7HUPLQDWLRQ�6XUYLYDO��,I�WKH�6HUYLFH�$JUHHPHQW�LV�WHUPLQDWHG��WKH�2SHUDWRU�VKDOO�GLVSRVH�RI�DOO�RI
/($¶V�'DWD�SXUVXDQW�WR�$UWLFOH�,9��VHFWLRQ���

ϰ͘ 3ULRULW\�RI�$JUHHPHQWV��7KLV�'3$�VKDOO�JRYHUQ�WKH�WUHDWPHQW�RI�'DWD�LQ�RUGHU�WR�FRPSO\�ZLWK�WKH�SULYDF\
SURWHFWLRQV�� LQFOXGLQJ� WKRVH� IRXQG� LQ�)(53$�DQG�DOO� DSSOLFDEOH�SULYDF\� VWDWXWHV�FLWHG� LQ� WKLV�'3$��,Q�WKH
HYHQW�WKHUH�LV�FRQIOLFW�EHWZHHQ�WKH�WHUPV�RI�WKH�'3$�DQG�WKH�6HUYLFH�$JUHHPHQW��RU�ZLWK�DQ\�RWKHU�ELG�5)3�
OLFHQVH�DJUHHPHQW��WHUPV�RI�VHUYLFH��SULYDF\�SROLF\��RU�RWKHU�ZULWLQJ��WKH�WHUPV�RI�WKLV�'3$�VKDOO�DSSO\�DQG
WDNH�SUHFHGHQFH��([FHSW�DV�GHVFULEHG�LQ�WKLV�SDUDJUDSK��DOO�RWKHU�SURYLVLRQV�RI�WKH�6HUYLFH�$JUHHPHQW�VKDOO
UHPDLQ�LQ�HIIHFW�

ϱ͘ 1RWLFH��$OO�QRWLFHV�RU�RWKHU�FRPPXQLFDWLRQ�UHTXLUHG�RU�SHUPLWWHG�WR�EH�JLYHQ�KHUHXQGHU�PXVW�EH�LQ�ZULWLQJ
DQG�JLYHQ�E\�SHUVRQDO�GHOLYHU\��IDFVLPLOH�RU�H�PDLO�WUDQVPLVVLRQ��LI�FRQWDFW�LQIRUPDWLRQ�LV�SURYLGHG�IRU�WKH
VSHFLILF�PRGH�RI�GHOLYHU\���RU�ILUVW�FODVV�PDLO��SRVWDJH�SUHSDLG��VHQW�WR�WKH�GHVLJQDWHG�UHSUHVHQWDWLYHV�EHIRUH�
7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�2SHUDWRU�IRU�WKLV�$JUHHPHQW�LV�

)LUVW�1DPH��

/DVW�1DPH��

2SHUDWRU¶V�&RPSDQ\�1DPH��
7LWOH�RI�5HSUHVHQWDWLYH��

7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�/($�IRU�WKLV�$JUHHPHQW�LV��

)LUVW�1DPH��

/DVW�1DPH��

/($¶V�1DPH��

7LWOH�RI�5HSUHVHQWDWLYH��

>%R[���@�

>%R[���@�

>%R[���@�

�

>%R[���@�

>%R[��@�

>%R[��@�

>%R[��@�

>%R[���@�
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�� (QWLUH�$JUHHPHQW��7KLV�'3$�FRQVWLWXWHV�WKH�HQWLUH�DJUHHPHQW�RI� WKH�SDUWLHV�UHODWLQJ�WR�WKH�VXEMHFW�PDWWHU
DQG�VXSHUVHGHV�DOO�SULRU�FRPPXQLFDWLRQV��UHSUHVHQWDWLRQV��RU�DJUHHPHQWV��RUDO�RU�ZULWWHQ��E\�WKH�3DUWLHV��7KLV
'3$�PD\�EH�DPHQGHG�DQG�WKH�REVHUYDQFH�RI�DQ\�SURYLVLRQ�RI�WKLV�'3$�PD\�EH�ZDLYHG��HLWKHU�JHQHUDOO\�RU
LQ�DQ\�SDUWLFXODU�LQVWDQFH�DQG�HLWKHU�UHWURDFWLYHO\�RU�SURVSHFWLYHO\��RQO\�ZLWK�WKH�VLJQHG�ZULWWHQ�FRQVHQW�RI
ERWK�SDUWLHV��1HLWKHU�IDLOXUH�QRU�GHOD\�RQ�WKH�SDUW�RI�DQ\�SDUW\� LQ�H[HUFLVLQJ�DQ\�ULJKW��SRZHU��RU�SULYLOHJH
KHUHXQGHU�VKDOO�RSHUDWH�DV�D�ZDLYHU�RI�VXFK�ULJKW��QRU�VKDOO�DQ\�VLQJOH�RU�SDUWLDO�H[HUFLVH�RI�DQ\�VXFK�ULJKW�
SRZHU�� RU� SULYLOHJH� SUHFOXGH� DQ\� IXUWKHU� H[HUFLVH� WKHUHRI� RU� WKH� H[HUFLVH� RI� DQ\� RWKHU� ULJKW�� SRZHU�� RU
SULYLOHJH�

�� 6HYHUDELOLW\��$Q\�SURYLVLRQ�RI�WKLV�'3$�WKDW�LV�SURKLELWHG�RU�XQHQIRUFHDEOH�LQ�DQ\�MXULVGLFWLRQ�VKDOO��DV�WR
VXFK�MXULVGLFWLRQ��EH�LQHIIHFWLYH�WR�WKH�H[WHQW�RI�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\�ZLWKRXW�LQYDOLGDWLQJ�WKH
UHPDLQLQJ�SURYLVLRQV�RI�WKLV�'3$��DQG�DQ\�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\�LQ�DQ\�MXULVGLFWLRQ�VKDOO�QRW
LQYDOLGDWH�RU�UHQGHU�XQHQIRUFHDEOH�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ��1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��LI
VXFK� SURYLVLRQ� FRXOG� EH� PRUH� QDUURZO\� GUDZQ� VR� DV� QRW� WR� EH� SURKLELWHG� RU� XQHQIRUFHDEOH� LQ� VXFK
MXULVGLFWLRQ�ZKLOH��DW�WKH�VDPH�WLPH��PDLQWDLQLQJ�WKH�LQWHQW�RI�WKH� SDUWLHV��LW�VKDOO��DV�WR�VXFK�MXULVGLFWLRQ��EH
VR� QDUURZO\� GUDZQ�ZLWKRXW� LQYDOLGDWLQJ� WKH�UHPDLQLQJ� SURYLVLRQV� RI� WKLV�'3$�RU� DIIHFWLQJ� WKH� YDOLGLW\� RU
HQIRUFHDELOLW\�RI�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ�

�� *RYHUQLQJ�/DZ��9HQXH�DQG�-XULVGLFWLRQ��7+,6�'3$�:,//�%(�*29(51('�%<�$1'�&216758('�,1
$&&25'$1&(�:,7+�7+(�/$:6�2)�7+(�67$7(�2)�7(;$6��:,7+287�5(*$5'�72�&21)/,&76
2)�/$:�35,1&,3/(6��($&+�3$57<�&216(176�$1'�68%0,76�72�7+(�62/(�$1'�(;&/86,9(
-85,6',&7,21� 72� 7+(� 67$7(�$1'� )('(5$/� &28576� )25� 7+(� &2817<� ,1�:+,&+� 7+,6
$*5((0(17� ,6� )250('� )25� $1<� ',6387(� $5,6,1*� 287� 2)� 25� 5(/$7,1*� 72� 7+,6
6(59,&(�$*5((0(17�25�7+(�75$16$&7,216�&217(03/$7('�+(5(%<�

�� $XWKRULW\�� 2SHUDWRU� UHSUHVHQWV� WKDW� LW� LV� DXWKRUL]HG� WR� ELQG� WR� WKH� WHUPV� RI� WKLV� '3$�� LQFOXGLQJ
FRQILGHQWLDOLW\�DQG�GHVWUXFWLRQ�RI�'DWD�DQG�DQ\�SRUWLRQ� WKHUHRI�FRQWDLQHG� WKHUHLQ��DOO� UHODWHG�RU�DVVRFLDWHG
LQVWLWXWLRQV�� LQGLYLGXDOV�� HPSOR\HHV� RU� FRQWUDFWRUV� ZKR� PD\� KDYH� DFFHVV� WR� WKH�'DWD� DQG�RU� DQ\� SRUWLRQ
WKHUHRI��RU�PD\�RZQ��OHDVH�RU�FRQWURO�HTXLSPHQW�RU�IDFLOLWLHV�RI�DQ\�NLQG�ZKHUH�WKH�'DWD�DQG�SRUWLRQ�WKHUHRI
LV�VWRUHG��PDLQWDLQHG�RU�XVHG�LQ�DQ\�ZD\�

��� :DLYHU��:DLYHU� E\� DQ\� SDUW\� WR� WKLV� '3$�RI� DQ\� EUHDFK� RI� DQ\� SURYLVLRQ� RI� WKLV� '3$�RU� ZDUUDQW\� RI
UHSUHVHQWDWLRQ� VHW� IRUWK� KHUHLQ� VKDOO� QRW� EH� FRQVWUXHG� DV� D� ZDLYHU� RI� DQ\� VXEVHTXHQW� EUHDFK� RI� WKH�VDPH
RU� DQ\� RWKHU� SURYLVLRQ��7KH� IDLOXUH� WR� H[HUFLVH� DQ\� ULJKW� XQGHU� WKLV�'3$�VKDOO� QRW� RSHUDWH� DV� D�ZDLYHU� RI
VXFK� ULJKW��$OO� ULJKWV� DQG� UHPHGLHV� SURYLGHG� IRU� LQ� WKLV� '3$�DUH� FXPXODWLYH��1RWKLQJ� LQ�WKLV� '3$� VKDOO
EH� FRQVWUXHG� DV� D� ZDLYHU� RU� UHOLQTXLVKPHQW� RI� DQ\� JRYHUQPHQWDO� LPPXQLWLHV� RU�GHIHQVHV� RQ� EHKDOI� RI
WKH� /($�� LWV� WUXVWHHV�� RIILFHUV�� HPSOR\HHV�� DQG� DJHQWV� DV� D� UHVXOW� RI� WKH� H[HFXWLRQ� RI� WKLV� '3$�RU
SHUIRUPDQFH�RI�WKH�IXQFWLRQV�RU�REOLJDWLRQV�GHVFULEHG�KHUHLQ�

��� $VVLJQPHQW��7KH�3DUWLHV�PD\�QRW�DVVLJQ�WKHLU�ULJKWV��GXWLHV��RU�REOLJDWLRQV�XQGHU�WKLV�'3$��HLWKHU�LQ�ZKROH
RU�LQ�SDUW��ZLWKRXW�WKH�SULRU�ZULWWHQ�FRQVHQW�RI�WKH�RWKHU�3DUW\�H[FHSW�WKDW�HLWKHU�SDUW\�PD\�DVVLJQ�DQ\�RI�LWV
ULJKWV� DQG� REOLJDWLRQV� XQGHU� WKLV�'3$�ZLWKRXW� FRQVHQW� LQ� FRQQHFWLRQ�ZLWK�DQ\�PHUJHU� �LQFOXGLQJ�ZLWKRXW
OLPLWDWLRQ�E\�RSHUDWLRQ�RI�ODZ���FRQVROLGDWLRQ��UHRUJDQL]DWLRQ��RU�VDOH�RI�DOO�RU�VXEVWDQWLDOO\�DOO�RI�LWV�UHODWHG
DVVHWV�RU�VLPLODU�WUDQVDFWLRQ��7KLV�'3$�LQXUHV�WR�WKH�EHQHILW�RI�DQG�VKDOO�EH�ELQGLQJ�RQ�WKH�3DUWLHV¶�SHUPLWWHG
DVVLJQHHV��WUDQVIHUHHV�DQG�VXFFHVVRUV�

>Signature Page Follows@�
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,1�:,71(66�:+(5(2)��WKH�SDUWLHV�KDYH�H[HFXWHG�WKLV�'$7$�35,9$&<�$*5((0(17�)25�7(;$6�
.����,167,787,216�DV�RI�WKH�ODVW�GD\�QRWHG�EHORZ�

2SHUDWRU¶V�5HSUHVHQWDWLYH��

%<�� >%R[���@� 'DWH��� �������������������>%R[���@�

3ULQWHG�1DPH�� >%R[���@� 7LWOH�3RVLWLRQ���� �>%R[���@�

$GGUHVV�IRU�1RWLFH�3XUSRVHV����� �>%R[���@�

/($¶V�5HSUHVHQWDWLYH�

%<���� >%R[���@� 'DWH�������������� ���>%R[���@�

3ULQWHG�1DPH���� >%R[���@ 7LWOH�3RVLWLRQ��� >%R[���@�

$GGUHVV�IRU�1RWLFH�3XUSRVHV��� >%R[���@�

Note: Electronic signature not permitted.�

Executive Director 
of Technology 

10-20-2021
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(;+,%,7�³$´�

'(6&5,37,21�2)�6(59,&(6�

'HVFULSWLRQ����>%R[���@�
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(;+,%,7�³�%´�

6&+('8/(�2)�'$7$�

,QVWUXFWLRQV���2SHUDWRU�VKRXOG�LGHQWLI\�LI�/($�GDWD�LV�FROOHFWHG�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV���,I�/($�GDWD�
LV�FROOHFWHG�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV��FKHFN�WKH�ER[HV�LQGLFDWLQJ�WKH�GDWD�W\SH�FROOHFWHG��,I�WKHUH�LV�GDWD�
FROOHFWHG�WKDW�LV�QRW�OLVWHG��XVH�WKH�³2WKHU´�FDWHJRU\�WR�OLVW�WKH�GDWD�FROOHFWHG��

:H�GR�QRW�FROOHFW�/($�'DWD�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV��

:H�GR�FROOHFW�/($�'DWD�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV��

6&+('8/(�2)�'$7$�

(OHPHQWV
&KHFN�LI�XVHG�

E\�\RXU�
V\VWHP�

,3�$GGUHVVHV�RI�XVHUV��8VH�RI�FRRNLHV�HWF��

2WKHU�DSSOLFDWLRQ�WHFKQRORJ\�PHWD�GDWD�3OHDVH�VSHFLI\��

0HWD�GDWD�RQ�XVHU�LQWHUDFWLRQ�ZLWK�DSSOLFDWLRQ��3OHDVH�
VSHFLI\��

6WDQGDUGL]HG�WHVW�VFRUHV�

2EVHUYDWLRQ�GDWD�

2WKHU�DVVHVVPHQW�GDWD�3OHDVH�VSHFLI\��

6WXGHQW�VFKRRO��GDLO\��DWWHQGDQFH�GDWD�

6WXGHQW�FODVV�DWWHQGDQFH�GDWD�

2QOLQH�FRPPXQLFDWLRQV�WKDW�DUH�FDSWXUHG��HPDLOV��EORJ�
HQWULHV��

&RQGXFW�RU�EHKDYLRUDO�GDWD�

'DWH�RI�%LUWK�

&DWHJRU\�RI�'DWD

$SSOLFDWLRQ�7HFKQRORJ\�
0HWD�'DWD�

$SSOLFDWLRQ�8VH�
6WDWLVWLFV�

$VVHVVPHQW�

$WWHQGDQFH�

&RPPXQLFDWLRQV�

&RQGXFW�
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'HPRJUDSKLFV�

3ODFH�RI�%LUWK�

*HQGHU�

(WKQLFLW\�RU�UDFH�

/DQJXDJH�LQIRUPDWLRQ��QDWLYH��SUHIHUUHG�RU�SULPDU\�
ODQJXDJH�VSRNHQ�E\�VWXGHQW��

2WKHU�GHPRJUDSKLF�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

(QUROOPHQW�

6WXGHQW�VFKRRO�HQUROOPHQW�

6WXGHQW�JUDGH�OHYHO�

+RPHURRP�

*XLGDQFH�FRXQVHORU�

6SHFLILF�FXUULFXOXP�SURJUDPV�

<HDU�RI�JUDGXDWLRQ�

2WKHU�HQUROOPHQW�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

3DUHQW�*XDUGLDQ�&RQWDFW�
,QIRUPDWLRQ�

$GGUHVV�

(PDLO�

3KRQH�

3DUHQW�*XDUGLDQ�,'� 3DUHQW�,'�QXPEHU��FUHDWHG�WR�OLQN�SDUHQWV�WR�VWXGHQWV��

3DUHQW�*XDUGLDQ�1DPH� )LUVW�DQG�RU�/DVW�

6FKHGXOH�
6WXGHQW�VFKHGXOHG�FRXUVHV�

7HDFKHU�QDPHV�

6SHFLDO�,QGLFDWRU�

(QJOLVK�ODQJXDJH�OHDUQHU�LQIRUPDWLRQ�

/RZ�LQFRPH�VWDWXV�

0HGLFDO�DOHUWV��KHDOWK�GDWD�

6WXGHQW�GLVDELOLW\�LQIRUPDWLRQ�

6SHFLDOL]HG�HGXFDWLRQ�VHUYLFHV��,(3�RU������

/LYLQJ�VLWXDWLRQV��KRPHOHVV�IRVWHU�FDUH��

2WKHU�LQGLFDWRU�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

jen@ihtusa.com
Typewritten text
Optional
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&DWHJRU\�RI�'DWD� (OHPHQWV�
&KHFN�LI�XVHG�

E\�\RXU�
V\VWHP�

6WXGHQW�&RQWDFW�
,QIRUPDWLRQ�

$GGUHVV�

(PDLO�

3KRQH�

6WXGHQW�,GHQWLILHUV�

/RFDO��6FKRRO�GLVWULFW��,'�QXPEHU�

6WDWH�,'�QXPEHU�

9HQGRU�$SS�DVVLJQHG�VWXGHQW�,'�QXPEHU�

6WXGHQW�DSS�XVHUQDPH�

6WXGHQW�DSS�SDVVZRUGV�

6WXGHQW�1DPH� )LUVW�DQG�RU�/DVW�

6WXGHQW�,Q�$SS�
3HUIRUPDQFH�

3URJUDP�DSSOLFDWLRQ�SHUIRUPDQFH��W\SLQJ�SURJUDP�VWXGHQW�
W\SHV����ZSP��UHDGLQJ�SURJUDP�VWXGHQW�UHDGV�EHORZ�JUDGH�
OHYHO��

6WXGHQW�3URJUDP�
0HPEHUVKLS�

$FDGHPLF�RU�H[WUDFXUULFXODU�DFWLYLWLHV�D�VWXGHQW�PD\�EHORQJ�
WR�RU�SDUWLFLSDWH�LQ�

6WXGHQW�6XUYH\�
5HVSRQVHV� 6WXGHQW�UHVSRQVHV�WR�VXUYH\V�RU�TXHVWLRQQDLUHV�

6WXGHQW�ZRUN�
6WXGHQW�JHQHUDWHG�FRQWHQW��ZULWLQJ��SLFWXUHV�HWF��

2WKHU�VWXGHQW�ZRUN�GDWD��3OHDVH�VSHFLI\��

7UDQVFULSW�

6WXGHQW�FRXUVH�JUDGHV�

6WXGHQW�FRXUVH�GDWD�

6WXGHQW�FRXUVH�JUDGHV�SHUIRUPDQFH�VFRUHV�

2WKHU�WUDQVFULSW�GDWD��3OHDVH�VSHFLI\��

6WXGHQW�EXV�DVVLJQPHQW�

6WXGHQW�SLFN�XS�DQG�RU�GURS�RII�ORFDWLRQ�

jen@ihtusa.com
Typewritten text
Optional

jen@ihtusa.com
Typewritten text
First Name Optional
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7UDQVSRUWDWLRQ�
6WXGHQW�EXV�FDUG�,'�QXPEHU�

2WKHU�WUDQVSRUWDWLRQ�GDWD��3OHDVH�VSHFLI\��

2WKHU�
3OHDVH�OLVW�HDFK�DGGLWLRQDO�GDWD�HOHPHQW�XVHG��VWRUHG�RU�
FROOHFWHG�WKURXJK�WKH�VHUYLFHV�GHILQHG�LQ�([KLELW�$�

jen@ihtusa.com
Typewritten text
                   			Data Collected 		                   		General Purpose of Data Collection
 	
Student ID		Used for teacher data collection. 							Optional
Student First Name	Used for teacher data collection. 							Optional
Student Last Name	Used for teacher data collection. 				Required to support product functionality
Student Email		Provide summary report of data collection to students. 				Optional
Secondary Email		Provide summary report of data collection to parents/guardian. 				Optional
Student Gender		Used for teacher data collection.  				Required to support product functionality
Student Birthdate		Used for teacher data collection. 							Optional
Student Height		Used for teacher data collection. 							Optional
Student Weight		Used for teacher data collection. 							Optional
Student Grade Level	Used for roster import and class mapping and for teacher data collection. Required
Student Resting Heart Rate (RHR)	Used for teacher data collection. 			Required to support product functionality
Max Heart Rate (MHR)	Used for teacher data collection. 				Required to support product functionality
Student Fitness Scores	Used for teacher data collection. 							Optional
Student Assessment of National and State Standards	Used for teacher data collection. 				Optional
Student Assessment of Social and Emotional (SEL) Standards	Used for teacher data collection. 			Optional

System Data – 		School Identifier	Unique identifier for the schools using the software. Required with automated roster services
System Data – 		School Address	Collected at time of account creation for correspondence, communication and identification
System Data – 		Section Number	Used to map classes in software for roster and class management and organization. Required 
                                            with automated roster services.

Facilitator Data –   	Teacher Identifier	Unique identifier for the teacher who is using the software. 		Required 
Facilitator First Name	Used to identify teacher to correct class lists and rosters and for software log in/username. Required
Facilitator Last Name	Used to identify teacher to correct class lists and rosters and for software log in/username. Required.
Facilitator Email		Used to identify teacher to class lists and rosters and for software log in and password recovery method. Required
Parent Email(s)		Provides summary report of data collection to parents/guardian. 			Optional



16 

(;+,%,7�³&´�

'(),1,7,216�

+%�������7KH�VWDWXWRU\�GHVLJQDWLRQ�IRU�ZKDW�LV�QRZ�7H[DV�(GXFDWLRQ�&RGH�&KDSWHU����UHODWLQJ�WR�SXSLO�UHFRUGV��

'DWD�� 'DWD� VKDOO� LQFOXGH�� EXW� LV� QRW� OLPLWHG� WR�� WKH� IROORZLQJ�� VWXGHQW� GDWD�� HGXFDWLRQDO� UHFRUGV�� HPSOR\HH� GDWD��
PHWDGDWD�� XVHU� FRQWHQW�� FRXUVH� FRQWHQW�� PDWHULDOV�� DQG� DQ\� DQG� DOO� GDWD� DQG� LQIRUPDWLRQ� WKDW� WKH� 'LVWULFW� �RU� DQ\�
DXWKRUL]HG�HQG�XVHU�V���XSORDGV�RU�HQWHUV�WKURXJK�WKHLU�XVH�RI�WKH�SURGXFW��'DWD�DOVR�VSHFLILFDOO\�LQFOXGHV�DOO�SHUVRQDOO\�
LGHQWLILDEOH� LQIRUPDWLRQ� LQ� HGXFDWLRQ� UHFRUGV�� GLUHFWRU\� GDWD�� DQG� RWKHU� QRQ�SXEOLF� LQIRUPDWLRQ� IRU� WKH� SXUSRVHV�RI�
7H[DV�DQG�)HGHUDO�ODZV�DQG�UHJXODWLRQV��'DWD�DV�VSHFLILHG�LQ�([KLELW�%�LV�FRQILUPHG�WR�EH�FROOHFWHG�RU�SURFHVVHG�E\�WKH�
2SHUDWRU�SXUVXDQW�WR�WKH�6HUYLFHV��'DWD�VKDOO�QRW�FRQVWLWXWH�WKDW�LQIRUPDWLRQ�WKDW�KDV�EHHQ�DQRQ\PL]HG�RU�GH�LGHQWLILHG��
RU�DQRQ\PRXV�XVDJH�GDWD�UHJDUGLQJ�D�VWXGHQW¶V�XVH�RI�2SHUDWRU¶V�VHUYLFHV��

'H�,GHQWLILHG�,QIRUPDWLRQ��',,���'H�,GHQWLILHG�,QIRUPDWLRQ�LV�'DWD�VXEMHFWHG�WR�D�SURFHVV�E\�ZKLFK�DQ\�3HUVRQDOO\�
,GHQWLILDEOH�,QIRUPDWLRQ��³3,,´��LV�UHPRYHG�RU�REVFXUHG�LQ�D�ZD\�WKDW�HOLPLQDWHV�WKH�ULVN�RI�GLVFORVXUH�RI�WKH�LGHQWLW\�RI�
WKH�LQGLYLGXDO�RU�LQIRUPDWLRQ�DERXW�WKHP��DQG�FDQQRW�EH�UHDVRQDEO\�UH�LGHQWLILHG��

'DWD�'HVWUXFWLRQ��3URYLGHU�VKDOO�FHUWLI\�WR�WKH�'LVWULFW�LQ�ZULWLQJ�WKDW�DOO�FRSLHV�RI�WKH�'DWD�VWRUHG�LQ�DQ\�PDQQHU�E\�
3URYLGHU�KDYH�EHHQ�UHWXUQHG�WR�WKH�'LVWULFW�DQG�SHUPDQHQWO\�HUDVHG�RU�GHVWUR\HG�XVLQJ�LQGXVWU\�EHVW�SUDFWLFHV�WR�DVVXUH�
FRPSOHWH�DQG�SHUPDQHQW�HUDVXUH�RU�GHVWUXFWLRQ��7KHVH�LQGXVWU\�EHVW�SUDFWLFHV�LQFOXGH��EXW�DUH�QRW�OLPLWHG�WR��HQVXULQJ�
WKDW� DOO� ILOHV� DUH� FRPSOHWHO\� RYHUZULWWHQ� DQG� DUH� XQUHFRYHUDEOH�� ,QGXVWU\� EHVW� SUDFWLFHV� GR� QRW� LQFOXGH� VLPSOH� ILOH�
GHOHWLRQV�RU�PHGLD�KLJK�OHYHO�IRUPDWWLQJ�RSHUDWLRQV��

1,67�����������'UDIW�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��³1,67´��6SHFLDO�3XEOLFDWLRQ����������'LJLWDO�
$XWKHQWLFDWLRQ�*XLGHOLQH��

3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ��3,,���7KH�WHUPV�³3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ´�RU�³3,,´�VKDOO�LQFOXGH��EXW�
DUH� QRW� OLPLWHG� WR��'DWD��PHWDGDWD�� DQG� XVHU� RU� SXSLO�JHQHUDWHG� FRQWHQW� REWDLQHG� E\� UHDVRQ� RI� WKH� XVH� RI�2SHUDWRU¶V�
VRIWZDUH��ZHEVLWH�� VHUYLFH�� RU� DSS�� LQFOXGLQJ�PRELOH� DSSV��ZKHWKHU� JDWKHUHG�E\�2SHUDWRU� RU� SURYLGHG�E\�/($�RU� LWV�
XVHUV�� VWXGHQWV��RU� VWXGHQWV¶�SDUHQWV�JXDUGLDQV��3,,� LQFOXGHV� ,QGLUHFW� ,GHQWLILHUV��ZKLFK� LV�DQ\� LQIRUPDWLRQ� WKDW��HLWKHU�
DORQH�RU�LQ�DJJUHJDWH��ZRXOG�DOORZ�D�UHDVRQDEOH�SHUVRQ�WR�EH�DEOH�WR�LGHQWLI\�D�VWXGHQW�WR�D�UHDVRQDEOH�FHUWDLQW\�� )RU�
SXUSRVHV� RI� WKLV� '3$��3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� VKDOO� LQFOXGH� WKH� FDWHJRULHV� RI� LQIRUPDWLRQ� OLVWHG� LQ� WKH�
GHILQLWLRQ�RI�'DWD��

3XSLO�*HQHUDWHG�&RQWHQW��7KH�WHUP�³SXSLO�JHQHUDWHG�FRQWHQW´�PHDQV�PDWHULDOV�RU�FRQWHQW�FUHDWHG�E\�D�SXSLO�GXULQJ�
DQG� IRU� WKH� SXUSRVH� RI� HGXFDWLRQ� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR�� HVVD\V�� UHVHDUFK� UHSRUWV�� SRUWIROLRV�� FUHDWLYH�ZULWLQJ��
PXVLF� RU� RWKHU� DXGLR� ILOHV�� SKRWRJUDSKV�� YLGHRV�� DQG� DFFRXQW� LQIRUPDWLRQ� WKDW� HQDEOHV� RQJRLQJ� RZQHUVKLS� RI� SXSLO�
FRQWHQW��

6XEVFULELQJ� /($��$�/($�WKDW�ZDV� QRW� SDUW\� WR� WKH� RULJLQDO� 6HUYLFHV�$JUHHPHQW� DQG�ZKR� DFFHSWV� WKH�2SHUDWRU¶V�
*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��

6XESURFHVVRU���)RU��WKH��SXUSRVHV��RI���WKLV���$JUHHPHQW����WKH���WHUP���³6XESURFHVVRU´����VRPHWLPHV���UHIHUUHG���WR���
DV� WKH� ³6XEFRQWUDFWRU´�� PHDQV� D� SDUW\� RWKHU� WKDQ� /($� RU� 2SHUDWRU�� ZKR� 2SHUDWRU� XVHV� IRU� GDWD� FROOHFWLRQ��
DQDO\WLFV��VWRUDJH��RU�RWKHU�VHUYLFH�WR�RSHUDWH�DQG�RU�LPSURYH�LWV�VRIWZDUH��DQG�ZKR�KDV�DFFHVV�WR�3,,��

7DUJHWHG�$GYHUWLVLQJ��7DUJHWHG�DGYHUWLVLQJ�PHDQV�SUHVHQWLQJ�DQ�DGYHUWLVHPHQW�WR�D�VWXGHQW�ZKHUH�WKH�VHOHFWLRQ�RI�WKH�
DGYHUWLVHPHQW�LV�EDVHG�RQ�VWXGHQW�LQIRUPDWLRQ��VWXGHQW�UHFRUGV�RU�VWXGHQW�JHQHUDWHG�FRQWHQW�RU�LQIHUUHG�RYHU�WLPH�IURP�
WKH� XVDJH� RI� WKH� 2SHUDWRU¶V� ZHEVLWH�� RQOLQH� VHUYLFH� RU� PRELOH� DSSOLFDWLRQ� E\� VXFK� VWXGHQW� RU� WKH� UHWHQWLRQ� RI�VXFK�
VWXGHQW¶V�RQOLQH�DFWLYLWLHV�RU�UHTXHVWV�RYHU�WLPH��

7H[DV�6WXGHQW� 3ULYDF\�$OOLDQFH��7KH� 7H[DV�6WXGHQW� 3ULYDF\�$OOLDQFH� �7;63$�� LV� D� FROODERUDWLYH� JURXS� RI�7H[DV�
VFKRRO�GLVWULFWV�WKDW�VKDUH�FRPPRQ�FRQFHUQV�DURXQG�VWXGHQW�SULYDF\��7KH�JRDO�RI�WKH�7;63$�LV�WR�VHW�VWDQGDUGV�RI�ERWK�
SUDFWLFH� DQG� H[SHFWDWLRQV� DURXQG� VWXGHQW� SULYDF\� VXFK� WKDW� DOO� SDUWLHV� LQYROYHG� KDYH� D� FRPPRQ� XQGHUVWDQGLQJ� RI�
H[SHFWDWLRQV�� 7KH�7H[DV�.����&72�&RXQFLO� LV� WKH� RUJDQL]DWLRQ� WKDW� VSRQVRUV�7;63$�DQG� WKH�7;63$�LV� WKH�7H[DV�
DIILOLDWH�RI�WKH�1DWLRQDO�6WXGHQW�3ULYDF\�&RQVRUWLXP��
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(;+,%,7�³'´�

6$03/(�5(48(67�)25�5(7851�25�'(/(7,21�2)�'$7$�

,QVWUXFWLRQV��7KLV�([KLELW�LV�RSWLRQDO�DQG�SURYLGHG�DV�D�VDPSOH�21/<��,W�LV�LQWHQGHG�WR�SURYLGH�D�/($�
DQ�H[DPSOH�RI�ZKDW�FRXOG�EH�XVHG�WR�UHTXHVW�D�UHWXUQ�RU�GHOHWLRQ�RI�GDWD��

���GLUHFWV� WR�
���/($� 23(5$725�

GLVSRVH�RI�
UHWXUQ�

GDWD�REWDLQHG�E\�2SHUDWRU�SXUVXDQW�WR�WKH�WHUPV�RI�WKH�6HUYLFH�$JUHHPHQW��EHWZHHQ�
/($�DQG�2SHUDWRU��7KH�WHUPV�RI�WKH�'LVSRVLWLRQ�DUH�VHW�IRUWK�EHORZ��

�� ([WHQW�RI�5HWXUQ�RU�'LVSRVLWLRQ

5HWXUQ�RU�'LVSRVLWLRQ�LV�SDUWLDO��7KH�FDWHJRULHV�RI�GDWD�WR�EH�GLVSRVHG�RI�DUH�VHW�IRUWK�EHORZ�RU

DUH�IRXQG�LQ�DQ�DWWDFKPHQW�WR�WKLV�'LUHFWLYH�

5HWXUQ�RU�'LVSRVLWLRQ�LV�&RPSOHWH��'LVSRVLWLRQ�H[WHQGV�WR�DOO�FDWHJRULHV�RI�GDWD��

�� 1DWXUH�RI�5HWXUQ�RU�'LVSRVLWLRQ

'LVSRVLWLRQ�VKDOO�EH�E\�GHVWUXFWLRQ�RU�GHOHWLRQ�RI�GDWD��

5HWXUQ�VKDOO�EH�E\�D�WUDQVIHU�RI�GDWD��7KH�GDWD�VKDOO�EH�WUDQVIHUUHG�WR�WKH�IROORZLQJ�
VLWH�DV�IROORZV��

jen@ihtusa.com
Typewritten text
Interactive Health Technologies

jen@ihtusa.com
Typewritten text
X

jen@ihtusa.com
Typewritten text
Should the customer notify IHT that the customer wishes to permanently discontinue us of IHT data services, the personally identifiable data provided by the customer about participants using the IHT products and services will be returned to customer in the form of a SQL database. We will retain customer personal information for the period necessary to fulfill the purposes outlined in our Privacy Policy unless a longer retention period is required or permitted by law. . Upon request, application data can be destroyed in accordance with NIST 800-88 standards. Data is destroyed using a NIST 800-88 compliant method.

Lubbock-Cooper ISD
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'DWD�VKDOO�EH�UHWXUQHG�RU�GLVSRVHG�RI�E\�WKH�IROORZLQJ�GDWH��

$V�VRRQ�DV�FRPPHUFLDOO\�SUDFWLFDEOH�

%\�WKH�IROORZLQJ�DJUHHG�XSRQ�GDWH��

�� 6LJQDWXUHV

$XWKRUL]HG�5HSUHVHQWDWLYH�RI�/($� 'DWH��

�� 9HULILFDWLRQ�RI�'LVSRVLWLRQ�RI�'DWD

$XWKRUL]HG�5HSUHVHQWDWLYH�RI�2SHUDWRU� 'DWH��

�� 7LPLQJ�RI�5HWXUQ�RU�'LVSRVLWLRQ

jen@ihtusa.com
Typewritten text
9/23/2021

10-20-2021



��� D�PDWHULDO�FKDQJH�LQ�WKH�DSSOLFDEOH�SULYDF\�VWDWXWHV�
��� D�PDWHULDO�FKDQJH�LQ�WKH�VHUYLFHV�DQG�SURGXFWV�OLVWHG�LQ�WKH�2ULJLQDWLQJ�6HUYLFH�$JUHHPHQW�
��� WKH�H[SLUDWLRQ�RI�WKUHH�\HDUV�DIWHU�WKH�GDWH�RI�2SHUDWRU¶V�VLJQDWXUH�WR�WKLV�)RUP�

2SHUDWRU�VKDOO�QRWLI\� WKH�7H[DV�6WXGHQW�3ULYDF\�$OOLDQFH��7;63$��LQ�WKH�HYHQW�RI�DQ\�ZLWKGUDZDO�VR�
WKDW�WKLV�LQIRUPDWLRQ�PD\�EH�PD\�EH�WUDQVPLWWHG�WR�WKH�$OOLDQFH¶V�XVHUV��

2SHUDWRU¶V�5HSUHVHQWDWLYH��

%<���� 'DWH���

3ULQWHG�1DPH���� 7LWOH�3RVLWLRQ����

�� 6XEVFULELQJ�/($

$�6XEVFULELQJ�/($��E\�VLJQLQJ�D�VHSDUDWH�6HUYLFH�$JUHHPHQW�ZLWK�2SHUDWRU��DQG�E\�LWV�VLJQDWXUH�EHORZ��
DFFHSWV�WKH�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��7KH�6XEVFULELQJ�/($�DQG�2SHUDWRU�VKDOO�WKHUHIRUH�EH�ERXQG�
E\� WKH� VDPH� WHUPV� RI� WKLV� '3$��7KH� 6XEVFULELQJ� /($�� DOVR� E\� LWV� VLJQDWXUH� EHORZ�� DJUHHV� WR� QRWLI\�
2SHUDWRU� WKDW� LW� KDV� DFFHSWHG� WKLV� *HQHUDO� 2IIHU�� DQG� WKDW� VXFK� *HQHUDO� 2IIHU� LV� QRW� HIIHFWLYH� XQWLO�
2SHUDWRU�KDV�UHFHLYHG�VDLG�QRWLILFDWLRQ��

6XEVFULELQJ�/($¶V�5HSUHVHQWDWLYH��

%<��� 'DWH���

3ULQWHG�1DPH���� 7LWOH�3RVLWLRQ����

(;+,%,7�³�(´�

*(1(5$/�2))(5�2)�35,9$&<�7(506�

,QVWUXFWLRQV��7KLV�LV�DQ�RSWLRQDO�([KLELW�LQ�ZKLFK�WKH�2SHUDWRU�PD\��E\�VLJQLQJ�WKLV�([KLELW��EH�ERXQG�
E\�WKH�WHUPV�RI�WKLV�'3$�WR�DQ\�RWKHU�6XEVFULELQJ�/($V�ZKR�VLJQ�WKH�DFFHSWDQFH�LQ�VDLG�([KLELW�� 7KH�
RULJLQDWLQJ�/($�6+28/'�127�VLJQ�WKLV�([KLELW��EXW�VKRXOG�PDNH�([KLELW�(��LI�VLJQHG�E\�DQ�2SHUDWRU��
UHDGLO\�DYDLODEOH�WR�RWKHU�7H[DV�.����LQVWLWXWLRQV�WKURXJK�WKH�7;63$�ZHE�SRUWDO��6KRXOG�D�6XEVFULELQJ�
/($��DIWHU�VLJQLQJ�D�VHSDUDWH�6HUYLFH�$JUHHPHQW�ZLWK�2SHUDWRU��ZDQW� WR�DFFHSW� WKH�*HQHUDO�2IIHU�RI�
7HUPV��WKH�6XEVFULELQJ�/($�VKRXOG�FRXQWHU�VLJQ�WKH�([KLELW�(� DQG�QRWLI\�WKH�2SHUDWRU�WKDW�WKH�*HQHUDO�
2IIHU�RI�7HUPV�KDYH�EHHQ�DFFHSWHG�E\�D�6XEVFULELQJ�/($��

���2IIHU�RI�7HUPV
2SHUDWRU�RIIHUV�WKH�VDPH�SULYDF\�SURWHFWLRQV�IRXQG�LQ�WKLV�'3$�EHWZHHQ�LW�DQG

DQG�ZKLFK�LV�GDWHG�>� @�WR�DQ\�RWKHU�/($��³6XEVFULELQJ�/($´��ZKR�DFFHSWV��WKLV�*HQHUDO�
2IIHU� WKURXJK� LWV� VLJQDWXUH� EHORZ�� 7KLV� *HQHUDO� 2IIHU� VKDOO� H[WHQG� RQO\� WR� SULYDF\� SURWHFWLRQV�DQG�
2SHUDWRU¶V�VLJQDWXUH�VKDOO�QRW�QHFHVVDULO\�ELQG�2SHUDWRU�WR�RWKHU�WHUPV��VXFK�DV�SULFH��WHUP��RU�VFKHGXOH�
RI�VHUYLFHV��RU�WR�DQ\�RWKHU�SURYLVLRQ�QRW�DGGUHVVHG�LQ�WKLV�'3$��7KH�2SHUDWRU�DQG�WKH�RWKHU�/($�PD\�
DOVR�DJUHH�WR�FKDQJH�WKH�GDWD�SURYLGHG�E\�/($�WR�WKH�2SHUDWRU�WR�VXLW�WKH�XQLTXH�QHHGV�RI�WKH�/($��7KH�
2SHUDWRU�PD\�ZLWKGUDZ�WKH�*HQHUDO�2IIHU�LQ�WKH�HYHQW�RI��
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'$7$�6(&85,7<�

�� 2SHUDWRU¶V�6HFXULW\�&RQWDFW�,QIRUPDWLRQ�

��������
1DPHG�6HFXULW\�&RQWDFW�

>%R[���@�

����������������������
(PDLO�RI�6HFXULW\�&RQWDFW�

>%R[���@

�������������
3KRQH�1XPEHU�RI�6HFXULW\�&RQWDFW�

�� /LVW�RI�2SHUDWRU¶V�6XESURFHVVRUV�

�>%R[���@

���
$GGLWLRQDO�'DWD�6HFXULW\�0HDVXUHV��

�>%R[���@�

���>%R[���@�
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jen@ihtusa.com
Typewritten text
All network traffic is encrypted using a minimum of AES-256 encryption

Database, database backups, and database replication instances are 
encrypted

All system components reside in the contiguous USA. No data is 
replicated, transmitted, or backed up outside the USA.

Audit logs are maintained for all system transactions for up to 2 years

Encryption technologies are in alignment with industry standard 
practices. We DO NOT use proprietary encryption technologies, rather, 
we rely on AWS encryption solutions which are industry leading.

All client access is over https
 
IHT complies to all laws and regulations mandated by the State and the 
Federal Agencies for data exchange (EPA, USDA, DAA, CDC, FDA)
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