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Fhis Calfornia Studeni Data Privacy Agreement ("DPA™) is entered into by and between the
Oceanside Unified School District

(hercinaftcr referred to as “LEA")and Read Naturally Inc
(hercinafier referred to as “Provider™ on  june 18. 2019 . The Parties agree te
the terms as stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA™) with certain
digital educational services (“Services™) pursuant to a contract dated June 18. 2019
(“Service Agreement™): and ’

WHEREAS, in order to provide the Services described in the Service Agreement, the Pravider
may receive or create and the LEA may provide documents or data that are covered by soveral
federal statutcs. among them, the Family Educational Rights and Privacy Act ("FERPA™) at 20
US.C. 1232¢ (34 CFR Part 99y, Children's Qualine Privacy Protection Act ("COPPA™), 15
L5, 6501-6506, Protection of Pupil Rights Amendment ("PPRA™) 20 U S.C. 1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Provider's Services are
also subject to California state student privacy laws, including AB 1584, found at California
Education Code Section 49073.1 and the Student Online Personal Information Protection Act
{(“SOPIPA™)} found at California Business and Professions Code section 22584; and

WHEREAS., for the purposes of this DPA, Provider is a school official with legitimate educational
interests in accessing educational records pursuant 1o the Service Agreement: and

‘HIEREAS. the Parties wish to enter into this DPA to ensurc that the Service Agreement conforms
to the requurements of the privacy laws referred to above and tw establish implementing procedures.
and duties; end

WIIERFEAS. the Provider may. by signing the “Gencral Offer of Privacy Terms” (Exdibit “E"). agree tn
allow; other LEAs in California the opportunity to accept and enjoy the benefits of this DPA for
the Services described hercin, without the need to negotiate terns in a separate DPA.

NOW THEREFORE, for gnod and valuable consideration, the parties agree as follows:

1. Purpose of DPA The purpuse of this DPA is to describe the duties and responsibilities to
ARTICLE I: PURPOSE AND SCOPE

protect student data transmitted to Provider from the LEA pursuant to the Service Agreement.
including compliance with all applicable statutes. including the FERPA, PPRA. COPPA.
SOPIPA. AB 1584, and other applicable California State laws, all as may be amended from time
to time. In performing these services. the Provider shall be considered a School Official with a
legitimate educational interest. and performing services otherwise provided by the LEA. With
respect to the use and maintenance of Student Data, Provider shall ke under the direet control
and supervision of the LEA.
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Nature of Services Provided The Provider has agreed to provide the following digial
educational products and services deseribed below and as may be further outlined in Exhibit ~A”
hereto:

Read Naturally Live, a web-based reading intervention program.

Student Duta to Be Provided. The Parties shall indicate the categorics of student data to be
provided in the Schedule of Data. attached heretu as Exhibit =B,

LPA Definitions. The definition of ferms used in this DPA is found in Exhibit “C” In the event
of a contlict, defintions used in this DPA shall prevail over term used in the Service Agrecment,

ARTICLE Ii: BATA CWNERSHIP? AND AUTHORIZED ACCESS

¥
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Student Data Property of LEA. All Student Data transmitted o the Provider pursuant 1o the
Service Agreement is and will continue to be the property of and under the contro! of the LEA.
The Provider further acknowledges and agrees that all copics of such Student Data transmitied to
the Provider. including any modifications ar additions or any portion thereof from any source.
are subiect to the provisions of this Agreement ir: the same manner as the original Student Data,
The Partics agrec that as between them., all rights. including all intellectual property rights in aml
to Student Data contemplatedt per the Service Agreement shall remain the esclusive property of
the LEA. For the purposes of FERPA. the Provider shall be considered a School Official, under
the coatrol and direction of the LEAs as it pertains 10 the use of Student Data notw ithstanding
the above. Provider may transfer pupil-gencrated content 1o a separate account, according to the
procedures set forth below,

Parent Access. I EA shall establish reasonable procedures by which a parent. legal guardian. or
cligible studint may review Student Data in the pupil's records. currect erroncous information.
and procedures for the transter of pupil-generated content to a personal account. Zonsistent with
the functionality of services. Provider shall respond in a timely manner (and no luter than 45
days froim the date of the reauest 1o the LEA's request for Student Data in a pupil’s records held
by the Provider 10 view or correct as necessary. In the event that a patent of a pupil or other
mdividual contacts the Provider to review any of the Student Data accessed pursuant to the
Servives. the Provider shall refer the parent or individual to the LEA, who will follow the
necessary and proper procedures regarding the requested information,

Separate Account If pupil generated content is stored or maintained by the Provider as part of
the Services described n Exhibit “A”, Provider shall. at the reguest of the LEA, wanster said
pupil generated content to & separate student account upon termination of the Service
Agreement: provided. howcver, such transter shall only apply o pugil generated comtent that is
severable from the Service.

Third Partv Request. Should a Third Party, including law eaforcement and government
entities. comtact Provider with a request for data held by the Frovider pursyant to the Scrvices.
the Provider sha!l redirect the Third Party to request the data directiy Trom the LEA, Provider
shall notity the LEA in advance of a compelied disclosure to a 'Third Pary,
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Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subprocessors agree to protect
Student Data in manner consistent with the terms of this DPA

ARTICLE :TI: DUTIES OF L.EA

1.

Privacy Compliance. LEA shall provide data fur the purposes of the Servive Agreement
in cnmphance with FERPA. COPPA. PPRA. SOPIPA. AB 1584 and all other California

privacy statutes.

Annual Notification of Rights. I{ the LEA has a policy of disclosing education records under
FERPA (4 CFR § 99.31 (a} (1)), LEA shall include a specification of criteria for determining
who constitutes a school official and what constitutes a legitimate educational interest in its
Annual notification of rights,

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data.

Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to inv estigate
and respond 0 any unauthorized access.

ARTICLE TV: DUTIES OF PROVIDER

1. Privacy Compiiance The Provider shall comply with all applicable state and federal laws and

b

regulations pertaining to data privacy and security. including FERPA, COPPA. PPRA. SOPIPA.
AB 1584 and all other California privacy $tatutes,

Authorized Use. The data shared pursuant to the Service Agreement. mcluding persistent unique
identifiers. shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes referred to in subsection (1). above. Provider aisc
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof. including without Iimitation. meta data. user comient or other non-pubiic
information and/or personaliy identifiable information contained n the Student Data. without the

cspress written consent of the LEA.

Emsnloyee Oblisation. Provider shall require all employees and agents who have aceess to
Student Data to compiy with all applicable provisions of this DPA with raspect to the data shared
under the Service Agreement

No idisclosure. De-wdentified information may be used by the Provider for the purposes of
development. research. and improvement of educational sites, services, or applications. as any
other member of the public or party would be able to use de-identified data pursuant to 34 CI'R
99.31(b). Provider agrees not to attempt to re-identify de-identitied Student Data and not to
transfer de-identified Student Data to any party unless ta) that party agrees in writing not to
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attempt re-identification. and (b) prior written notice has been given to LEA who has provided
prior weitten consent for such transfer. Provider shall not copy. reproduce or transmit any data
obtained under the Service Agreemsant and/or any portion thereof, except as necessary to fullill
the Service Agreement.

5. Disnosition of Data. Upon written request and in accordance with the applicable terms in
subsection a or b, below, Provider shall dispose or delete all Student Data obrained under the
Service Agreement when it is no longer needed for the purpese tor which it was obtained.
Disposition shall include (1) the shredding of any hard copies of any Student Data: (2) Erasing.
or (3) Otherwise modifying the personal information in those records to make it unreadable ot
indecipherable by human or digital means. Nothing in the Service Agreement anthorizes
Frovider to maintain Student Data obtained under the Service Agreement bevond the time petiod
reasonably needed to complete the disposition. Provider shali provide written notification to
LEA when the Student Data has been disposed. The duty to dispase of Student Data shall not
extend to data that has been Je-identitied or placed in a separate Student account. pursuant to the
other terms of the DPA. The LEA mav emiploy a “Request for Return or Defetion of Student
Data™ form, a copy of which is attached hercto as Exhibit D™, Upon receipt of a request from
the LEA. the Provider will immediately provide the LEA with any specified portion of the
Student Data within ten (10) calendar days of receipt of said requsst.

a. Partial Lisposal During Term of Service Agreement. Throughout the Term of the
Serviee Agreement. LEA may request partial disposal of Stadent Data obtained under
the Service Agreement that is no longer needed. Partial disposa! of data shall be
subject 10 LEA's request to transfer data to a separate account. pursuant to Article 11,
section 3, above.

b. Conaplete Dispusal Upon Termination of Service Agreement. Upon Termination of
the Service Agreement Provider shall dispose oi delete alf Swudent Data obtained
under the Service Agrevment. Prior to disposition of the data. Provider shali notify
EEA in writing of its option to transfer data to a separate account, pursuant to Article
I section 3. above In no event shall Provider dispose of data pussuait 16 this
provision unless and until Provider has received affirmative writien cenfirmation
from LEA that data will not be transferred to a separate acsount.

6. Prohibition. Provider is prohibited from using vr selling Student Data to (a) mariet
or advertise to students or families‘guardians: (b) inform. influence. or enable marketing.
advertising. of other commercial efforts by a Provider: (¢} develep a protile of a studeat, family
member-guardian or group. for any commercial purpose other than providing the Service to
LEA. or {d) use the Student Data for the dev elopment of commercial products or services, other
tham as neeessary to provide the Servics to LEA. This section does not prohibit Provider from
nsing Student Data for adaptive learning or customized student lcarnimg purposes.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agrees to abide by and maintain adequate data securrty measures.
consistent with industry standards and wehnelogy hest practices. to prutect Student Data from
unawthorized disclosure or ocquisiticon by an unauthorized persen. The general secusty duties of
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Provider arc set forth below. Provider may further detail its security programs and measures in
Exhibit “T™ hereto. These measures shall include, but are not limited to:

a.

b.

c!

€.

[

|

Passwords and Employee Access. Provider shall sceuce usernames, passwords, and
any other means of gaining access to the Services or o Swudent Data. at a level
sugpested by the applicable standards, as set forth in Article 4.3 of NIST 800-63-3.
Provider shall only provide access to Student Data to employees or contractors that
are performing the Services. Emplovees with access to Student Data shall have
signed confidentiality agreements regarding said Student Data. All employees with
access to Student Records shall be subject to criminal background checks in
compliance with state and locat ordinances,

Destruction of Data. Provider shall destroy or delete all Student Data obtained
under the Service Agreement when it is no longer needed for the purpose for which
it was obtained or transfer said data 1o LEA or LEA's designee. according to the
procedure identified in Article 1V. section §, above. Nothing in the Service
Agreement autherizes Provider to maintain Student Data beyond the time period
reasonably needed to complete the disposition, '

Security Protocols. Both parties agree to mainiain security protocols that meet
industry standards in the transfer or transmission of any data, including ensuring that
data may only be viewed or accessed by partics kegally allowed to do so. Provider
shall maintain ail data obtained or generated pursuant to the Service Agreement in a
secure digital environment and not copy. reproduce. or transmit data obtained
putsuant (o the Service Agreement. except as necessary to fulfiil the purpose of data
requests by LEA., '

Employee Training. The Provider shall provide periodic security training to ihose
of its empluyees who operate or have access to the system, Further. Provider shall
provide LEA with contact information of an employee who LEA may contact if
there are any security concerns or questions.

Security Technology. When the service is accessed using a supported web browser,
Provider shall employ industry standard measures to protect data from unauthorized
access. The service security measures shall include server autheniication and data
eneryption. Provider shall host data pursuant to the Service Agreement in an
environmient using a firewall that is updated according to industry stardards.

Security Coordipator. If differcnt frem the designated representative identified in
Article V11, section 5. Provider shall provide the name and contact information of
Provider's Security Cocrdinator for the Student Data received pursuant to the
Service Agreement.

Subprocessors Bound. Provider shall enfer into written agreements whereby
Subprocessors agree tu secure and protect Student Data in'a manner consistent with
the terms of this Article V. Provider shall periodically conduct or review compliance



monitoring and assessinents of Subprocessors to determine their compliance with
this Article.

h. Periodic Risk Assessment. Provider further acknowiedees and agrees to conduct
digital and physical periodic {po less than semi-annual) risk assessments and
remediate any identified secarity and privacy vulnerabilities in a timely manner.

2. Data Breach In the cvent that Studem Data is accessed or cbtained by an unauthorized
individual. Provider shali provide notification to L.E.A within a reasonable amount of time of the
incident, and not exceeding forty eight (48) hours, Provider shal! follow (e foilowing provess.

a. The secunty brzach notification shail be written in plain language. shal! be titled
“Notice of Data Breach.” and shall present the information described herem under
the following headings: “What Happened.” “What Information Was Involved.”
“What We Are Doing.” “What You Can Do."” and “Fer More Information.”
Addit:onal information may be provided as a supplement io the notice.

b. The security preach notification described above in section 2(a) shall include, at a
minimum, the following information:

The name and contact information of the reporting [ EA subject to this section

A iist of the types of personal information that were or are reasonably believed to

have been the subject of a breach.

iif. 1f the information is possible to determinc ai the time ihe notice is provided. then
either (1) the date of the breach, (2) the estimated date of the breach. or (3 ) the
date rarge within which the breacl accurred. The netification shall alse include
the date of the nctice.

iv. Whether the naotification was delaved as a result of a law enforcoment
investization. if that nformation is possible to Jdetermine ar the time the notice iy
provided.

v. A general description of the breach incident. if that information is possible tn

determine at the titne the notice is provided.

[o3d
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¢ At LEA’s discretion. the security breach notification may also include any of the
following.

i. Information sbout what the agency has done w protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take o
protect mmself or herseli.

d. Piovider agrees th adhere to all requirements in appiivable State and in federal law
with respeci to a data breach related 10 the Student Data, including, when appropriate
or required. the required responsibilitics and procedures for notification and
mitigation of any such data breach.



e. Provider further acknowledges and agrees to have a written incident response plan
thai reflects best practices and is consistent with industry standards and federal and
stale law for responding to a data breach. breach of security. privacy incident or
unauthorized acquisition or use of Student Data or any portion thereof. including
personally identifiable informatinn and agrees to provide LEA, upon request, with a
cupy of said written incident response plan.

f. Provider is prohibited from directly contacting parent. legal guardian or efigible
pupil unless expressly requested by LEA. If LEA requests: Provider's assistance
providing notice of unauthorized access, and such assistance is not unduly
burdensome to Provider. Provider shall notify the affected parent. legal guardian or
eligible pupi! of the unauthorized access. which shall include the information listed
in subsections (b) and (c¢), above. If requested by LEA, Provider shall reimburse
LEA for costs incurred to notify parents/families. of a breach not originating from
LEA's use of the Service.

g. In the event of a breach originating from LEA's use of the Service. Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may. by signing the attached Form of General Offer of Privacy Terms (General Offer, attached
hereto as Exhibit "E™). be bound by the terms of this DPA to any other LEA who signs the acceptance
on in said Exhibit. The Form is limited by the terms and eonditions described therein.

ARTICLE Vil: MISCELLANEOUS

1. Term The Provider shall bc bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data., .

2. Termination. In the cvent that either party secks to terminate this DPA. they may do so by
mutual written consent so long as the Service Agreement has iapsed or has been terminated. LEA
shall have the right 10 terminaté the DPA and Service Agreement in the event of a material
breach of the ierms of this DPA,

3. Effect of Termination Survival. It the Scrvice Agreement is terminated. the Provider shall
destroy all of LEA’s datu puisuant to Article V. section 1(b). and Article I1. section 3. above.

4. Priority of Aereements. This DPA shall govern the treatment of student data in order to comply
with privacy protections. including those tound in FERPA and all applicable privacy statutes
identified in this DPA. In the event there is conflict hetween the DPA and the Service
Agreement. the DPA shall apply and take precedence. Except as described in this paragraph
herein, all other provisions of the Service Agreement shall remain in effect,

5. Notice. Ail notices or other communication required or permitted to be given hereunder must be
in writing and given by personal dehivery. or e-mail transmission (il contact information is



provided for the specific mode of defivery), or first class mail. postage prepatd. sent to the
designated representatives beforc:

2. Designated Representatives
The designated representative for the i LA for this Agreement is:

Name: Sharnos Sote, Ed D
Title: Depuly Superinlendent

Contact Intormation:
2111 Mission Ave

Oceanside, CA 52058
740,965 4000 ’

The designaied representative for the Provider for this Agreement is:
2 K

Narje: Danief J. Evans
Title - Prector of Opeations

Contact Information:

1284 Corporate Center D #5600
Sent Paul, MN 55121
8007884085 devans@readnatraly com

b. Nutification of Acreptance of General Offer of Terms. Upon execution of Exhibat E.
General Otter of Terms. Subscribing 1 LA shall provide notice of such acceptance in writing
and given by personal delivery. or e-mail transmussion (if comact iformation is provided for
the specific mode of delivery), or fint class mail. postage prepaud, to the designated
representative below.

The designated representative for the notice of acceptance of the Gencral Otfer of Privacy Terms is.

Name, DanelJ. Evans
[itle: Duwecicr of Operations

Contact {nformation.
1284 Copocate Center Dr #6060
Samt Paul, MN 55121
B00-788-4085, devane@readraturally com

kntire Sgresment This DPA constitules the entire agreement of the parties relaving to the
subject matter hereot and supersedes all prior communications. representations. or agrecments,
oral or written, by the parties relating thereto. Tlis DPA may be amended and the observance of
any provision ot this NPA may be waived (vither gencrally or in any particular instance and



10.

11.

either retroactively or prospectively) only with the signed written consent of both parties. Neither
tailure nor delay on the part of any party in exercising any right, power, or privilege hercunder
shail operate as a waiver of such right. nor shall any single or partial exercise of any such right,
powet, or privilege preclude any further exercise thereof or the exercise of any other right,
power. or privilege.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall. as to such jurisdiction, be ineffective to the extent of such prohibition cr unenforceability
without invalidating the remaining provisions of this DPA. and any such prohibition or
unenforceab:lity in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Netwithstanding the foregoing. if such provision could be more narrowly
drawn so as nut to be prohibited or unenforceable in such jurisdiction while. at the same time.
maintaining the intent of the parties, it shall. as to such jurisdiction. be s0 narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF THE IN WHICH
THIS AGREEMENT IS EXECUTED. WITHOU1 REGARD TO CONFLICTS OF AW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT 1S FORMED FOR ANY DISPUTL ARISING
OUT OF OR RELATING TO "tHH4S SERVICE AGREFMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

Authority. Provider represents that it is authorized 1o bind to the terms of this Agreement.
inciuding confidentiality and destruction of Student Data and any portion thercof contained
therein, all related or associated institutions. individuals, employees or contractors who may have
access 1o the Student Data and/or any portion thereoll ur may own, lease or control equipment or
faciliies of any kind where the Student Data and portion thereof stored. maintained or used in
any way. Provider agrees that any purchaser of the Provider shall also be bound to the
Agreement

Waiver. No delay or omission of the LEA to exercise any right hercunder shail be construed as a
waiver of any such right and the LEA reserves the right to exercise any such right from time to
time. as oflen avy may be deemed expadient.

Successors Bound. This DPA is and shall be binding upon the respective successors in interest

to Provider in the event of a merger. acquisition. consolidation or other business reorganization
or sale of all or substantially il of the assets of such business.

[Signature Puge Follows}

Y]



IN WITNESS WHEREOF. the parties have executed this Calilornia Student Data Pt ivacy Agreement
as of the last day noted below:.

Read Naturally Inc

v )
BY\E:\-ES‘; :-m’—--h Date. 5/18/2019

o : £ Ot
Danie! Jf_vini Fitle/Position: Lirector of Operations

Printed Name:

Oceanside Unified Schocl District

BY: Y m Date: «/\B/19

Denuty Superintendent

Shannon Sofe. E4. D.

Printed Name: ~ Title/Position:

Nute: Electronic signature not permirted.



DESCRIPTION OF SERVICLS

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OR SERVICE IS INCLUDED, LIST LACH PRODUCT HERF]
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EXHIBIT “C”
DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
relating to pupil records,

De-ldentifiable Information (DI): De-ldentification refers to the process by which the Vendor
removes or obscures any Personally tdentifiable Informaiton (“PII™) from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them.

Tducationzl Records: Educational Records are official records. files and data directly related 10 a
student and maintained by the school or focal education agency. including but not limited to. records
encompassing al} the material kept in the student’s cumulative folder, such as gencral identifying data,
records of attendance and of academic work completed. records of achievement, and results of
evaluative tests. health data, disciplinary status. test protocols and individualized cducation programs.
For purposes of this DPA. Educational Records are refeired to as Student Data.

NIST: Draft National Institute of Standards and Technology ("NIST™) Special Publication Phigital
Authentication Guideline,

Uperator: The term “Operator™ means the operator of an Internet Website. online service. online
application. or mobile application with actual knowledge that the site. service. or application is used
primarily for K~12 school purposes and was designed and marketed for K-12 school purposes. For the
purpose of the Service Agreement. the term “Operator™ is replaced by the term “Provider.”™ This term
shall encompass the tetm ~Thisd Party.” as it is found in applicable state statutes

Persoaally Identifiable Information (PII): The terms “Personally ldentifiable Information™ or “PII”
shall mclude, but are not lismited to. student data, metadata. and user or pupil-generated content obtained
by reason of the use of Provider’'s software. website. service. or app. including mobile apps. whether
gathered by Provider or provided by LEA or its users. students, or siudents™ parents/guardians. P11
inciudes Indirect Identifiers. which is any information that, eithcr alone or in aggregate. would ailow a
reasonable person to be uble to identify a student to a reasonablc certainty. For purposes of this DPA,
Personally Identifiable Information shall melude the categories of information listed in the definition of
Student Data.

Provider: For purposes of the Service Agreemnent, the teim “Provider™ means provider of digital
educational sefiware or services. including cloud-based services. for the digital storage, management.
and retrieval of pupil records. Within the DPA the term “Provider™ includes the term “Third Party” and
the term “Operator™ as used in applicable state swatutes.

Pupil Generated Content: The term “pupil-generated content™ means materials or content created by a
pupi! during and for the purpose of education including. but not limted te. essays. rescarch reports,
portfolios. creative writing, music or other audio files, photographs, videos, and account information that
enables ongoing ownership of pupil content.
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Pupil Records: Means both of the following: (1) Any information that directly relates to a.pupii that 15
maintained by LEA and (2) any information acquired directly from the pupil through the use of
‘mstructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreewsent. Pupil Records shall be the same as Fducational Records. Staderd Personal
Information and Covered Information, all of which arc deemed Student Data for the purposes of this
Agreement.

Service Agreement: Refers to the Contract or Purchase (rder to which this DPA supplements and
modifies.

Scheol Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B). a School
Official is a vontractor that: (1) Performs an institutional setvice or function for which the agency or
institution would ntherwise use employees: (2) Is under the direct control of the agency or institution
with respect to the use and maintenance of education records. and (33 Is subject to 34 CFR 99.33a)
governing the use and re-disclosure of personally wentifiable information from student records.

SOPIPA: Once passed. the fequirements of SOPIPA were added io Chapter 22.2 (commencing with
Section 225841 to Division 8 of the Business and Professions Code relating to privacy.

Student Data: Student Data includes any data. whether gathered by Provider or provided by 1 EA or ifs
users, students. or students” parents/guardians. that is deseriptive of the student including, but not limited
to, information 1n the student’s educational record or email. first and last name. home address. telephone
number. email address, or other information allowing online contact. discipling records, videos, test
results. special edmcation Jdata. juvenile dependency records, grades, evaluations. criminal records.
medical records. health records. social security numbers. hiometric information.  disabilities.
socioeconomic information. food purchases. pohtical affiliations. religious information text messages.
docaments. student Wdentifies. search activity, photos. voice recurdings or geolneation information,
Student Data shall constitute Pupil Records for the purposes of this Agreement. and for the purposes of
Cahfornia and tederal laws and regulations. Student Data as specified in Exhibit “B” is contirmed to be
collected or processed hy the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-identifizd. or anonymous usage data regarding a student’s
use of Provider's services.

SDPC (The Student Data Privacy Consortium): Refers 10 the narional collaborative of schools,
disuicts. regional. tercitorics and state agencics. policy makers. trade organizations and marketplace
providers addressing real-world, adaptable, and implementable solutions to¢ growing data privacy
COHCErnS,

Student Personal Iniormation: “Student Personal Information™ means inforimation collected through a
schoaol service that perscnally wentitics an individual student o other information collected and
mainiuined about un individual student that is linked to information that identifies an individual student,
as identified by Washington Compact Provision 28A.604.010, For purposes of this DPA, Student
Personal Information is referred to as Student Data.

17



Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider’s General Offer of Privacy Terms,

Subprocessor: For the purposes of this Agreement, the term ~Subprocessor™ (sometimes referred to as
the “Subcontractor”) means a party other than LEA or Provider. who Provider uses for data collection,
analytics, storage. or other service to operate and/or improve its software. and who has access ta PIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertiscment is based on student information. student records or student generated
content or inferred over tmme from the usage of the Provider's website. online service or mobile
application by such student or the retention of such student’s onime activities or requests over time.

Third Party: The term “Third Party” means a provider of digital educational software or services.
including cloud-bascd scrvices, for the digital storage. management. and retrieval of pupil records.
However, for the purpose of this Agreement. the term *Third Party™ when used to indicate the provider
of digital educational software or services is replaced by the term “Provider.”
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EXHIBIT D"

DIRECTIVE FOR DISPOSITION OF DATA

Oceanside Unified Schoot District

directs Read Naturally Inc to

dispose of data obtained by Company pursuant to the ferms of the Service Agreement
between LEA and Company. The terms ol the Disposition are set forth below:

Exteat of Disposition

Disposition shall be:

Nature of Disnosition

| Disposition shall be by:

. Timing of Dispesition

i Data shall be disposed of by the
! fullowing date:

| Transfer vf data. The data shall be transferred as set forth

Partial. The categories of data 10 be disposed of are as |
follows:

Complete. Disposition extends to all categories of data,

Destruction or deletivn of data.

in an attachment to this Direetive. Following confirmation from
LFA that data was successfully transforred. Provider shall
destroy or delete all appicable data.

— . As soun as commerciglly praciicable

By (Insert Datey _

Authorized Representative of LEA

Verilication of Disposition of Data

Date

Data

bv Authorized Representative of Provider



GENERAIL OFFER OF PRIVACY TERMS
Oceanside Unified

1. Gffer of Terms

Provider offers the same privacy protections found in this DPA between it and Oceanside Unified
and which is dated June 18, 2019 to any other LEA (“Subscribing LEA™) who. accepis this
General Offer though its signature below. This Generat Offer shall extend only to privacy protections
and Provider's signature shall not nccessarily bind Provider to other terms. such as price. term. or
schedule of services, or to any other provision noi addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" 1o suit the
unique needs of the LEA. The Provider may withdraw the General Offer in the event of (1) a
material change in the applicable privacy statues; (2) a material change in the services and products
subject listed in the Ongmating Service Agreement; or three {3) years after the date of Provider's
signature to this Form. Provider shail notify CETPA in the event of any withdrawal so that this
infurmation may be fransmitted to the Alliance’s uscrs,

Read Naturaily Inc

T o . B/18/201¢

BY: A ....‘.a.lf Date: _ ol
Printed Name: D 1iel Ev_as_?i Tie/Position: Director of Operations

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

3Y. } e Date: o
Assistant
Jordan
Pruited Name: : - Title/Position. Superintendent )
—Aqume—— ] BusnessServices

TO ACCEPT | ""'HE UBS RIB:.YG LT‘A ‘VIUb"‘ D JLIVER THIS

SIGNED ""(.'l.l.
ngu J. Ev:-'ins

. :}
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=
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Nam

Diractor of Operatlons

Title:

davans@readnaiuraliy.com

Li
Emaii Address:




EXHUIBITDATA SECLRITY REGUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS i1ERE]
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