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This California Studeni Data Privacy Apreement ("DPA”) is entered into by and between the
Oceanside Unified School District

(Hercinaficr referred o as “LEAT)and Read Naturally lno
(hereinafier referred to as “Provider™) on june 18,2019 =« ThePartiesagreeto
the terms as stated herein,

RECITALS

WEHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA™) with certain
digital educational services (*Servives™) pursuant to a contract dated June 18, 2019
("Service Agreeinent”): and

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider
may reveive or ereate and the LEA may provide documents or data that are covered by soveral
federal stalutes. among them, the Family Lducational Rights and Privacy Act ("FERPA™}) at 20
USC, 1232¢ 134 CFR Part 99). Childeen’s Oniline Privacy Protection Act ("COPPA™), 15
LB 6501-6506: Protection of Pupil Rights Amendment (*PPRA™} 20 U.8.C. 1232h: and

WHEREAS, the documents and data transferred from LEAs and ercated by the Provider's Services are
also subject to Califumia state student privacy laws, mcluding AB 1584, found at California
Fducation Code Section 490731 and the Student Online Personal Informativn Protection Act
{SOPIPA™) found at California Business and Professions Code section 21584; and

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate educational
interests in sccessing educational records pursuant 1o the Service Agreement: and

WHEREAS, the Parties wish to enter into this DPA to ensurc that the Service Agreement conforms
to the requirements of the privacy laws referred 10 above and w establish iniplementing procedures.

and duties; and

WHEREAS, the Provider may. by signing the “General Offer of Privacy Terms” (Exhibit “E").-agree to
allow other LEAs in Calitoria the opportunity to accept and enjoy the benefits of this DPA for
the Serviees deseribed hercin, without the need to nepotiate terras in 4 separate DPA,

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Purngse of D2A. The purpose of this DPA is to describe the duties and mesponsibilities to
ARTICLE I: PURPOSE AND SCOPLE

protect student data transmitted to Provider from the LEA pursuant o the Service Agreement,
inchiding compliance with all applicable statutes. including the FERPA, PPRA. COPPA.
SOPIPA. A3 1584, and other applicable California State laws, all as may be amended from time
to time. In performing these services. the Provider shall be considered a Schoot Official with a
legitimate educational interest. and performing services otherwise provided by the LEA, With
respect to the use and maintenance of Student Data, Provider shall be under the direet control
and supervision of the LEA.
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2. Nature of Services Provided. The Provider has agreed to provide the follwing digital
educational products aid services deseribed below and as may be further outlined in Exhibit *A”

hereto:

Read Naturally Live, a web-based reading intervention program.

3. Student Data to Be Provided. The Parties shall indicate. the categories. of student data to be
provided in the Schedule of Data. attached hereto rs Exhibjy B

4. LPA Befinitlons. The definition of terms used in this DPA s found in Exhilsit *C". In the event
of a conflict, definitions used in this DPA shall prevail over torm used in the Service Agrocment,

ARTICLE 1 DATA GWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitied 0 the Provider pursuant to the
Service Agreenient is and will continue to be the property of and under the contro! of the LEA.
The Provider lurther acknowledges and agroes that all copics of such Student Data transmitied to
the Provider, including any modifications ar additions or any portion thereof from any source.
are subject to the provisiony of this Agreement in the same manner as the original Student Data,
The Partivs agree that as between them, all fights. including all intellectual proparty rights in and
1o Student Data conteriplated per the Service Agreement shalf remain the esclusive property of
the LEA. For the purposes of FERPA. the Provider shall be considoved a School Official, under
the control and direction of the LEAS as it pertains 10 the use of Student Data notwithstanding
the above. Provider may transfer pupib-generated content 1o a separate account, according to the
procedurs set forth belaw, ' '

2. Parent Access. LEA shall establish reasonable procedutes by which a parent. legal guardian. ar
cligible student may feview Student Data in the pupil”s records, correct erroncous nformation,
and procedures for the transfer of pupilgenerated content to a personal acecut, sonsistert with
the functionality of services. Provider shall rspond in a tirnely manner fand no kier than 45
days from the date of the requestito the LEA s request for Student Data in a pupil's records held
by the Provider 10 view or correet as necessary. In the event that a parent of a pupil or other
individual contacts the Provider to review any of the Student Data aceessed pursuant to the
Services. the Provider shall refer the parent or individual to the LEA, who will follow the
necessary and proper procedures regarding the requested information,

3. Senarate Aczount. If pupil generated content is stored or maintained by the Provider as part of
the Services described in Exhibit “A”, Provider shall, at the reguest of the LEA, wanstor said
pupil genmerated content to 4 separate student aceount upon termination of the Service
Agreement: provided. however, such franster shall only apply to punil generated coment that is
severable from the Service,

4 Third Party Request. Should a Third Party, including law eaforcement and government
entities. contact Provider with a request for data held by the Provider pursuant 1o.the Serviees,
the Provider shail redirect the Third Party to request the data directly Trom the LEA, Provider
shall notify the LEA in advance ofa compelled disclosure to 5 Third Party.
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5.

Subprocessors. Provider shall enter fnlo written agreements with all Subprocessors performing
functions pursuant to the Scrvice Agreemeni, whereby the Subprocessors agree to profect
Student Data in manner consistent with the terms of this DPA.

ARTICLE T DUTIES OF LEA

i

Pyivacy Compliance, LEA shall provide data for the purposes of the Sérvice Agreement
in compliance with FERPA. COPPA. PPRA, SOPIPA, AB 1584 and all other Catifornia

privacy statutes.

Annual Notification of Rights. If the LEA has a policy of disclosing education records under
FERPA {4 CFR § 59.31 (a) (I)), LEA shall include a specification of criteria for deterrnining
who. constitutes & school official and what constitutes a legitimaie educational interest in its
Annuzl notifieation of rights.

Reasonable Precautions. LEA shall take reasonable precautions to sedure usernames,
passwords, and any other means of gaining access to the services and hosted data,

Unawthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthortized acoess.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable state and federal Taws and

td

regulations pertaining to data privacy and security. including FERPA, COPPA. PPRA. SOPIPA.
AB 1584 and all other California privacy statutes.

Authorized Use. The data shared pursuart to the Service Agreement. meluding persistent tmique
identiflers. shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes referred. to in subsectiod { 1. above. Provider aisc
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof. including without limitation. meta daia, user conient or other non-public
information and/or personally identifiable information contained in the Student Data, without the

express written consent of the LEA.

Emploves Oblipation. Provider shall require all employecs and agents who have access to
Student Data to compiy with all applicable provisions of this DPA with respect to the data shared
under the Service Agreement.

No_disclosure, De«identified information may be used by the Provider for the purposes of
development, research, and improvement of educational sites, services, or applications. as any
other member G the public or party would be able to use de-identified data pursuant to 34 CFR
09.31(b}. Provider agrees not to aftempl to re-idemrify de-identitied Stwdent Data and not to
transter de-identified Student Data to any party unless {a) that party agrees in writing not lo
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attempt re-identification. and (b) prior written nofice has been given to LEA who has provided
prior wiitten consent for such transfer. Provider shall not copy. reproduce or transmit any data
obtained under the Service Agreemant andfor any portion thereof, exeept 8 necessary to fuliill
the Service Agreement.

5. Disnosition of Pata. Upon writien request and in accordance with the anplicable termns in

i.

subsection a ot b, below, Provider shall dispose or delete all Student Data obmined under the
Service Agreement when it is no lopger needed for the purpose for which it was ohtained.
Disposition shall include (1) the shredding of any hard copies of any Student Data: (2) Erasing:
or {3} Othern ise modifying the personal information in those recoeds to make it unreadable or
indecipherable by human or digital means. Nothing in the Scervice Agreement anthorizes
Providsr to maintain Student Data obtained under the Sevice Agreement bevond the time period
reasunably needed to complete the disposition, Provider shali provide writien notification to
LEA when the Student Data has been disposed, The duty to dispase of Studert Data shall not
extend to data that has been Je-identified or placed in a separate Stident account. pursuant to the
other trms of the DPA. The LEA may employ a “Request for Returmn or Deletion of Studem
Dats”™ form, & copy of which is attached heretc as Fxhibit D™ Upon receipt of a request from
the LEA. the Provider will immediately provide the LEA with any specified portion of the
Student Data w ithin ten (10) calendar days of receipt of said request.

a, Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreement. LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no longer needed, Partial disposal of dara shall be
subjuct 10 LEA's request to transfir data 10 8 separate account, pursuant to Article 11,
seetion 3, above,

b, Corrplete Bispessl Upon Terminstion of Service Agresment. Upon Termination of
the Service Agresment Provider shull dispose or defete all Student Data obtained
under the Service Agrecinent. Prior to disposition of the data. Provider shall notify
LEA in wiiting of its option 1o wansior dat to a separate account, pursuant to Astick
IL section 3. above. In no event shall Provider dispose of data pursuait o this
provision unless und until Provider has received affirmative written confirmation
from LEA that data will not be transferred to a separate acsount.

Adveriising Prohibition. Provider is prohibited from using or sefling Swdent Data to (a) market
or advertise to students or amilies‘guardians; by infoem. influence. or emabie marketing.
advertising. of other commercial efforts by a Provider; (¢) develep a profile of a student, family
member/guacdian or group. for any commercial puipase other than providing the Serviee 10
LEA or (d) use the Student Data for the development of commergial products or services, other
tha as necessary to provide the Service 10 LEA. ‘This section does not prohibit Provider from
using Student Data for adaptive learning or customized student learbing purposes.

ARTICLE Vr DATA PROVISIONS

Data Security, The Provider agrees to abide hy and maintain adequate data security measures,
consistent with industry swndards and techucloyy best practices. prutect Student Data from
unautharized diselosure or ecquisition by an unauthorized parsen. The general secuwity duties of
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Provider arc set forth below. Provider may further detail its security programs and measures in
Exhibit “I hereto. These ineasures shall include, but are not limited to:

a.

"‘?

d.

[N

Passwords and Employee Access. Provider shall sccuce usernames, passwords, and
any other means of paining access to the Services or to Swdent Data, at o level
sugpested by the applicable standards, as set forth in Atticle 4.3 ol NIST 800-63-3.
Provider shall only provide access to Student Data to employees ot contractors that
are performing the Services. Emplovees with access o Student Data shall have
signed confidentiality agreements regarding sald Student Data, All employees with
access to Student Records shall be subject to criminal background checks in
compliance with state and local ordinances,

Destruction of Data. Provider shall destroy or delete all Student Data obtained
under the Service Agreemivnt when it is no tonger needed for the purpose for which
it was obtained or transfer said data 10 LEA or LEA"s designee. according to the
procedure identified in Article 1V, section 5, above. Nothing in the Service
Agreement authorizes Provider to maintein Student Data beyond the tiime period
reasonably needed to complete the disposition.

Seeurity Protocols, Both parties agree 10 mainiain security protocols that meet
industry standards in the transfer or transinission of any data, including ensuring that
data may unly be viewed or actessed by partles legally allowed o do so. Provider
shall maintain ail data obtained or generated pursuant to the Service Agreement in a
secure digital environment and tot copy, reproduce. or transmit data obtained
pursuant o the Serviee Agreement, except as necessary to fulfiil the purpose of data
requests by LEA. '

Empleyee Training, The Provider shall provide periodic security training to those
of its emplovees who operate or have access to the system, Furthet, Provider shall
provide LEA with contact information of an employee who LEA may contact if
there are any security concerns or questions..

Security Techmology. When the service is accessed using a supported web browser,
Providet shall employ industry standard measures to prawct data from unauthorized
aceess, The service security measnres shall include server authentication and data
vacryption. Provider shall host data pursuant to the Service Agreement n an
environment usiig a firewall that is updated according to industry starglards.

Security Coordivator. If different from the designated representative identified in
Article V1, section §. Provider shall provide the name and contact information of
Provider's Security Coordinator for the Student Data received pursuant to the
Service Agreemernit,

Subprocessvrs Bound. Provider shall enter 4o wrilten agreements whereby
Subprocessors agree to secure and protect Student Data in 2 manner consistent with
the terms of this Article V. Provider shall periodically cunduct or review compfianee



monitoring and assessinents of Subprocessors to determine their compliance with
this Article,

h. Periodic Risk Assessment. Provider further acknowledges and agrees Lo eonduct
digital and physical periodic (po less than semi-anual) risk assessimcnts and
remediate any identified secority and privacy vulnerabilities in a timely manner.

2. Data Breach, In the eveént that Siudent Data is accessed ur obtained by an unauthorized
individual, Provider shall provide notification to I.EA within a redasongble amount of time of the
incident, and not exceeding forty eight (48) hous, Provider shall follow the following process:

A The sceurity bresch notification shafl be written in phain language. shall he titled
“Notice of Data Breach.” and shall present the information described herein under
the following headings: “What Happened.” “What Information Was Involved.”
“What We Are Doing.” “What You Can Do.” and “Fear Moere Information.™
Additional information may be provided as a supplement to the notice.

b. The security preach notification described ahove in seetion Aa) shalt include, at a
minimum, the following information:

i, The name and contact information of the reporting [ EA subject to this seation.

i A fist of the types of personal inthemation (hat were or are reasonably believed to
have been the subject of a breach.

il If'{he information is possible to determine at the time the notice is provided. then
either (1) the date of the breach, (2 the estimated date of the breach. of (3 ) the
date range within which the breach occurred. The netification shall alse include
the date of the notice,

iv., Whether the notification was delaved a3 a result of a faw enfurcement
investipation, if that information is possible to determine at the time the notice is
provided.

v A general description of the breach incident. if that information i possible to
determine at the time the notice is provided,

¢ At LEA's discretion, the security breach notitication may also inglude any of the
following:

i Information about what the agency has done 0 protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information bhas been hreachod may take
profect himself or herself.

d. Provider sgrees b adbere o all requiréments in applivable State and in federal Jaw
with respevt to a Jata breach related 1o the Student Data, including, when appropriate
or required. the required respopsibilities and procedures for notification and
mitigation of any such data breach,



e, Provider further acknowledges and agrees to have a written incident response plan
thai reflects best practices and is consistent with industry standards and federal and
state faw for responding to a data breach. breach of security. privacy incident or
unauthorized acquisition or use of Student Data or any portion theveof, including
personally identifiable information and agrees to provide LEA, upon request, with a
copy of said written incident response plan,

f. Provider is prohibited from directly contacting parent, legal puardian or eligible
pupil unless expressly requested by LEA. I LEA requests Provider's assistance.
providing notice of unauthorized access, and such assistance is not unduly
burdensorne to Provider, Provider shall notify the affected parend, fegal guardian or
eligitde pupi! of the nrauthorized access, which shall nclude the information Hsted
in subsectians (b) and (¢), above. i roquested by LEA, Provider shall reimburse
LEA for costs incurred to notify parents/families. of o breach not originating from
LEA's use of the Service.

g. In‘the event of a breach originuting from LEA’s use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may. by signing the attached Form of General Offer of Privacy Terms (General Offer, attached
herete as Exhibit “E") be bound by the terms of this DPA to any other LEA who signs the acoeptance
on i said Exhibit. The Form is limited by the terms and ¢onditions deseribed therein,

ARTICLE Vil: MISCELLANEOUS

1.

2.

3‘ .

4.

h

Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider mairitains any Student Data. .

Termination. In the event that either party seeks to terminate this DPA. they may do so by
mutual written consent 8o long as the Service Agreement has lapsed or has been terminated. LEA
shall have the right to terminate the DPA und Service Agreement in the event of a material
breach of the terms ol this DPA,

Lffect of Termination Survival. It the Service Agreement is tenmirated, the Provider shall
destroy all of LEA’s data pursuant to Article V. section [(b), and Article [T, section 3. above.

Priovity of Asreements. This DPA shall govern the treatment of student data in ordur to comply
with privacy protections. including those found in FERPA and all applicable privacy statutes
identified in this DPA. In the event thewe is conllict hetween the DPA and the Service
Agreement, the DPA shall apply and take precedence. xcept as described in this paragraph
herein, all othet provisivns of the Setvice Agreement shall cemain in effect,

Ngtice. All natices or sther communication requited or permitted to be given hereunder must be
in writing and given by persomal delivery, or e-mail tracsmission (f contact information iy



providued for the specific mode of delivery), or first class mail. postage prepaid. sent to the
designated representatives beforc:

. Designated Representatives
The designated representative for the {.EA for this Agreement is:

Name: Debbie Kukta o
Title: Assistant Superintendent

Contact Information:
Burbank Unified School District

1900 West Olive Avenue
Burlfark, CA 91506

The designated repteseitative Tor the Provider for this Agreement is:

Narye; Daniel J. Evang:
Title+ Pirector of Oparations

Contact Information:

124 Zorporate Center L 4500

“Sent Paul, MN 55121

BOO-7R8-4045, devans@readnatisraly com

b. Mutidication of Acceptance of Genesal Offer of Terms. Upon execution of Lxhibi E.
General Ofter of Terms. Subseribing LEA shall provide notice of such acceptance in writing
and given by personal defivery. or e-mail transmission (if contact infurmation is provided for
the specific mode of defivery), or fiest class mail. postage prepaid. to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is:

Name: DanslJ, Evens _
Title: Buecier of Operations

Comtagt Information.
1284 Lomorute Comter Or #6500
Samt Paul, MN 851

B0 7/ B84

. Entire Agresment This DPA constifutes the entine agreement of the parties relsting to the
subject maiter hercof znd supersedes all prior communications, representations, or agrecments,
aral or written, by the parties relating thereto. This DPA may be amended and the vbservance of
any provicion of this NPA may be waived {chhor gencrally or in any patticular instance and




7.

10.

11.

either retroactively or prospectively) enly with the signed written consent of buth parties. Neither
faiture nor delay on the part of any party in exercising any tight, power, or privilege hergunder
shail operate ay a waiver of such right. nor shall any single or partial exercise of any such right,
power, or privilege preclude any finther exercise thereof or the exercise of any other right,

‘power. or privilege.

Severabilitv, Any provision of this DPA that is prohibited o ynenforceable tn any jurisdiction

shall. as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shatl not invalidate or render unenforceable such prevision in
any other jurisdiction, Notwithstanding the foregoing. if such provision could be more narrowly
drawn so as nut to be prohibited or unenforceable in such jurisdiction while. at the same time.
maintaining the infent of the parties, t shall, as to such jurisdiction. be 56 narrowly drawn
without invalidating the remaining provisions of this DPA ot aflecting the validity or
enforceability of such provision in any other jurisdiction.

Coverning Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF THE IN WHICH
THIS AGREEMENT {8 EXECUTED. WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES, EACH PARLTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
QUT OF OR RELATING [0 THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

Authority. Provider represents that it is authorized to bind to the termis of this Agreement,
including confidentiality and destruction of Student Data and any portion thereof contained
thercin, al) related or associated institutions. individuals, employegs or contractors who may have
access to the Student Data and/or any portion thergol. ur may own. fease or control equipment or
facilities of any kind where the Student Data and portion thereof stored. maintained of used in
any way. Provider agrees that any purchaser of the Provider shull also be bound to the
Agreement.

Waiver. No delay or omission of the LEA to exercise any right hercunder shall be construed as a
witiver of any such tight and the LEA regerves the right torexercise any such right from time to
time, as often as may be deemed expedient.

Suceessors Bound. This DPA is and shall be binding upon the respective successors in interest

to Provider in the event of a merger. acquisition, consolidation or other business reorganization
or sale of'all or substantially ai} of the assets of such business.

[Simnature Puse Follows]
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iN WITNESS WHEREQT, the parties have executed this Califormia Student Data Privacy Agreement
as of the last day noted below,

Read Naiurally Inc

N :
sz\s.f “‘E&J——- : e 01 1 8/2010
‘ -

Danie! J Evans Director of Operations

Printed Name: Fitle/Position:

Burbank Unifed School District

By: MA/ W Date: 05/19/2020

Printed Name: Debbie Kukta Title: Assistant Superintendent

Nute: Electroniv signature not permifted.



EXHIBIT “A”
DESCRIPTION OF SERVICES

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OR SERVICE IS INCLUDED. LIST ZACH PRODUCT HERE]
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EXHIBIT “C”

DEFINITIONS

AR 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
relating to pupil records.

De-Identifiable Information (D11): De-ldentification refers to the process by which the Vendor
removes or obscures any Persomally ldentifiable Information ("PH™) from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about ther,

Tducationz! Records: Educational Records are official records. files and data directly related to a
student and maintained by the school or local education agency. inclading but not lirmjted to. records
encompassing all the material kept. in the student’s cumulative folder, such as wencral idemifying duta.
weeords of attendance and. of academic work completed. records of achievement, and results of
evaluative tests. health data, discivlinary status, test protocols and individualized cducation programs.
For purpases of this DPA. Educational Records are referred to as Student Data,

NIST: Draft National Institute of Standards and Technology (“NIST™} Special Publication Digital
Authentication Guideline.

Uperator: The term “Operator” means the operator of an Internet Website. onling service. online
application. or mobile application with actual knowledge that the site, service. or application is used
primarily for K~12 school purposes amd was designed and marketed for K- 12 school purposes. For the
purpose of the Service Agreement. the term “Operator”™ is replaced by the term “Provider.” This term
shall encompass the teym ~Third Party.” s it is found in spplicable state statutes,

Personally Ydentifiable Information (PI: The terms “Personally ldentifiable Information™ or “PUI™
shall inelude, bt ere not Jimited to, student data, metadata. and user or pupil-generated content obtained
by reason of the use of Provider’s software, website, service. or app. including mobile apps, whether
gathered by Provider or provided by LEA or it users. students, or students™ parents/guardians, PIL
meludes Indirect [deatifiers, which is any information that, eithor alone or in aggregate. would aiflow a
reasonable person to be able to identify 8 studedt to a reasonable certainty. For purposes of this DPA,
Persanally Identifiable Information shall include the categories of information listed in the definition of
Student Data,

Provider: For purpuses of the Service Agresrient, the teim “Provider™ means provider of digital
educativnal software or services. including cloud-based survices, fur the digital storage, management,
and retrieval of pupil records. Within the DPA the term “Providur” includes the term “Third Party™ and
the term “Operator™ as used inapplicable state siatutes,

Pupil Generated Content: The term "puptl-generated content™ means materials or content crcated by a
pupil during and for the purpose of education including. but not Timited o essays, ressarch reports,
portfolins. creative writing. music or other audio files, photographs, videos, and account information that
enables ongoing ownership of pupil content.
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Pupil Records: Means both of the folloveing: (1) Any information that directly relates to a.pupii that is
maintained by LEA and (2) any inlormation acquired directly from the pupil through the use of
instructional software or applications assigned 1o the pupil by a teacher or other LEA employee. For the
purposey of this Agreement. Pupil Records shall be the same as Educational Records, Staderd Personal
Information and Covered Information, all of which are deemed Student Data for the purposes of this
- Apreement.

Serviee Agreement: Refers to the Contract or Purchase Cirder to which this DPA supplements and
modifies.

Scheol Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B}, a School
Official is a contractor that; (1} Performs an institutional service or function for which the agency or
institution would otherwise use employees: (21 Is under the direct control of the agency ot institution
with respect to the use and maintenance of education records: und (33 [s subject to 34 CFR 99.33(a)
governing the use and re~-disclosure of personally identifiable information from student records.

SOPIPA: Once passed. the requirements of SOPIPA were added 0 Chapter 22.2 (commencing with
Section 22384 to Division 8 of the Business and Professions Code refating to privacy.

Student Deta: Student Duta includes any daia. whether gathered by Provider or provided by LEA or iis
users. students. or students” parents/guardisns. that is deseriptive of the student inchuding, but not fimited
to, infbrmation in the student’s educations] record or email. first and last name. home address. telephone
numbgr, email address, or other information allowing online contact. discipline records, videos, tost
results, specinl education data. juvenile dependency records. grades, evaluations. criminal records.
medical revords. bealth records. social security numbers. hiometric  information.  disabilities.
socipeconomis information. food purchases. political affilistions. religious information test messages.
docaments. student identifles. search activity, phows, velee recordings or geolocation inforipation,
Student Data shall constitue Pupil Records for the purpises of this Agreement. and for the purposes of
Cahfornia and federal laws and regulations. Student Data as specified in Exhibit "B is contirmed to be
colleeted or processed by the Provider pursuant 10 the Services. Student Data shall not constitute that
information that has beets anonymized or de-identifiad. or anonymous usage data regarding a student’s
use of Provides's ser fees.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
disuicts. regional. tervitories and state agencies. policy makers, trade organizations and marketplace
prosiders addressing real-world, adapable, and implementable solutions to growing data peivacy
CORCErnS,

Student Personal Information: “Student Personal Infurmation” mdans infornation collected through a
schao! service that perscnally identities an individaal student or other information collecked and
maintained about an individual student that is Tinked to information that identities an individual student,
as identified by Washington Compact Provision J8A.604.010, For purpases of this DPA, Student
Personal Information is referred to as Student Data.



Subscribing LEA: An LEA that was not patty to the original Services Agreement and who accepts the
Provider’s General Ofter of Privacy Terms.

Subprocessors For the purposes of this Agreerent, the term ~Subprocessor™ (sometimes referred to as
the “Subcontractor™) means a party other than LEA or Provider. who Provider uses for data collection,
analvtics, storage. or other service to operate and/or improve its software, and who has access to PIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
sefection of the advertisentent is based on student information. student records or student generated
content or inferred over time from the usage of the Provider's website. online service or mobile
application by sueh student or the retention of such student’s online activitivs or requests over time,

Third Party: The term “Third Party™ means a provider of digital educational software or services,
including cloud-based services, for the digital storage. management. and retrieval of pupil records.
However, for the purpose of this Agreement. the term “Fhird Party™ when used w indicate the provider
of gigital educational soflware or services is replaced by the torm “Provider.”
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DIRECTIVE FOR DISPOSITION OF DATA

Oceanside Unified School District

Read Maturally Inc

directs 0

dispose of data obtained by Company pursuant to the ferms of the Service Agreement
between LEA  and Company. The terms ol the Disposition ate set forth belows

Disposition shall be:

Nature of BHsnosition

Disposiion shall be by:

Timing of Dispositinn

Data shall be disposed of by the
fellowing date:

foilows;

‘ Transfer of dala. The data shall be transterred as set forth

Partial. The categories of data 1o be disposed of are as

Complete. Disposition extends to all categories of data.

Destruction or deletion of data.

int am aftachment to this Dircctive. Folkaving confirmation from
LEA that data was successfidly teansforred, Provider shall
destroy or delete w2 appiicable data.

.. A$ soun as commereiglly practicable

e

By (lsert Datey

A b 3000 4 oo Sl

Authorized Representative of LEA

Date

Verification of Disposivion of Daty

T s e

Date

by Authorized Rupresentative of Provider



IXIIBIT “x”

GENERAIL OFFER OF PRIVACY TERMS
Oceanside Unified

1. Cffer of Terms

Provider offers the same privacy protections found in this DPA between it and Oceanside Unified
and which iy Jated June 18, 2019 to any other LEA (“Subscribing LEA™) who accepts this
General Offer though its signature below. This General Offer shall extend only to privacy protections
and Provider's signature shall not nccessarily bind Provider to other terms. such as price. term. or
schedule of services, or to any other provision noi addressed in this DPA. The Provider and the other
I.LEA may also agrec to change the data provided by LEA to the Previder in Exhibit "B" 1o suit the
unique needs of the LEA The Provider may withdraw the General Offer in the event of: () a
material change in the applicable privacy statues: (2) a material change in the services and products
subject listed in the Origmating Service Agrecment; or three (3) years after the date of Provider’s
signature to this Form. Provider shail notify CETPA in the event of any withdrawal so that this
information may be transmitted to the Alliance’s uscrs.

Read Naturally inc

N ;ff - _ / 1 8/ z C

BY: l‘-"‘- Yol - Date:

EV;. s S I?lrector of Operations

T et T \....4.4.-

D 'uel

Printed Name. _

2. Subscribing LEA

A Subscribing LEA, by signmg a ceparate Service Agreement with Provider, and by its signatuie below,
accepts the General Offer of Privacy Terms. The Subseribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Pruted Name: Debbie Kukta Title-Position._Assistant Superintendent

Name: AN J. Ev;.:ns
wie: Director of Operations

uavs 'r'Q eadnaiurally.com

Emaii Address:




EUBIT " DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS IERE]

tem T4t 412557001






