CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

Version 2.0 (July 3, 2018)

Irvine Unified School District

AND

OTT-o0-matic

August 19, 2020



This California Student Data Privacy Agreement (“DPA”™) 1s entered into by and between the Irvine
Unlfled School District

(hereinafter referred to as “LEA”)and OTT-o-matic
(hereinafter referred to as “Provider”) on August 19, 2020 . The Parties agree to
the terms as stated herein, ’

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency (“LEA™) with certain digital
educational services (“Services™) pursuant to a contract dated August 19, 2020 (“Service Agreement”);
and ’

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider may
receive or create and the LEA may provide documents or data that are covered by several federal statutes,
among them, the Family Educational Rights and Privacy Act (“FERPA™) at 20 U.S.C. 1232g (34 CFR
Part 99), Children’s Online Privacy Protection Act (“COPPA™), 15 U.S.C. 6501-6506; Protection of Pupil
Rights Amendment (“PPRA”) 20 U.S.C. 1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are
also subject to California state student privacy laws, including AB 15 84, found at California Education
Code Section 49073.1 and the Student Online Personal [nformation Protection Act (“SOPIPA”) found at
California Business and Professions Code section 22584; and

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate educational
interests in accessing educational records pursuant to the Service Agreement; and

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service Agreement conforms to the
requirements of the privacy laws referred to above and to establish implementing procedures and duties;
and

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms” (Exhibit “E”), agree to
allow other LEAs in California the opportunity to accept and enjoy the benefits of this DPA for the
Services described herein, without the need to negotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Purpose of DPA, The purpose of this DPA is to describe the duties and responsibilities to
ARTICLE I: PURPOSE AND SCOPE

protect student data transmitted to Provider from the LEA pursuant to the Service Agreement,
including compliance with all applicable statutes, including the FERPA, PPRA, COPPA,
SOPIPA, AB 1584, and other applicable California State laws, all as may be amended from time
to time. [n performing these services, the Provider shall be considered a School Official with a
legitimate educational interest, and performing services otherwise provided by the LEA. With
respect to the use and maintenance of Student Data, Provider shall be under the direct control
and supervision of the LEA.
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EXHIBIT “A”
DESCRIPTION OF SERVICES

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. [F MORE THAN
ONE PRODUCT OR SERVICE [S INCLUDED, LIST EACH PRODUCT HERE]

OTT-o-matic provides add-on that enhance the users abilities to complete basic tasks.
Examples include:

1) Slip-in-Slide which allows teachers to slip new content slides into multiple student
presentations.

2) Slide Randomizer which allows the user to randomize a slide deck for studying

3) Voice Recorder which allows the user to record audio within Google Docs and share
that

audio automatically with the teacher. o : :

Note: These add-on's at most collect the users email address and date installed. This is
generally the teachers email which is used for any licensing purposes, but a student could
inadvertently install an add-on sharing their email. No other PII is collected by the add-on’'s.
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Sutseribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Pr.. ider’s General Offer of Privacy Terms.

Sulyprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the ““Subcontractor™) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PII.

Toreeted Advertising: Targeted advertising means presenting an advertisement to a student where the
sc tion of the advertisement is based on student information, student records or student generated
co..wnt or inferred over time from the usage of the Provider’s website, online service or mobile
aprlication by such student or the retention of such student’s online activities or requests over time,

Ti'~d Party: The term “Third Party” means a provider of digital educational software or services,
inciuding cloud-based services, for the digital storage, management, and retrieval of pupil records.
However, for the purpose of this Agreement, the term “Third Party” when used to indicate the provider
o' ital educational software or services is replaced by the term “Provider.”






EXHIBIT “E”

GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Irvine Unified School Distrig apq
which is dated August 19, 2020 to any other LEA (*Subscribing LEA™) who accepts this

General Offer though its signature below. This General Offer shall extend only to privacy protections
and Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to suit the
unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (1) a
material change in the applicable privacy statues; (2) a material change in the services and products
subject listed in the Originating Service Agreement; or three (3) years after the date of Provider’s
signature to this Form. Provider shall notify CETPA in the event of any withdrawal so that this
information may be transmitted to the Alliance’s users.

OTT-o-matic
BY: - ,j} e Date: 7/8/2020
Printed Name: Jeran Ott Title/Position: Owner

2. Subscribing LEA

A Subscribing LLEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

BY: Date:

Printed Name: Title/Position:

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

Name: Jeran Ott

Title: Owner

Email Address: jott@myedu.tech
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EXHIBIT “F” DATA SECURITY REQUIREMENTS
[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

00618-00001/4274378.1





