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CALIFORNIA STUDENT DATA PRIVACY AGREEMENT
Version 2.0 (July 3, 2018)

Newport-Mesa Consolldated Schoo! District

AND

Lexta Learning Systems LLC

August 24, 2018




This California Student Data Privacy Agreement (“DPA") is entered into by and between the
Newport-Mesa Consolidated School Dislrict

(herelnafter seferred to as “LEA™)and Lexla Learning Systems LLC
{hereinafter referred to as “Provide”) on  Aygust 21, 2018 . The Parties agree to
the terms as stated hevein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency (“LEA™) with certain
digital educational services (“Services”) pursuant to a contract dated August 21, 2018
(“Service Agreement”); and '

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider
mny receive -or orente and the LEA may provide documents or dnta that are covered by several
federal statutes, among them, the Family Educational Rights and Privacy Act (“FERPA”) at 20
U.S.C. 1232g (34 CER Part 99), Children's Online Privacy Protection Act (“COPPA”), IS5
US.C. 6501-6506; Protection of Pupit Rights Amendment (“PPRA”) 20 U.S.C. 12321; and

WHEREAS, the documents and data transferced from LEAS and created by the Provider's Services are

also subject to Califorhin state student privacy laws, including AB 1584, found at California
Education Code Section 49073,1 and the Student Ouline Personal Information Protection Act

(“SOPIPA”) found at Cafifornla Business and Professions Cotle section 22584; and

WHEREAS, for the purposes of this DPA, Provider is a school officlal with legitimate educational
intevests in accessing educational records pursuant to the Service Agreement; and

WHEREAS, the Partles wish to enter into this DPA to ensure that the Setvice Agreement conforms
to the tequirements of the privacy laws referred to above and to establish implémenting procedures

and duties; and

WHEREAS, the Provider may, by signing the “General Offor of Privacy Terms” (Bxhibit “E"), agtee to
allow other LEAs in California the opportunity to accept and enjoy the benefits of this DPA for
tie Services described herein, without the need to negotiate terms in a separate DPA,

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Purpose of DPA. The purpose of this DPA s to describe the duties and responsibilities to
ARTICLE I: PURPOSE AND SCOPE
T Tpiotedt Uiidant duta teansniitted to Provider from tlie LEA pursuant to thé Service Agreerient,
including comipliance with all applicable statutes, including the FERPA, PPRA, COPPA,
SOPIPA, AB 1584, and othet applicable California State laws, all as may be amended from time
to time. In performing these services, the Provider shall be considered a School Official with a
fegitimate educational interest, and performing services otherwise provided by the LEA. With
respect to the use and maintenance of Student Data, Provider shall be under the divect control

and supervision of the LEA.
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2,

3.

Nature of Services Provided. The Provider lhas- agreed to provide the following digital
cducational products and services described below and as may be further outlined in Exhibit “A”

hereto:

Lexla Quote Q- 00211507.2

Student Data to Be Provided, The Patties shall indicate the categories of student data to be

provided in the Schedule of Datn, attached hereto as Exhibit “B",

4, DPA Definitions. The definition of terms used in this DPA Is found in Exhibit “C”. In the event

2

3.

of a conflict, defliitions used In this DPA shall prevail over term used in the Service Agreement.

ARTICLE II; DATA OWNERSHIP AND AUTHORIZED ACCESS

tudent Data Property of LEA. All Student Data tcansmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider further acknowledges and agrees that all copies of such Student Data {vansmitted to
the Provider, including any modifications or additions or any portion theveof from any souice,
are subject to the provisions of this Agreement in the same manner os the original Student Data.
The Parties agree that as between them, all rights, including all intellectual property rights in and
to Student Data contemplated per the Service Agreement shall remain the exclusive property of

“the LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under

the control and direction of the LEAs as it pertains to the use of Student Data notwithstanding
the above. Provider may transfer pupil-generated content to a sépatat¢ account, according to the

procedures set forth below,

Parent Access. LEA shall establish reasonable procedures by which a parent, legal guacdian, or
eligible student may tevlew Student Data in the pupil's records, corrcet erroncous information,
and procedures for the transfer of pupil-generated contont to 8 personal account, consistent with
the functionality of services, Provider shall respond in a timely manner {and no later than 45
days from the date of the request) to the LEA’s request for Student Data In a pupil’s records held
by the Provider to view or corréct as hecessaty, In the event that a parent of a pupil or other
individual contncts the Provider to review any of the Student Data accessed pursuant to the
Services, the Provider shall vefer the pavent or individual to the LEA, who will follow the

necessary and proper procedures regatding the vequested information.

Sennrate Account. If pupil gencrated content is stored or maintained by the Provider as pact of
the Services described in Exhibit “A”, Provider shall, at the fequest of the LEA, transfer anid

pupil generated content to a separate student account upon termination of the Service
Agreement; provided;showever, such transter shall only apply to pupil generated-content that is
severable from the:Sexvice: S i Widan e

Third Party Reaucst. Should a Thivd Party, including law enforcement and goverument
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redirect the Third Party to request the data divectly from the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to a Third Party.
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Subnrocessors. Provider shall enter into written agreements with all Subprocessors performing
functions putsusnt to the Service Agreement, whereby the Subprocessors agree to protect
Student Data fn manner consistent with the terms of this DPA.

ARTICLE III: DUTIES OF LEA

1,

2,

4.

Privacy Compliance. LEA shall provide data for the purposes of the Service Agreement
in compliance with FERPA, COPPA, PPRA, SOPIPA, AB 1584 and all other California

privacy statutes.

Annual Notiflention of Rights, If the LEA has a policy of disclosing education records under

'FERPA (4 CFR § 99.31 (a) (1)), LEA shall Include a specification of crlterla for determining

who constitutes & school official and what constitutes a legitimate educational interest in its
Annual notification of rights.

Repsonable Precautions. LEA shall take reasonable precautions to secure useriames,
passwoids, and any other means of gaining access to the services and hosted data.

Unauthorized Access Notifieation. LEA shall notify Provider promptly of any known ot
suspected unauthotized access, LEA will assist Provider in any efforts by Provider to investigate

and respond to any unauthorized access.

ARTICLE 1V; DUTIES OF PROVIDER |

1.

2'

. under the Service Agreement. VRS

Privacy Compliance. The Provider shall comply with ail applicable state and federal laws and
regulations pertaining to data privacy and seourity, including FERPA, COPPA, PPRA, SOPIPA,

AB 1584 and all ather California privacy statutes.

Authorlzed Use, The data shared pursuant to the Sevvice Agreement, including petsistent unique
identifiers, shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes refetred to in subsection (1), above. Provider also
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof, including without Hmitation, riteta data, user content or other non-public
information and/or personally identifiable information contained jn the Student Dala, without the

express wrilten consent of the LEA.

Ewmployee Obligation. Provider shall require all employces and agents who have access to
Student Data to comply with all appficable provisions of this DPA with respect fo the data shared

g
Treis

Tesin LR R e )
closure. De-identified information may be used by the Provider for the purposes of
development, research, and Improvement of educational sites, services, or applications, as any
other member of the public o party would be able to use de-Identified data pussuant to 34 CFR
99,31(b). Provider agrees not o attempt to re-identify de-identified Student Data and not to
wansfer de-identified Student Data to any party unless (a) that party agrees in weiting not to
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attempt re-identification, and (b) prior written notice has been given to LEA who has provided
prior written consent for such teansfer. Provider shall not copy, reproduce or fransmit ady data
obtained under the Service Agreement and/or any portion thereof, except as necessary to fulfill

the Sei'vice Agreement,

5, Disposition of Data. Upon written request and in accordance with the applicable terms in

6.

subsection a ot b, below, Provider shall dispose or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained.
Disposition shali include (1) the shredding of any hard coples of any Student Data; (2) Erasing;
or (3) Otherwise modifying the personat Information In those records to make it unreadable or
indecipherable by human or digital means, Nothing in the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement beyond the time periad
reasonably needed to complete tlie dispasition. Provider shall provide swiitten notification to
LEA when the Student Data has been disposed. The duty to digpose of Student Data shall not
extend to data that has been de-identified or placed In a separate Student account, pursuant to the
otlier terms of the DPA. The LEA may employ a “Request for Retuin ot Deletion of Student
Data® form, & copy of which Is attached hereto as Exhibit “D", Upon receipt of a request from
tho LEA, the Provider will immediatefy provide the LEA with any specified portion of fhe
Student Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal Duving Tevm of Service Agreement, Throughout the Term of the
Setvice Agreeinent, LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no longer needed, Partial disposal of dnta shall be
subject to LEA's vequest to transfer data to a scpavate account, pursuant to Atticle IT, -

section 3, above.

b. Complete Disposal Upon Terminatlon of Servico Agreement. Upon Termination of
the Service Agteement Provider shall dispose or delete all Student Dala obtained
under the Service Agreement. Prior to disposition of the data, Provider shal notify
LEA in writing of its option to transfer data to & separate accoiut, pursuant o Atticle
11, section 3, above. In no event shall Provider dispose of data pursuant to this
provision unless and until Provider has received affirmative written confirmation
from LEA that data will not be transfetred to a separate account,

Advertlsing Probibltlon, Provider Is prohibited from using or selling Student Data to (a) market
or advertise to students or families/gustdians; (b) inform, influence, or enable marketing,
advertising, or other commercial efforts by & Provider; () develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to
LEA; or (d) use the Student Data for the development of commercial products or services, other
than as necossary to provide the Service to LEA. This section does not prohibit Provider from.- ...

fsitig Stiitient Data for adaptive learning or customized student learalng purposes. e s

ARTICLE V: DATA PROVISIONS

1,

Data Security, The Provider agrees to abide by and maintain adequate data security measures,
consistent with industry standards and technology best practices, to protect Student Data from
unauthorized disclosure or acquisition by an unauthorized person, The general security duties of
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Provider are set forth below. Provider may fusther detail ita securlty programs and measures in
Exhibit “F" hereto. These measures shall clude, but ave not lmited to:

a. Passwords and Eaployee Access. Provider shall secure usernames, passwords, and
any other meas of galning access to the Services or to Student Data, at a level
suggested by the applicable standards, as set forth in Article 4.3 of NIST 800-63-3.
Provider shall only provide access to Student Data to employees o contractors that
are performing the Setvices, Employees with access to Student Daia shall have
signed confidentiality agreements regarding said Student Data, All employees with
access to Student Records shall be subject to crimina! background checks in

compliance with state and local ordinances.

b, Destruction of Data. Provider shall destoy or delete all Studerit Data obtained
under the Service Agreement when It Is no longer needed for the purpose for which
it was obtained or transfer sald data to LEA or LEA’s designee, according to the
procedure identified in Article IV, section 5, above. Nothing in the Service
Agrcement authorizes Provider to maintain Student Data beyoud the time period

teasonably needed to complete the disposition.

i ¢. Security Protocols. Both paities agree to maintain security protocols that meet
; industry standards in the transfer or transmission of any data, including ensuring that
: data may only be viewed or accessed by parties legally allowed to do so, Provider
shall maintain al} data obtained or generated pursuant to the Service Agreement ina
secuve digital environment and not copy, reproduce, or transmit data obtained
pursuant to the Service Agreement, cxcept 8 necessaty to fulfill the purpose of data

requests by LEA.

d. Employee Training. The Provider shall provide perlodic security training to those
of its employses who opetate 6i have access to the system. Futther, Provider shall
provide LEA with contact information of an employee who LEA may contact if

there ave any securlty concerns or questions,

¢, Security Technology. When the service is accessed using a supporied web browser,
Provider shall employ indusiry standard measures to protect data from unauthorized
access. The service security measures shall include server autheitication and data
enctyption, Provider shall host datd pursuant to the Service Agreement in an
enviroiment using a ficewall that is updated according to industey standards.

f. Seenrity Coordinator, If different from the designated representative identified in
Atticle VII, scction 5,-Provider shalf provide the name and contact information of . .

Seivice Agreement,

1 g Subprocessors Bound, Provider shall enter into wrilten agrecments whereby
Subprocessors agres to secure and protect Student Data in a manner consistent with
the terms of this Aticle V. Provider shall periodically conduct o review compliance

R =+ pravider's ‘Seciiliy- Coordinator for thé Student Data received putsuant to sthe. iz, Lonoloo s



monitoring and assessments of Subprocessors to determine theit compliance with
this Article.

h. Perlodic Risk Assessment. Provider further acknowledges and agrees to conduct
digital and physical periodic (no less than semi-annuaf) risk assessments and
remediate any identified securily and privacy vulaerabilities In a timely manner,

2. Data Breach. In the event that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LEA within & teasonable amount of time of the
incident, and not exceeding forty eight (48) hours. Provider shall follow the following process:

a. The security breach notifieation shall be wiitten In plain language, shall be titled
“Notice of Data Breach,” and shall present the Information described hereln under
the following headings: “What Happened,” “What Information Was Involved,”
“What We Atre Doing,” “What You Can Do,” and “For More Information.”
Additional information may be provided as a suppleinent to the notice.

b, The security beach notification described above in section 2(a) shall jnclude, at o
minimum, the following information:

i The name and contact information of the reporting LEA subject to this section.
ii. A list of the types of personal information that were or are reasonably belicved to

have been the subject of a breach. :
6. If the information is possible to determine at the time the notice is provided, then

either (1) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occutred. The notification shall also include

the date of the notice.
tv. Whether the notification was delayed as a tesult of a law -enforcement

investigation, if that Information is possible to determine at the time the notice is

provided.
v. A goneral description of the breach incident, if that information is possible to

determine at the time the notice Is provided.

¢, At LEA’s discretion, the security breach notification may also include any of the
following:

f, Information about what the agency has done to protect individuals whose

Information has been breached.
il Advice on steps that the person whose information has been breached may take to

protect himself or hersetf,

d.” Provider agrees to adhere to all requirements in appl*ic'v _
with respect to a data breach related to the Stuident Data, including, when appropriate
or required, the requived responsibilities and procedures for notification and

mitigation of any such data breach.

o -):.M:-.‘,‘-f;'.n_- . R L
le State and in fedeval law



e, Provider futher acknowledges and agrees to have a written incident response plan
that veflects best practices and is consistent with industry standards and federal and
state law for responding to a data breach, breach of security, privacy incident or
unauthovized acquisition or use of Student Data ot aay portion thereof, Including
personally identifiable information and agrees to provide LEA, upon request, with a
capy of said written incident yesponse plan.

£, Provider is prohibited from directly contacting parent, legal guatdian or eligible
pupll unless expressly tequested by LEA. If LEA requests Provider’s assistance
providing notice of unauthorized access, and such assistance Is not uiduly
burdensome to Provider, Provider shall notify the affected pavent, legal guardian or
eligible pupil of the unauthotized access, which shall include the information listed
iis subsections (b) and (c), above, If requested by LEA, Provider shall reimbuise
LEA for costs Incurred to notify parents/families of a breach not originating from

LEA's use of the Service,

g. In the event of a breach originating from LEA’s use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may,

b-y signing the attached Form of General Offer of Privacy Terms (Qeneral Offer, attached

hereto as Exhibit "E), be bound by the terms of this DPA to any other LEA who signs the acceptance
on In said Exhibit, The Form is [imited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1

2‘

Term, The Provider shall be bound by this DPA for the duration of the Service Agreement or 50
long ns the Provider maintains any Student Data. ,

Tevmjuation. In the event that either party seeks to terminate this DPA, they may do so by
mutual written consent so long as the Service Agreement hins lapsed or has been terininated, LEA

shall have the right to termingte the DPA and Service Agteement In the event of & material
breach of the tetms of this DPA.

LEffect of Tepmination Survival. If the Service Agreement is terminated, the Provider shall
destroy all of LEA’s data pursuant to Atticle V, section {(b), and Aticle II, section 3, above.

Priority of Agreements. This DPA shall govern the treatment of student data in order to comply
with privacy protections, including those found-in FERPA and all applicable privacy stalutes

“tdentified’ It this DPA. In“the event there. is conflict between the DPA and the Service =

Agreement, the DPA shall apply and take precederice, Except as described in this poacagraph
herein, ali other provisions of the Service Agreement shall remain in offect,

Natice. All notices or other communication required ov permitted o be given hereunder must be
inn writing and given by personal delivery, or e~mail transmission (if contact information is

8



provided for the spocific mode of delivery), or first class mail, postage prepald, sent to the
designated representatives before:

a, Designated Representatives

The designated representative for the LEA for this Agreement is:

Name:
Title:

Contact Information:

The designated representative for the Provider for this Agieement is;

Name: PETER K050
Title: VF_c_g PRAS (DELT

Contact Information:

@M@&M’Zs&m&%
500 HAKER- AV
Covcoen Ma oVi42-

b, Notlfiention of Acceptance of General Offer of Terms. Upon execution of Exhibit E,
General Offer of Terms, Subsciibing LEA shall provide notice of such acceptance in writing
and given by personal delivery, or e-mail teansmission (if contact information is provided for
the specific mode of delivery), or first class mail, postage prepaid, to the designated
representative below.

The designated representative for the notice of acceptance of the Geneval Offer of Privacy Terms is:

Name: _fzap. WOS0

Title: Vi CRESIDENT

Contact Information:

I N Py T i

6. Entive Agreement. This DPA constitutes the entive agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, repiesentations, or agreements,
oral or written, by the pauties velating thereto, This DPA may be amended and the. observance of

any provision of this DPA may be waived (either generally or in any particular instance and
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8.

9,

either retroactively ot prospectively) only with the signed written consent of both parties. Neither
failure nor delay on (he patt of any party in exercising any vight, power, ov privilege hereunder
shalf operate as a waiver of such vight, nor shalt any single or partial exercise of any such right,
power, or brivilege prgc]ude any further exercise thereof or the exeroise of any other right,

power, or privilege.

Sevevability. Any provision of this DPA that is prohibited or unenforceable in any Jurisdiction
shall, as to such jutisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
wnenforceability in any jurisdietion shall not invalidate or render unenforceable such provision in
any other jurisdiction, Notwithstanding the foregoing, if such provision could be more natrowly
drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintaining the Intent of the paities, it shall, as to such jurisdiction, be so narrowly deawn
without invalidating the remaliing provisions of this DPA or affecting the validity or

enfotceability of such provision In any other juisdlction.

Governing Lay; Venue gnd Jurlsdiction, THIS DPA WILL BE GOVERNED BY AND
CONSTRUED TN ACCORDANCE WITH THE LAWS OF THE STATE OF THE IN WHICH
THIS AGREEMENT IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AQREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING 70 THIS SERVICE AGREEMENT OR THE TRANSACTIONS

CONTEMPLATED HEREBY.

Authority, Provider represents that it is autliorized to bind to the terms of this Agreement,
Including confidentinlity and destruction of Student Data and any portion thercof contained
therein, alf related or associated institutions, individuals, employees or contractors who tmay have
access to the Student Data and/or any portion thereof, or may own, lease or control equipraent or
factlities of any kind where the Stucent Data and portion thereof stored, maintained or used in
any way. Provider agrees that any purchaser of the Provider shall also be bound to the

Agreeient,

10, Waiver. No delay ot omission of the LEA to exercise any right hereunder shall be construed bs a

waiver of any such right and the LEA reserves the vight to excreise any such right from time to
time, as often ns may be deemed expedient,

11. Successors Bouud, This DPA Is and shali be binding upon the respective successors in interest

to Provider in the event of a meiger, acquisition, consolidation or other business reorganization
ot sale of all or stibstantially all of the nssets of such business. R

[Signature Page Fellows]
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IN WITNESS WHEREOF, the pacties have exceuted this California Student Data Privacy Agreement
as of the last day noted below.

Date: 4~ SEF-AO\D

BY:

Printed Name: EE’_{@\ﬁDSO Title/Position: VICE. PRESIDENT

BY: Date: aAly/\¥

Pri

e Name: Talin DroX%e.  Title/Position: LA

Note: Electronic signature not pernitted.

¥ ov subgiantiaily al o 5 : e el or substantiRl AN 0L s 0 v

SY - b
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EXHIBIT "A»
DESCRIPTION OF SERVICES..

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE]

See Lexia Quote Q-00211507.2 for 5,000 one-year Student Subscriptions to
Lexla Reading Core/PowerUp soflware-as-a-service,

12



QUOTE Loxia Learning Systems LLE
300 Baker Avenue, Sulte 320
Congcord, MA 01742 USA

Phone: {978} 405-6200
Fax; {978) 287-0062

ARosolls done' Compeny

F Quote Number Q-00211507.2 Pregared By Poter Dougharly
: Created Date 8/21/2018 Emal] pdougherty@lexlolearning.com
i
‘ Jealth Mishne Kurt Suhr
Quiote To Name Newport Mesa Unifled Sch Dist Bill To Nama Nowport Mesa Unified Sch Dist
Quote To Altn:-Accounts Payable BHl To At Accounts Payable
; 2085 Bear St Bldp A 2085 Bear St Bldg A
; Costa Mesa, CA92626 Costa Masa, CAS2626
% us us
EAU.DAte; { aicaption i’ e Sales Rilc Toratpile
Lexla Core5 Reading/Powertn Literacy Student
A
7 10/1/2018 9/30/3019 5,000 Subscrlotion $150,000.00
Total Price $150,600,00

Pro-Forma Involce for Laxia Praducts that expive on 30/4/2017.

Please fax or emall Purchase Orders with quote number Q-00211507.2 to!

Attn: Peter Dougherty
: Ermall: pdougherty@lexialenrning.com
i; Fax: {978)287-0062

TERMS AND CONDITIONS

vaprices Includad herelnare exclusive of ali applicable taxes, Including sales tax, VAT or other dutles os levies Imposed by any federal, slale or focab authority, which
are the rospansibilily of Customer, Any taxes shown ase estimatas for informational purpases only. Customer wilf provide documentalion i suppoit of 1px exemipt
status upon raquest, Priclag is valid 60 days. Lexia villflnvalce the {elal price se! forth 2biove upon Customer’s acceptance. Payment is due net 30 days of Involce.

Term
This quate servas as an Oudor Agraement aad becomes effective upon lts acceplance by bolh parties, The ProductfSeivices purchasgd pursuant to 1S Agrapment

will begin on or about the start date set forth above and continue In effect for the Product/Service Tesm set forth above [“Subscription Period"}. Unless othervisa sot
forth hereln, ol Praduct Iicenses shall have the same start and end dates, all Products are deemes delivered upon provisioning of licenso avallability, and all Services
myst be used within the Subscrigtion Perdod; unused Product licenses or Services are not eligible for refund or eredit, Without prejudica 10 fts other rights, Lexta may
suspend gelivery of the Product/fServites In the event that Customer falls to mrake any paymient when due,

Order Procass
Yo submit an ordar, please fax this quole along with the applicable Purchase Ordut 102 [976) 267-0062, or send by entall 1o your sales representalive's emall address

Wsted abava.
Nole: Each furchtse Order must Intlode the correct quote Quole Order Number piovided on the applicable guote, ond should attach the quota.

Acceplante
2, 10 Alf Products and Seivices are offesed subject Lo tha bexla EULA Apphication Licenso Agreenteat torms, available ot
o 57 2 hitped flexialeasning.comfprivatyfeuta (hi "License®); as Supplemented by the teems hereln, By placing ony efder In response to this quole, Customer conflrms Its
‘ accaplance of the License Terms and the terms and fees In this quote, vihich logether, constitute tha entlre agreement between Customer and Lexla regaiding the
" products and Serdlces heredn {the “Agreemant”}. Custemer and Lexla 2gtee that the Lerms and conditions of this Agreentent suparsede any additlonal or Inconsistent
: terms o provisions In any Custemer drafied purchase order, which shall be vold and of ne effect, of any communications, whether vwaitten or o7al, betiveen
custonter and Roseita Store rebating to the subject matier heveof, In the event of any conflict, the termis of this Ageeoment shall govarn,

Page 1l



EXHIBIT “B*

SCHEDULE OF DATA
SN "f‘ TR Gneeleif used Conduct or
LS BOBOLY 011" Rioments - by your'::." Conduct behavioral
o Data ] aystem date
IP Addresses
of users, Use v |_Date of Bicth
of cookies ¢to. Place of Birth
#palicaltion Other Qender
echuology Ethnlelty or
Meta Data aplilicntion racey
n mt:llotgy Language |/
teta data- J
Please specify: int‘orr;;ﬂtion
N T native,
Meta data on Demographics pref:;::fyor
App Iicnti013 il\tel::::lonm Iguguage
Use Statistics with spoket by
application student)
Standavdized 'c.icmographic
test scores information-
Qbservation Please specify:
data Student school J
Assessment Other enrollment
assessment Student grade J
data-Please = leve‘:om
specify: omer
Guidance
Student school cguns;af[or
‘dail . pecific
att(endglzce Enoliment curricu!um
Attendance data programs
Student class Year of
aftenclance _grt})_gl_tl:lation
<lata er
e T e enrolliment
OIS Online . | | infotimdtion-.
7| communications — Pledse sjiecily:
Communications that are T Add;'éss N
captured
(emgls, blog Contact Emil
_entijes) Information Phoue
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Parent ID number
) number State ID
Eit::;g{an D (created to number
link povents to Vendor/App
students) assigied
~ I : . - - . ‘_.. '7. .“i:. . ‘,_..- et - R studcnt lD
Pavent/ Fiust and/or nutnber
Guardian Name _Last 1 Student app
T T i e s o usethame
Student Student app
_ scheduled _passwords |
Schedule gouises EES BTSRRI
Teacher ' First and/or
_ones IV SudantName | yow |
English . [ Progranv/appli- \('
language cntion
learner pecfornance
information (typing
Low incone program-student
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Exhibit B

Student Data Processing - Lexia

The Lexia products gather various information, some of which includes personally identifiable
information, based on the nature of the product interaction. See Table 1 below. Some personal
information is provided in required fields that are necessary to enable product provisioning and
functionality. The Lexia products include additional functionalities that enable the school
designated administrator, at his/her option, to select and input additional specified information
fields, in order to enable the school to review academic progress across selected student
demographics. The school administrator determines whether these additional optional fields are

selected and used or left hidden and unfilled.

Table 1

Information Collected for Operation

Required/Antomatic or
Optional*

General Purpose of Collection

Student Pirst and fast Name Required Required to support product functioundity
Sludent Usernnme Required Required to support product functionality
Student Password Required Required to support product functionality
Grado Require Required to support product functionalily
School 1D Required Required to suypport product fanctionalily
Inglructional Languoge Required Required to support produet functionality
Student Middle Iniilal, Suffix Optional* *1f selocted by School Administeator
Student DOB Optional* *[ getected by School Administrator
Student Gender Optional® *If setected by School Administrntor
Student Race Demopraphics Optlonal* *|Fselected by Schiool Administrator
Student Program Eligibllity Optlonal* *If selected by School Administrator
Free/Reduced Lunch Eligibllity | Optional® *|f gelected by School Adminlsirator
Economic Disadvantage Optionot* *{f solected by School Administeptor
BLL  (Emglish  Language | Optional* *1F soleeted by School Administeator
Learazst)
Title | Funds Efigibitity Optional* *If selected by School Administeator
IDEA Lligibility Qptioual? *[f selected by School Adminisirator
Teacher First and Lasl Name Optional* *{f selecied by School Admiunlsivalor
‘Teacher Email Required Required to support product fimclionality
‘Teacher Password - Required Required to support product funclionality
School Lender/Admin First and Lost | Required Required to support product functionality
Namw
School [eader/Admin Role Required Required to support product functionality
| School Lesder/Admin Email Address Required Required lo support product Fanclionality
School Leader /Admin Password Required Required to suppoert product functionality
School Leader /Admin Phone Number Optional Required to suppoit product functionality
School Name Required Required to support product functionality
School Address Required Required o suppori product functionalily
1P Address Automatic Required to support product (unctionality
Date/Time of Requesis Automatic Required to suppori product functionality
WirowesriUser Agent. (..ot | Autbmutic - Required to support praduct functionnfity
Browser Scssion Identifier Automaptic Required to support product functionnfty
Hitp Endpolnt and Query Parameters Automatic Required to support product functionatity
Lexin Internal user_id or student id Automntle Required o support preduct functionakity
Student API Calls Automatic Required to support praduct finctionality

Information may be updated as necessary to maintain accuracy
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DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Cocdle § 49073.1,

relating to pupil records,

De-Identifiable Inforntation (DII): De-Identification vefers to the process by which the Vendor
temoves or obscutes any Personally Identifiable Information (“PIL%) from student vecords in a way that
remaves or minimizes the risk of disclosure of the identity of the individual and Information about them,

Educational Records: Bducational Records are official recoids, files and data dicectly related to a
student and maitained by the schaol or loca! education agency, inchuding but not limited to, records
encompnssing all the material kept In the student’s cumulative folder, such as general identifying data,
vecords of attendance und of academic work completed, records of achievement, and results of
evaluative tests, health data, disciplinaty status, test protocols and individualized education programs.
For purposes of this DPA, Educational Records are veferred to as Student Data,

‘NIST: Draft Nattonal Institute

Authentication Guideline,

of Standavds aid Technelogy (“NIST"Y Special Publication Digital

Operator: The tetn “Operator” means the operator of an Internet Website, online service, online
applicatlon, or moblle application with actual knowledge that the site, servics, or application is used
primarily for K~12 school putposes and was designed and marketed for K12 school purposes. For the
putpose of the Service Agreement, the term “Operator” Is replaced by the term “Provider,” This term

shall encompass the term “Third

Personnlly Identifinble Inform
shall include, but ave not limited

Party,” as it is found In applicable state statutes.

ation (PI1): The terms “Personally Identifiable Information” or “PII"
10, student date, metadata, and user or pupil-generated content obtained

by reason of the use of Provider's software, webslte, service, or app, Including mobile apps, whether
gatheved by Provider or provided by LEA or its usets, students, or students® pavents/guardians, PII
includes Tndivect [dentifiers, which is any Information that, either alone or in aggregate, would allow a

reasonable person to be able to i

identify a student to a reasonable certainty. For purposes of this DPA,

Personally [dentifizble Information shall include the categories of information listed in the definition of

Student Data,

Provider: For purposes of the

Service Agreement, the term “Provider” means provider of digital

educatlonal software or services, including cloud-based services, for the digital storage, management,

and retrieval of pupil records. Within the DPA the term “Provider” includes the texm
- the term “Opetator'®as used in applicable state'statutes.... - .= Y Aubt

Pupll Generated Content: The
pupil during and for the purpos

“Third Party” and

tetin “pupil-generated content” means materials or content created by a
e of education including, but not limited to, essays, tesearch tepotts,

partfolios, creative writing, music or other audio files, photogeaphs, videos, and account information that
enables ongoing ownership of pupil content. .
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Pupil Records: Means both of the following: (1) Any information that divectly relates to a pupil that is
maintained by LEA and (2) any information scqitived divectly from the pupil thvough the use of
instructional software or applications assigned to the pupil by a teacher or other LEA employee, For the
putposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal
Information and Covered Information, all of which are deemed Student Data for the purposes of this

Agreement,

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and
‘modifies.

School Official: For the putposes of this Agreement and pwsuant to 34 CFR 99.31 (B), a School
Official is a contvactor that: (1) Pecforms aa institutional sorvice or function for which the agency or
institution would otherwise use employees; (2) Is under the direct controf of the agency or institution
with respect to the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(n)
governing the use and re-disclosure of peesonally identifiable information from student recotds.

SOPIPA: Once passed, the requitements of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584) to Division 8 of the Business and Professions Code relating to privacy.

Student Datn: Student Data includes any data, whether gathered by Provider or provided by LEA or its
ugers, students, or students’ parents/guardians, that Is descriptive of the student inc luding, but not limited
to, information in the student’s educational record or email, fist aud last nane, home address, telephone
number, emall address, or other information atlowing online contact, discipline records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, soclal security numbers, biometrio information, disabilitles,
socloeconomie Information, food purchases, political affiliations, religious information text messages,
_documents, student identiffes, search activity, photos, voice recordings or geolacation infotmation.
Student Data shall constitute Pupil Records for the putposes of this Agreement, and for the putposes of
Californin and federal [aws and regulations, Student Data as specified in Exhibit “B” is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-identified, or anonymous usage data regarding & student’s

use of Provider’s services,

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and marketplace
providers addressing real-world, adaptable, and implementable solutions to growing data privacy

concerhis.

Student Personal-Information: “Student Personal Information” means information collected through a

¢ wigehioottiserviod>thattpirsonally identifies-an individual student. or-otherzinfotmatiohicollected andms <=
maintained about an individual student that Is linked to information that identifies an individual student,
as identified by Washington Compnct Provision 28A.604.010. For purposes of this DPA, Student

Personal Information is referred to as Student Data.
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» Subseribing LEA: An LEA that was not pnriy to the original Services Agreeinent and who accepts the
: Provider's General Offer of Privacy Terms,

: Subprocessor: Por the purposes of this Agreement, the term “Subprocessor” (sometimes teferred to as
i the “Subcontractor™) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PIL

;
;
;
i
H

Targeted Advertising: Targeted advertising means presenting on advertisement to & student where the
selection of the advertisement Is based on student information, student records oi* student gencrated
content or inferred over time from the usage of the Provider’s website, online service or mobile
application by such student or the retention of such student’s online actlvities or requests over time.

Third Party: The term “Third Party” means a provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrleval of pupil records.
Howevet, for the purpose of this Agrecment, the term “Thivd Party” when used to indicate the provider
of digital educational software or services is replaced by the term “Provider.”

N e kot o e el bt et d1h
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EXBIBIT “D"

DIRECTIVE FOR DISPOSITION OF DATA

[Name or District o LEA] directs [Name of Company] to dispose of date obtained by Company
pursuant to the terms of the Service Agreement between LEA and Company. The terms of the
Disposition are set forth below:

e e A

Pactinl, The categories of data to be disposed of are as

Extent of Disposition
Extent of 1osition follows:

Disposition shall be:

Complete, Disposition extends to all categories of data.

T A

' sposition . .
Nature of Dispositiol Destruction or deletion of data,

Disposition shafl be by: Transfer of data. The data shall be transfetved as set forth
in an attachment to this Divective, Following confitmation from
LA that data was successtully wansferved, Provider shall

destroy or delete all applicable data.
s B e R e R R R

As soon as commerciatly practicable

Data shall be disposed of by the

following date: By (Insert Datc) August 21, 20 8
Authorized Representative of LEA Date
Viétification of Dispositionof Data = = R e “Date

by Authorized Representative of Provider




LEXHIBIT “I”

GENERAL OFFER OF PRIVACY TERMS

1, Offer of Terms
Provider offers the same privacy protections found in this DPA between it and Newport-Mesa CSD
and which is dated 4-Sep-2018 to any other LEA (“Subscribing LEA”) who accepts this

General Offer though its signature below. This General Offer shall extend only to privacy protections
and Provider’s signature shall not necessavily bind Provider to other terms, such as price, term, or
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to suit the
unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (I) a
material change in the applicable privacy statues; (2) a mateial change in the services and producls
subject listed in the Originating Service Agrecment; or three (3) years after the date of Provider’s
signature to this Form. Provider shall notify CETPA in the event of any withdrawal so that this

information may be transmitted to the Alliance’s users.

BY: /Ao Date: _ 4. SEP- 2018
Printed Name: PETER. 1LO50 Tit!e/Position:\“CG PRESDENT

2. Subseribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be

N A Ny -
¥ Date: %"/9’ /“?'C

BY: ]
S ( / - : /
Printed Name: ‘J‘N‘ (gue line Mare Title/Position; 651 & /"EU'?‘F 7 ¢ P

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

ete
_:_Numc:? terKasa o W o .

Title: Vice President

orders@lexialearning.com
Fmail Address: @ 9
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EXBIBIT “F* DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

Torms for Lexla products & services:

Lexia Apptication License Agreement.
hitps:/www.lextalearning.com/privacy/eula

Lexia Application Data Privacy Policy:
http:llwmv.lexlalearnlng.comlprivacypoucyllndex.hlml

Leoxla Student Records Privacy Slatement and Seourily Plan:
hllps:lhvww.lexlaleaming.comlprivacylsludent—records-privacy»statement-seourily-plan

005E8-00001:274378.1
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