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t ("DPA") is entered into by and between the

(hereinafter
agree

RECITALS

\ryHEREAS, the Provider has agreed to provide the Local Education with certain
digitai educational seryices ("Services") pursuant to a confuact
Agroement"); 

"nd
\ilHERIÄS, in order to provide the Services described in the Service Agreement, the Provider may
receive and the LEA may provide documents or data that are covered by several fedcral and statutes,

amongthem, the Family Educational Rights and Privacy Aot ("FERPA") at 20 U.S.C, 12329 Children's
Online Privacy Protection Act (|'COPPA'I), 15 U.S.C. 6501-6502; Protection of Pupil Rights
Amendment (|'PPRA") 20 U.S.C. 1232h; and,

\ryHEREAS, the doouments and data transferred from Califomia LEAs are also subject to sevetal
California student privacy laws, including AB 1584, found at California Eduoation Code Section
49073J and the Student Online Personal Information Protection Act (sometimes referred to as either

"SB 1177" or "SOPIPA') found at Califomia Business and Professions Code section 22584; and

WIIEREAS, the Parties wish to enter into this DPA to ensure that the Servíce Agreement oonforms to
the requirements of the privacy laws referred to above and to establish implementing prooedures and
duties; and

ÏVIffiRßAS, the Provider may, by signing the "General Offer of Privacy Terms", agtees to allow other
LEAs in Califomia the opporbunity to accept and enjoy the benefits of this DPA for the Services
described herein, without the need to negotiate tcrms in a separate DPA.

NOW THPREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLÐ I: P{ÍRPOSE AND SCOPE

1. Purpu¡s of DÞÀ. The putpose of this DPA is to describe the duties and responsibilities to
protect student data transmitted to Provider from the LEA pursuant to the Service Agrcement,
including compliance with all applicable privacy statutes, including the FERPA, PPR\ ÇOPPA,
SB 1177 (SOPIPA), and AB 1584. In performing these services, the Provider shall be
considered a School Ofücial with a legìtimate educational interest, and performing services
otherwise provided by the LEA. Provider shall be under the direct conhol and supervision of the
LEA. Contol duties are set forth below.

2, Ilatufe, of Services Provided, The Provider has agreed to provide the following digital
educational services dsscribed below and as may be further outlinetl in EXbiþj!_'H hereto:

referred to as "LFA") and .-------r----t-
referredto as "Proviã#i "rW



3. $tudent Data to Be Proyl4.gtl. In order to perform the Services described in the Sewice
Agreement, LEA shall provide the categories of data described below or as indicated in the

Schodule ofData, attached hereto as Exhibit ilBl:

mark datâ neede in Exhiþit A & B

4. DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the event

of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreement,

ARTICLE II: DÀTA O\ryI\ERSHIP AND AUTHORIZËD ACCESS

I- St}¡dent Data'Fi'op.srw of l.ü4. All Student Data or any other Pupil Records toansmittcd to the
Provider purôuant to fhe Service Agteement is and will continue to be the property of and under
the gontrol of tho LEA. The Parties agree that as between them all rights, including all
intellectual property rights in and to Student Data or any other Pupil Records contemplated per
the Service Agreement shall remain tho exclusive property of the LEA. For the puqposes of
FERPA, the Provider shall be considered a Sohool Official, undet the control and direotion of the
LËAs as it pertains to the use of student data notwithstanding the above. Provider may transfer
pupil-generated content to a separate account, according to the prooedures set forür below.

2. Parent Ac.geqq. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible sh¡dent may review personally identifrable information on the pupil's tecords, cottect
enoneous information, and procedures for the ftansfer of pupil-generated content to a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably
timely manner to the LEA's request for personally identifiabls information in a pupil's records
held by the Provide¡ to view or correct as nesçssary. In the event that a parent of a pupil or other
individual contacts the Provider to review any of the Pupil Records of Student Data accessed
pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who will
follow the necessary and properprocedures regarding the requested information,

3. Senaratc Âccpr¡[Í. Provider shall, at the request of the LEA, transfsr Student generated content
to a separate student account.

4. Third Party Requcst. Should a Third Party, including law enforcçment and government
entities, oontaot Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall rçdirect the Third Party to request the data directly û'om the LEA. Provide¡
shall notify the LEA in advance of a compelled disclosure to a Third Party unless legally
prohibited.
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5, No Unnuthorized Use. Provider shall not use Student Data or information in a Pupil Record for
anypurpose other than as explicitly specified in the Service Agreement.

6. $ub¡lro$ç$.çqts. Provider shall enter into writien agreements with all Subprocessors petforming

firnctíons putsuant to the Service Agreement, whereby the Subprocessors agree protect Student

Ðata in manner consistent with the tÊrms of ihis DPA

,A,RTICLE IIIr DUTIES OX'LEA

1. BrovldÊ Dala-In Compliance Witlr FERPA, LEA shall provide data for the putposes of the

Service Agreement in compliance with the Famiiy Eduoational Rights and Privaoy Àct
(,'FBRPA"), 20 U.S.C. section 1232 g, AB 1584 and the other privaoy statutes quoted ìn this

DPA.

2. Re3çp.nable Precautions. LEA shall take reasonable precautions to secure usörnames,

passwords, and any othe¡ mEans of gaining access to the services and hosted data,

3. Unauthorized Nofification LEA shall uoiiff Provider promptly of any knorvn or

suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate

and respond to any unauthorized access.

4. Þip.g.ict Represontâtivt. At request of Provider, LEA shall designate an employee or agent of
the Disfrict as the Ðistrict representative for the coordination and fi¡lfillment of the duties of this

DPA.

ARTICLE IV: DUTIES OF PROYIDER

1. PJiyflrv Comnlian_çç. The Provider shall comply with all Califomia and Federal laws and

regulations pertaining to dataprivacy and security, including FERPA, COPPA, PPR¿,, AB 1584,

and SOPIPA.

2, Authorþ-e$ U$q. The data shared pursuant to the Service Agreement, including persistent

unique identifiers, shall be used for no purpose other than the Services stated in the Service

Agreemert and/or otherwise authorized under the statutes roferred to in subsection (L), above.

3, Emploveç QþliEltion. Provider shall require all employees and agents who have access to

Student Data to comply with all applicable provisions of FERPA laws with respect to the data

shæed under the Service Agreement. Provider agrees to require and maintain an appropriate

confidentiality agreement from each employee or agent with access to Student Data pursuant to
the Service Agreement.
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4, No Disclosure. Provider shall not disclose any data obtained under the Seryice Agreement in a

manner that could identiff an individual student to any other entity in published.results of shrdies
as authorized by the Service Agreement. Deidentified information may be used by the vendor
for the purposes of development and improvement of educational sites, services, or applications.

5. Disronifipn, of Data,. Provider shall dispose of all personally identifiable data obtained under the
Service Agreement when it is no longer needed for the pqpose for which it'u¡as obtained and

transfer said data to LEA or LEArs designee within 60 days of the date of termination and

aocording to a schedule and procedure as the Parties may reâsonably agree. Nothing in the

Service Agreement authorizes Provider to maintain personally identifiable data obtained under
the Service Agreement beyond the time period reasonably needed to complete the disposition,
Disposition shall include (l) the shredding of any hard copies of any Pupü Records; (2) Erasing;

or (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable, Provider shall provide written notification to LEA when the Data has been
disposed. The duty to dispose of Student Data shall not extend to data that has been de-identified
or placed in a separate Student account, pursuant to the other terms of the DPA. Nothing in the

Service Agteement authorizes Provider to maintain personally identifïable data beyond the time
period reasonably needed to complete the disposition.

6. Advertislng Prohibitlon. Provider is prohibited fïom using Student Data to conduct or assist
targeted advertising directed at students or their families/guardians. This prohibition includes the
development of a profile of a student, or their families/guardians or group, for any commercial
purpose other than providing the selice to client, This shall not prohibit Providers from using
data to make product or service recommendations to LEA.

ARTICLE V¡ D.{.TÄ. PROVISIONS

1. Data Secüritv. The Provider agrees to abide by and maintain adeguate data securitymeasures to
protect Student Data from unauthorized disclosure or acquisition by an uriauthorized percon.
The general security duties of Provider are set forth below. Provider may finther detail its
security programs and measures in in Exlribit "D'l hereto. These measures shall inciude, but are
not limited to:

a. Passwords and Employee Access, Provider shall make best efforts practices to secure
usernames, passwords, and any other means of gaining access to the Services or to
Student Data, at a level suggested by Article 4.3 of NIST 800-63-3. Provider shall only
provide access to Student Data to employees or contractors that are performing the
Services. As stated elsewhere in this DPA, employees with access to Student Data shall
have signed confidentiality agreements regarding said Student Data. All employees with
access to Student Records shall pass criminal background checks,

b. Destruction of Data. Provider shall destroy all personally identifiable data obtained
under the Service Agreement when it is no longer needed for the purpose for which it was
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obtained or transfer said data to LEA or LEA's designee, according to a schedule and
ptocedure as the parties may reasonable agree. 'Nothing in the Service Agreement
authorizes Provider to maintain personally identifiable data beyond the time period
reasonably needed to cornplete the disposition.

c. Security Protocols. Both parties agree to maintain security protocols that meet industry
best practices in the hansfer or transmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so. Provider shall maintain
all data obtained or generated pwsuant to the Service Agreement in ¿ secure oomputer
environment and not copy, reproduoe, or transmit data obtained pursuant to the Seruice
Agreement, except as necessâry to fulfill the purpose of data requests by LEA,

d. Employee Training. The Provider shall provide periodic security training to those of its
employees who operate or have åccess to the system. Futher, Provider shall provide
LEA with contact information of an employee who LBA may contact if there are any
security ooncerns or questions.

e, Security Technology. 'When the servioe is accessed using a supported web browser,
Secure Socket Layer ("SSL"), or equivalent technology protects information, using both
server authentication and data encryption to help ensure that data are safe securo only to
authorized users. Provider shall host data pursuant to the Service Agreement in an
environment using a firewall that is periodically updated according to indusky standards,

f. Security Coordinator. Provider shall provide the name and contact information of
Provider's Security Coordinator for the Student Data received pursuant to the Service
Agreement

g. Subprocessors Bound, Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Student Data in a manner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitoring and assessments of Subprocessors to determine their compliance with this
Article.

2. Data Breach. In the event that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LEA within a reasonable amount of time of the
inoident, Provider shall follow the following process:

à. The security breach notiftcation shall be w¡itten in plain language, shall be titled "Nûtice
of Data Breach," and shall present the information described herein under the following
headings: "'What Happened," "What Information W'as Involved," "'What'We Are Doing,"
rÏVhat You Can Do," and "For More Information." Additional information may be
provided as a supplement to the notice.

b, The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

i. The name and contact information of the reporting LEA subjeet to this section.

ii. A list of the types of personal information that werr or are reasonably believed to
have been the subject of a breach.
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date range within which the breach occurred. The notification shall also include
the date of the notice.

iv. lWhether the notification was delayed as a result of a law enforcement
investigation, if thât infoniration is possible to determine at the time the notice is
provided,

v. A general desorþtion of the breach incident, if that information is possible to
determine at the time the notioe is provided.

c. At LEArs discretion, the security breach notification may also include any of the
following:

i. Information about what the agency has done to protect individuals whoso
information has been breached.

ü. Advice on steps that the person whose information has been breached may take to
protect himself or herself,

d. Any agency that is required to issue a security breach notification pursuant to tÍis section
to more than 500 Califomia residents as a result of a single breach of the security system
shall electronioally submit a single sample copy of that secudty breach notiftcation,
excluding any personally identifiabie information, to the Attomey General. Providor shall
assist LEA in these efforts.

e. At the request and with the assistance of the Distriot, Provider shall notiS the affected
parent, legal guardian or eligible pupil of the unauthorized access, which shall include the
information listçd in subseotions (b) and (c), above.

\
ÄRTICLE YI: GENERAL O['I'ER OF PRTVA,CY TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms ("General
Offer"), (attached hereto as E¡l¡ibit tFl'), be bound by the terms of this DPA to any other LEA who
signs the Acceptance on said Exhibit. The Form is limited by the terms and conditions doscribed
therein.

ARTICLE YII: MISCELLANAOUS

t. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so

long as the Provider maintains any Student Data. Notwithstanding fhe foregoing, Provider
agrees to be bound by the terms and obligations of this DPA for no less than three (3) years.

2. Termlnatiqn. In the event that either party seeks to terminate this DPA, they may do so by
mutual written consent so lohg as the Service Agreement has lapsed or has been terminatçd.

f. Ef&C!_Sf Termination Surüy4l. If the Seruice Agreement is terminated, the Provider shall
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destroy all of LEA's data pursuant to Article V, section l(b)

4. frioq!fu lftlsreqlgents. This ÞPA shall govern the heatment of student records in order to
comply with the privacy protections, including those found in FERPA and AB 1584. In the
event there is conflict between the terms of the DPA and the Service Agreement, or with any
other bidlRFP, license agreement, or writing the terms of this DPA shall apply and take
precedence. Except as described in this paragraph herein, all other provisions of the Service
Agresment shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder must be
in writing and given by porsonal delivery, facsimile or e^mail hansmission (if contact
information is provided for the specific mode of delivery), or first class mail, postage prepaid,
sent to the addresses set forth herein.

6. Appliggrtion of Ägreement tc Othrr Âscncþ-ç. Provider may agree by signing the General
Offer of Privaoy Terms be bound by the terms of this DPA for the serviccs desmibed therein fot
any Successor Agency who signs a Joinder to ihis DPA.

7. Dntire /,!.grsemcnl. This DPA constitutes the entire agrcement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto, This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any partioular instance and

either rehoactively or prospectively) only with the signed written consent of both parties,
Neither failure nor delay on the part of any party in exetcising any right, power, or privilege
hereunder shall operate as a waiver of such right, nor shall any single or partial exercise of any

such fight, pûwer, or privilege preclude any firther exerçise thereof or the exercise of any other
right, powor, or privilege.

8. Severabilily. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shali, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidaJe or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenforceable in such jurisdiction whiie, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiotion, be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

9. .Êovernins Law: Venue and Jurisdiction. THIS DPA 
.WILL 

BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE }VITH T}IE LAWS OF THE STATE OF CALIFORNIA,
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\ryITHOUT REGARD TCI CONFLICTS OF LAW PRINCIPLES, EACH PARTY CONSBNTS
AND SUBMITS TO TTM SOLE AND EXCLUSTVE ruRISDICTION TO THB STATE AND
FEDERAL COÏ'RTS LOCATED IN COTINTY, CALMORNIA

SERVICE AGREEMENTFOR ANY DISPUTE ARISING
OR THE TRANSACTIONS CONTBMPLATED I{EREBY

lSignørure P øge FollowsJ

LUIS OBISPO

I



INIMITNESS ÌVHEREOX', the parties have executed this Califomia Shrdent Daüa Privacy AgËeement

as of the last day noted below.

Unified School District

Printed Name: EJ Rossi

Jostens

Printed Name:

Nole: Electronic sígnøture not permíttød.

1211312017

SupadntôndÊnl ol Edumlloñsl Ssryløs

e ù*. hô grS Þ,r. øS Sqlrc
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pxIrIBIT.:'A[

DESCRIPTION OF SERVICES

P,*ttt'she* .)+ 7r*c'Bævcs *t'tl
Sor ca,rr{.*rt ALI- trl*r;rçÞs $o
W+gs rrv ìP cÁ\,\fiTL trq3* '

S+vel't^^þ

*\""üh
?

å, o*es

J ot'{eAa,+
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Crt4ory of Drta Element¡
Check lfused

by your
¡yÍtem

Àpplicadon
Technology Metâ

Data

IP Addrcssc¡ ofusors, Uss ol
cookies etc,

Other applicalion fechnology
msia datr-Please s¡ecift :

Application Uso
Statisfic¡

Metf, dåta on user ilttefastion
wìth applícation

Assessment

Sta¡dardizcd lest scores

Observatior dat¿

Oth€r sssessment d!{{-Please
specify:

Attenilance
Studsnt schôot (dâily)
attendance data
Student class attendanca data

Commuicalions
Online commu¡icåtions that
are caphred (omaile, blog
entries)

Conduot Cðnduct or bsh¿viorâl datâ

Demographics

Dste of Birth

Place ofBirth
Oender
Ethnicity or race

Lmguage ¡nfbrm¿lio¡¡
(nalive, profened or primnry
languago spokcn by studont)

Olher domographio
informatìon-Ilease spcciry:

Enrollmenl

Student school onrollmDnt
Student grade lev€l Y
Ho¡neroom
GuidBnse soühsslof

SDgclfi o rurirulum Þrogramg
Year of graduation

Othe¡ cnrollr¡ent
information-Plcase specily;

Parent/Guä¡dian
Conl¡ct Infomolion

Address

Email
Phone Y

fnrent/Guardian ID
Pärort I D numlrer (creafËd fo
link parentr to studentu)

Pàrsn/Guardian N¡mc First and/or l¡st

E)ffIIBIT "4i:
SCHBDULE OF DATA

Crlegory ofDafr Elcmenli I

Chcck lf us¡4
: by your' rtrtctr:|,

Schedulo
Studcnl sohsdu led cou¡ses

Tsnchu namæ

Speciol Indicator

Englisb langu¡ge leamer
info¡mation
Low income status

Mcdicût tlôrts
Stüdent disâbility iDfonnotion

SFecialized education
services (lBP or 504)

Living situatiohs
(homoloss/foster caro)

Othe¡ indic¿to¡ information-
Please sÞooify:

Cafegory ofDrta El¡mont¡

Studcrtt CÒntûêt

lnformallon

Addros$
^Bmail

Phono

Student lde¡tiJisrs

Local (School dtsrrlcr) ID
nnmbor

State ID number
Vendor/App assigned studsnt
ID numbsr
Studcnt aoo usemamo

Sh¡dc¡t aDD Dûssworils

Student Nsme Fitet and/or L¡st

Studeol In App
Perfomuce

Programlapplioatìon
performance (lyping

Progf¿nr-studsnt types 60

vpm, rcading program-
student roads bolow grade
level)

Student Pragnm
Membcrship

Academic or sxtr¡cunicular
activities r student may
belong to o¡Þarticipate in

Sludôn( SÐrvoy
Responses

Studsht responsÉs to sury8ys
or questionnaires

Student work
Studenl gonerôted cÖntent;

w¡itinc, pichrres otc. X
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CDtogoryof Drt¡ Slênèdtt
Chork lf u¡¡d

byyour
ryrt¿m

Other
Othðr studoDt woil( dÊt6 -
Plea¡e ¡neclfv:

Tnnrøipt

Studentcourgo E¡rdss

Studãrtoourðô dâtâ

Sh¡dslt courso
øado¡/oorfo¡mancc scorss

Olher tanrcript deta -Plenre
speciþ:

C¡tegory oflr¡t¡ Ilcmsnt¡
Ciecklfu¡ed

by your
¡yrt m

Transportation

Stud8nt büB åsslÐmont
Studcnt pick up and/or dmp
offlocation
Studsnt bus carillD numbsr
Other trs¡sportåtioB d¡t¡ -
Ple¡se soecfft:

Otber
Please list e¿oh lddldo¡8l
dab olement u¡sd, ntorcd or
collsctsd bv vour soolio¡tion
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trlxtIB¡T'rc"
ÞËMITTIONS

AB 1584, Bucbanan: Tbe stafutory designation ior lvhat is now Califo'rnia Ëducstion Code $ 49Û?3.1,

relating to pupil recards.

De-Idenffiable Informatton OHlr Ðe-Identification rsfers tn the procesr by which tho Vendor

re¡¡oves or obssures any Personally Ïder:tÍfiable lÍform¿tian {"Pil"} from student records in a way that

rômovss or rnidrnizes tþe risk of disclasurs. of tho identity of the in¡lividusl ånd information about tåem,

NI$T 80{}{3*3: Draû National Institüts of St¿ada¡ds aild TechnoÌ,ogy ('NIST") $pecial Fublication

800-63-3 Digital .Authcntication Guideline,

Oporatur: For the pürlros€s $f Sg 1l??, SOfIpA, flrc ttrm "opcrator" rno¡mË the cperator of an

Inieffiet Tt¡sbsitg, online *ervireo onllne applicatåon, or mabils applic*tion with actusl knawledge that the

slte, serviæ, or application is uscd prirnarily for K*i2 school ptrposes ¿nd was derigned and rnarketed

for K*1? school þuçoson, Fur the puî$o$$ of the Servise .Àgreement, the term "Operatoru is replacod

by the tsrm'Ptoyider." Tbis term sh¿lì ônü)fipå$s ths teün "Third Påtty,rr as it is found in AB l$84'

Perronally ldc¡rtifiable Inforrnation (ÞI$: The terms "Pçrsonally Tdentifiable Iafonnation" ör UPII"

shatl include, but are not limited to, siudent datan rnetadata, ånd user ar pupil-gonsfåtsd côntent obtained

by reason of tle use of Provitlefs soffwars, website, servioe, ör âpp, including rnobile apps, whethet

gathered by Þrovider or pravitied by LËÂ ot its users, students, or students' parent-rlguardians, PIÏ
includes, without linit¿tion, at laaet the fr:1lowing:

First and LastNâme
Tolephone Ntrrnber
Ilircipline Records

Special Education llata
0rades
Criminal Recordn

Health Records
Biometric Information
Sociccconomic Infonn¿tisn
Politic¿l Affiliatior*
Text Mes*agos

Student ldentifiers
Fhotos
Videos

Home Àddress
Email ¡Lddress

Tûst Resulta

Juyenile Dopendeucy Recctds

Ëv¿hrations

Mcdical Recards

Sncial $ecurity Nu.rnber

Dissbilities
Food Pur¿hasss

Reügious Inform*tion
Ðocuments
Snarch Á.ctivity
Vaicc Reoordi:rgs

General Categories:

Indirect ldentilie¡s: Any ir:for*aticn that, either alone or in aggregntg would allcw a ressonsble peßon

to be ablo to identify a student to a reasonable certeinty

Information in the Student's Ëdücational Rscord
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Information in the Student's Bmail

Provider; For purposes of the Service Agreement the tem "Provider" means provider of digital
educational software or services, including cloud-based seruices, for the digital storage, management,
and retrieval of pupil records. Within the Service Agreement the term "Provider" replaces the term

"Third Party as defined irr California Bducation Code $ 49073.1(AB 1584, Buchanan), and replaces the
term as "Operator" as defined in SB 1177, SOPIPA.

Pupil Generated Content: The term 'þupil-generated contënt" means matetials ot content created by a
pupil during and for the purpose of eduoation including, but not limited to, essâys, research reports,
portfolios, creative writing, music or other audio files, photographs, videos, and account information that
enables ongoing ownership ofpupil content.

Pupil Records¡ Means both of the following: (1) Any information that directly relates to a pupil that is
maintained by LEA and Q) any infonnation acquired directly ftom the pupil through the use of
instruetional sofh¡yare or applications assigned to the pupil by a teaoher or other local educational LEA
employee.

SB 1177, SOPIPA: Onoe passed, the requirements of SB 1.177, SOPIPA were added to Chapter 22,2
(commencing with Section 22584) to Division I of the Business and Professions Code relating to
privacy.

Service Agreementr Refers to the Conkact or Putchase Order to which this DPA supplements and
modifies.

School Official: For the puqposes of this Agreement and pursuant to CFR 99.31 (B), ¿ School Official is
a oontractor that: (1) Performs an institutional service or fi¡nction for which the agency or institution
would otherwise use employees; (2) Is under the direct control of the agency or institution with respoct
to the use and maintenance of education reoords; and (3) Is subject to CFR 99.33(a) governing the use
and re-disclosure of personally identifiable information from student records.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, shrdents, or studentsrparents/guardians, that is descriptive of the shrdent including, but not limited
to, information in the student's educational record or email, first and last name, home address, teiephone
number, email sddress, or other information allowing online contact, discipline records, videos, test
results, special education data, juvenile dependency reoords, gtades, evaluations, criminal reoords,
medical records, health records, social security numbers, biomehic information, disabilities,
socioeconomic information, food purchases, political affiliations, religious information text messages,
documents, student identifies, search activify, photos, voice recordings or geolocation information.
Student Data shall constitute Pupil Records for thc pu{poses of this Agreement, and for the purposes of
Califomia and Federal laws and regulations, S¡rdent Data as specìfied in Exldbit B is confirmed to be
collected or processed by the Provider pusuant to the Services. Student Data shall not constitute that
info¡mation that has been anonymized or de-identified, Õr anonymous usage data regarding a student's
use of Provider's serviees.

Subscribing LEA: An LEA that \ryas not party to the original Services Agreemont and who accepts the
Provider's General Offer of Privacy Terms.

Subprocessor; For the purposes of this Agreement, the term "Subprocessor" (sometimes referred to as

the [Subcontractor") means a parfy other than LEA or Provider, who ProvidÊr uses for data collection,
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analytics, storage, or other sÊrvioe to operate andlor improve its software, and who has access to PIL
This term shall also include in it meaning the term "Service Provider," as it is found in SOPIPA.

Targeted .Adverfising: Targeted advertising means presenting an advertisemerrt to a student where the
selection of the advertisement is based on student information, stndent records or student generated

oontent or infered over time from the usage of the Provider's website, online service or mobile
application by such student or the retention of such studentrs online activities or requests over time.

Third Partyl The term "Third Partyu as âppears in California Educatiou Code $ 49Aß,I (AB 1584,

Buchanan) means a provider of digital educational software or services, including cloud-based services,

for the digital storage, managemenl and retrieval of pupil records, Ho'ilever, for the pu{pose of this
Agreement, the term "Third Party" when used to indicate the provider of digital educational software or
seryices is replacedby the term "Providet,"
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