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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and [ Hevar communiy unitsehooidistict 50 ] (“Qriginating
LEA”) which is dated [ 2/18/21 ], to any other LEA (“Subscribing LEA”) who accepts this General Offer of
Privacy Terms (“General Offer”) through its signature below. This General Offer shall extend only to privacy
protections, and Provider’s signature shall not necessarily bind Provider to other terms, such as price, term,
or schedule of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing
LEA may also agree to change the data provided by Subscribing LEA to the Provider to suit the unique needs of
the Subscribing LEA. The Provider may withdraw the General Offer in the event of: (1) a material change in the
applicable privacy statues; (2) a material change in the services and products listed in the originating Service
Agreement; or three (3) years after the date of Provider’s signature to this Form. Subscribing LEAs should send

the signed Exhibit “E” to Provider at the following email address:
purchaseorders@imaginelearning.com

Imagine l,eatping,jnc.

BY: E{)Mi M Aurslade Date. 2/18/2021

2F1B3EGSDB4E4SE ..

David Alderslade

Executive Vice President, CFO

Printed Name: Title/Position:

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts the
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the [Harvard Community ] and the Provider. **PRIOR TO
ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER PURSUANT TO
ARTICLE VII, SECTION 5. **

BY:
Gluseppe Tifoideo Date: 7/19/2021
Printed Name: Giuseppe Tifoideo Title/Position: |T/Data Support

SCHOOL DISTRICT NAME: Central Stickney School District 110

DESIGNATED REPRESENTATIVE OF LEA:

Name: Giuseppe Tifoideo

Title: IT/Data Support

Address: 5001 S. Long

Telephone Number: 708.458.1152

Email: gtifoideo@sahs.k12.il.us
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EXHIBIT “F”
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
2/24/2020

The Education Security and Privacy Exchange (“Edspex”) works in partnership with the Student Data Privacy
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* (“Cybersecurity
Frameworks”) that may be utilized by Provider .

Cybersecurity Frameworks

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)

National Institute of Standards and NIST Cybersecurity Framework Version 1.1
Technology

National Institute of Standards and NIST SP 800-53, Cybersecurity Framework for
Technology Improving Critical Infrastructure Cybersecurity

(CSF), Special Publication 800-171

International Standards Organization Information technology — Security techniques
O — Information security management systems
(ISO 27000 series)
Secure Controls Framework Council, LLC Security Controls Framework (SCF)
Center for Internet Security CIS Critical Security Controls (CSC, CIS Top 20)

Office of the Under Secretary of Defense for Cybersecurity Maturity Model Certification
Acquisition and Sustainment (OUSD(A&S)) (CMMC, ~FAR/DFAR)

Please visit http://www.edspex.orq for further details about the noted frameworks.
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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EXHIBIT “G” — Supplemental SDPC State Terms for lllinois
Version 1.0

This Exhibit G, Supplemental SDPC State Terms for lllinois (“Supplemental State Terms”), effective

simultaneously with the attached Student Data Privacy Agreement (“DPA”) by and between

Harvard Community Unit School District 50 (the “Local Education Agency” or “LEA”) and

Imagine Learning Inc. (the “Provider”), is incorporated in the

attached DPA and amends the DPA (and all supplemental terms and conditions and policies applicable to
the DPA) as follows:

1. Compliance with lllinois Privacy Laws. In performing their respective obligations under the
Agreement, the LEA and the Provider shall comply with all Illinois laws and regulations pertaining to
student data privacy and confidentiality, including but not limited to the lllinois School Student Records
Act (“ISSRA”), 105 ILCS 10/, Mental Health and Developmental Disabilities Confidentiality Act
(“MHDDCA”), 740 ILCS 110/, Student Online Personal Protection Act (“SOPPA”), 105 ILCS 85/, Identity
Protection Act (“IPA”), 5 ILCS 179/, and Personal Information Protection Act (“PIPA”), 815 ILCS 530/.

2. Definition of “Student Data.” In addition to the definition set forth in Exhibit C, Student Data
includes any and all “covered information,” as that term is defined in Section 5 of SOPPA (105 ILCS 85/5),
and Student Data shall constitute “school student records” as that term is defined in Section 2 of ISSRA
(105 ILCS 10/2(d)).

3. School Official Designation. Pursuant to Article I, Paragraph 1 of the DPA Standard Clauses, and
in accordance with FERPA, ISSRA and SOPPA, in performing its obligations under the DPA, the Provider is
acting as a school official with legitimate educational interest; is performing an institutional service or
function for which the LEA would otherwise use its own employees; is under the direct control of the LEA
with respect to the use and maintenance of Student Data; and is using Student Data only for an authorized
purpose.

4. Limitations on Re-Disclosure. The Provider shall not re-disclose Student Data to any Third Party
or affiliate without the express written permission of the LEA or pursuant to court order, unless such
disclosure is otherwise permitted under SOPPA, ISSRA, FERPA, and MHDDCA. In the event a Third Party,
including law enforcement or a government entity, contacts the Provider with a request or subpoena for
Student Data in the possession of the Provider, the Provider shall redirect the Third Party to seek the data
directly from the LEA. In the event the Provider is compelled to produce Student Data to a Third Party in
compliance with a court order, Provider shall notify the LEA at least five (5) school days in advance of the
court ordered disclosure and, upon request, provide the LEA with a copy of the court order requiring such
disclosure.

5. Notices. Any notice delivered pursuant to the DPA shall be deemed effective, as applicable, upon
receipt as evidenced by the date of transmission indicated on the transmission material, if by e-mail; or
four (4) days after mailing, if by first-class mail, postage prepaid.

6. Parent Right to Access and Challenge Student Data. The LEA shall establish reasonable
procedures pursuant to which a parent, as that term is defined in 105 ILCS 10/2(g), may inspect and/or
copy Student Data and/or challenge the accuracy, relevance or propriety of Student Data, pursuant to
Sections 5 and 7 of ISSRA (105 ILCS 10/5; 105 ILCS 10/7) and Section 33 of SOPPA (105 ILCS 85/33). The
Provider shall respond to any request by the LEA for Student Data in the possession of the Provider, for
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purposes of affording a parent an opportunity to inspect and/or copy the Student Data, no later than 10
business days from the date of the request. In the event that a parent contacts the Provider directly to
inspect and/or copy Student Data, the Provider shall refer the parent to the LEA, which shall follow the
necessary and proper procedures regarding the requested Student Data.

7. Corrections to Factual Inaccuracies. In the event that the LEA determines that the Provider is
maintaining Student Data that contains a factual inaccuracy, the LEA shall notify the Provider of the factual
inaccuracy and the correction to be made. No later than 90 calendar days after receiving the notice of
the factual inaccuracy, the Provider shall correct the factual inaccuracy and shall provide written
confirmation of the correction to the LEA.

8. Security Standards. The Provider shall implement and maintain commercially reasonable security
procedures and practices that otherwise meet or exceed industry standards designed to protect Student
Data from unauthorized access, destruction, use, modification, or disclosure, including but not limited to
the unauthorized acquisition of computerized data that compromises the security, confidentiality, or
integrity of the Student Data (a “Security Breach”). For purposes of the DPA and this Exhibit G, “Security
Breach” does not include the good faith acquisition of Student Data by an employee or agent of the
Provider or LEA for a legitimate purpose of the Provider or LEA, so long as the Student Data is used solely
for purposes permitted by SOPPA and other applicable law, and so long as the Student Data is restricted
from further unauthorized disclosure.

9. Security Breach Notification. In addition to the information enumerated in Article V, Section 4(1)
of the DPA Standard Clauses, any Security Breach notification provided by the Provider to the LEA shall
include:

a. Alist of the students whose Student Data was involved in or is reasonably believed to have
been involved in the breach, if known; and

b. The name and contact information for an employee of the Provider whom parents may
contact to inquire about the breach.

10. Reimbursement of Expenses Associated with Security Breach. In the event of a Security Breach
that is attributable to the Provider, the Provider shall reimburse and indemnify the LEA for any and all
costs and expenses that the LEA incurs in investigating and remediating the Security Breach, including but
not limited to costs and expenses associated with:

a. Providing notification to the parents of those students whose Student Data was compromised
and regulatory agencies or other entities as required by law or contract;

b. Providing credit monitoring to those students whose Student Data was exposed in a manner
during the Security Breach that a reasonable person would believe may impact the student’s

credit or financial security;

c. Legal fees, audit costs, fines, and any other fees or damages imposed against the LEA as a
result of the security breach; and

Last Updated 2021-01-28 IL-NDPA Version 1.0 Page 20 of 22



DocuSign Envelope ID: 389F57E4-515A-4A56-A24B-AD9662203285

d. Providing any other notifications or fulfilling any other requirements adopted by the lllinois
State Board of Education or under other State or federal laws.

11. Transfer or Deletion of Student Data. The Provider shall review, on an annual basis, whether the
Student Data it has received pursuant to the DPA continues to be needed for the purpose(s) of the DPA.
If any of the Student Data is no longer needed for purposes of the DPA, the Provider must delete such
unnecessary Student Data or transfer to the LEA such unnecessary Student Data. The Provider shall
effectuate such transfer or deletion of Student Data and provide written confirmation of said transfer or
deletion to the LEA within thirty (30) calendar days of the operator becoming aware that the Student Data
is no longer needed for purposes of the DPA.

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), that Student
Data being held by the Provider be deleted, the LEA shall determine whether the requested deletion
would violate State and/or federal records laws. In the event such deletion would not violate State or
federal records laws, the LEA shall forward the request for deletion to the Provider. The Provider shall
comply with the request and delete the Student Data within a reasonable time period after receiving the
request.

12. Public Posting of DPA. Pursuant to SOPPA, the LEA shall publish on its website a copy of the DPA
between the Provider and the LEA, including this Exhibit G.

13. Subcontractors. By no later than (5) business days after the date of execution of the DPA, the
Provider shall provide the LEA with a list of any subcontractors to whom Student Data may be disclosed
or a link to a page on the Provider’s website that clearly lists any and all subcontractors to whom Student
Data may be disclosed. This list shall, at a minimum, be updated and provided to the LEA by the beginning
of each fiscal year (July 1) and at the beginning of each calendar year (January 1).
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EXHIBIT “H”
Additional Terms or Modifications
Version

LEA and Provider agree to the following additional terms and modifications:

This is a free text field that the parties can use to add or modify terms in or to the DPA. If there are no additional
or modified terms, this field should read “None.”

618-1/4715859.1

None
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At any time, you may request from us a paper copy of any record provided or made available
electronically to you by us. For such copies, as long as you are an authorized user of the
DocuSign system you will have the ability to download and print any documents we send to you
through your DocuSign user account for a limited period of time (usually 30 days) after such
documents are first sent to you. After such time, if you wish for us to send you paper copies of
any such documents from our office to you, you will be charged a $0.00 per-page fee. You may
request delivery of such paper copies from us by following the procedure described below.
Withdrawing your consent

If you decide to receive notices and disclosures from us electronically, you may at any time
change your mind and tell us that thereafter you want to receive required notices and disclosures
only in paper format. How you must inform us of your decision to receive future notices and
disclosure in paper format and withdraw your consent to receive notices and disclosures
electronically is described below.

Consequences of changing your mind

If you elect to receive required notices and disclosures only in paper format, it will slow the
speed at which we can complete certain steps in transactions with you and delivering services to
you because we will need first to send the required notices or disclosures to you in paper format,
and then wait until we receive back from you your acknowledgment of your receipt of such
paper notices or disclosures. To indicate to us that you are changing your mind, you must
withdraw your consent using the DocuSign 'Withdraw Consent' form on the signing page of your
DocuSign account. This will indicate to us that you have withdrawn your consent to receive
required notices and disclosures electronically from us and you will no longer be able to use your
DocuSign Express user account to receive required notices and consents electronically from us
or to sign electronically documents from us.

All notices and disclosures will be sent to you electronically

Unless you tell us otherwise in accordance with the procedures described herein, we will provide
electronically to you through your DocuSign user account all required notices, disclosures,
authorizations, acknowledgements, and other documents that are required to be provided or
made available to you during the course of our relationship with you. To reduce the chance of
you inadvertently not receiving any notice or disclosure, we prefer to provide all of the required
notices and disclosures to you by the same method and to the same address that you have given
us. Thus, you can receive all the disclosures and notices electronically or in paper format through
the paper mail delivery system. If you do not agree with this process, please let us know as
described below. Please also see the paragraph immediately above that describes the
consequences of your electing not to receive delivery of the notices and disclosures
electronically from us.



How to contact Edgenuity:

You may contact us to let us know of your changes as to how we may contact you electronically,
to request paper copies of certain information from us, and to withdraw your prior consent to
receive notices and disclosures electronically as follows:

To contact us by email send messages to: humanresources @edgenuity.com

To advise Edgenuity of your new e-mail address
To let us know of a change in your e-mail address where we should send notices and disclosures
electronically to you, you must send an email message to us at humanresources @edgenuity.com
and in the body of such request you must state: your previous e-mail address, your new e-mail
address. We do not require any other information from you to change your email address..
In addition, you must notify DocuSign, Inc to arrange for your new email address to be reflected
in your DocuSign account by following the process for changing e-mail in DocuSign.
To request paper copies from Edgenuity
To request delivery from us of paper copies of the notices and disclosures previously provided
by us to you electronically, you must send us an e-mail to humanresources @edgenuity.com and
in the body of such request you must state your e-mail address, full name, US Postal address, and
telephone number. We will bill you for any fees at that time, if any.
To withdraw your consent with Edgenuity
To inform us that you no longer want to receive future notices and disclosures in electronic
format you may:
i. decline to sign a document from within your DocuSign account, and on the subsequent
page, select the check-box indicating you wish to withdraw your consent, or you mayj;
ii. send us an e-mail to humanresources @edgenuity.com and in the body of such request
you must state your e-mail, full name, IS Postal Address, telephone number, and account
number. We do not need any other information from you to withdraw consent.. The
consequences of your withdrawing consent for online documents will be that transactions
may take a longer time to process..
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Enabled Security Settings:
*Allow per session cookies

*Users accessing the internet behind a Proxy
Server must enable HTTP 1.1 settings via
proxy connection

** These minimum requirements are subject to change. If these requirements change, we will
provide you with an email message at the email address we have on file for you at that time
providing you with the revised hardware and software requirements, at which time you will
have the right to withdraw your consent.



Acknowledging your access and consent to receive materials electronically

To confirm to us that you can access this information electronically, which will be similar to
other electronic notices and disclosures that we will provide to you, please verify that you
were able to read this electronic disclosure and that you also were able to print on paper or
electronically save this page for your future reference and access or that you were able to
e-mail this disclosure and consent to an address where you will be able to print on paper or
save it for your future reference and access. Further, if you consent to receiving notices and
disclosures exclusively in electronic format on the terms and conditions described above,
please let us know by clicking the 'T agree' button below.

By checking the 'T Agree' box, I confirm that:

e [ can access and read this Electronic CONSENT TO ELECTRONIC RECEIPT OF
ELECTRONIC RECORD AND SIGNATURE DISCLOSURES document; and

e I can print on paper the disclosure or save or send the disclosure to a place where I can
print it, for future reference and access; and

* Until or unless I notify Edgenuity as described above, I consent to receive from
exclusively through electronic means all notices, disclosures, authorizations,
acknowledgements, and other documents that are required to be provided or made
available to me by Edgenuity during the course of my relationship with you.
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