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This cdiforaio Sadart lhla priraoy fuicuem c'DpA") is GdGd lato by rod bctrvem the lrvimuoifiod s&61 Diloict (blitr& GtEla{ ro ar';rJAi od ExAmr"r,l{D pevMrrrr srtiilMsLIC .lD. f,EAX,TIANL SC[(X)L SOIITTTONA O;siam 
'"tu 

Ed o- ,n" 
t * r.ifV;,2lIl0. Tb ktbs rgrc b thr Ec sabd hqlin.

XBCXIAI.S

IBq$ ry ryer hu sgrccd b pmvido tte t occl &tuadon Agpncy (,LEA') with cqtlndigial cduccio|.l ccnricB("scvices)Frsurdro frG Myeohootsrrcks ti;e.fu Agn.;
drbd Mry 6 2()ll0 ("Scryice Agrr.cncmfl; rnd

wffiREAS' h ordor b govi& ttc scrvicos doscrrhod in tho scrfr:o Ageman, rtro providrr nay
r.coiw or cr!.ts .od the LrA mry provi& doc.ooats a deta rha rro corrrra ty'sovcnt fod.rd ;orb.,
lm""q.dryt' 6. Frniry Enntiod Righc rnd hivrcy Att (.FERPA,) d 20 U.S.C. tz32t (34 cFR'
Prlr 

'D), 
chit&,lnb Orltrc privrcy precim Act ("COppA"), I S U.S:C. 6s{[{50e n"ii* .f

hptl Righr Arnahor (?pRA) 20 U.S.C. t232h .Dd

wxEREe$ lts docm.ob rnd dotr,,furtd too IrAs nd c.rcd by tto ft,ovidcrb llocvle rrr
also objcc o cdifcda sr6 lbddpivry h*$ including AB ri&t, foud r cdifqda Fd,r.d*
codo Soc{ioo 4fl7l.l od frs sudsd Glirg pecml tnforuioa notecdm eg fsopplf iil aC.lifomi. Bssincs3 aod Ptlo&!cio[8 Co& csafuo Zlst4l ord

mEnDAs' fE dr! pnpoecr of 6b DpA prronidsr b e rchml fficirl wih lcgidno edr rio.l
iabe€ts h rccecsirlg oducatioml rccol& prrsrnt b 0rc Scrvico Agrcemooq and

w]f,Enf, g tr hfiils with to cocr ifio rhiE DpA b o'se ttrr thc son ico Agrcarcat codu,r to

'l,ecquftc,oms 
of tb pivry hrws rcftn,ed to ibo/a rrd b cli.bli'lr tnetoritrg rroccaurc-rtrd

dutftF; asd

WEEREA& dE Proeid.n may, by stni.g ths rcud oftr of privry Teml. (Erhibii'E}rg.c todbn d6 LEAi in cdifroL tto qctroity to reg rmd aj<y rfta ffi orm ppl-fo-ru
Senrioos d6crib.d htiq withorr ths aecd o nogdit EG iri sqco ppe.

NOW IXIIXAOR!. ftr gpod lod vahsHo coci&do,6c prrdc rga c follo*::

AXITCI.E I: prURprOBE AND SOOP.E

l. Prr"!" 
"? 

no4 ry E rpgru of dri. DpA i" ro d-o.ib" 6u d,rd* 
"rrdr*-"ib iti* toprdect ftdcril d6 trr,gmitbd b provibr fo{D ec LEA punu,rt to tro scrvie@l

cTplirrT vit dl spdiaabb stuE& irchdhg 6o FERpd ppRA coppA' soiIr4/m'tsr, ddc rplkable cstiftnrh stfrr htmi dr rs nuy be rnenH fr,orn timo to rt".. In rit-l"s ir;
servicca, thc Proddor stall be consider€d r sohool ffihl with a logitimrt odwd;od rcn&, 

"raqerfoqhs$rdoseriscFovid.d ry fuLEA- wittt rrcpcct to oe use and maia6co of stfu
Drtq Provid.r Sall bc uldor 6s dirEt oootsol rod ryvarkm of tis LEA.

2. Ndnn ol8erylar Dnrol&rl tho Prrovr:der hrs rpcd O pmvi& tb foltwing digitd
educaional poarco rnd scrvieo doscribod bolow md er mry be findrcr qdiu in Exhihl..l,, lcrcoo:



SoftvuG solutio to 3uppoft tb fotbwin& bm nd limlbd b: D.l rpplic*irus, mline prorayrr.nts,
poim of srb tcrcriqg tu.pqbdoo, fiGH rrlF, tpirit wcr, .od ni'fi", s;*h. 

"idil;roatdbility rcquircmcnts.

3' 
. - -!e$+-e&-Er.@c. ThG p.rtics Bh.ll iodic& tts cogmico of rtrdcor dols to bGprovided in the Schedulc of[LO+ .rr.I hcd hG|6 rs E rhibit '8".

1. 
- 

Dp^JD.cr dn-. Itc &fuitio ofbim! rrsod in tiis DpA i, ftrod h Exhiht,!C-. ln dle
Gyont of 8 odirt' dcfrnitioas u$d h 6is DpA sha[ punil ovcr tro urorr in me scvico Ag€cmefi.

ARITCI,E Itr DATA OWNERSETPAI{DAUTEOXEDDACCESS

t. . try+-UqF+ry+LLEA,A[ SEdootDeErnrumitcdtotrGplovidEpuBusntto
u,. ucrvrcE Agralmot is ad w r oootiluc to b€ tt projpr.ty of rnd uoda tho cqruor oro,o LE.L.
Ihc l.rovig'.firdrcr rcrorowrodgos and ag!o! rrrd ai c{fo; of o,ch st,doot D.t. Errsrriuod;dr"

itrctudDg aly modifiouions or rdditiong or rny portion thseoffirom alry sourtq a
$bject to the provisioor of 0ris furment in dro nrc nannor 

'. 
d,u qidnat s&; h;ir,

Putier agreo tlrt rs bonEon frcm. rll dghts, inoludiqg Elt inbuc.tult prleGdy ,igl,s iD .rd bStrdsrt Do coramflaod p'rte Scrvice egr.-r-irh.tt ,!..n d; *;dr.-p.p.rty ;it"
LEA, For the puposoo of FERpr\ tie providcr 3ttdl bc cotiacod a Scfrool OffiiLl _il tb.conbol md di.ctioo of ttc LEAr as it patinr to rto uso or souoc otr notwit*.oaang 6c 

-
abovo. hovidor may trE!ftr popit€c!.0.ed co$nt to t lcgrntto em, ,coorditg to d,c
foccdunes sd forfi bctow,

2. lrut cqrEA lhsll c{rdli3h rcaroneblc poccdurcr by c,hich r F!ot, lcgar
guerdnq r oligiblo rtrdont mry ruviow StudGnt Data ir thc prryil.s ;odq o.;d .,"_io*
mrcreafiorl oxt p0.codur.8 tor tho brnsfo of prpilaalerrbd conEm b r p€r'r@rl lccount,
pn'sigt wiq 6E fiucinality of ccrvicos" pirid€"-sbrt rucpoad in a tinity ,-rr- r.raio ra.
thsa 45 days too th. drlc ofthc ro$rest) io d'o LEA,' 

'oquca-ftr 
Sodd D;t iD 

" 
p,rdia;;;

hcld by thc Provi&r to viow tr aor.Gt !s aeccory. In rhc cymt rtat s p@rt of s pupii 6 oth€r
individual cootrots the Prrovida to rwlew any oftho sntart m aoceiloa purordt b uo so,ri"ur,
the Providor shrll rtfer th€ prcat or iodiyi&ral to he I.EA wtro wm rorrow'oo nmesaf J ---'
popor pnocoduros ogrrding thc nque*od infornruion.

1. _ -b!4ag8 ,Jf popil gaorod oorrot ie gbsrd or nainrdnod by tb porddcr I plrr of
trc Scrviocs .lsibcd h Exhibit %", pr,ovidcr th.lt st dr. rlq*st of 6. LEA funser 

'"id FreifgocfsEd codtsnt b e eopanE $rdcor rocornt r00a uminatfon of thc scrvioo Agrccoaq p*d.4
hmarcr, suc& laorftr shrtl oly ryly o ptpit gil€rdcd oqfilor drd is rcEtbl; Oo@ th;'&wbe.'

1. rrH nral nqra- should e Third Prty, ioclrdnrg hr arfucmcut aad gcwaecrt
crltlft!, o@ct Prlovid.r witt a roqrea for do heH I lho prcvirlr prnrart to 6c Scvioeq the
Providcr slul[ to 6a oon pcrmitcd by laq mdirrt 6e Tlrtud kty to Gquest fic dds dtu€cdy fioE
&o LEA. To tte crGtt pcmilod by lrrr, Providc rhell ndi$ 0ro LEA io advarco of a oomFlted
dilclosur! to r Third ltny.
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5. s[!g@Q3. PFovklor shrlt Go@ into wriGn.Ar!€ltr.llt3 with 8ll Subcoataorcs
pcrm,rnfug fimcdoos putluErt to $o Scrvico Agreoroot, wh€trEby rh Submntncms agrrc to
proGot Sndat Dlti ir Ermcr coBist nt w h ft brms of this DPA.

AnTICLE III: DIIIIES Or LEA

f . Ef[g-GOldble LEA shall provi& do for the purpoccg ofthc Scrvice Agrccnent in
compliancc wih FERPA C!PPAb PPRA SOPiPA, AB t 5E4 ud dl odrcr Califrrnia
fivaoy Btauoo.

2. &111!!|g!lff11 elSlf$ If lh. LEA hls a polir:y ofdisolooing educaim rcords
undct FERPA (4 CFR ! 99.3 I (a) (l D, LEA rhall iacludo a spcoifiooion of criuie fe dctcnnining
wto coogiiotcs a rbool officid rad cfrd coutihlcs a logitinao cducaixel intercc in its Annud
notification ofrights.

3. Bgf0f&'.Efqdg* LEA rhrll ttc raonablc D,rcoeutionr to rcqro urcrn EGsr
pos:vrords, rnd roy dor mou of grloing acsr b tto ioryioar and hodod de.

4, Une horhd lc Nollir-dan, LEA rtatl noti& Provida prompdy of ruy kuown c
$spc@d rrnadtorbd roocrr. LEA will assb Plovi&r in ray oftrO by Providcr to iwesrigro
End llspood to loy mulhcizod acccrs"

ARIICI.E IV: DIIilFII Of I'ROrYII)XR

f. Ebl8f.0[dlf$i. Ito Pmvidor slutl comply with all applicabb ststc and fed6d lav,s
and rcguhionr pertaining to d.t8 Fivr.y rnd soority, incftding FERPA COPPA PPRA SOPIPA"
AB l5&{ !trd dl odrcr C.lifcnir Fivrcy $atuba

L Ag1|!I[!.II3' ftc d*r povid by LEA to Providoe pusmnt to thc Scvicc
Agtaaon4 inchding pcrsi*ctr unfupc idootifierr, shdl be ttlcd fur no purpoco chcr {un tre
Ssrvicoc clbd in ttc Scrvhc Agccnaot and/or o6erwi.G authoizcd rmdor Ero rtatret rcftrrcd to
in eftecclioo (U rbotr!. ftrovidcr abo acloowhdgB d rgrre! dld it sh.[ nd mlb loy r}
dirclcure ofary $doat Ib or alry portion thcrof, inaftding wifiout limitdioif metr.lF, ulcr
corEnt or dcr non.public informatirm rad/c paronally idcmifiablo hfornrcim comined in thc
Studcrt Drb, wilhout thc cxpress *Titlm ooocat oftto LEA,

3. Iry@11Qtsl311[On Provida shall rcquirc all omplryee md lgffi tlho hdre lacors to
Studcff Drrr b comply with rtl rpplicrble povirimr ofthis DFA witt rccpcot o rho dete sbartd
ud6r thB S6vico Agr€cdrlnt

a- I&.ILCOIC D]idartifisd infuaration nry bc uaod by ttc pr,ovi<hr forrhe purposoc of
aad improvoooot ofoduo.tiorrl si!8, rorvicos, or eppfiodiors, ; ;8, otbcr

mcntcr of ttc publb or psty c/ouH bo rbb to ur. do-idcotitrcd oae punuart o u crR 99J l (b).
ftovidc..grceo nd to rrr irnt to Fidtoti& dcidatifod Studart lhed tEttotafrdg - -

f_.*rlcd Sdqqeto rtry prfiy uniess (a) thr puty agncs in wtiring not io dompt rc-
ideotificati,on' snd (b) pria wrin onodcc lu! beca giwn b LEA who baslrwided pioi wrlten
consm for such tnrdor. pioeida shdl mt copy, rcproduce o rermit my &ts obtrinod undor tho
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Scwicc Agncoou d/or ay portkn ttroo{, a(od a n€ocssay to fthfl lb. Scrvico AgrEGo€ot

i DUEE0l-et&I,' Upon writlon rcquort rnd in rccordanoc with thg spplicabto tcrms in
subsectior a c b, bclry, hovi&r shall dispoao a dcleb atl Studeut lhra oboinod rnda the
S.rvico Agrcancnt wtrq! it i5 oo bngcr ocsdcd for tho prpe fr ulri.h it wac oboiacd c wlrsr
Provider is no looger undcr a legd, Eguhory, c rdit rcquircrocm o rctain it Diryosition ilrell
include (l) lhe sHdiog of rry hard copies of any Surdont D@ (2) EBsiEg; or (3) Olswise
nodi$ing thc potroml informatior h tlrqo tlooid! to maLo it unrcadablc or indcciphsnbh by
hunan or digiEl meros. Notiiug in 6o Sorrico furaurat urtheize Pr,ovidcr to mgidin SMoot
Deohriood uadcthc Srvicc furcmat boyond tho tirc pciod rasombly nooded g o
complctc tho dhposition or (ii) o colnply with Provider's logd, rcgulatory, o r''dh obligrtioos.
Provklcr shell pwido *riuoo notificetiotr !o LEA whet tho Snrdoot llrta hrs bcn dispoecd. The
duty to disposc of Stdqlt thtr strll rct iltrld to dS thtr h!3 bqr &.i&odfiod a plrcod in a
scpcfrt8 Studont sacout$, purBusnt to tho ottor tBn!3 of tho DP.{- Thc LBA mty c[tlploy s 'Roquod
for Roturn or Dclction of Strdat Drta" fom, a oopy of whiah b dachod horsto as Bshibh "Iy.
Upoo roei6 of a rcquort tom fu I,EA tt. Provlhr will innediuoly povHo tto LEA *tth ury
spocificd portioo oftho Stdo[t Drt! wittin h (10) cdord.r dap ofrccci6 ofsdd roqucn.

r. Ptrrtll Dtpord Dlrhg T.ll of Sotrdc fgruoot ltmrrgbortr fu Tqu of tbc Scrvhc
Agrcm, LEA meyrc$E$Fdrl dbeqldstdat D!D#.-.dmdctho Scrvioc Ag ncnt
dm is oo bogr nccdcrl PrtLI diryol of daE rh.tl bG qltic.t b LEAI rGql6 b rrodr dra. to r
scp[sE rocount, pururnt b Arthlo Il. rogtio 3, rbq/..

U. Coren nir;lct Upor TorolErtho o[ &F'lc. At]GGret tho Tanionin oftu
SGrekc Agr!ffi Plovidor sh.ll dbpocc tr dcb dl Std6t Ih ohftlcd und.r 0E Scr"ice
Ag,amail. Pri(r to dispocnior of lto &, Providsr shall noi& L,EA ir writing of its optidt to
trrnsf€r dd 6 r scp.rdo tccqd, purllel b Artbb IL rcctim 3, rbovs. ln no cvcd shdl Provid.r
dispoec of do pusnm !o d& pmvilio unlesrd udil hovidcr ha rcoivd effrantiw
writtoo coffimnion fim LEA tt.t de will not bc Easftrcd b. s€parc racout

G A@El8.&ill!tr0} Provklor b pmhibilcd fiom uslug caolling Stdoat lhla b (a)
morket c advortbo b sht&t$ or ftEilies/gurrdiur; (b) infotm, influcnca, or coablc marlccting
sdvortising c obcr commsciat ofror6 by a Pmvidcr; (c) dorchp a pofih of e sidcag fistily
mcobcr/gurrdim B group, fff my ommcreid pupoc drr tta poviding tlr S€rvico b LEAi or
(d) use 6e Stdcnt Dra for frc dcvchporod of cmmorcid prodrm or scnioor untht d to

hovider's sorvicc AgnemcG oNhcr trm as mqgroary to provido thc scrvicc to LEA' This secrion

doss not pqohiblt hovidlr froo using Stdcot Do fot adqtiw leafldng fi cutto.nized Etdctrt
lcaming purporcs.

AXIICI,E V: DATA PROIYISK)NS

f. nd rdrrt- TIro Pnovitlot rgrccs o rbi& by ud udntain rdoquo &ta clrity rneasurts'

oor,"iGm rdt inalsry $ur&rd ucturologr grcuoc, to FlE shdlnt ftE fim ultlitffiEd
disclcurc or aoquisitirlo by on unadrciad prson Tho garsnl scourity dutios of
prcvidcr aE s.t ffi bolon. Pmvids ury fudEf &tiil iB sccttsity pmgrm ad msorcs h bftibit

5-' her€b. Ttesc nrrsurtc sb[ inctdc htr.r! rrot liDiEd to:

r. Prgror{r rnd Bafleye Accere Provirla slull recut lcmemcq puscrcds' end aoy
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drcr mcans of gdning acoccs O tte Scrvies or b StudGnt Datr, at a hvel suggocGd by tic
applicablo standard& rs st fordr in Aniclc 43 of MST dx}53.3. providcr shall orty poviac
8cc.cs io strdent D0ra to 6plqt!c. or coot.3b|l thu rrc pcrforming thc scrvbor-Eirploycoc
witt aoocss o stdqrt Do ehell tavo aigosd confiaou&tity egmuour rogrdrrg !.id Sbdenr
Deta Alt opbyw wi& r.occr b StdGnt R*odr shdl bo abjoct to odmlnd bec*grcund
chccks in coorpliaocc wi0t nlE rrd loc.t o(dinroces.

b. Irgfncdoo of Dafr. Prrorddor Crall dertoy m &lcic rll Stdotrt Drtr ottrinod uadsr thc
Scnricc Aglccrnat when it ir no loogor aedod for tlrc purpocc for whffi it *rc obtrinod, r
wllon Providcr ic no logor unda e lega[ rogulatory, or ardit rlquir€mcnt to r@in it ud mry
trauftr srH d.b b LEA or LEA! derigm, reodirg to ttc Foccduo ktcrtifiod b Articlo M
scAior 5, abow. l.Idring in &s Scrvfue epoad ortorizre Mrb odfiin Sordcot Ih
belmd drc tinr pEriod rcasorably ncoded to ooqlo tbo dispociticr c omply wib providrr's
legel nguhfiory, or audit obligrtims

c. Scurlty Ptlobol Bod puticc agltc r Erintdn scolrity Probooh tt[t Ecct iDdGtry
samd.ft h tb tmsftr or tmirsio of arry dd, inchdhg astrfory ttrg ,t'r. may orly bc viarcd
or rcccssd by ptios lcgrlly dhqd b do so. plor*k lhtt erimin ill dlra ohincd q
g@cd Frortto fu Scnico fummt in esut dfuinl arvirm lnd nd oopy,
.Ep&roc ortraEait dar otlrind nrnurr o tc scrvicc Apcncm, o.cGgt !r ffiy b firlfitt
ffs prrpoee ofde rcqucsls by LEA or povide tto Scrviocs.

d- Englrc Trdlhg. Tbo Prrovi&r slall plovfub perir{ic sccrnity trdning to ttco of ic
coployccs *to opcro a harr acccss to the cyrto. Furtk, plovidor sh.[ p0ovide I.EA wi6
c@uct idqtndon of m cmploycc who LEA rnry co,maa if thert rro nry c*.rig odlo!flra or
qustion&

a Scurlty TschnelogL Whcn the raiirp ig resod uaiq reporod vrcb brosrcr,
Provi&r shell ooploy industry or&rd mcegms to protsct date fimr uouarciaa rcocss. Thc
*wbo rcc,rity meures sbll hold. scrvcr arftomicaiou od do encrvprim. povidor sb.lt
hoc do pumnnt to tho S€rvice AgrlmGrrt in m eoviumur wing a firurratt 6a is,,Ddded
reording to itrdrcEy s0udards.

f' sarfty Goontroa If difiercu fioo ths doelpod rcpecentgtivo idmtifiod in Articlc vII,
sccim 5, Plovitr shrtl povidc tho rmo ed ooilrot hfcmdion orf pmvidodr sccrnity c"trdhdm
fu tho Sbdcot Dm rcocivod po.nrstrt to tte Service Agce@sd.

g suboot;rcbrr B.E!.L prcvi&r sh.[ cok iato writEr rgrtoco wrrcrby subootraes
agco to e.,uc rnd FGct strd.d Da in a mura coorisbot wirt dE c[s orois nrti"u v.
Projdar crdl pcruicatty codurr or lwicrw mprimcc arorioring ed assoaluc t of
Suboootsrcds to deErnino rlclr compliancc with this Article.

h' Pcrlodh Rb& Arsucrt horidcr firtlrcr rcroorrredgos and agrcoc to oonduct digrtar endphysical poeiodb (no rcsc rhln ..mi-.mud) risk rsaesmooi ana rcnricdiarc any ld*6ifi- --
soqrity and privroy vulncnbilitics in a timely muncr.

L DrE breL In th. oyqrt -' m stdent Drra ia rccsgcod or obtainod by an un,drorizrodindivid,al Providor shall povide prorDpt notific*ioa o LEA *it io . ,-r-"u. mrorm of dmc of
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dircovry of tbe incidal not Gxoooding cwoo (7) oalandar days. prcvider *stt foltor tlr following
proc.e$:

.. Tho soourity brmch mtifiooion rhdt bo *ritbn in plain hngusge, 6hrrt bc titlod "Notice of
DBtr Brr.clr'" rrd shrll prcccot tho infrmrio doscribod hcrlit} b drc ffit lnown a tho
time of ftc noticg rmdcr tho fotlo*ing hoading:: "l h* lfipeancq' 'WhEt ldonDaioo Wlr
Ionolvod," "Whet lllo Arc Dni*" .*,* yolr C.n Do," and ,Fc Mm Infqmaioo""
Addidond hfrmaion mry bo govidsd t' e stpptsnqt to rhc notbo.

b. Tho sarity bmach notificdion d..cribod ebove h s*tion 2(a) ghelt includc" at a minimwn,
the following hformdion, to th3 q6t krcwr et tto timo rnd not FohibiEd by law
enforcancnt:

l. Tho ormc aod ooatlct inftmsaioo of tho rtporting LEA lubjo.t to thk s.ction-
li. A lis of tho typcs of pcrronel infqnaion rt"t urclo o a! rtasombly belkrcd o hrvc

ba thc aubj€oi ofa brtrolu
llL lf ttc infonnation is poeriue o dorrmino .t dE tiDo dlc ncicc ie providcd, dloa oirh.r

(l) ths dao of the brsadr, (2) dr€ €$iDed de ofrto brtroh, or (3) rho darc nngc
wlthin which tto huch oGourrd. Tho aotificatioo $rlt ebo ircltrdo tb dab of tho
notico.

ly. Whatt6 thc mtifcetioo uar doklrcd rg a rte t orf I tew ooforcoocot lnvodgdon,
if tb infbrmdoa b polsible to dctciltrirc d dE rr'nG ttc de ts govtdcd-

v. A gcoonl fuiSioo offu h.cn inaid€nt, lf ' * infunrrim ir pGiblo to d€Elninc
at tb timo ttc rair:c ir povfic<t

c. At LBA! dircctioo, eo scutity btlloh notifioaion ney dro includc any of thc fullowing:

l. lnformtio atout wha Ptovfrb hre dor to pr@ot individutls whoso infonuaion hls
boca bm.chod

li Advicc oo $Ac tha tho psrson udro3G infonnAio lur ban bmaff nay uko !o ptroted
himself or bmclf.

d. Provida eglos !o adh€rG b dl slqofumcm in ryli:rblc Strb ud ftd.rlt hr wift rtrpcct
to a d.rr brolch ltled to thc Sordart h. inaltdirry wh.o lpgmprie crcquh4 &o
rcquirtd rtcpondbilities and prrooodurcr fc notifictim urd mitigetioo ofmy such d6 brclch.

o. Providsr firthcr aclorowldgor ard rgrcec to tEvc t writEn incidoot rtlpore phn dut
rcflccts indufy st trdrd praaiccs ed b coosiitsot with f€dad lrd 6c bw for tBponding to
a data brcech, btach ofsoourity, pivacy irrcidsnt a unauttciad ro$tisidon or uso of srudGnt
I)u or any pdtion thereo{ inchding pssons[y idotifiebls infqm*ion.

f' Providcr ir prohibited fiorn dircctly oonocting prrong le8 r guaditn o oliglbh pupil rmlcsc
oqncssty rcqucctcd by LEA or rcqufud by applicablo hw. IfLBA lEqucst3 protddodr arslgurco
prov ling noticc of unardrcizod acccss, aud crrch esgisbmc ir rrct unduly burdearomc to
hovid€r, ProvidEr slnll noti! tho aftciod p.Fnt, lGg.l gurdieo c cligiblc ppil of the
unaulhtrizcd acccss' v,tbh shall hclude tho infauaior llrtod in arbecctions (b) atd (+
above- If rcquesEd by LE {" Prrsvida rhall rdnbrtrse LEA fa ttrird party om incurcrl to 

-

I
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notiry p€rcffilfo!ilies of a brcooh nc ofuiaatiug trom LEA's usc oflio Sonrb.

g In tb ovGot of a boach cl$oming fiom LEA'' usc of ttc savioo, Plovid' rhefl coopcro
wi6 LEA ar rcaroorbly nE!..E y b qoditiontly soauro Stdat Dd!"

ARTICII VI. GENERAL OEEB Otr PRIVACT TER}Is

hovi&r may' by sigaiot ttc aitr"H Fam ofGwet odEr of privrcy Toms (crcooral ofr,
mchcd hsi6 .s E 6ibit "8"\ b€ bowd by ths tsnm of this DpA b ary odEr LEA urho signs
tho aoo@noc oo in sdd khibit Tho Fqo is limiEd by tllo ElIs &rd conditiong dorcribcd
rhorain-

ARTICIT VII MtrICELIIII{E(X,II

L &rn Jtc Pmvidor ghall bc boutd by rhir DpA fc the durdion of tho Sorvlco
Agrtomont orso long as tho prrovidor EoIntdE aly Stdcot D.b. Notwitltuding tte
foregoing Provilbr rgEe3 to bo borud by tho Erne rd ouigtior of thfu DpA for no lees
lhan thrcc (3) yoars.

I lqlUlh.In tho ovod rhn ofthcr paty trob b t€rDitre frfu DpA ltcy uay do so by
m.'tuet wioon coc. co loog 

'! 
tto Savioe Agrccod hr3 telod c hr bsr mintd. LEA

$rtl havo thc rlght b trmintE dlo DpA ard Sorvim Ag!.ilr€nt h tts svat of r maid brtach of
tho bfln! of thb DPA.

3. EfudT.lrrhdo flE}vh,rl If tho Scrvico A8rl(ltr.ot b UsrinO4 fto ptovidsr sh.|l
decEoy ell ofLEAb drt! Fn3ulot b Atrbb V, eeuio I (b) urd Aniob [, sootion 3, So\ra, d.r S -
rny rh tu Pmvider may bc udcr a logd, rqulllay, c ortit obligdio o tGitr-

* &&dtsflAEtE[rltis DPA rhall govenr the tE rnlqrt of shd. de in oid.rto
conrply with priucy prmAfrror, ftrcludhg thoeo formd in PERpA ard all rypliooble privroy
ctshlbs idcofiifisd in thir DPr{- In ltc cvent ttrorc is mnflict botntcn ttc DpA rad thc Scrvice
Agrc.oGd, ihc DPA rhall ryly and trto groo*ncc. fxoo6 oc dosdibod h thir poragnph horein,
ell otk proviriog oftto Scvicc Agrcaocnt 8hr[ tllnsio in cffest

5, lldcr.All roticcg or othcr coInmunlcdim Eduirld or Dcnitbd to be $vco hcrcl&r mult
be in *titing and given b]. penoral deliver!, rs
pmvidd for tbe rpecific modo of dolivery), or frt cbs mdL p6go pnp.i( srnt b 6c dcigorbd
rcpmsentdives befue:

r. DcdgD bd Repr6clbtlrc!

Thc dcgignuod rtpresemaive hr the LEA for thb AgFcmont is:
Noe: Mictolle Beoorn

Cotrct Infqmstio:
trvim Uaifiod School Distdct
5050 Bararca Prtway

Titlc Specialist - lT Coffiaa6

t



IrvineCA92dD
94,.91Gifi22
Mich.lbB€@Ed@iud-orB

The dcsigned Eprcscotdivc for lhc Providcr for flri< Agrccracnt is:
Nrnre: Tvson Prrrca
Title: Scnior Dirram. Softumc Dgvelor"rmt

C-ontert Inftmrdor:
765 rcftrrm Ro4 Suir {00, Rocbcstcr, NY t46Zt
tulT2tl-98r3
Tyso.paoo@*p*ooor

b. Notnc.th. of &oGpilrrc of Goo.rd O[Dr of Tomr Upon ereoution of Exhibit E,
Gcacral Oftr orf Tcro& Subcrribiag LBA rhall povirb mho of urch laoGptlooc in uniting
and gtvon by pereonal &livery, c emall turanlrriot (trootsot infomcion is providcd for
tho spocific node of &tivory), or first olaco nait pocrgo prtpcid, to ttrc decigned
rcposmtrtiwbelow.

Tto ,loign tod rcpmgmiw for tb acbo of rccpoo of fu c@d O,ftr of khlry Terns
t3:

Nano: Jaroy Lch
T"ida SVP & Oarcrrl Mrarfr- School Sohtiqr

Conrrc Infumtioa:
755 rcftrroo Roe4 Suio a00, nocfroru, Ny lrl6al
tm-724-9t53
Jomy.bc[@g.com

ElElmlil,Ihb DPA ffiitrGodr cntire rgrccoartofthc parrioc rElsthg b &c
$lbjc.t Der hccofad qpssdrs dl pior corlnunicniur+ ttecasrfirtions, or agrccnrqrtq
o*al or wricq lry ttr putics rchtfurg llteftiD. Thb DpA Dry bG rocodcd snd tho obrcrrrocc of any
provision ofdfr DPA may bc *rircd (ci6:r geocnlly I i,l eny partioular insrtrrs.nd
citrcr rcooraiwly or pmcpoctirely) only snn ec sigd xliaEo mart-orbot pru, Itbith€( f.ihns
nq d.lry-- 9..ryn of rny parg in erotaisiq 

'ly 
right, poxm, r Fivile bdrdr Ooff oporo 

"crwrivorofruch righg nor *dl ry eirylc or putirl crorcii of ray sud fghg porc., c pirfl.lp
prehde.Dy fifiea erar{sc rharof cttrs cad* of ury d*;Oq poutr,;F*b;

1: .. ' !*lP!"fln: pmvisjqr ofthis DpA tha b protitried a unoofuqbtc in anyjurisdicion
shr! r p slch juridicrioq bc incfrdiw.iD_rhc o.brt of ruct pmhlbition c rnoftroifttity widrmr
:o .vdrddE fr! rcdrlining provisi<ns of 0ris DpA !d ry $ch'Fohibitim a rmfqaceblliiv in ov
Junsdrcron sndr not invaridlc a rqrdc nmftrcabb sud provrdon h ury drjur&di.dorrIkfrt*d:.s 1' ftrcgoiag, ifnrd Fovir*, c,,H bG nd" rr!ryty d; ;;;;h; prohibibd
or uoafucerbb iu rrt j,rbdodo ntih, d '! - rc tima ,rdr,riifordg dlG irc,r of drc ifte ilirtt.s ro suct judsdicbtr, be ro arnowlydnwn wtrtout tndij.ag thc,ft!tog pdiri6d; ff; irpA 

-
r effccring rhc vrlidity or arfucetitity ofluch pnrviri<n ia oy-otcjuldlCid!.
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& Govrtrliasls:V.om.ldJutd6o.IlllsDPAWILLBBCIoVERNBDBYAND
CONSTRIJED IN A@ORDANCE WITH THE LAWS OF ORANGE C1cI'NTY, CALIFORNIA
WTN|OUT REGARD To coNFLTcTs oF I.AWPRINCIPI.ES. EACH PAITY cONsEtIrs Ai{D
SuBIl,flTS TO THE SOLE AND D(CLUSIVEJ|TRISDICTION TO THESIATEAI,ID FEDERAL
COTJRTS FOR ORANGE COIJNTY,CALIFIORNN TTORANYIXSPI,JTE AruSNGOI,JTOPOR,
RELATING TO THIS SERVICE ACNEEMENT OR TI{E TRANSACTIoIIIS C0MEI\IPI.AIED
HBREBY.

9. Arttortir- Prolri&r rcprcearc thc it b alhabd o bird to rte bros of6b Ag]lloEor,
incUng olfiaofflty etrd dssuctim of Std.d Da ud rny poaicr tMcooincd tftroio aI
reld or arscia&d tdiinion3, frdivinlb, GopbyBs or coflf.ces who or;r havc rccccs to tlrc
Sndcat Drtr rod/c rry portim lialo( or ury orrrl lre ot oolrtot oquipmot or ftoilitice of my kiad
wt (! ths Stdcat DO rod portioo tbacof oom4 neintrirod c usod io uy way. provider lgrlo3 tt.t
any prchascr otrtho hovidcr stell abo bo bound t 0ro Aglma&

lG Wdvr.No dalry or cairsioo ofciltor prrty b q€.circ rly dth heeqndor slull bo conrtnrsd as
a *rivc of ry srcD dgtt ad €act pdty rccarc tto rigbtb crodco rry *rch righ fr,oor tin b titre,
rs ofua 18 oly bG dmdqcdiort

ll. SoccrronBoud.ThlsDPAismdshdlbsbhdingrrymtorospoctiw$ccassminifr.lts o
Pmvi(or in tho ovrat of r malrr, roquisitino, coogolhk,tr or dtc borincss rcorgraidim q s.lc ofdl
or cubmtially rll offro urcB of suc,h buciDs,

[Sg,rottoz Page FoUo$J

l0



tN WITNESS WHEREOI', the parties have executed rhis Califomia Srudent Data privacv
Agrecmeni as ofthe last day noted below_

oare: Mr{ 5. 7,0lLo

Ttohn roou* Tille/Positon: Assl. Supt. Business ScrviceVCFO

IUSD Board epproval: Mel Lf , lan-C * y1|i{ 6a}ir vt

IIEARTLAND PAYMf,M SYSTf,MS LLC, dbe HEARTLAND SCHOOL SOLI./TIONS

Jeremr Loch Title/Positon: SVP& Ccncnl Manacer. Schml Solutions

Notc: Elaamaic signatuz aol pemitted.

Date: Mav 6- 2020



EXEIBII "A"

DESCRIPTION OF SERVICES

Softrrars sohnion to srpport the frltorring but not liEitsd b: tncd applicatior, orlino FeFyrncc,point of ralo tnnsactiurs, tarspqrdiort fi€ld tips, cpirir wc, nd ilitlt- Sc.,io." iro,ffiEEccouattlrility rcquir€mcoB.

l2
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E@re
DEFINMONS

AB lsta' h.ta!.!: Tho st!tubry d*igndo'r fcrvhd is nov crlifoml B&rcatioo codc0 4ffl?3.1,
rctrtrng O pr.pil reoor&.

Ds'Idcellfrblc rotb.t.th! (D[): Dc-Idorificdim 
'ofus 

b o'u pmocfe by *rrid, tu vctrdor
llmovce (r obscutls uy Fcruralty ldoatifirblo lnformaim (?I$ too sdd;nt r."o.d" in a wrlr ll,,r
rtrxrvGs (r EhiEircs thc rir& of disclcut ofrtc irhrity ofthe indivlhd or, infr:nclu abou
thsm.

Edstloul Rort: Rhrcrtioal Rccoadr rrc officirt ncoft, filee md da dircody rclmd to a
sbdcat lnd Eiirtlin d by tte rotrool c hoet oduccim rgrncy, inolrding bu nc rrniial o, ,**0,
encoopcrsing dI &o morial l+t h tho sud*t! cumuhiw foHo, sudr as ggrcrat td.dtirg ddq
rccods of oodm rrd of rcdcmic rvort conrpk*ad, rccor* or achicv;Gd, 8nd ,B;hs-;-
owhdiw Ect', hoaftt do, di$iplitr ry sE,', ber prcbools ad iadlvidudld od*di@
pmgran. Fc prpocco of t&b DPA Bdrabnal R*ordr I! rrftnod b !3 Sttdqrt D[r.

Nlllr: Dnft Naimrt ImiarE of studrdg urd rehmtory fNlsr) spocinl kblittion Digitrt
Auttatir:rtim Gui.Hhc.

Oponb', Tte Eo- lporff rusrnc th" oFe. of atr lfiEnrt W6sitG, ooliE s-.,is., oolitro
rylicrtho' c rotih mlhum stt rtur lnowbto rtrd ft sit!, !.rvioc, or gricdftn is.scdphrily ftr K-12 school Fnposos and *rg &ignod d mtacd ftr K-12 schoii p.rpoce. ror tho
porpcc ofite scrvicc Agm@ thc tcan .opcrd b rplaccd uy tc erm rhonid.i rhil !.ml
rhell crcorpc tic em 'Itird prrty,. as it lr trd il qicOf do mrucs.

Poroar& rdoa,lirhL hbrortton (?q): Thc t6ms iP'soruly ldootifiablc Infomraioa" or
'PlI" gl'll includa' but ar not rimied to, gtrdeut drrq notrdaq erd usa c p.p -grorarca
cootent obt ircd by rcasoa of thc uro of providedr softrraG, rcbsirt, sorvice or afp, including
mobilo apps'.whG(hr gdrored by providcr o pmvidcd by IaA or itc usen, std( * rora.fo'
palots/guldiras. PII inclrdos ludir*t ldmtifi€.s, urhich b rny infomaion thag dtf,o rho.;
in rgglge' wuH dlry a rcaronabte pq,n b be lbre to idood& a sudod ro a rrasonabre
cerainty, Fa p.rpoccs ofrhis DpA, FBoodty ldaifirblc Inftmaioa sblll irclldo $o
cst gorios of infaEuioa liged in tlro dsfinition of Studcoth.

Provldm For Fryoeog of 6o sor,ioc Agreomoal tt,G E nr 'Rovi&f moms pwidr of digitrt
dncdidd 3oftwuG c ro^,iccq irrchding cbrd.brrcd san ic6, hr d,0 digitd se"gp,
TTqogat' md n*ie"d of pupil r.cordl wirrtin 60 DpA rh uu 'pr,ovidcf incuaos t" urmThid PstJf md tfio Ern "Opqlbd as rrcd b ryplicrbL C.lifrrnirffiScs.

Pqfl Gcocrad coolat Tt tm'pnpilsm.ncd conffi m..,s mlt'riab or oomrt crcod by
r ppilnuing od ftr tho pnpcc of cd,rortior irphdiag, hn nd rinrftoa to, erslys, rcccanir rcport,
ryffitio.' .'ldn 

9 
rrriting mraio c olhcr ardio 616, plrobgralB, vidoo6, {d 6um infomucioofu onablcs otrgoing orvnonhip of pryil oomem.

l5
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PupO nor&: Ltoaru boh of thc-folbwbg (r) Aly iofurnmion ttt dirtctty nlans o a plpit thrt is
1mlr"1odPEAmd (2)rry irtrorurtim-rcqrirrjdirocdyfrcmrhcpupiliro,ryht. usrlJf - -
ingusliooal softrra: c rpptbrims rrctgnod to to p6t ty a trrotr b-ortor LE1 cmpbyoe. For
tho prpce dttb eg!.,,arB Rpil R.oods oan * oc iap r Edr'tiond nooocu*- stiaorthoml lnftrmatim and cowrd Infuooiho, a[ of u,tich .. dc.ood stodd Dd. d tho F'tpos6ofhbAerffirt

servloc AgFcno.lt Rderr b rhc MyschoolBuclc cffii,t which thir DpA 
".,pprorcots 

lud
modi6cg.

llctool-ofrdd: For the purporos oftrir Agrmmt od pna,* b 34 cFR 99.3 t @) a sdroor
Offioiel is a canta& 0rt (l) Ferforrr ro tuntUmd irvloo or fimcim ftr c,tich il-lrcy;
inrtilntioo would dcnvirc,rc copto!r.6; (2) ls urd.r &o di*toonot oftho rglooy i
inmtubn with nrpoc b tG uro Ed DlioEo@ dodncrio r,cord$ d (3) Is ;bj; o 31 crR
933(a) gotqliag tb uscod rcdirctoarre ofpcrmdly idenrifi$lo -trn,tUcat
rccor&.

90.P1i9f el"ttbo rcquirmo of SOptrA worc rddcdo CtrFcZl, (coauming wi6
scctim 225t{) b Divirioo I oftic BusiBs ad Fioft$ions Co& Fhiing to Fiv.sy.

shdcot lrrtr: su&at lhra incl.das any &a provided by LEA or is u!G.", studsnB, c studorB'
ryt"/. gnTdiTs' thc is &criptivr ofrtc stud€nt irclding but nor li'rb.t'tq inramarioi uG
ordoat'r cdroaiml record orcmail. fir* rod hg nrlrc hoolc ddrcq tclophone uurbcr, coail
addrcss, c othcr infquetioo dlowing oolirr connc( dbciptim rtcods, vidcos, E* rlgllA
ryoc.iet oducrtim d4 jwcnilo &poodcncy rtcots, gndcs, ev.tu.tlmr cdniDd rEordt!
medical rcoods' he.lth rccor&, socid $ourity nurabcc, biornGtsb informaioq dic&ilitica,
sociocconoic infcmaioo, food prchrer, politfrrl dfiliaiors, rcligioos inftrmahn toart
mcsc'gos, documcots, sfrrdcot idontifiq scdch rctivity, photo6, voiac rtcording o gcoloortion
infcmai<n- srdoat Drrr ahell coaguhe pwit R.aoldr ht thepurporoa orthf lgn ."ot, ud
fc tho purpos of cclifmnh 

"od 
bd6rl hwa rd rrguhtioor. suacnt oerr as ryiineu in-

Exhibit "B' b coofnnd b be oolleced or prccoscd by thc providor p'arot o-ore scrvicos.
stldGdi 116 rhelt not condfub ttrat hfsoation thrt hs bcco rnonyuizoa or do-idmtlfie4 or
mmlm(xrs urlgo d.tr rcglrdiog 8 stUded3 use of prrovidcds !!rvh!&

fl)PtC (Thc SEdrd Uctr Pd9.s, CoDilfoD)E Refrn o thc noiond colhborarive of sdrook,
airoictx rcgioorl, uiodes and dalo rglaciss, polty rrrcrs, t& cpizdimg od Erlstskse
provklaG adeosdug rcrl-wol4 adeptrbh, od implcrmrnblc eohlior to grcrying d6 Fitrsy
axtNtola[s.

slurlcot Ptcraarl bfonnsdoa: 'stdeat Pilmd ldDmdioo" moaos infqmdion co[ocod thrursh
a sdrcol scrvioo tLt ponooally identiffes o indivltul strdant or ottor iafmatioo coltcciod od
meftrtaircd rbout !I idM&d sfid8ltt rhtt is linlod o infornratioo thn idcntiffes ra individurl
sorffi, G idGrrtifGd by fYchingm C@p.at Plovbin 2tA.6U.010. For purpoecs of thls DpA
Strdcot Poourt l[furdior is r,ftflld b rs Strdcdlh.
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snb*rlHng LEA! An LEA thrtras !q lsrty b tic odgiErl Sorviccs Agrcomenr and whoaccoplts tho E!vid6N,3 G€ncEt Oftr of hivrcy tqnrs.

subcontncior: For the purpoccs of this Agrqnont, tho tErm "subcootr!&'tor" mcans r lnrty othcrthsr LEA or Prrovidor, n ro pr,ovidr r..os ro. a.n *ru".hn" .-ry*r, .m.o, - ooor'#i- toopcsto atrd/c improvo its softrvr!, ind wtro hu rcoss o ptt. -

rraror law''dlry: Tsrglted .fi'lrtiliru Ecus pcs€oting !D advcrt&cnrcnt o a smrtcot whonc ftcsolc'tior offts adstirmcot ic bcccd oo srdd toimtdoo,-srd r*ords c ,od-t g;;-
cootcot c iDfq*d ovlr timo from the ,aag. orfu pmvios's wb.it , onli* s€rvic. o, ;bil.elicak o by $Fb $daa or flE ratioo orcucl stdcds *t*-"airiti* or reqr'st' ovor time.

Ilgl$ l}cr.n TTd !,q] -f!"aprovkbrofdigiar odudiomr softrrarcc scrviocs,
.oo,'',r,'rg ctoul.Deaod rrvi4 fo fu AglUl st(rga, mrltrgofr*t, od rttricval of prpil rGcor&.
Howovcr, fot tto pnpoeo ofthb fuiwrt, ootorm *nifu nrry" 

"rr* u$dro irdicdo lhepmvider of digitEl edrcdidrl softwuo or rqvica is rcphocd ti tlo t , "pr*ru..."
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DIRECTIVE FOR DISPOSITION OF DATA

lrvine unified school Districr dirccrs HEARTLAND pAyMENT sysrEMS LLC. dba HEARTLANDscHool soLUTloNS to dispose of da.u ob.ined by provider pursuant to the terms orthe service
Agreement between LEA and provider. The terms ofthe Disposition are set forth below:

Extent of DfuDolition

Disposition shall be:

]. Partial. The categories to be disposed ofare as follorvs:
Personallv ldentifiable Data

_ Complete: Disposition extends to all categories ofdata.

Ne ture of Dismsition

Disposition shall be by:

{ Destruction or deletion ofdata.

_ Transfer ofdata. Thc data shall be transfen€d as ser fonh
in an anachment to this Dircctive. Following confirmarion
t-rom LEA th8t data was successfully transferred. provider
shall destroy or delete all applicable data.

Timins of Disomition

Data shall be disposcd of by the
following date:

{ As soon as commercially practicable.

_ By (lnsen Date)

of Disposition of Dam
Authorized Represenrative of provider

Mav 6. 2020

Dare
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EXHIBIT "E"
GENERAL OTFER OF PRIVACY TERMS

L Offer of Terms
Provider ofTers the same privacy prolections tbund in this DPA between it and lrvine Unified School
District and which is May 6, 2020 to any other LEA ("subscribing LEA") who accepts rhis ocner'l
offer through its signature below. This Generar offer shalr exteni onry to privacy protectio;;;J'
Provider's signaturc shall not necessarily bind provider to other terms, such ," pri"i, t",,,, o.
schedule ofservices, or to any other provision not addressed in this DpA. The itovider and the
other LEA may also agree to change th€ data provided by LEA ro the provider in Exhibit',8" to suir
the unique needs ofthe LEA. The provider mav wirhdraw the General offer in rhe event of: ( t) a
materialchangc in the applicabre privacy starues: (2) a materior change in the services and proiuct
subject listed in the originating Service Agreemenr: or three (3) years arler the date ofprovider's
signaturc ro this Form.

SYSTEMS LLC. dba HEARTLAND SCHOOL SOLUT|ONS

Date: Mav 6.2020

Printed Name: Jeremv Loch Title/Position: SVP & General Manaeer. School Solutions

2. SubscrlbiDg LEA

A Subscribing LEA. by signing a separare servicc ABreement with provider. and by its signature
below, accepts the General offer ofPrivacy Term. The Subscribing LEA and the provide;shalr
thereforc be bound by the same terms of this DpA.

By: Date:

Printed Name: Title/Position:

EXHIBIT TO TIIE PERSON AND EMAIL ADDRESS LISTED Bf,LOW:

Name: Shellev R. Lorren

'fit[VPosition: SeniorSalesOperationsSDecialist

Email Address: shclley.lonen@e-hos.com

l9



Exlrrnrr ,,rr'
DATA SECT.INTY REAUIREMEI.TTS

Please rcfemoce the attached documenB:

1. Heanhnd School Solutions Dafa Seourity and hivacy plan
2. Heartlard McEic Cloud DieosE Roow.y plra
3. MySchool,Apps Data Sccurity and privaciptan
4. MSB Privacy policy
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ll..rthnd Sdrool totrttorE Drtr S.(ltrry.td prlyecy plen

ArpGe
Ihe purpo- of thb dooment b b descrbc t}t plan br ensuril[ thet confiffial rh entrusted to i|e ruand
Sc'hool Solutblrs ('ilsSr) rernalns secure-

Scopa
Thb Phn rppliels to $c Dlsttlcfs confidentlal drt th.t b stored within tft! Mysdrool8udc .rd lhcred Mcs ard
Mo6alc systcms' To Ure e,.Em Di5trlct has the instrlled i,ersbn of ltss ssftrvare, Dlstrlct is rcsponslue for the
informeuon s€cufi of lts d.ta.

Elecrfftra $mttl.rv
]lSS malntaim induttsy standard adnlnbratve, teclmlatl and pl$kal saftCuar& to p]!t d the cotifideotHity
of informeuon traNnltted onllne, lndudru hrt not llmhed to en r)?tbn, firtralls, password protecdon, and
sst (sscur! sodc|ts t yerl, Hss hr3 lmeurnem* goaies and pr8ctlces tftat Effect a wrlety of s€c1r7tty
stan&rds, as rell E6 appllcablG laffi end rqulatlorE, rdadrg b tio securtty end sateSuardrg sf conf,;rentat
data' Howwer, no precruuons, means, trarGmlsslon uslng tlrc lntefiret, or storagE qrsEm ls eb60luEt, loor
secure. For thetc rB60tis, Hss cannot guarante€ absolutc security o, tha DisHcfs confidenthl date.

Shrllu CofifrdontH O.tr
tlSS complhs wlth the llmatadons ln FERPA, and do€s not share strdent data wfth any thlrd p.rty tor msrlcdns
or ad!€rtblng purposrs HSS usai aodldentlel drte only for the purpces ldentffed ln tfie agrcemelrt wlth the
txstdct. such pu,pos.3 mey Equlrc th.t tfte conffdentbl data be shar€d ut$ drhd pard6, lndudtrg financtal
entites that facilltats fte f,ow of ftmds toy'hom the Dbtrlct HsS abo complhs wtth all appltcaue snare t s,
lrduding ile Yorfs Educzthn lrw and the Cdlbrnla Consurt$ prt acy Ast

Pmrnt' 3l[ ol lf,lrts
ilss may rnter lnb agGamcnts uul$ Dktrlct-iirurorhed perafiB, $rardlsns, or other uscrs eccesirlg the
MySdoolEucls Ctc {ollcclvely'Mvsehool&sks Parcnts"), ilotrrtthsbrdlrg any prwldon of tte anennnt
betrveon iffihoolBocb PaEnB .nd HSS b the €ontr.ry, lllis adhe.Es to the frlbt/lu par€rtt B t ot ngrS:

L t6s ulll nd sell or nlcase a strdenfs penonally ldeillfrHe lnfuimadon fur any comrnerclal purpose.
2. PatenB ha}t flr€ rEltt to lGpect and rrvbl tlre omCeE corEnt3 of their drllds educatloo reord.
3. State .nd trr.l lils p(oed th. confidenthlltV of personally klcntfiable lnturm.do]l and t{ls us.s

saftgr.r..ds essoct H wtt'l indu$ry n rdrds ard bcst pratflo.s, lrdudln3 hrt not llmiEd to,
encryptlon, llr*:lls, ad pcrod prctectbn, when deb ts stor€d or trarfu by HSS.

4. A comdets lbt of all stud.it dlt dment' storcd within tfte lEku.nt softtrar€ wlll be made available
upon rcque5t

5. ParcnB have the ,Ett b mak dnplalftB abqlt posslble brc.dres ot stud.m det8. $dr @mplatrB
should b€ seit b dtc pctal addrrss ltrd und€r Gontsct u3 h the f,Ilt,ecy Ponsy on the Myschool&dc
uueb#, located st trups://ww.myraolbuck$con ter/edgdprh,acy.

ltnpltlncl$rdon - Olt Sanrlt,
HSs hss lmdemefited numercus sacurity inltiatfues deslgned to ensuE comdlane with appllcable laws and
contr.cB regatdlng deta secorlty. Orr lntemal cont ol processes are audlted br SSAE 18 certhlon, and u,€
are cenlfled as cartlfied as a [eirel 1 Sen lce Prwlde' with the Prymeflt Card hd$try Dsta Seclrrlty Standards
fPicl DsS'}. PO DSS wa3 darcloped to encour.Ae .nd enhance cardholder data securltv and hdlltaE dte broad
.doPtlon of condstert dsta seerrlty measuns gbbrlly. HSS engrg$ a thlrd-party Clualified seorrlty Ass8cor
br annurl Fo comdbne adlB. 80tll the Dlstrlot ad Hss o€ed b cedfy po{ss qnplance to accapt .nd
prccess crrdlt and d.bft cE.d payments.

Coafidcatial
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FCI DSS lndudes the follolrlrE rrqulrem€nts:
1. lnstall and k €P uPdated . llrEuall barrcen the publlc netwo* and tic @nfideathl lnformrttorl2. chstEr vandoHltPdLd p.ssrrotds thst come rrlth network and lnformadon ptocecsirilg syslc11E3. saftgusrd the conffirar data sred br busincss p.rpqres or regurabrv pipoees. - '
4. Encrypt 8ll tr.nsmlssbos of customer date ou€r any putr{lc nenror*.5. irlalntaln rohrst antMrus softrara ln all systems"6. Devdop gnd maitrbin secur€ sYsErtrs d appllcadora.7. Limft acce6E to thc ofifidetrttal dste to .3 fttx prople as posslble on the .nced,to-knou/' 

b6Cs
wfthln yar buslness.

& lderfft ard autftentl* rmss b slsEm cdnponents.
9. Rc3trh physlcala."rc( to t te syneltts.
10. Tr.Gt and monttor aces b nstwort r€sosrces and Gonfideidal date.11. ne$larly teBt sccurity sysE rts and groess$.
L2. Malntaln e poltsI thet addr€sse! lnbmrdon s€ortty ,or all perlonnel.

OdlcrOrtr

IE+-!l"F P.r€rG may supdy data, lndudt[ corfidgldrl d.b, to cEte the riyddlool8ucts sen rca. The
MvschoolBucb r.rms of usa .nd prfurcy FdlElca tolEm the cl.rttE of drts iupplrd'uv luvsorouaraa
Parcnts.
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Fleartland

Scope / Purpose
Ihis document provides information regarding the Heartland School solution's Mosaic cloud Disaster Recovery
Plan (DRP). A disaster recovery plan is a documented process or set of procedures to recover and protect
business lT infrastructure in the event of an incident compromising the Heartland data center supporting Mosaic
cloud. The objective of a disaster recovery plan is to minimize downtime and data loss. Minimi2ing downtime
and data loss is measured in terms of two objectives: the recovery time obiective (RTo) and the recovery point
obiective (RPo). The recovery time obiective is the time within which a business process must be restored, after
a major incident has occurred, in order to avoid unacceptable consequences associated with a break in business
continuity. The recovery point objective (Rpo) is the maximum acceptable amount of data loss.

Objectives
Recovery Time Obj€ctive: 5 minutes

Recovery Point Objective: No data ioss

Recovery Strategy
The recovery strategy includes full and incremental backups, data replication and automated failover from the
primary data center to a remote DR site, provided the primary Dc is still functional. Real time production data is
replicated in asYnchronous mode to database servers at the DR location supporting uninterrupted processing in
the event of primary server failure. Key highlights:

. Full nightlv database backup within retention policy

. Transaction log backup performed every 30 minutes within retention policy
o Primary 0c Database server redundanry (synchronous mirroring on the Avairabirity Group)o Secondary DC Database server redundancy (asynchronous mirroring on the Availability Groupl. High availability SAN

. Web/Application server redundancy using a load balancer network device. Virtual server re-provisioning with a 24hr recovery window

' 24 X 7 NOC monitorinB, arerts, on ca[ operations activation, ful ticket tracking. Major lncident Response process

ln the event of a specific web, application or database server issue, failover is automatic and instantaneous. lf anentire layer is rendered unusabre, fairover of the entire rayer at our remote secondary data center isinstantaneous Failover in the event of catastrophic event rendering our primary data center unusable, a Maiorrncident Response Team wi'ensure recovery in our secondary data center. system performance, in any DRrecovery scenario, will be transparent to our customels.

L.sr Upd.r€d: 11/15/2016
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Major lncident Response Process
ln the event of any major incident affecting Heartland School Solutions Mosaic Cloud customers, a Maior
lncident Response Process is invoked ensuring rapid issue ldentification, Diagnosis, Containment, Resolution and
Recovery. ln addition to automated processes that respond directly to disaster recovery scenarios, Heartland
has the people and processes in place to ensure maximum system availability 24 X 7.

Heartland School Solutions
Major lncident Response Process (MIRP)

tujroFi i.Donad Olcl.

M.jo.lllcldcnl i€.pon ! P?o(.r'

ldm addr
0i.9rE6n
CoiuiYrdrl

Rool C.u.. a Co.rlqrv. ac0o.
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Heartland MySchoolApps Data Security and privacy plan

Purpose
The purpose of this document is to describe the plen for ensuring that protected data entrusted to
Heartland remains secure.

Scope
Heartland is responsible for protecting data for our hosted service otferings, including MyschoolApps.
Hosted services are those that process data off customer premise in Heanland managed data centers.

Eracutlve summary
Heartland seeks to ptovide a secure computing environment for its hosted service offerings. Heartland
maintains reasonable administrative, technical and physical safeguards to protect the confidentiality of
all information transmitted online, including but not limited to encryption, firewalls, password
protection, and Secure Sockets Layer (SSt) and Transport Layer Security (TLS). Heanland has
implemented policies and practices pu6uant to various security rules end regulations relating to the
security and safeBuarding of protected data.

Definltions
"Personally ldentifiable lnformation" or "Pll" refers to data that is classified as confidential by State and
fed€ral law and is therefore considered "protected Data". pll utilized by MyschoolApps is limited and
includes the studenfs name; the name of a students parent; guardian or other family member; the
address of a student or a student's family; rrarious meal program eligibility conditions and income.
Heartland meets or exceeds requirements for protectin8 personally identifiable information as defined
by the Family Educational Rithts and privacy Act , 20 u.s.c. 1232g, and the Health tnsurance portability
and Accountability Act, 45 c.F.R. Part 160.103. Heartland will use data collected for the purpose of
fulfilling its duties under the Heartland 5olution license agreement, and will not share such data with or
disclose it to any third party except as provided for in the agreement, as required by law, or if authorized
in writing by the District.

Oata Secu.ity
Heartland will store and process MyschoolApps date in accordance with commercial best practices,
including implementing appropriate administrative, physical, and technical safeguards that are no less
rigorous than those outlined in FIPS PUB 200, to secure such data ftom unauthorized access, disclosure,
alteration, and use. Heartland ensures that all such safeguards, including the manner in which parent
and student data is collected, accessed, used, stored, processed, disposed of and disclosed, will comply
with all applicable federaland state data protection and privacy laws, regulations and directives, as well
as the terms outlined in the MyschoolApps privacy policy.

ln the event of a security breach, if permitted by raw and raw enforcement, that resurted in
unauthorized access to or disclosure or use of system data, Heartland will notify the appropriate districts
in writing, fully investigate the incident, cooperate fully with the district's investigation of and response
to the incident, and use best efforts to prevent any funher security greach at Heartlands expense in
accordance with applicable privacy raws. Except as otherwise required by raw, Heartrand will not provide
notice of the incident directly to individuals whose Personally tdentifiable tnformation was involved,
regulatory agencies, or other entities, without prior written permission from the District.



MySchoolBucks Privacy Policy

MyschoolBucks PrlvsGy Policy httos://www.mvschoolbucks.com/ver2letc/cetorivacv ("site")

Last Updated: March 6, 2017

Heartland Payment Systems, lnc. ("Heartland,,, ,,we,,, ,,us,,, ,,our,,) ,ecognizes the importance ol
maintaining etfective privacy practlces. Among other topics, this privacy policy together with the site,s
Terms of Use explains:

1. What type of Personal lntormatlon we collect about visitoB or users of our websites, mobile
applications, and online services linked to this Privacy Policy(collectively referred to herein as
the "Services");

2. Ho$/ we collect Personal Information;
3. How we use Personal lnformation;
4. Who we share Personal lnformation with; and
5. How we store and protect personal lnformation.

By using the services, you accept and agree to the terms and conditions of this privacy policy. lf you do
not wish to agree to this Privacy policy, please do not use the seNices and do not provide any
information about you to us.

we will routinely update this Privacy Policy to clarify our practices and to reflect new or different privacy
practices, such as when we add new services, funstionality or features to th€ services. updates may be
with or without notice, and we recommend you visit this page frequently to review changes. you can
determine when this Privacy Policy was last revised by referring to',Last updated. above. Any changes
to this Privacy Policy will be effectlve upon postlng on this Site.

GLOSSARY OF TERMS USED

"Atflliate" meens a company owned and/or controlled by Heartland.

"Business Partners" means, collectively, third parti€s with whom we conduct business.

"cookie" means a small amount of information that a web server sends to your brcwser that stores
information about your account, your preferences, and your use of the 5ervices. some cookies are
temporary, whereas others may be configured to last lonBer. session cookies are temporary cookies
used for verious reasons, such as to manage paBe views. your browser usually erases session cookies
once you exit your browser. Persistent cookies are mote permanent cookies that are stored on your
computers or mobile devices even beyond when you exit your browser.

"Device Data" means information concerning a device vou use to access, use, or interact with the
Services, such as operating system type or mobile device model, browser tvpe, domain, and other
system senangs, the language your system uses and the countrv and time zone of your device, geo-
location, unique device identifier or other device identifier, mobile phone carrier identification. and
device software platform and firmware information.



oflolt.rdcimE trfrnn 00n" mans informatbn tfiat arorE cannot identify you, rndudrr€ data from
Coldes, Phel Ta$ and Web Beacons, lnd D6rlce Drt . on-laenU$ng fn#s$m ,"y i O.i,r"a
ftom Personal lrformaflon,

"odr6? SouEer" mcans sourc of informsdon that l€sBlly prolrid€ Heardand wttt your lnfurnation,
.nd nrhlch alr outslde the scopc of thls mtracy pdkl at ttt€ drne of colhc{on.

?artner or sdrool' mens a sdror, schoor dtstsrct or orEanh. on of scrroors or sdrcol dhrrcts br
whkh iterdand provldes the Sefltces,

'Forrod lnftanrion' means laiomadon ebo.n you that specrfic.lry tdentmes yo, or, when comuned
wlttr other lrtormerbn ne heve, crn bc used to idrntify you. Tftis rnairace tm uiord ryp* ; - -
|nfurmilon: 11) cortact rnfomaton, rncftedrlg your name, posrtsr eddr€sses, emril aaa-dres, tehphone
nuns€rs, of othe' addresses at srhkh you arl ablc b rrcelye communlcatbrr, (2) fimnclal hflrnetbn,
lndudlng lniormadon cdhctrd frrun you rs need€d to process paymeots and badmidster your
partlcFsrdon ln the ssvrces. we coI€ct xrch rnbrmaum as von" irynr",,t ."ru nurnber, expirauon
date, and card verrfrcatbn number; and (3) demognphrc rnformail rebto t urry. fo cerori
school dbEhs, you .' thG pa'ot of . stud.nt n.y lbo ffwrde the ltuftnrs (lt fim1na hst *,t*r,
l2l sfirdem Henttf,cathr numb€r ard {31 rdrool aiarUlrig

'Pltd r.!. sd wcb S.corf me.ns uny t..pmc rm{es preed on web.rE pet.s or in qrr ernarb ther
alhw (ls to dGtemlrr nr{rcrdrer you hrve performeO speaflc acftom.

'Scrvbrf means the pymem tminob, re6elte6, mouL agp0cedons, or onine servlces owncd or
opetated by lhetbnd ad lts ffilbtes llnlcd b t ls prlvrry Polkl.

"veod m€ans, ollccunclv, thed pertb thet Frftm h.lnlss opcr?tb* on behalf of Herthnd,
s*h as transactio.r prmsrry, brtrry marfirE, omnu c.dms srntes (e,ma[, dir,,e.t ma[. €t"i i;pocessing and amlytice

]ITDEX OF IOPICS ADDRESSED IN THIS PRTVACY FOUCY

l. How Hcerd.nd Coll€cts lnfurmetton
2. How Headmd Uses hfunnetbn
3. Whcn and urlry thardand Dlsdoees lnfomado.r
4. se$fiofPenonalhfum.uon
5. D.ta Anqrymizetbn and Aggregrdon
6. Thlr$PaO Wet6hs and Sen lc.s
7. Your CMces
8. Acesdng Pslooal lnftrmdoni Retetrtbn d Deta
9. Sodaltaetuofls
10. Notice to nesHenB of Courtrles outsue the Unid Stat$ of Arnerica
U. Cdlromh prtyaq Rlglrts
1:l. childr€n,s prlEcy
13. Contact Us



1. HOW HEARTI.AI{D q)UECTS INFORilANON

we wfl @llect lnfurmstbiL lndudlrf per:onal lrfuinrdon and llarr.|dcrltifylrI lnfunDetoo when you
llrtlract sith us and the SeMc6, sldt G when you:

o acgess or use th! San h6;
o rEEBter. subecrlbet or crtetc rn account s'lut us;. open or rcrpond to ou? malb or communlcate with us;. prov{de tnfufrrl.uon b lnroll or p.rudpste in pro3rams provldrd on b.half of, or btethrr wfrh,

Sdrools or Busln6s partners; ard
. vkit any page ordlre tirt dlsCays our ads or content

we also my colhct Persooal lnform.tbn when you comact us vir ernatl or olr online drstogfler sewle
optlons

We may IEeh,e lnformdon from Otlr€r Soures. ttenrdard wlll use srdr lrrfonn tbn ln aordance
wtth .pplhable laus. sudr mrm.tbrt whgr ornblncd ri[r Farpnal trftrmdon colbcEd c ptnnded
ln thls Princl Pollq, wlll abo bc hrndled ln rcrordanB ut$ trb pdr,.cr porcy. wc .lso use cooLhs,
Plrelr88s rnd web BercoG, local slrarcd oqlctt frl.3r toots ano pqrrms o'k6.p rccorts, m.E yolr
preferencas, ard coll€ct ilol}tdefilfdu lnfurmauoo lndrdln3 Devle Ih ind your lnenctur ntth
the Servlces and our Busln€sr hrErars'mb slts'.

we use cookits thEt Goflt h srrlal flrbar! that alow rls to conn€ct your usc of tte scrvher wlth drer
liformadon we store about you ln your pi!frh or as Elated b }our lmeracdorr3 wtth the s€rvlces. we
use session ooddes on a terDporary basls, such c to mai€e your vlG* of patGa on the scrvlc"s. we
use Per*teflt hdes ior a number of purpqe3. $rdr !s rlHGv|tg ccrteln hrfunnton you havc
pratlously provlded (for enmplc, your us€r ld lf yqi .slad to bc r€ltrcltlMl rmmd* r"n
cookies elso telb us about the rnbde you were vlrltlq before you came to the seMr3 and tie
websltr }!u visit after you hare the Sadoea.

wh€n you acoe$ th€s pe$s or op",' €m.[ m€s6er€$ w€ usr pbcl Trgs and web ae.corE to gEr,"r.E
a notlc€ of that actlon b us, or our vandoB. These tools alhn us b m€a$rE rrsponse to our
@mmuniBtloru and improm thc SoMer

Devke Data may be cdhcErl whan yor,r deyloe hteract wtth the sewlces end Haartland, wen rf you
are not loggld rrb the servhes usllE yorr d6rlce. tf you halc quertlolE about the secr.rtty ana priacl
setd,f,s of your moblle d.vlc., plee- r.6!r to lnstructiorB from yoor mob e rerube prwliir or the
manufacurrcr of your devloe to lam how to .dJrEt yqrr setdngr.

'B€cause rE do ,Dt track our Site,s use6 orer Umc and across thlr&party srEs, re 6 not respond b
bro*rer do mt tract sEnab at this tlme.

2. HOW HEARTI.AND US$ I'{fORIt,lANOil

we (or our vendois or our behdfl, use lifonratioo odtecEd a6 descrlH in thts priracy polky to:. Op€rale, maintah and lmprove thc S€wlrs;. Fecllltate Eansac{ons you lnlt te or rEqu€st thrugh the Servbs;. Ansurer your ques0on6 and rBpond to yoor requcsts;



r communlcate and provrde sddrtroner rnformaflon trat mry b! of rfitc.rst to you @n@mir€
your drc.en Sen ices. Sand you ,€rnlnders, tdrnlcrl notloes, updatrs, searAiy aterta supfn
and admlnlitradve dr€ssaglr. scrvlce bull€dns. .nd iequesH lnfo.mr0on.

' I you eleEt b p.rfdpete. adndnHer ]qrard5, $n ey9, @ntests, or d|.r promotronar actirri6es
or e$enB spmsor€d by us or our Bu3ln6s parulers;

. ManaEE our everydey busln€ss nesd5, sudr as admlnlstra$on ofour Sendes, analytcs, fraud
pfiweatlon, and enfoianrent of our corporde llpordry obrEador's and r.rms of use, orto
comply witfi appltcable state .nd/or &rel la!fio Enhance othcr lnbnndm re htve about you dlGcdy or frofi other souEes to hdp us better
prsvide your 6en Se]vlces to you.

we also may use in ormation collecEd as descrlbed In thb privacl pdit urilfi your @nsent or as
ofierwise rBqulrcd by stats and/or fuerel bw. .

I. WHEI{ AND W{Y HEARII.AXD DtsCLOS€S II\IFORMANON

we (or orr verdors m our behalfl mry $er3 rour perlonal lnfumadon s! requlnd or prmltEd by the
Sdrool to pncyHe the sendo ln conpllenG! rvldi thc ftdeEl Fffilly Edrrc.tbn l nrchts ano prrwcy'Act
and/orodr€r app cabh sac and/or ftderal lar. ure may crare your persoml rrbrmatron:o wlth Sdrob tn whtdr the strdcnt ls or has been fill*ed.o with any llerthnd Afiltu wtrlch m.v only us€ tlE pe.roEt lnfurm.tbn forthe purpces

desaibed ln thb Prlvasy policft
o wlth ou vendors b prot ua satt Ess br ur and wfu ara regukEd b paotrct the personal

lnbrmtdon as prwued ln fib p?hncv polkt;
. with a Frdraser of lbarthrd or any of Hesrthnd AtrBate3 (or thelr Betsl;. b co.nply lith hgEl ordElt.d SoEflrlrEnt 

'lqursts, 
or as necd€d to support ardldng.

coanplhnce, and corporats gpvemance funcdma;o !o oralrt fraud or cfir*nd Bcthrlty, and to probct ou. r[ht or thoce of an] Afnliates, use6.
and Buslness P.rtners, or as part of legal proceedlngs aftdrE Head.nd,. in response to a srspoena, or simllar l€tal procEq hdudllg to law enbrcanrent agenciet
regulators, and courts in ttDr UnlH States and odrer cqrnt'ler nrfiere rc operate;. Upon yqr consent or elccdon to partktpate, wltt any thld partyfor any rcason.

4. SECI,RITY OF PENSO{AL INFORMAT()il

Heartlard ntaldblos 7l€sor*h admlnbtrathrc, trdrnbl and phHcal safrtua.G to prred ths
conftreottettv of ffinnnion mnemltcd mxne, lncfudttr brn mt imlted io encryptton, firervalh ald
sst (secur€ soc*ets Lav.d. Heeftr.rd h8 lmpknerod pollde .rd prdtbes porsuant to yarlous
securtty ruh3 and r€gubtloG r€hthg to th. seorrfty and sa@uarl.rg of payment c.rdholdef d8b,
Indrdlq the Papurt cad lndlEtry D.ta Scorrlty Si.ndaR s (pq.DSSl.

To erure that the onf lrdvlduals and e'ltdec f,rho can access kIsonal lnfonnation arr tho6e th.t hare
been speclfically authorlred by Heardsnd to e,t-ss peronal lnfunndon, Hcrdand has lmflemenud
mrious fiorms of autftenticadon to Eentlfy the spedfrc irdMdual who B accasslng the lnformadon.
lhartland lndMduasy deBmines thc rpgopriau leuel of saarity rhat t.Y l provlde the necessary led
of protedon fur the personal lnform-don lt malntahs. Hesrdand does nd allow any indMdual or
entlty unaldrentlcated access to personal lnbrmrtbn .t .ny Um€.



H€ard.nd is not lhue for loss rssuldrE ftrom tie bss of psst ,oadi dl.€ b usor nerfgEnce. r you beli€veyour pasoword hae been lo3t or comprEmlsed, se rroltmcnd ttrat vou irmcarery dldBr ;,; 
-

pssword.

5. DATA ANOimUZAnOil Alilo e55X56ggX.

Subject to your consent tr requl.ed by hu, we mey anonymlza or AtgEgrte your peEonal lnformatbn ln
sudr a uray as b ensu.e that you ane not ldendfhd or rdentlfiabh ftom rg ln orde, to use the
anorrymhed or aggr€!.H data, for emple, for smlsdcal analysb and adminlsffion lncludlnt
analysb of uends, b G.ny out .ctr.rbl rcdg b t lbr Eoducts and seMcc! antl to condua rbi
assessmrnt and .ndFls of costs and dlEBlg ln reLtlon to our producG end sewlca& we may share
anorynlzed or aggrcgated d.t wrth our efflrstss.nd witt othcrtfilrd pad€s. Thb pdlcydoes not
r€strlct our us! or sharirg of any noGger5onC, amirrrfud, d€rlyed, ..looyrnlad oi ilgffia 

-

lnfumadon (1e., volume+ toab a,.Iege+ eE ).

6. TIIIRX}PARTY WEES]TES AND SERI/ICES

rhls Prlvacy Polrcy only add.€ss6 t re use and dlschs,re of lnfurmadon ry H.ardand tlro€h yola
interactioo with tha scrvles. otls upbdtes ttat mry be acccsdbb thrugh llds fton the-SeG may
hav€ therr own prn ery staErnenB and pe*onar lftnnatbn cosecdon, use, and d&d*ur pracdes.
o.,' &dness P.rtmrs may abo hrc thcir wn prhr.cr st terienE wE €ncoures rou b f.mlllsrts
vou''en wrth dt prrEcy stfEmc s pmvrdEd by these drer puues prlor to prorrrihe them wrri
lnformEtlon.

T.YOUNc}l()rcEs

ln addldon, you nrry droos. to un$kcrrbe from pmrnotional ema mcssagae by usr,€ the uaubscrrbc
lr.truc oos rt the bottom of prfildd'a! 6m.[s. pb.5e note that mr r you r.rm&ocrtbe fronr
prormtbnal gnrll mcrsagsr, wc llr3r rdfi nred b @nta6 ydr ultl Important trd]Elctional infurm im
Glated b your account. For enmd€, 

"'r.n 
rf you lnw uns,rb*rDed fiom orr promamd -,"ii 

--'
msssg€6, re wl]l *lll send Vou conflnnations when yot uullze t le Sendes.

You may manry hou yanr bromcr hendres coddcs s adjusffrq its prtvecy and sac,rrty scttngs.
Brursers arc dlftrcng ro mfiar b lrrtrutdons rehad to yorn brorser o hem about coohercirted
and other prlrncy ad rearrlty setttrgs tlat may be erallabh.

You lltry maDag! IEU your rnotrih deulce and moblh brorrser rhere certain oevke orta whh Hcadand,
as wetl as how rour nroblle browser hardl3s c@rEs by adludrc thr grrraay and securitv settrnrl m 

-
your moblb devica Pho6e r€hr to instructb,r. prot lfu by your moblle ten lce pro{rider or the
ramrfacarrcr of your devle to hem how to adJust Vour setth$.

lf you wlcr b stop r€oelvlng offiEfs dlrccdy from our Bucnecs pertsrcis, wltfi whom pU hare ehctett to
partidpate, you can hllm the unsubscrrbe rnsrrruons in the emarb tha they seni you.

8. ACCESSING PERSOilAt lNF0RMAIpit; RETENTIO|{ OF DATA

For some of orrr seM€s, you may aGs, updatr and ddete information in yogr profile by loglnc into
your account and acceEslng your accoum profile.



lf you have quesdms or requcsts telated to your lnformruon, please contact us as set forth in Section
13 belour' wtlle re a,. re6dy to .srrst you, pre.se note thrt ure c.nnot arway' ddeta r€cords. For
example, we ara requhcd to rstaln r€cords a!ffin! b certah tran6ecdon3 invoftriB the scrvrc€s for
frnanclal reportlng and complhnce reons we will rctdn yoqr personc lnbnmtbn fur as lo16 as your
account ls ec v€ oms need.d to prwrde you wtth the sen rces and to malntarn a reod of your
transactbns for finandal r€portrE Flrpo!€s. ws w r rrtarn and u'e yorrr personc rnformation onry as
necsssary to comdy with our le6al obll8etlom, llcohtc dlsputas, and eofore orr agreements.

9. SOCtAtt{El\ir()Rl(s

Tte sen lces may be acoesdt G thro$h or co aln connacdons to a.las whclE yon may be abh b
publidy poct ffimcdm, ommunkaE wltfi o,trers grdr a dtscusslon boards or blq5 rcvletx prcducts
aod mercharts, .rd $tmlt m.dL cont€|rl PIbr b gocfrnt ln drese rrea+ plersa ned our Terms of use
car€fully- A[ the lnfomition you post mry bG accessrtilc to anyon€ u,rth rnEmet scaess, and any
PeisorEl lnfu.rradon you lnclude in your postlng may ba na4 colleced, anrl r.Eed by chers. ror
example, ff you post your emall rddress alot€ wltli . Frbltc rEst uirt ,€rrlcn , y', may r€cehre
u,lsollclEd m€ssag"s from other paitles you shouH avord puill4 poong pe.onal rnfonnatron or
ldentrylng lnformEtbn abolt thlrd p8rtle5.

10. ITOTIGE IO RESIDEilIS oF COU]{rilEs OUr$DE THE UIIIIED STATES OF Ai/iERICA

lf you lhe outsue the unhed stehe (idudq in tfie EEly'oll, and you uts tho sen{e6 0, pnovlde us
witft Parcqul ffim*ion dlrrcdy vh tfte seryle+ your lnftfil-tbn ull be hardhd ln acordance wtth
thls Prilacy Poncy. ry ushs the sewres c gMlg us your personal lrtrrmadon, rcu are drrecdy
trardefiitrg lorr Peronal hrform*on and llon-lffif,ebh hfuflrdlon to us ln the Unltcd States. The
Unlted staEo may not liaiE ifie same let d of dG pftrtecdon a lour Jwbdcton. Hmt er, you agr€c
ard co*ent to our o[ffii, tra*ftr, and prrclrg of your psronal lnbnnaton and Non-
ldedfrabh lnfonmtbn ln acoordancs llth thls ftlEcy Pollcy. You an sohly responsluc for comChne
with any data protcctlon or priacy outa0ons ln yor FrlsdLdon wh.n you use the se icas or provlde
us-rvi$ Per:onal lnformruon. Rlg.rdLss of wher: n tnnsfu tul' hrfurmatioo u€ sdll pmecr yurr
informatioo ln the manmr decrlbed ln thls P'lvasy Mlcy.

11. CATIFORNIA PRIVACY REHT5

Pursuant b sectbn 1798.8 of the Gllfonrla grrll code, rcsdErlts of caltbmla can obtah certiin
lniormatlon abqrt the types of peIsonal inbrm.thr tlEt @mperiles wlth r,ftom ttrey have an
established bucncss relaoonshlp harn shar€d wlth third pardc! ftr dlrec mrrt€dnt pu.pces durirE
tfte pecadirg calendar yoar. rn pardcubr, tha law prwides that oornPenl€o mu3t lnfu(rn Gon$me6 

-
abort the caagorle" of pe'3on l lnfurmrda{' tlnt han been sharcd wffi tftlrd pardes, ttre namB and
addresses of th6e tfrlrd pa.tfrls, ard eEnples of the types of seTylca6 or prDduct3 merlced by thoec
third p.rths- To ,€qu6t a copy of fie rnfornadon dtsdo$r€ provrdod uy xcaruau p,rsuant to secthr
u98J3 of the c.llbmta otdl code, fle6e oont ct uevbthe emall or addrcss statci aborc. please
.llorf,:lo days for a rcsponre.

lhertland complr* r,i$ cafffomh Asemt y Bsl ito. lss4 and c.ltb.nh senate Bill t{o 112r.



12. CHILDREN'S PRIVACY

Heartland does not intend that any portion of the Services will be accessed or used by children under
the age of thirteen, and such use is prohibited. The services is designed and intended for adults. By using
Heartland's services, vou represent that you are at least eighteen years old and understand that you
must be at least eighteen years old in order to create an account and utilize the services. we will
promptly delete information associated with any account if we obtain actual knowledge that it is
associated with a registered user who is not at least eighteen years old.

13. CONTAST U5

The Site is operated by Heartland Payment Systems, lnc.
Our postaladdress is

570 Devall5t., Suite 202
Auburn, Alabama 36830

we can be reached via email at suooon@mvschoolbucks.com or you can reach us by telephone at !
855-832-52?6.

lf you feel that this site is not following its stated information policy, you may contact us at the above
addresses or phone number.




