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Carmel Unified School District

GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms
Provider offers the same privacy protections found in this DPA between it and Oak Grove School
District and which is dated 08/12/2019 to any other LEA (“Subscribing LEA™) who accepts this
General Offer though its signature below. This General Offer shall extend only to privacy
protections and Provider’s signature shall not necessarily bind Provider to other terms, such as price,
term, or schedule of services, or to any other provision not addressed in this DPA. The Provider and
the other LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to
suit the unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (1)
a material change in the applicable privacy statutes; (2) a material change in the services and
products subject listed in the Originating Service Agreement; or three (3) years after the date of
Provider’s signature to this Form. Provider shall notify CETPA in the event of any withdrawal so
that this information may be transmitted to the Alliance’s users.

Provider, Ge
BY: Date: 08/12/2019
Printed Name: Andrea Bogardis Title/Position: Educator Support

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Subscribing L/EA;{_\
BY: . Date: 0\ J \O ‘J 20

Printed Name: 111 \EE@J Title/Position: !Nterim Superintendent

T EPT THE L. OFFER, THE SUBSCRIB LEA T DELIVER T

Name: Andrea Bogardus

Title: Educator Support

Email Address: contact@generationgenius.com
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CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

Yersaon 2 0 ( Scptomber 26, J01K)
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Thes Califerma Studers Data Proveey Apesment ("DPA™S 12 owtered 180 by and betwoes Ow Ouk
Grove Schosl Districs (beresrafier nefored 1o m "LEA™) and Generstion Genlus, Inc. 1hoocwafier
referred 10 o “Provader™ on S 112019 The Partics ageee %0 e terms 35 scaied herewn.

RECITALS

WHEREAS, wee Prosyder ban agreed to peovade the Local Ldwcabson Agoecy (LEAT) sl oo
dagiial educioonal SET¥ces {TSOrvices™) pursheet 1o 3 comersct darad SETL2819 ¢ Servace Agrosment T,
and

WHEREAS, in ondor 1o provade e Servaces desonbed in the Service Agroeocsk. the Froveler mary
rocerve or creane, sl e LEA may peovide docomsctas or deia twi are covered by siversl federal
stabutes, sshong them, the Famsty Bdocanoned Raghis and Privacy Act TFERPA™ It 0 USC 1233
i34 CFR Pant 99, Children's Qabae Privacy Protection Act ("COPPA™L 13 USC. 6501-8506,
Proweccion of Pagel Righis Amendocnt (CPPRA™) 30 US.C. 12320 and

WHEREAS, tee documents ssd Sats trasaderned froen LEAS and crested by the Providier's Seevices are
ulso subyect 10 Cakifornes stsic sindonk privacy laws, inchading AB 1584, foomd &t Califrnia Educanon
Code Secuon 49073 | and the Studest Ordaie Perscesal Infoemation Proteetson Act (“SOPIPA™) found =
Californma Business sad Professions Codie sectsia 22584 i

WHEREAS. for the purposes of s DPA, Provadkis i 3 school offseial with legibanaie educations)
sAcTests in srcessing educalonal rooonds permisnt 1o Gie Scevice Aprecment; mad

WHEREAS, the Partios wish o enter svio Une DIPA 1o ctweer it the Sorvics Agreetnen confonme

the egeevescets of the povecy ey referred o above and ¥ esablinh inplemenung peocodires mnd

WHEREAS. the Provider mary. by sigag the “Genoral Offer of Privacy Terme™ (Exhebet “E™L agree 10
s other LEAs s Califorwes the opporsesaly 1o scoept snd enjoy the beaefins of us DPA for the
Servces described herein, withous the tead io pogotisc sores o & sperate DPA

NOW THEREFORE, fur pood and yvalweble consideration, the parties agree as follows.
ARTICLE §: PURPOSE AND SCOPE

1. Purpee of DFA. The pwpose of thas DPA = lo descnbe the dutioe and resposwibilnes o
prosect stadeni deis wwsmabed % Provdee from LEA poruant to e Servme Agracoent,
waludng complumce with all agpbcable satuice. mcludmg e FERPA, PPRA, COPPA,
SOPIFA, AD 1584, and clisor apphcable Calaformia Staie vy, sil 4s may be pinended from time
10 tent. I perfonming these servies, B Prenwdior shall be conmdered & Sohoo! OfMiomt with »
kginmase educancmal inierest, snd perfoaming servces otherwise pronided by e LEA W
rougtct Yo the use s maintscance of Sedeni Deta. Proveler shalt be i e direet comtrol
and sepernsion of the LEA

; pai. Pranided The Provader das agread to provede the followsyg digal
mmﬁmwh@&%ﬂum&mwnm
herein.
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Online subscrpiion 5 science Yideos and fessons

Simdend Dats alded. The Partes shall indwate the cmegones of stadent dats 1o be
thmMﬁdeMWouw*_a_

DPA Definitiens. The defrurion of strs weed m this DPA s found o L LT 1o the overt
of 3 conflact, & fmtsons used i tas DFFA shall srevanl over b used in She Service Agroement.

ARTIHCLE 11 DATA OWNERSHIP AND AUTRORIZED ACTESS

2

Student Data Property sl LEA Al Sosdent Data tansmined w0 the Provider punusat 1o the
Senvice Agreement is sad will continue to be the property of and under e control of the LEA
The Pronider funther acknowledges and agrees that all copses of such Student Data tranaminied w
the Pronvider, including sy modifications o addinons or sty portion theroof from amy source.
are subjoct 1o the pronisions of this Agreement m the same manner a8 the onginal Stadess Data
The Parties agree that as between them, all nghts, including all imtelioctual property rghts in and
0 Stadest Dats conteraplated per the Servace Agreement shall remam the exclusive property of
the LEA For @ purposes of FERPA, the Provider shall be conmdered a School Official, under
the control and dwection of e LEAS & i pertams 10 (he wse of Student Data notwilbstanding
the sbove Pyovader may transfer pupil-gencralod conlent 10 4 separsic socomt. sccordng o the
procedures set forth below

el Acteis LEA @all coablish reascaable procedures by wihich 2 paront. jogal guardiam, or
ﬂ:gmwmm may revicw Stadest Data 0 the pugel’s reconds, correct erronocs information.
and procedures for the ramsfer of pupli-generated coment 1o a personal accouns, comsistont with
the functionality of services Proveder shall respond i 2 timely masocy (and no later than 45
days from the date of the roguesti 1o the LEA's request for Student Data in 2 pugel’s records held
by the Provader 10 view o cormect as necessary Io the event that a parent of a pupl or other
indrvdual contacts the Provider 10 revicw sy of the Student Data sccossed parsuant o the
Services, the Provider shall refer She parest or individual to the LEA, who will follow the
necessary and proper procedures regardmg the requested informanon

Separale Accumsd I pupi) penerated coment m sored or maimtained by the Provider o pant of
the Scrywes Sescribed i Exhibe “A” Provider aball, ot the nequest of the LEA, warafer sand
pupnl genersted content fo 8 scpandic  student account spon Serowmation of the Service

Agreoment, provided, however, such transfor shall only aply v supsd gonerated content that s
severable from e Service

Ihird Party Reguest Should 8 Thued Pasty, incheding law emdorcement amd govermment
emites. contact Provider widh a roquest for dasa beld by the Frovader parsuant %o the Servicns,
#e Provider shafl redwoct the Thard Party w0 requess the dats deoctly from e LEA Provades
all notsfy the LEA 1n advance of a compelled disclosure 10 2 Thed Party

Subgrocessars Provider shall enter meo writien agreements with all Subprocessors performing

funcons pursusst 10 the Service Agreement, whereby the Subprocessors agree 10 protect
Student Data 18 manner consastent wich the terms of thes DPA.



ARTICLE HE: DUTIES OF LEA

4 ampliance LEA shall peovude data for the purposes of & Serviie Aprowment i
Mvm:& FERPA COPPA, PPRA, SOPIPA, AB 1584 snd all other California prrvacy

1N g ol Righis 3 the LEA has 5 policy of dischonsy aducenon reooeds wadee
H’SPA am §ﬁ 3§ {sii!ik LEA shall incitade & sgoeificaiuon of ontens for deverenmeng
who comsiitisies & scheol officisl and whet Cconntersies & logptinsic cdacabonal witerest b
Anausl notifacateess of Nigas

Precamttoss LEA shell ke ressceable procusbons 10 secuy usersams
mwm mhmﬂﬁmmmmﬁxmgmmdhmﬁm

‘A ) s LEA shall notify Providis prosspily of say known o
mﬁ“mmém LEA wall sesnst Provedie: s any offorts ¥y Proawies o investigaie
and respond 10 any ukesihieized accses.

ARTICLE IV: DUTIES OF PROVIDER

I

b

Priecy Compliance The Provider shall comphy with 2ll sppbcaile st and federe! lows and
reguiasnond pertumng 10 date prevacy asd securvy, mcledmg FERPA. COPPA, PPRA. SUPIPA,
AR 1584 mid il ccher Cali{omms privacy statuies.

hocied Use The dets dbeerad pursest 10 the Service Agrocmens., s hudug porsisient ussiqes
mmwikmaﬁmmmmmmwmﬂw%wam
And of sthervue mabotiind usder @ statencs reberrad 6 i sbsoction ¢ 1, shove Proveder alse
schnowntsdpes mmd agroes thet o shall wol make any ro-dhaciossy o mty Siadent Plate o sy
portion hercof, imfuding wilout lemetstion, mets dsia, wect CoMciR o oy Ban-pubhc
wfotrastion s ov perscnally slosmliable nlocriabion costarnad 1 v Student Duts, wishoot the
xpress witisa conssnt of e LEA

fsex. Obligaiiens Provaber shell requare all employees mad agents vl beve aviees o
WMwwmmwgmmd&mﬁ?&Mrmimkmm
undct the Service Agrecment.

achimagy De-westified mformanon wey be usad by s Provsder for the puposes of
%W macwrch, ard improvement of edecibonsl paes, seraces, of Applicenons. as ey
ather mwcssbox of the peblsc o pacty would be sble W0 uw de-nivassliod dats pursist 8 34 CFR
9931y Provider agrees B 10 MBeTapt 10 recadenilify de-udeserficd Studerd Dista snd not o
tromber de-sdevitifbod Sosdent Dwis 0 aoy perty walce (3) that party agrecs m wniling st o
stigm re-dentification, and () pror wvitice soboe s bees groew 1w LEA who hes provided
grum writen comet for such tremfoe Provider shall wot copy. rependuce o transmt ey deis
obished wadet B Service Agreomeet amd or any pevtion Weered, ciospl me necesary lo flfill
he Servaee Agroemen

Dispasition of Dats Upon writicn regues and s scconlence with W spplicable serms n
m@wam Prowider il dispose o dede all Sandont Dasa obtsssed under the

i



Service Agreement wiwm ol 15 80 longer aeofiod for the purpose for which it was obtuned.
Desposinon shall inchude (1) the shredding of any hand copies of aay Stadent Data, (2) Enssing.
or (3} Otborwise modfying e personal information m those records to malke it enrcadabie or
indecpherable by haman or digital meams. Nothing m the Service Agroement  authorizes
Provader 1o mauniam Stadent Duta obtamed under the Service Agreement beyond the tme penod
ressonably needed 10 complete the dsposition. Provider shall provide writien sotification 1©
LEA when the Student Data has been disposed The duty 10 dspose of Stadent Data shall not
extend w0 data thae has been de-identified or placed in a separate Stadent acoount, parsuant 10 the
other terms of the DPA. The LEA may employ a "Request v Reoarn o Deletion of Studen
Data”™ form, a copy of whch & attached beveto as Exhidet “D” Upos recent of a request from
the LEA. e Provide will snmedately provade the LEA wilh any specified portion of the
Stadent Data withun \ew (10) calendar days of receipt of sasd request.

2 Partd Dispossl Dering Term of Sevvies Agrivment Throughowt the Tam of the
Sernce Agroement, LEA way mquest pertial dupossl of Student Dets obaained under the
Senvice Agrromen: dhat v 2o longer nesded. Parual disposal of dacs chald be subject to
LEA's reqeest 10 tansfer dasia 10 a separste acoount, pwrsuant W Arixcle 1L sechon 1.
sbove

b Complete Disposal Upen Termination of Service Agreement Upon Tormemation of
e Service Agreement Provuder shall dispose or delcte all Seadont Duta obtained under
the Service Agreement Prioe to dupositson of the deia, Provider shall nouify LEA n
writing of s option 1o transfer data 10 & separate accoust, pursuant to Amicie [, section
3. sbove In no event shall Provider dupose of dats pursaant 50 By provision usless and
e Pronadier bas recerved sffemative written confermance from 1LEA that Stz will nen
Be ramferred 10 a separsis sccount

& Advertising Probibition Prowider is prohitvted from using o selleng Sosdent Dats w0 (3) markes
or advertise W sudests o familics pesrdiams, (b) mform, mfluence, or ensble markctmg,
sdvertising, of other commercial efforts by & Provuder, (¢} develop 3 profile of & wadest, family
inomber guardan or group, e amy commercial purpose other than provding the Service W
LEA. or 1d} use the Stodent Dats foe the developrment of commercial products or services. other
thas s necessary 10 provide e Service 0 LEA This secuon does sot peobing Pronider from
using Studem Dwta for adaptrve icarmeny or cwstomired stdent learming purposes

ARTICLE V: DATA PROVISIONS

. Duts Securfiy  The Provader agrees 10 sbode by sad mameain adoguatc &sls socumty measeres,
comuasters wnth indesoy sundards snd lechsology best practices. o protect Student Deen from
snsuthorized decloswre o acquisition by an unasthoroeed penon The general secwrity dates of
Pmtd«mtﬁfcﬂhbcb- Proviader may further detail s securnity programs gnd measures =
il "5 herese. These measures shall include, bat are not lensed 10

s Pewwerds and Employee Access Provider shall secwre usornames. passwords, and anry
other means of puning sccess 10 the Services or 1o Studemt Data, at & level suggesied by
e spphesble sandards, s sct forth i Article 4 3 of NIST B00-61-3 Provider shall ondy
provede access 80 Stedem Data o cmployees of contracton that we psrformung the



Services. Employoes with aocess w0 Studert Dets sdall hery sigmed confidentialary
agrecenents regarding sid Stdent Dags. AN omployoes with accese 10 Stadont Reconds
shell e subject 30 crnmenal bockground checks m complismos wwh sisie and local
ordinances

b Destrmctios of Dats Provider shall desiroy or delete ol Student Dtz obésined under the
Service Agreemans when A is oo konger needed foe the purpose for which 1 was (btained,
o wansber sand dois 0 LEA or LEA's deosagnes, sczonduag % the procedure idenufied in
Artiche TV, section S sbove Notheng in the Servace Agreemment suihonoes Provder 1o
mantsen Studert Data bayced the time porsal reasonsbly noeded 1o complree e
dispostn.

¢ Secwrity Protocels Dotk pertics agree 1o mamisin secunty prolocols that meet indwitry
sanderds an the transfer or tranermissson of any dats, including cossning et deis may
only be verwed o accessed by pares legalty allowad © do wo Provades shall meoreain oll
dese cltained or generaicd pursasat 1o the Servce Agreemont w ¢ weure dighal
emronment snd 00t copy, reprodace, of trsmi deks obtaseed pursusnst W the Servace
Agreement, except as necesaary o fulfil) de pursose of dets reguests by LEA

d Emploves Trslalug The Provader shaill prosade persadic secunty sty W0 those of #s
employoss wha opersic o hare scocse %0 the sysicme Fumther, Proveder shall provade
LEA wulk contact informsioon of an employer wha LEA sy costact if thece are any

WORHY COMTING OF JRNHIONN

¢ Seeurdy Technolagy When the service 15 aiessed using & suppurind wob browser,
Proawder shall smploy mndistiry standerd messawres 0 peooect dess from unsuthoneed
scteia The semace oty sseaaures shall aciude server ssibosdoanon and deix
encryplion Prevuder shefl hoet dain purses 3o She Scivecr Agroement in 1 envwonment
auing 3 fwewsil t s wpdaiod acoording W indesiey stasdards

t  Secwrity Coordimeser. It differoss from the dowgnased repraseniine identified n
Anxcle VI section 3, Provider sball provade the same and coessct wsiormadon of
Pronder's Securmy Coordinator for the Stodemn Data received pursusnt 10 the Service

§ Subprocemars Bound Provder sl onicr wao wriltem apecments  whereby
Subpeovessons agree W secure and protect Sesdent Dmts o & menner consient witly the
troe of dhes Avgle V WMW@W&«M&%W&W
mxnitining and sssosstvents of Subpencessaes i dotermune their complance with s
Artiche

b Perfodic Risk Assessment Frovider Farther ackaowtodpes snd sgrece wo comfuct degital
udeniified seowity sud privacy sulnerabilitees o o timely manner

2 Dinip Begath In the evest b Studem Dot s srcenred or obsiined by am unauthonaed
wdividusl, Brovider simil grovae notificsbon ke LEA wwiles 5 ressonsble aoxunt of eae of O
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mosdont, and not exconding forty-cught {481 Bours Proveder shiall foliow dw fellowing process

& The secunty becach notificatson shall be writtes m plam langsage, shall be htfed “Notxce
of Data Breach ™ snd whall present the information described berein under the following
headmgs: “What Happened.”™ “What Information Was Invedved ” “What We Are Domng,”
“What You Cam Do” and “For Maoee Information * Addmonal imformation may be
provided sa 8 sepplement o the sotcs

B The sccurty dweach aotificaticn descnbed above in section Jia) shall include, 2t »
ménumum, the follewing nformaton

i The name snd contact information of the reportintg LEA subject 10 G section

it A hst of he types of persomal informanon that were of are reasonably beleved 1o
hane Bowr the subpect of a bepach

i If the mformation « possible to desermune 8 the ume the notice is provided, then
either (1) the dase of the breach, (1) the estimaned date of Be breach, or (}) B
dase range within which the breach occwrred. The natification shall aise inchade
the daic of the mohice.

. Whether the notificance was delayed as 8 eesult of 3 Lw enforcement
wvestigation, If that information s possibie w detcrmine at e ime the notice »
provaded

V. A gesensl description of the breach incident, if dal informabion w possible o
determine st the time the notice = pronuded

¢ A LEA's discromon, the socunity breach sotficaiion may also mchsde amy of the
following

L informanon sbowot what the sgoncy has domg o prtoct dividuals whose
information has been beeachad

n Advice on stops that the perwee whose mformaccn has been bresched may uke ©
prodect himself o bersell

4 Provader agrees 1o adhere 10 all requeromants in applicable State and i federal law with
respect o a deta hwoach related to the Student Data, inchuding, when spproprate or
required, the regured responsibiliees and peocedures for notification asd minganon of
any such dala bresch

¢  Provider further acknowledges and agrees 10 have a whitien moident response plan that
reflects best practices amd s conuivient with mdustry standards and fodern) and st law
for respomding % 3 data breach, tevach of secunty, privacy mosdent o vaasthorized
scquisition of wiae of Sedem Deta or any portion thereof, inchuding personally
shensifiable mformatson and agrees 1o provide LEA. upom request, wvdh a copy of saud



f Prowxder n probebicd from dasecxly comtacling parent, degal guseden or chigible pupl
unless expressly requested by LEA I LEA rmqeesss Pronder’s scsistance pensdmg
notice of wamethorrzed scotts, atd swch assitance 1 st undely burdessome 1o Provide,
Provader shall notily W sffecncd porcsk, logal guandiss o chpble pupid of the
ushauthonied sccc, ahuch dumll inchude the sformanos listod m subsectons () and {c),
skove I requesisd by LEA, Provider shull reimbawse LEA for costs incurred 1o nomily
parcris arnibies of 5 bresch not onginstmg from LEA's st of the Seevice

g In de cvent of 3 brosch oogpmating fom LEA’s wx of e Senwe, Proveder sball
cooporaic wilk LEA 15 the exiont necossery o cxpodviomhs secung Stoders Dwts

ARTICLE Vi GEXERAL OFFER OF PRIVACY TERMS

Proveder smy. by sipang v wached Form of Geoersl Ofor of Pavacy Terms (Qencral OfSer, attached
hereto as Extabat “F71, be bound by the sormm of des [PA 1o any other LEA who sage the scovgtance
on in said Exhibit. The Form o limmiicd by e iorens and ocediteons dzscribed theremn

ARTICLE VI MISCELLANEOUS

i

v

Ioem The Providey shadl be Bound by tits DPA for the durwiios of the Service Agreement of so
loag as the Provider mustiiawe sy Sasdest Data

Xerminatian. In the event tat cober pany soeks to womesste this DPA, they may d0 o bn
muital wilten consent so long s the Servior Agreersent ks lepeed oc hus beown tarmmated LEA
shall have the right 10 tvminsie the DPA mad Servsce Agroemeni s the event of 3 madenal
Breach of the ierms of ths DIFA.

Effect of Tremination Survivel 1f the Scrveer Agrecment 1 taevunaied, the Provider shall
doetroy il of LE& s dots prarsussl 1o Article V. sechion 1(h) smd Article 11, sectoon 3, sbove

Polerity of Agreements The DPA shall povern e tresimest of siadens tats in coder 30 comgly
with privacy protections. weluheg Sose found m FERFA and afl apphiceble privacy stansies
enaified w this DPA In the evert there i confi berween the DPA and the Service
Agrecment, the DPA shall apply and iic procedesce. Excepi a3 descnbed in Wi parsgraph
berein, sl other provimces of i Senece Agrecanent sball remaas i effect.

Natite AR notuces oFf other Comen ot requensd o perwied W0 B¢ prven hereamder st be
in wrinng and given by personal Mwew of el ensmissios (s ccatact wfonsatioa is
mewsfxnﬁxdéﬁﬁmlz o fiesi-clase matl, postage prepmd. semt fo the

% Designdted Represcatitives
Yiw designated representabey for due LEA Roe they Agreement s




6578 Santa Teresa Bivd
San Jose (A 95119
(408) 227-5300
The devignated representative for the Provider for $as Agreemont is
Name Andrea Bogardus
Tithe: Educator Sapport
Contact [nformatios:
14622 Yemtuca Bivd, 22026
Sherman Oaks, CA 91400
156-9 363564

b Netification of Acceplsmee of General Offer of Terms Upon execution of Exhubyt T,
General Ofer of Terms, Subscribing LEA shall provede notice of such scceptance in
writing and given by personal delivery, or e-masl ransmussion (if contact mformation »
provided for the specific mode of delivery), or firsi-class masl, postags prepasd, 1o the
demgnated represcatative below

The desgnaned represvenutne for the notice of scepiance of the Gemersl Offer ol
Privacy Terms

Nune
Tithe:
Contact Information

6 Eatice Agreement This DPA corststenes the entire agreement of the pariwes relating %o the
subject matter hereof ead supersedes all pRof COMMUNKEtONS. TIPrCsMEations, OF agroements,
oral or wnmen, by the partes eelating therso. This DPA may b amended and the obscryasce of
any provinea of thes DPA may de wanved (either generally or in any particular imstance and
wither retroactnely of prospectively) only with the signed wrmen consent of both partics. Newther
failore nor delay on the par of any party (n exercesang any nght, power. or privilege hereunder
dall operate as 3 waver of such right, nor shall any sisgle or partial exercise of amy sach right,
power, or privilege prociede say ferther txercae thereof or the exercise of any other nght
power, or privilege

7 Sevecability Any peovesscn of s DPA that s prohitwied or unenforceable o any jursdiction
shall, s 10 such gerisdiction, be inefiective %0 the exaent of such probebition or unenforceabnlity
without nvaldating the remasung geovisons of this DPA, and any sech prohibiion of
unenforceability s amy junsdiction shall mot invalsdate of render uneaforoeable such provision in
any other junsdicooe Notwidstandng @e foregoing. if such provision could be more sarrowly
drawn 50 23 not 0 be probibited or unendorceable m such pernsdaction while, st the same time,
maimaning e ment of the partes, it shall, s %0 such juradiction, be so aerrowly drewn
withowt invalidating the remaining provisions of this DPA or alfecting the valadity or
enforcealnlity of such provinon @ sy other pertsdacion.

Y Ceverning Law: Venue and Jurisdiction THIS DPA WILL BE GOVERNED BY AND
9



CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT 15 EXECUTED. WITHOUT REGARD TO CONFLICTS OF LAW
FRINCIPLES  EACH PARTY CUNSENTS AND SUBMIYTS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COLNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RFLATING TO THIS SERVICE AGREEMENRT OR THE TRANSACTIONS
CONTEMPLATED HEREBY

9. Anthoriey Provader represents that o 15 seteorired w0 beed 10 the Wrem of Sue Agreemesd,
wciubng confidettiahty ad desthuction of Setadert Duts med sy portion theroo! contaned
therean, all related or sssorisied insttutions, mdividusls, employets of commacions wio maey heve
acodns o0 Owr Semdent Dwia andhor sy pornon theseol, of Buy own. fesde o0 cousrol agnpment of
factlunes of any bind where e Studert Duin sd portion thereo! mored. ssinisined of used m
sy way. Provider agrees that sny parchaser of the Provider shall also be bound m the
Agreement

10. Wakver. No deley or oenassocm of the LEA 0 exevome sny nght bereonder shail be cosaroed 45 3
warver of sy such nphe and the LEA reserves the nght 30 excrose sery wach nght from tive 1o
ume, & ofien sa may be deemed expedient

U Sscxessers Bosnd This DA 1s and shill De bindeg aporn the respechve Sicoeasons s inlered
to Provider s vt event of & merger, soguesstion. <orackdsnon or oy B forganization
or sak of ol o subetartialty all of the maets of soch business.

{ Ngmarure Page Follows )
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N WITNESS WHEREOF . the parties bave executed @ Cahifornia Soadent Dt Frivacy Agoement &
of the last day noted Below

Frovider Lsocginn Gonlag lag.

J Ll 1 e andl v Dac G229
Prassed Namo Andrea Bogardus TlePosnon Edncater Sujemct
Local la.u/m Agrncy
BY _ ~'?EE£_;_ Pk 8/22/119
prmed Name  Najeeb Qasimi Tithe Positon Director

Anded Electromic iignafure nol permiind,

"



DESCRIFTION OF SERVICES

Educational stresnuny vaddo subscripiinn e hades vadoas, nice plans, 1oacher puades, disowesacn
Queiions, Yocatulery Quariis, sl Englnib Spench soblits
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EXHIBIL "R
SCHEDULE OF DATA
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PR Wpugs atu * Provider shall immediately notfy LEA of this
b ol [ g designation w no longer sppixable
[T T Fbuy i e—"
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DEFINITIONS

AB 1584, Buchanas The statutory desigrahon for what i now Califoress Educatos Code § 490711,
relating ® pupnl reconds

De-ldeatiflable loformation (A1) Deldesnficanon refers 10 the process by which the Proswder
removes or obscures amy Prososally Sdenniflable Information 1 P5™) from stadess records & way thst
remmon es of smemaees the risk of Sactosare of te wdentity of the individual and information abodt them

Educational Records Ldecational Records are official records, flles and daa directly relsied o
student and maimained by e school or locsl educance agency, mcludag bt sot imited 10, records
encompassing all the matenal kept m the student's camulasive folder. sech as goneral dostafying data,
records of amendance snd of academic work coopleted, records of achicvomens. snd resulls of
ovalmative tosts. health data. disciphoary status, tosl protocols amd individualized education progrems
For purposcs of ths DPA_ Educatsonal Records are referred w s Ssudont Data

NIST Deaft Natwowa! Institute of Stsndards and Techeology (™NISTT) Special Pablication Dvpitai
Aumheser stwog Owdeline

Operator The term “Opersior” means B operstor of an Internet Website, onlme service. online
mppiscation, or mobele spplcation wiuth actual knowledge that the e, service. of spplcaton 15 ased
primanly for K-12 school purposes sd was desagnod and marketed for K-12 school purposes. For the
purpose of Be Service Agreement, the serm “Operator™ is replaced by the serm “Provader * Thas term
iball encosnpaes the torm “Thard Party,” as ot o foumd in spplicable state statutes

Personally ldentifiable Information (PIT) The terma “Perscmally ldentifiable Informaton™ o “PII
shall wchede. but are not hamsted to. student data, metadata, and user or pupil-geserssed coment obained
by reason of the use of Provader's software, website, service, or app, mcludng modele apps, whether
pathered by Provider or provaded by LEA or oy users, students, or students’ parenty/yusrdam P
mncludes [ndirect bdermifiers. which & sy @formanon thatl, cvther slone or @ aggrogese, woeld allow &
reasorable persoa 10 be able 1o ideandy & studem 10 & ressonsbic conamty For purposes of B DPA,

Persomally ldenufiable Information shadl include Be caizgones of information lated » the defimtion of
Student Data

Provider For puposes of the Service Agreement, the term “Provides™ mears provder of dignal
educanonal software or services. inciading cloud-based servicea, for the digital sorage. managesnent,
and retrieval of papil records. Withen the DPA the term “Provider™ includes the term “Thind Party™ and
the torm "Operator” as used  applacable stale statunes.

Pupll Geasrated Conteat The torm “pupil-generated conmtent” means materials or comsent created by
pupd dunng sd for the purpose of cducaton including. bt not limated 10, essays, research repors,
portfolios, crestive wntsng, music or other sudio flles. photographs, vadoos, end socount mformation that
cmables caguing ownershep of paptl coment.

Pupll Recardn Mcan both of the followsng (1) Any mformaton dal directly relates 10 & puge! that s
mamcained by LEA ol (21 sy eformation soguired directly from the pupdl through the us¢ of
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setructonal softwere 0f pplicalions sdagred % the pupil by & veacher or slhet LEA emplayee. For the
purposss of den Agreorecss, Pupel Records shel! be the seme a Fducational Records, Stadent Personsl
Information snd Covored Jeformation, sl of which wre docened Seudere Diuts for e purposes of this
Agreemess

Serviee Agreement: Refers 1o @ Comract o Parchsse Oirder 1o whuch thas DPA supplements and
modfios

Officil & a comracior that (1) Performs an institotions] serveze or famition Tor wiech e agoncy of
instimeion would otbereise wee emplovees. (11 [ under the dirvct covtrul of the agency or Instmanon
with revpeet 0 the wey and maimsnance of educatios records, sed {31 Is subyect %o 34 CFR 99 333
goversang (he wee wad ro-discionure of persosally sdentifiable informenon Mo stsdest recoeds

SOFIPA Once pansed, the roquercsncess of SOFTPA weve added to Chupier 11 2 {commencing with
Secteon 21584 to Devasson § of the Buseess snd Professens Code relstag 1o privacy

Studsnt Dets: Stedess Dats wacindes vy dess, whether gathered by Provider o provaded by LEA or 1t
ooy, sodeots, o studaets” phrents guardaans, thet 1 descriparve of the student including, but nes hmsed
o, informmstion in e sbadent’s educateonal recond o eonail, first and last name_ home address, wlephone
marnber, soimil address, of other wformation silovwng oalee foniscy, discaplate reconds, videok, West
maedicel records, health reconds, socl  secwerty  memleis, Dioeneine  mfoonatwes,  disabadvies,
sxrigeoonarrg informatson, fuod puncheses. polinesl siTHkations, relageous INTONMMION WX MESAAEPS.
docorrents, sedent wentslies. sewfch activity, plotot, vowe recondings of geolocsios mfcemation
Stadent Dess ahall constinne Pugel Roconds for e purposes of dus Agrecmaont. sid for the purposes of
Catorsas i {odersd bvws sad reguincions. Seoder Data as specified i Exhibet “8° o comfirmod o be
collocted of procossed by the Providers parsuant 30 e Services. Stadest Duns shall not constinute that
wndormation sl his boen ucnymized of de-idenndled, or saomywnous sage date regandeng & studest’s
use of Pruvider's servaces.

SDPC (The Studest Deta Priviey Coansrtlam) Refors 1o de astional colisboimive of schoods,
districw, rogronal, serntoiies and sl agomcwt, policy emkens, Usde organialaons shd markowplace
peenndons sddreaung resl-world, adepteble, mid wiplesscousble sodebons  growsng dals phyaey
SoncETIN

Stedont Pevowmsl Informaties ~Studeat Pasonsl Inforsaion” messs niformation collecied through «
whool st G perscesdly Wenisfios an indnodue! studint or other infeematioa colleciod wul
munteand abou m mdrodusl siodent thet s Iinked 1o wfornataon thet sicatilies s endevadusi stiadent,
m eotificd by Wmlagion Compect Provison J3A 604 010 For purposes of this DPA, Student
Persooal Indormanca 15 referved o 3 Stadent Data

Sabucribing LEA. Aa LEA that wm tot pasty 1 the ongined Services Agroement and sho sxepls the
Provider's Gemensl Offer of Privicy Terma

Sabprecessar For the parposcs of this Agrowment, the loem ~Scbprocessor {scanetimes referred jo
the “Subronirsctor™) meam 3 party oticy thes LEA or Provider, who Provider uses for duta collection,
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sdalytics. storage, or other service ho operate andior umprove @y software, and who has sccess w0 PiI.

Targeoed Advertivg Targeted sdverimng means presenting an advertsement 1o 8 wnadent where the
seiecuon of the ahvorisamem 13 based on student mformation, student records 69 student gesersted
sonkmi or mfcrred over time from Be usage of the Prowder’'s webse, onlime service or mobele
wphcanon by suck sudent or the retention of such sudent’s oaline sCUVITies Of Fequests over lime.

Thind Party The term “Third Party” means a provsder of digital cducationsl soffware or services,
inchading clond-based services. for the dapmal storage. mamagement, and retneval of pugsl records.
MHowever, for the perpose of this Agroement, the teem “Thind Party™ when usedd lo mdicsic the provader
of digital educatsonal software of servaces i replaced by the term “Provider ™
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BIT =D~
DIRECTIVE FOR DISPOSITION OF DATA

% Jng, 1o dispose of dals obtased

Ty Provader pursuan to the teme of the Servioe Agmmmﬁrmmv-m The serms of

the Dwaposition are st fooih below

Exsent of Dispesttion  Partisl The cutegones of dats 1o be
despsed of mie & follow

Dispostion shall be ' *

‘ — . Compieie Dispoison exsdnds to al
cotegones of dels
____ Trarufes of dsta The dets sbmll be

Dsposition shell be by

rawiorred an sct forth 1 @ sitschment 15 this

Drrexorve Following comfirmstion froms LEA thet

dets wes waoconsfully trasaderred. Prirodier shall
destroy or delose o apphcable dae

Diwia seedl b draposcd of by the following dase

A sovs m commeercisily practicable
_ By (Inscyt Dmic)

Auhonzed kmmaw of LEA

Ventiesnon of Disposicon of Dets
b Auiboreed Repeescotmiive of Provades
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EXHIBIT RS
GENFRAL OFFER OF PRIVACY TERMS

I Offer of Term
Pronuder offers the same provacy protections fowsd in this DPA between it and Ok Grove School
Dstrtet and whoch o dated 08 122019 1o any other LEA ("Subscribang LEA") who accepis this
General Offer Bough ws sgnasere befow . This General Ofer shall exiend only 10 privacy
protoctions and Provider's signature shall not necessanty bind Provider 1o other forms, such & price,
torm, or schodule of services, Of 1o sy other provision not addressed m this DPA. The Provider and
the other LEA may also agree 1o change the data provided by LEA 10 the Provider in Exhibit "8° 10
sast the unigque neods of e LEA The Provider may withdraw the General Uffer in e eventof (1)
& matenal change in the applicable privacy statuies. (2§ » material change @ the services and
products subject listed » the Onginatng Service Agreement, or three (1) years after the dase of
Provider's signature 10 this Form. Provider shall notify CETPA in the event of any withdrawal so
that this information may be srasseamed 2 B Allance s usen

Provader
BY LA Dute Q110019
."i
Proved Nawe Asdrea Bogardis Tile Pownon Educater Suppert

1. Seburibing LEA

A Subscritvng LEA, by signing a separuie Servioe Agreemont with Provider, and by its sgnaturs below,
sccopes the General Offer of Privacy Terms The Subscnbing LEA wnd the Provider shall therefore be
bound by e same tesma of this DPA

Sehscribing LEA

BY Date
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