CALIFORNIA STUDENT DATA PRIVACY AGREEMENT
Viersaon 20 (Scptomber 28, 101 H)

School BeenctLocal Education Ageney
Dk Grove Schoel District

AND
Provider
Gieneratisa Genluy, Ine.

Dace:
oR22019



This Calitamis Studem Data Privacy Apresment COPA™) Is mierod o by and betwers the Ol
Grove School District (heremafer reformed 10 8 “LEA”) iyl Generntion Genlus, Ing, Bercmalber
refesred 10 as “Provider”) on GR 22009, The Penics agree w0 the teris as ssaied herom,

RECTTALS

WHEREAS, the Provider Bas agreed oo peovide the Local Educateon Agresy (“LEA™) with pemain
digimal educasional serviors | "Servicey™) punituant & b conomet dared 081 LD {"Service Aghen”);
afed

WHEREAS, in onder W provids The Serviees described in the Service Agroement. the Provider may
recgive or creaks, and the LEA may provise dosmsents or data dh ane coverod by several federal
stabutes, among them, the Fewdly Rdocations] Rights and Privacy Ao "FERPA"} o1 30 U.3.C, 1203y
{34 CFR Pert 99) Chikdrca™s Oelise Privacy Protaction Acl (CCOPPA™L 15 US.C. 65016506,
Protection of Pepil Rights Asnendssns (“PPRA™) 20 US.C. 1232h; and

WHEREAS, e documents and dats trmafrrrod from LEAS and erated by the Provider's Services aro
atsa subgect 1o Caldifornia stwic sbedost privecy lawi, inchading AB | 554, fousd a1 Califoenin Education
Code Section 490751 mnd the Student Orline Personad Infoemation Protection At {"S0PIPAT) found m
Californis Business and Professions Coda section 22584 and

WHEREAS, for the purpodes of thas DPA, Provider it a sshool olfical with legivsmme educational
irierests in aooessing educational rocords peruant to te Servies Agnatriveni: ead

WHEREAS, the Tartics wish to cnicr inlo this DPA, 10 ¢msere St ihe Sedvice Agseemem conlons to
the regquerenents of the privicy L refierred 1o above and 15 enblish implemeniing procedures and
tnties aed

WHEREAS, the Provider may. bry sigsing the "Omezal Offcr of Privacy Termm™ {Ealiba "E™), kgree to
dllow other LEAS e Califireas the oppomatty W soodpt and <njoy the Beneliny of dis IPA for the
Serviors descmbed herein, wilhina the noed o negotists ter i 4 scparsic BP AL

NOW THEREFORE, for goxd and valeable conshderation, the pamis agree m Tollows
ARTICLE I: PURPOSE AND SCOPE

. Pupme of DPA. The papose of this DPA © Lo desaibe the duticy and reaspasiiltes o
prosec soudrnt data sremamitted to Provider from LEA pumsusnt 1o the Senvioe Agrocment,
chiling complisnce with ofl spplicable stalutcs, mecludmg @w FERPA. PPRA, COFPA,
SOPIPA, A 1534, ond other spplicedde Coliftomie Suane: tws, ail as may be griceaded from time
o et |0 periomeing these services, e Provider shall be considered s School Official with n
kegirinune educatiomal imerest, and perferming services atherwize provided by che LBEA . With
tegpeet [0 the use sad malRsance of Soadent Do, Peowder shall be under the direct controt
and sapervision of the LEA.

I Nature of Services Providied The Peovidier has agreed oo peovidc the fullowisy digitsl
educarion] produses and serviees deserbed Beline kid 3 ey be Faher cutlaed i Exiobi “A
heeiie

:



Online substripeies 0 sceence videos and Ioaons

3. Stpdest Dain to Be Provided. The Partses abal indicase the cosegones of sindent data 10 b=
provided. in the Sehedule of Diata, attached hertio 42 Exiibir BT

4 DPA Definitians The definition of terms wied i this DPA is Tound B Exiidis “CC. b the evem
of & confizel, defnivions uped In this DA shall provil gver beim used in ghe Servies Agreement.

ARTICLE Iz DATA OWNERSHIP AND AUTHORIZED ACCESS

. Stadent Duts Property of LEA. Al Seidear Dam censmined o the Provider pursusst 10 Uk
Servico Agrecmesh i ssd will comirie w be the property of and undior tha conirod of the LEA.
Tho Providér funther adnavdedges and agrees 1hat all copies of such. Student Biia braniafmiinsd o
the Provider, theluding iny modifications or additions or any portion thareef Eam afy saiume,
e gubjost ty dhe provistons of this Agreement m the mmuhmmmm
The Prrties agree thar anbetoeen thers, il rights, including sl imeilociual propesty rghts in snd
lo Seadest Duta consemplaied per the Service Agreement shall remain the exchive peogemy of
the LEA. For t purpeses of FERPA, die Provider shall be considered & School Official, under
the contvol and direetion of B¢ LEAS & || penwits 10 the ape of Siudeni Dain notwithsmnding
the above. Provider may transficr plpil-generatod ¢onlent 1o & SEHRMINE seooent, sceording (o the
procedures sei Torth b,

2. PapenrActems LEA kil ecublish ressonsble procedures by which o parent, fegal peardian, or
sligitle grudent may review Stodess Dats in the pupél’s reoosts, commect eroscoss information.
and procederes, for ihe oensfer of pupli-peneraiod coment to a porsanal socound, oomsistent with
e fmiﬂwﬂmmmmmmtmbm[ﬂmlmmlﬁ
days from the date of the roguest) 1o-the LEA's roquest For Sdeot Data in a pupdl's reconds hald
by the Provader o view or comec! as necessasy. In thm evend thai % parvnl of » pupil or other
individual contacts the Providor o covicw sny of the Student Data scoesied parsusnl 0 the
Sexrvices, the Provider shall refer the parent oc individual o the LEA, who will follow the
necessary mnd proper procedures reganding the requestod information.

). Seoacais Acceums. IF pepil péocraiid coment it stored of maintained by @ Prinadicr 4y pan of
ihe Services deseribed in Exhibll “A”, Pravider sball, 51 the megoes) of the LEA, srarafir sald
pupll geocrated conkeni b @ siparals Mudent attoum spoo temumation of the Service

Agroement; provided, howover, sech transfis shall only spply be pupil gencmted content that i1
severoblic from @ Servien

4. Tnird Pariy Request Should » Thisd Puny, inchuding lew esdorcement and govemment
entitics, voniact Prervider wish a request for data held by the Provider pursuant o the Serviees,
the Provider shall redirest the Thind Party % request the dels Sreetly from the LEA. Provider
shall nagilir the LEA in advance of o compelled disclomure ip a Third Party.

5. Subprocemors. Prowvader shall enter into writien agreements with all Ssbgrocessors performing

functions pursusnt to the Service Agreement, whereby the Subpeocessors agree o protect
Studeni Dovia in manner consisient widh the terms of dus DPA.



ARTICLE IN): DUTTES OF LEA

|. Privacy Compliange. LEA shall provide data for the purposes of the Servico Agyeement in
comphiance with FERPA, COPPA, PPRLA. SOPIPA, AR (384 and all other Califomia privacy
sairs

1. Asnual Netification of Rights. 17 the LEA has s policy of diselosing edusarion pecords under
FERPA (4 CFR & 99,31 (a){ U]k LEA s3all inglude & specificarssn of aniterda for desenmiming
whi constingics o ochocl officisl and whay coratinnes b legrimate educatmasl fatrne do (o
Asnuad Aot Gaacien of righes.

1. Resseaabie Frecamntisas LEA shall taloe reasomable procastsons 1o secure uscrmames,
passwiords, and amy other means. of geiming socrss to the Krvices and hosted data.

4  Unsiihortzed Aceoss Notificatism. LEA shall notdy Peovider prompiiy of asy knowm or
suspestied saatboriked scccis, LEA will adatar Provider in any cfTors by Provider 1o igvestigane
and respond 10 any anrathorined sccen.

ARTICLE IV': DUTIES OF FROVIDER

I. Privacy Compliance. The Provider shall comgiy with all applicable stme and fadersl fwas and
regulations pemaining 10 data pravacy asd serurity, imclofing FERPA, QOPPA, PPRA, SOPIPA,
AR 1584 end 58 cther Californsa privecy sehnes.

2. Wll. mmmmwmmm ﬂtlﬂhmlnml unKNR

m@mmwmmwmﬁmmmmmm
seimoniedpes mnd agrees thas 1 ghatl mor make any re-diaciopre of oy Soadest T or any
ponien theresf, inchuding withown limitatlon, mets daim, wder comtem of ot wen-public
infarmation amib'or perponally slesfiatile Inmlmmmlnmsmdmﬁhmmmm
saprets watlen <ondcal of e LEM.

1. Employee Ohligatien Ptmﬁumﬂlmmﬂlnm-dnmumlqwmm
Spident Desa 10 comply with all spplreable pronisions of this DPA wirh respest 4 the data shered
urliey the Sevvioe Agttnint,

4. Na Dixlosgre. Do-idemtifind information may be used by the Provider Tor the purposes of
development, rescarch. wnd improvemort of odecstionad sibes, pervices, or applications, as sy
other mcamber of the public of party would be abic 10 use de-ndetifled dats punuast to 34 CFR
99.31¢b). Provider agrees oot 10 amempa 0 re-idemity de-alcesfiod Sudey Dats and nol b
nransfer de-odemified Soudent Data vy any party waless {a) that perty agrecs in wriling mot to
anemip Fe-sdentification, and (B) price writice sotes Bas beon piven 1o LEA wha has providod
prior Wikeh aéeid for sich mamifor, Provider shall mot copy. reproduce or transmii ey data
chuneed under the Seevice Agromsest andfor any portion therrof, cuoep! as nevessary 1o Solfill
the Serviee Agreement.

5. Disgaaigion of Data Upon writien roquest and in accordance with e applicable seress in
yebasstion a & b, Below, Provider shall dispess or delctx all Sumient Data obtsined under the

4



Service Agresment whes (& is a0 longer neoded for the purpode for wikich |t was cbained.
Disposition shall inchude § 1) the shredding of any hand coples of ey Stodens Data; (2) Emsing.
or (3} Othewwiiss modifying e pofionil information mh iboss records 10 atelic {1 aareadalie o
indeciphorabln by human or digital meams. Nothing m the Scrvice Agroemonl sulSsrine
Peevader fn mainizin Smdent Duts ghisined under the Service Agreement beyend the tme period
restonably aeeded w0 complep: he disposidon. Provider shall provide wrinem sodfication 10
LEA when the Saxdent Data has been disposed. The duty 10 dispose of Smdent Darta shall not
exnend 1o dam thas has been desidemified or placed in a sepamee Stodem acoount, parsuant io-dhe
ouizr serms of the DPA. The LEA may smploy o “Request for Reomrn o Deletion of Student
Dats™ foom, & copy of which @ aitached heveto as Exhobat "I". Upos neceipt of a equest from
the LEA. the Providior will imesedinicly provids tha LEA with any specifiod postion of e
Stader Duta within Len {10) calendar days of eoeipt of ssd request.

& Partld Disposs) During Teren of Sirvike Agreement. Throughost the Tamm of e
Service Agreemnont, LEA mary roquesk partial Sapuosal of Sindert Data absained under the
Service Agreemem dhat 15 oo longer needed. Pantial disposal of data shall be subject to
LEA"s request to transfer dain 10 @ separate acoount, parsuant in Artkcle 1l section 1,
above.

b Compbers Déiposal Upen Terimination of Seivice Agreement. Upon Tormsmation of
e Servaee Agecrment Provalis shall disposs o delete all Sesdes Dats oblained undet
the Service Agreement. Prigr w disposizeen of the data, Provider shall notly LEA 16
writing o' s option 1o ransfier dats 5o & separare sorouse, pusvuant w Amiete 1, secslon
3, shove. kn ne eveni shall Provider dispose of daia pursaam eo this provibon. usless and
mmmmmmwﬁm&mmmwmwm
B2 Tk Iemed 50 o SSPRrale ataunl,

& Adverdsing Prohibition Provider js probibited fhom paing o sciing Sandar Daim oo () sk
or advertipe ny sndests ar Oilicygeanlisns (b) nfbrn. Influenes, or onablc meskeling,
edvenising, or exher commencial +fforts by a Provider: (¢} develop o profils of & ssdioss, family
memberiguardian o group, Rr sy conmnercigl parpost other Than proniding the Servics 10
LEA; or (d) use the Stodem Dam fhr the developmem of commensial products oF serviiss, other
than ms necessary 4o provide the Service o LEA. This secilgn does sor peoibin Provider from
using Stodent Duta for ndaptive kearning or camomized smdesa learning pupaids

ARTICLE V: DATA PROVISIONS

I. Data Security. The Provider agrees 10 abide by and piigaln adegane 451 BICUrity mesions,
pomsiasem wnth indesory sandards end rechaology Bem practicsd, Do prodott Sndear Dty fnsi
unsuthonzed disclopere or ascquishion by a0 unpsthorsed petion, The gencral scourity datics of
Provider are ger forth below, Provider miy farther detail 7y scouwrity progrems and measures i
Exhibiil “F~ Beieva, These messurcs shall inelude, bot any not Favited io:

& Puriwards snd Employee Access. Provider shall scowst uscrmames, passwoeds, and any
it macing of paining woteis 10 the Sorvices or to Studemt Daim, a5 o level suggesiad by
the sppheabile standprds, a3 dc1 Rith m Antizin 4.3 of KIST 800-61-3. Provider shall andy
poovide scoess no Srodess Dats oo cesplipinrs o Sottfwson that ws pofomming e

5



Services. Employoes with acoris % Studen Data il heve signed confidensialiny
agreements repanding said Student Data. AN employoes with sooois 10 Soaleat Recomds
shall be subjes w cnming background checks i comipliance with st snd Joed
Srdbnndes

b, Destrmetion of Dets Provider shall destroy or delele all Studeni Data obsained under the
Senvice Agreemene when il is no bonger necded for the parpose for whijch I wis obealned,
«r transfer said Sutn do LEA or LEA's designes, mccordtg 0 the procedure identifled in
Anticle [V, section 5, sbove. Notkang in the Servide Agreement suthorizes Provider to
maintwin Student Data hoyoed e time pericd teamonably meeded W crarplere che
disposition.

«. Becurity Profocels. Toth partics agres 10 maintsin sdiurty proiotols tha mest induary
standards in the ransfer or transmitsion of any dats, including cipsfing than das may
paly be viewed or arcemed by parties legslly allowed 50 do 0o, Provider ahall maireain alll
dins obtained or generuind purssant do the Service Agrorment & @ sosure diginl
emviennement and oo copy, reproduce, or Enamil data obisioed pursuan! & the Servise
Agreement, excepl as necessary to Falfill die purposs of data requests by LEA.

d. Employes Tralmdag. The Provider shall provide pertodiy secuniny easing s those of s
smplkinees who operoie o have acotdd pa the dyatems. Fasther, Provider shall prowde
LEA o4y comacs information of aa employee who LEA oy coscact if there are any
SCETITY COREEEnG O qasstlas.

c. Security Techoology. When the senvice is socessed using o supported web browscr,
Prondder shall employ tndusiry stenderd mesmures 40 prosect dsta from unsuthoneod
poveid. The service security eneasunes shall includs sver muthemsicanon and dwa
caryfalon. Pronides shafl kpsr dam purseam s te Service Agresmem In an environment
uatng 3 Reewall that o upadancd accocthng o industry sisadands

f Seeurity Coordimator. If differenl from the designmted representaove identified m
Amcle Vil, section 3, Prenider shall peovide dhe name and conmtsct information. af
Provider's Security Coordinaior for the Student Data ceceived pursman! 1o the Service
Agreemeni,

g. Sobpretessars Bound Proveder shall enior i wrien agrecements whereby
Subprocessors apree @ acure and prowet Seadees Do in & enanner consinent with the
terrres of i Amicle V. Provider shall periodicalily conduet oe review complissce
monivaring and skt oF Subgrdicianed W detentine tir compliance with dus
Astiche.

b Perbedic Ritk Asscrsment. Provider funher ascknowicdges and igreds W conduct agiml
sl pliyrilal perfedic (no lodd dhan scini-anmial) Ak afseidments and remedlaie any
identified secarity and privacy vuloerabilitses in a timely manner,

2. Daia Bremeh In the even that Stodem Daa is occessed o obtained by &n unauthornsed

wdividual, Frovider shall peovida notifeation 1o LEA withis a2 rcaonable amount oF tare of the
;]



incidont, and not exeoeding Torty-cight (43) Bours. Provider shall folloer the following proesss

a,

&

The iocuficy Recach notificatyern shall be weiles m plain laagsage, shall be titdied “Notuhe
of Data Brewch.” sad sball presen) e information dedcribod berein under the following
headings: “What Happened,” "Wihat [nformation Wes Imvolved,” “What We Are Doing,™
Whalt You Can Do and “For More Information ™ Additional inforeation may be

Theqaeuriu}-hmh aotlBession decnbed bove 0 oztion Ha) afall inelude, & &
méaimum, the (6lowing infarmansn:

L The name snd coninct informstion of the reponing LEA. subje 1o tho geeilon,

i, A lisk of the rypes of pervomal information that were or are ressoasbly belizved v
have been the subsjecs of a hrsach.

il If the mformation & possitie to delermine o the time the aotice is provided, dien
sither (1) the dige ol the breach, (2) the cstimated Saie of the breach, or (3) the
date tange within which the bresth otcumad. The ootification shall also inchude
e dwe aff e eotice,

rv. Whether the ootification was delayed & & pesult of & law enfoeccmsm
mvestigation, if that information is possibie 1o dereaming a1 the time the: nedice o
providad.

v. A gesensl desodpion off the breach ncideal, il ®a1 Fnformation i pasibde 1o
delermine ar the pime 1he Benee o provalod,

At LEA's discecfion, the secority breach modfication may alse include any of the
SalBoning

L Informadion abom whar the ageacy his doos o protect dividuals whoss
inforenstion has boen bevachel

H.  Advics on sicps (i the person whose isformation has been beeached oy take w
protect himself or berself.

Previder sgeves o adhrr 10 4] requcosents in applicable Stute and in federal faw with
respecd o @ date becach related to dhe Student Deta, inchuding, whes approprisie or
réquined. ¥he required responsibilities mnd procedures for notificstion sxd mibgacion of
ay such dals beeach.

Piovider farther acknosdedges and agrees 10 have o writien incident response plan that
eeflocns beds grastiees dsid i comsisien! with oshustry standsrds ond Gederal ond s biw
for respending to & dais brewch, tevach of securiny, privacy incidem or uEsathorized
asquishion of uss of Stedoet Duta or any portion thereof, nchading personally
sdeariflable infeernaion and agrees 1o provide LEA. upon riquest. with a copy of said



urithrm tindSdem mesponst plan.

. Provider is prohibhed from directly comacting parent, legal gusrdian or ehgibic pupil
unless expresciy sequested by LEA [f LEA requess Provider's assistnee peoviding
npalee of mrednrized seaeis, ond sach assinence 15 mor undaly bunfsasome o Provide,
Provider shall notify e offecied pagian bogal guandian o cligible pupil of the
unaythorized seeess, which shall inchude the informanon lisned is uibisections (b)and {c),
shove. I regqaesied by LEA, Provider dhall reimbsxtse LEA for costs insurred 10 nolly
parenis/familicy of s breach not onigineiing from LEA's e o 'the Servics.

g In e ovenl of 3 breach oviginating Bum LEA™S wiz of the Servise, Provider sl
covpotats wil® LEA 1o the X imi nedisiary W cxpoditioutly stsung Stodeow Tty

ARTICLE v GENERAL OFFER OF FRIVACY TERMS

Provider may. by signimg the sttaciod Form of (heneral O8Fer of Privecy Torms {Bencral Offer. attached
hereio as Exiaing “E7), be bound by the torms of @i TIPA o any odher EHA whs digm the sociplance
on in said Exhibil. The Féem i Hmited by g wrims a0d couditons Jsactibed Thercin.

ARTICLE VII: MISCEFLLANEQUS

1. Tgrm The Prowider shatl be Baund lry this BPA for the durssion of the Service Agreement or 50
long as the Prendder meinming anmy Scadess Dam.

2. Termimation. In the event tha exher pany seecks o termeamic this DPA, they may do 5o by
mutual wrizen conserd 50 long aa the Servioe Agreement hat Ixpoed or has been ierminated. LEA
shall have the right to tarminate the DPA sad Servioe Agreement in the event of a maderm|
brench of 1he \eema of this DPA.

% Effect of Terminaticn Survival 11 the Servite Agresmet i tetmindted, the Peovider ghall
Sertrod all of LEA"S dala pumitiand 10 Aftisls V. sdstion I(h\, iid Asiche 11, section 3, above

4. Priority of Agreemenis. This DPA shadl govern ihe treaimens of stadess data in oeder 30 comply
with privacy protections, includmg tdese found = FERPA and all applicable privacy stahses
idertifled i this DRA. In the evem ther b conflier bevween the OFA and the Senace
Agreemens, the DIPA ghall apply and ke precedesce, Exeepc as described In dhis paragraph
herein, all other provigions of the Service Agresment ghall remain in effber

3. Natice All notices or ether communication reqainad or permwiied w0 be given hereonder mvas be
fn arhing and given ty personsl dellvery, or e-mail ransmission (if compsct information is
provided foe the gpecific mode of delivery), or fisiclass mail, posiage prepadd, senil 10 dhe
designared representmives before

4. Designaved Bapresentasives
Tix dovignatod epresentatng for the LEA for this Agreement i
Wame: Nalech Onsimi
Title: The Dintor af LT
Conlasd Information:



&&78 Santa Teresa Bivd

San Juse, 24 5116
The designapad represerumive for the Provider for this Agreement is:
wamer Andren Bogandus
Titke: Educator Ssppati
Contact Information:

14611 Yentum Bind. 22006

Sherman Ouks, €A 21403

S56-936-3564

b. Notification of Acceptante of General Offer of Teram. Upon execution of Exhibil E,

Oenerol Ofer of Tems, Subscribing LEA shall provide notice of such soceplasce in
wriling and given by pemsanal delivery, or esmas wanemicson (i contect iformation i
provided for the speciiie mode of delivery), or firsi=clams mail, postage poepsad, 10 the
The designased represemative (Br the notice of scoeplanca of the Qrseral Offer of
Privecy Terms in!
Name:
Tiife:
Contact Informaion:

4. Entire Ageetmeenl Thil DPA corscitmes the entire agreement of the partes nelating fo the
subjert muner bersal ead supersedes all proc commumnicetions, represetation. oF pTeenRniL,
wum.‘wmmummmmnmhmmmmwﬁr
aty provision of this DPA may be waived {either gencrally' or in any particulis initance and
cithee Feroactinvely o prerpectavely) oaly with ihe signed writen ronsent of both partics, Meither
feihae a0 delyy on the pan of any parry in exercising any right, powser, or privilege bereundes
shall opewits i & wwiver of such Hht, nor shall any simghe or pardal exercise of any such right,
power. or privilege prociude oy Bivher enercia tureod or the cxsiclse of any other right,
pow.Lr, of privifegs.

7. Gpyecability. Any peovision of this DPA thai is prohibited or unenforocabls in any jurndistion
sh:ﬂ.umguthjudﬂhﬂ:uhineﬁ'uﬂmmﬂtaﬂmlﬁmrhpﬂﬁnmwmwmy
withour [avalideting the remaining provisicas of this DPA, sd say such geahitarion o
unenforeexhility i my juradiction shall oot invalidate ot rendst enofarosable dush provision in
sy ocher jorisdicoice. Notwithstanding e foregoing, iF such provision could be med: eamowty
drawn 50 45 not 80 be probibited or unenforceablo in wich purisdiction while, ol (e SEme ume,
mhmf.ufnuﬂﬂhm#fﬂ#mﬁt‘xﬂﬂ.&wiﬁﬁjmmhmnﬂmlym
withowl invalidstiag the remalaing provisions of this DPA or affecting the vubadity or
snforcestulity 67 sbrh provigion i sy dther jurisdicnon.

3. Gewernine Law: Yenue and Jurbdiction. THIS DPA WILL BE GOVERNED BY AND
g



CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE TN WHICH THES
AMIREEMERT I8 EXECUTED. WITHOUT REGARD TO CONFLICTS OF Law
FRINCIFLES. EACH PARTY CONSENTS AND SUBMITS TO THE SME AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL CQURTS FOR TEHE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISFUTE ARISING
QUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
OONTEMPLATED HEREBY'.

9. Aughorfry. Provider reprepents thal o i swborited 10 bind w0 the Serms of tus Agrecmeis,
inciuding confidemiaticy snd desinsction of Smders Doy pud any ponion themml ennained
therein, all relaved ce 2ssocimed irstinnions, individnols, emplovess of contrastani Wits may have
a00eas o the Scodent Data and'or any pordes theseol, or may owe, feise ov ectvrol equipment or
facilides of any kind where e Sindert Data end portion thereol” sored. smaimuined or used m
any way. Provider spees that oy purchsser of the Provider shalll also be bound o the
Agreemend.

10 Walver. No delry or amission of the 1T EA 0 enercise any right hereander shalll be cosxroed a5 &
waiver of any such right and the LEA reserves the rght so excrenie sy paeh right from trene W
time, as ofien as muy be desmmed expedient

14, Sweeyzsery Bound. This DA & and shall be binding epon the respoctve successors. in lnsnes
it Provider in e event of a memger, scquisition, consolidation or odher business recrganizmion
or sele of ofl ov mimtantially ol of the asscts of such business

Sugranere Page Fodlowtf
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N WITNESS WHERECF, the partics ks execsted tis Califoeniz Scudent Data Privecy Agrocmen! ks
of tw Tast day noted Bl

HY; L g Mrate: BROLIGRIS
Priccad Nume: Andica Bogardus ThiePositice: Educator Snppint
Locak Edmﬁ Ageny
oy, N bus 8122119
— - . b - o o
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EXHIBIT LT
PDEFINTTIONS.

AB 1584, Buchansa: The statulory desigmatinn for what is now Celiforeia Education Code § 49072.1.
sedsting 5o pupll ropunds.

De-Jhentiiable Enfrmuion (DH1): De-lieetificstion refess to the process by which dhe Provider
resndhTa or obscures sy Pessosally Biereifiable Informmion (“#51™) from stadces roconds in & way ihal
reTonvch & ceassaves U Ak of diselasune of O idemity of the Individual snd informamnlon abeut them

Eduzaticonl Records Edocatonsd Records sre officisl records, files and datn direcily vebsicd oo 0
studersi and maimained by tho schook or local education agency, inclodieg i mot limited io, reconds
encompaasing all the material kept in dhe sindent’s camulstive folder, sech as geneml idontafying data.
records of ssendance and of acodemic work comploird, meorls of schicvoment, and resulls of
ovatmative tots, boalih dale disciplinary stafus, 4o3f protocols sed individualizod oducalion programs.
For purposes of this DPA, Educationa] Records s rederred to sx Studont Data.

NEST: Drafl Natiowal Tnstituie of Stasdacdy and Techeology (NIST™) Special Pablacation Digstal
Authentcition Geadeline.

Opeeamar; The . “Dpemiod” means B opersior of an lntrnet Webgite, ddime sorvide, odhae
mppication, of ekl sppBcation with sciual knowicdgs that B¢ s, serviee. or pplmatiom i aid
primarily fe¢ K-12 ichool purpmecs sd was dosigned and markeind for K~-12 school purposes. For e
pupoes of B Service Agreement, the torm “Opiwakse™ i replaced by the term ~Provader.”’ This ferm
shal] entanimpais the 16Hn “Third Pasty.” wi @ o fooed in appliceble sate atutes.

Personsily Tdentiflable Information (FI13: The tenms “Perscaslly Ideniifiable Information™ or "R
shall inchade, bat are mot imited to. student datn, metadata, and user or pupt)-gesened enment obagined
by remmon of the use af Provider's software, website, service, or app, includiag mobile npps, whether
gathered by Provider or peovided by LEA or s users, stnderes, of sydeany’ parentygusrdans, Pil
inchades Indirece Bemtifiers, which is sy informarion tha, cither abone o (6 sgpregese, would albow &
reasaruble pervon [ be able o idendidy & sndem 1 0 reionable sy, For purpesss of i DPA,

Fersomally Sdemiffable Infzemaiion shall include e caicgories of infeemation (issed @ the definition of
Smdem Duais

Provider: For perpmes of the Sarviee Agreemem, the Wi “Provides” meam provider of digiial
rducanional software or services, inciading cloud-based servieci, for the digilal storags, mansgrent,
and retrievad of pupil reconds. Wishin the DPFA the tems “Prvide” inchudes the torm “Thind Party™ and
the: fern “Operator” a3 ueed in appbcablis sate stmmes.

Popll Geoerated Comiene; The ietth “pagril-gencrated cuniont”™ mesns maderials or comtem creaned by a
pupil durng sed for the purpese of educeton inchuding, but nod limiited 10, essays, research neporu,
prorifahion, orestivig writing, music or other audio flles, photogrphs, vedes, Bnd petoun mitreition el
e=abies cmguing ownersbip of pupil content

Pupill Recordss Means bsth of the. followig: (1) Any informakion dhat directly selarss & pugsl Bt is
maincained by LEA and {2) any infeemation scquiced directly from the pupil through the use of

15



aabructional software or spplications salgned 0o the pupil by o eeacher oe ciber LEA employee. For the
purposes of this Agrecreent, Pupil Reconds shall be the seme & ESuationsl Rewdsds, Sudent Pesional
Information and Conared Eaformation, off of which & docined Stodcm D for e purpoass of this
Apgreement.

Servies Agreemest: Refer 10 the Contnct or Purchise Order 10 which this BPA supplemsinis and
modifies.

School Official: For e pumdss of ik Agreamem i punsant 15 34 CFR 92,31 (B}, 8 Scheal
Official is a contracior that: (1) Performe an instinnionsl servse or Tunction for wivich the agency or
instituiion would otherwise uie emplovess: (21 [ under B direst contol ol the apency or inRtinTtion
with sespect 40 f% g and maimenencs of cduckce rocordis sl (3 I3 sihjct s 34 CFR 99.33(0)
govemming the use dod re-disclosing ol perpamally ddantifiahle intoemartion fham medent recoeds.

SOMPA: (nce pagsed, the requremens of SOPTPA weso added v Chapler 2).2 {commencing with
Swetioe 22584) 1 Divistees § of the Business pnd Professions Code relating 1o privacy.

Studens Datn: Soudent Deta mcindes emy data, whether gathered by Providor or providod by LEA or Ts
iS4y, Sadent, or sindents’ parentyguandians, that i descriprive of the student including, bul not Hmiled
¥ infotativh in the indent’s educasional] recond of email, fiem and dast name, home address, telephone
mambee, crsail addrenn, of edher inforeastion llewing eabine compet, discipling records, videns, sest
resin spocial oducation dats, havendle dependency fecundi, prades, cvalnakons, cramimal records,
medical reoivds, healih peotmili, saeid] sedpnily  nussbers, hiometrie nfomanes, disabinies,
sosigeninomie inforanen, fpod purchises, poliical affimions, relignous information cex) messages.
dacuments, student idennfies, seanch osiivity, photns, voice recondings or gealocation mformation
Swdent Daca sha® sonsniline Pupil Reeonds for the purposes of this Agreement. and for the purposcs of
Caiiforzia sod fader] lows sod reguisions. Sodem Bate as specified In Bxhiliit =B" i coafiresed to be
colleciod or prosessed by the Provider pursnan 1o the Semvioes. Student D shall not constitute that
fbaermation that has been snonymizad o deldentifled, or smonymous usage data regarding o snudent”s
use of Pravider's servieis,

SDPC (The Studemt Duis Priveey Comsartbem) Refivg 1w dhe amioml collabomalve of schools,
distsicey, regeonsl, terriories ond mue agemcies, policy makers, wade organiastions and markeplace
providiens addresuing resl-world, adepiable, pad implesseraphle sobaions 00 growing dun prviey
CUrLTE

Siedent Persensd loformation: "Stodest Pesomal Infonmation™ means informaiea collncied thmugh s
schood servicr Gl poowmmlly identifics an individkaal siudeni or ofber fnformation collosted st
mainteaed shont an dadvidual studen that is Helood 5o information that aboseifiey an sadividusd dnalent,

as idenlified by Waskisgion Cosspast Privision TRASM.01Q For purposes of this DPA. Swudent
Personal Information is refered 1o a8 Student Dats.

Sulrperibing LIEA: As LEA thil was id payty 1o the arigined Servitoa Agteement and who sooepis the
Peovider's Geaered Offer of Privacy Terms

Subprodtsser: For the putposcs of this Agreement, the tfovm “Subprocemsor”™ (sometimes refeerad 10 as
the “Subeoaiistinr™) Mo 1 paity cther o LEA of Provider, whbo Peovider uses for data collrction,
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unalytics. sorage, or other servite 1o operne mdfor inprove it saffwars, and wha has eocess to FIE.

Targeted Advertising: Tangotod sdvoriising means presenting #n sdvemmHemenl th 2 student wheee dhe
selecilom of the sdvertivamend is bemed on student information, student recomds o TTodein graemiid
cammil o eafirved over eime (hom the yage of the PFrovider's webgie, ontine service or mobile
spplication by nich wodent oF vhe nacatian of soch smdest’s onling scaivities or requests gver time.

Third Parey: The ierm “Third Party™ means & provider of digital oducational softemry Or irvices,
inchuding cloodbased services, for the dipital storagr. mamptict, and retrivval of pugd] foeonds.
Mowcver, for the prpotd of Mg Agnatmen), B¢ réem “Third Prey™ when st 1o dadicars the penvider
of digits) educational softwire o Services 1. replacad by the nam “Proviger.”
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EXHIBIT “0)~
DERECTIVE FOR DISPOSTTION OF TATA

directs Generation Gemius, Ing, (o disposs of dita oblamed
wmmmmmnrmmwm LEA and Provider. The tooms of
the [Msposition ane ses Sooth below:

Extent of Dispeition ___ Partial The categaries of dats to be
Disonsition shal be: Gupased of are as (allows
;
_ Gompleie. Disperinion extends w 2l
coegories of date.
| Nature of Dispesition ____ Desiroction or delction of dasa
Eragouinion shall be hy: __ Transley of dats. The daga shull be

tranafirred &5 661 Tort in e actachment o thly
Direeitve, Following confinmation froms LEA thal
data was seccossfully tnenfored. Provader shell

destroy or delete ol applicable data.
. . — : : _M e s
Dt ehall bs diageid of by the fellowng e Ry (et Date)
Ainhorized Represemative of LEA Diate
¥erifieatson: of Disposition of Dain Dute

by Authonred Repecseamiive of Provider

]



EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms
Provider offers the same privacy protections found in this DPA between it and Oak Grove School
District and which is dated 08/12/2019 to any other LEA (“Subscribing LEA™) who accepts this
General Offer though its signature below. This General Offer shall extend only to privacy
protections and Provider’s signature shall not necessarily bind Provider to other terms, such as price,
term, or schedule of services, or to any other provision not addressed in this DPA. The Provider and
the other LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to
suit the unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (1)
a material change in the applicable privacy statutes; (2) a material change in the services and
products subject listed in the Originating Service Agreement; or three (3) years after the date of
Provider’s signature to this Form. Provider shall notify CETPA in the event of any withdrawal so
that this information may be transmitted to the Alliance’s users.

Date: §8/12/2019
Title/Position: Educator Support

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be

bound by the same terms of this DPA.
Desert Sands Unified School District

Subscribin%
BY: ‘%;J Date: /O }5 }202()

rdad Aqui Assistant Superintendent
Pﬁntednﬁe@: LAquine Titie/Position: Business Services

Name: Andrea Bogardus

Title: Educator Support

Email Address: contact@generationgenius.com
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