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GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms
Provider offers the samé privacy protections found in this DPA berween it and S@in Dieguito Union High
and which is' dated 081172020 to any other LEA (“Subscribing LEA™) who accepts this

General Offer tlnmgh #ts signatare helow, This (-cnemi Offer shall cxtend only to privacy protections
and Provider's signatre shall not iecestanily bind: Provider to ‘other terms, such as: price, term, or
schedule of services. or to any other provision not addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to suit the
unique necds of the LEA, The Provider ‘may withdraw the General Offer in the eveni of: (1) 2
miaterial change in the applicable privacy statutes: {2).a material change in the services and’
produtts sul?gecl listed in the’ Originating Service Agreement; or three (3) years after the date of
Provider's signature to this Form. Provider shall notify CETPA in the event of any withdrawal
so that this information may be transmitied 1o the Alliance’s users.

Provider: Voes Digital

‘BY=MZ@M- oue: 01812020

2. Subseribing LEA

A Subscribing LEA. by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms, The Subscribing LEA and the Provider shall therefore be

bound by the satic tcrans of this DPA..
Subscribing LEA: — Dublin iAni4red School Disted

v O of s ue. ___ 9/2/2p2/

Title: (1) STOMER. S ERNCE
Emall Address:_INFO@ VLD TAL.COM




CALIFORNIA:STUDENT DATA PRIVACY.
AGREEMENT Version 2.0 (September 26, 2018)

Sctiool Distriet/Local Education Agency:
Dublin Unified School District

Provider:
Teacher's-Discovery

Date;
August 21, 2020



2. Nature of Services Provided. The Provider has agreed to provide the following digital
educational products and services described below and as miy be frther-outlined in Exhibit “A”
hereto; '

Student Data tp Be Provided. The Parties shiill indicate the categories of student data to be
provided in the Schedule of Data, attached hereto'as Exhibit “B”,

4. DPA Definitions. The definition of terms used in this DPA s found in: Exhibi “C”. In the event
‘of a-conflict, definitions used in'this DPA shall prevail over term tsed in the Service Agreement,

ARTICLEII: DATA OWNERSHIP AND AUTHORIZED ACCESS

1, Student Data Property of LEA: Al Studsiit Data transitted to the Provider pursuant to the
Service Agrsement is.and will continue to be the property of and under thé control of the LEA.
The Provider further ackriowledges and grees that all copies of such Swident Data transmitted to
the Provider, including ‘aity miodifications or additions or any portion thereof from any source;
are subject to the provisions of this Agreement in the same manner as the original Student Data.

The Parties agree that as between them, all rights, including all intellectual property rights in and
o Student Data contemplated per the Service. Agreement shall remain the exclusive property of
the LEA. For.the purposes of FERPA, the Provider shell be considered a School Official, under.
the.control and direction of the LEAs as it pertsins to the use of Student Data notwithstanding
the. sbove. Provider may transfer’ pupil-generated content to a separate acoount, aceording to the
procedutes set forth below..

arent Access. LEA: shall establish reasonable procedures by which a parent, Tégal guardian, or
-eligible student may review Student Data in the pupil’s records, correct erroneous information,
and procedures. for the tratisfer of pupil-generated. content o a personal account, consistent with
‘the-functionality of services. Provider shall respond in a timely manner (and no later than 45
days from the date of the request) to the LEA’s request for Student Data in 8 pupil’s records heid
by the-Provider to. view or correct.as necessary. In the event that g parent of a pupil or other
individual contacts the Provider to review any of fhie Student Datg accessed pursuant t6-the:
Setvices, the Provider shall refer. the parent .or individual to. the LEA; who will follow the
‘necessary and proper procedures régardinig the requested information.

5 Accoust. If pupil generated coritéiit is stored or rikinained by the Providet as part of
the Services described in Exhibit “AY,. Provider shall, at the request of the LEA, transfer said.

pupil generated, contetit to o ‘separate -swident acoount upoh termination of the Service.

Agréeméiit; provided, however, such transfer shall only apply to pupil generated coritent that s
severable from theService: ‘

4. Third Party Request. Should & Third Party, incliding law. enforoemerit and: government

efitities, contact Provider with u request for data hield by the Provider pursuant to the Services,
the Provider shall redirect the Third Party to. request the data directly from the LEA. Provider
shall notify the LEA in advance of 4 compelled disslosuré to a Third Party:
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attempt re-identification; and (b prior written notice hias been given to' LEA who has provided

prior written conisent. for such wansfer. Provider shall not copy, reproduce ‘or transrit any data
biined ufider the Service Agreement and/or any portion theieof, except as necessary to fulfill

Disposition of Data. Upon ‘written fequest and in dccordance with the ‘applicable terms in

-Subsection:a or b, below, Provider shall dispose-or delete all Stiilént Data obtained under the
Service. Agreement-when, it is' no lohger necded for. the purpose for which it was ‘obtained.
disposition shall include (1) the shreddinig of any hard copies of any Student Data; (2) Erasing;
or (3) Otherwise modifying the personal information in those records to: make it unreadable or
indecipherable’ by .human ‘or digital means. Nothing in the Setvice: Agreement suthorizes
Provider to maintain Stdent Data obtained under the Service Agreement beyond the time period”
Teasofiably nieeded to complete the disposition. Provider shall provide written notification to.
LEA when the Studeit Data has be¢n disposed, The duty to dispose ‘of Student Data shall rict
‘exténd to data that has been de-identified or placed ins a-separaté Student account, ‘pursuant to the:
othier ferms. of the DPA. The LEA ‘may employ:a “Request for Return or Deletion of Student.
Data” form, a copy of which is sttached hereto as Exkibit “D”. Upon pecelpt of a request from
the LEA, the Provider will immediately provide the TEA with-any specified portion: of the
Student Data within tefi (10) calendar days of recéipt of said request; '

a. ‘Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data obtained under
the Service: Agréement that s no longer needed. Partial disposal of data shall be
subject to:LEA’s request to. transfer data to a séparate dccoint, pursuant to Article I,

section 3, above..

b. Compiete Disposal Upon Termination of Service Agreement. Upon Termination of
the Service: Agreement Provider shall dispose or delete all Student Data obtained
under the Service Agreement; Prior to disposition of the data, Provider shall notify

LEA in:writing of its option to transfer data t6 a separaté account, pursiiant to Article

11, section 3, above. [ti no’ évent shall' Provider dispose. of data pursuart to this
provision. unless anid until Proyider has received affirmative writton confirmatiof
from LEA: that data will not be transferred to & separate-acoount,

ertising Prohibition. Pr ldurxsprohibitedﬁ'emusingorselhngsmdentl)mto (a) market.
advertise: to. students -or* families/guardians; (b) inform, influence, or ensble marketing,
advertising, or other commercial cfforts by a Provider; (c) dévelop a profile of a student, family
member/guardian or group, for any commercisl purpose other than providing the Service to'
LEA; or (d) use the Student Data for the development of commercial produsts or serviees, other
than.as necessary to provide the Servicé to LEA. This section does not prohibit Pravider: from
using Student Data' for adaptivi

6-' A
=

ive learning or customized student learmiing purposes.

ARTICLE V: DATA PROVISIONS,

1. Data Securitv. The Provider:agrees to abide by 4nd maintaini adequate:data security measures,
consistent with” industry ‘standards and.technology best practices; to: protect Student Deta from
anauthorized disclosure: or acquisition by.an unauthorized person, The gencral security duties of
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ssors to-determine théie compliance with

monitoring and ‘assessimients of Subproce
this Article.

‘b Perlodie Risk Assessment. Provider firther acknowledges and agross to conduict
digital -and physical ‘periodic’ (no less than- semi-annual) fisk assesstments and

temediate uny identified security and privacy vulnerabilities in a timely manner..
2. Data Breach. In the ‘event that Student Data, is accessed or obtained by an_ unauthorized
indjvidual, Provider shall provide notification to LEA within & reasonable-amount of time of the
incidetit, and fiot exceeding forty-ight (48) hours. Provider shall follow the following process:

. The' security breath notification shall be written in plain language, shall be titled
“Netico of Data Breach,” and shall pregent the inform rmation deseribed herein under-
the following hesdings: “What Happened,” “What Information Was Inyolved,”
Additional information may be provided as a supplement to the notice.

b, The security breach notification described above in section 2{a) shall iricide, ata

‘minimum, the following information*

I “The ame and contact information of the reporting LEA subject to this section,
ii.. A list of the types of personal information that were or are teasonably believed t6
have been the subject of'a breach. |
fil.._If the information is possible to detstmine at tié time the notice s provided, then
cither (1) the date of the breach, (2) the-estimated date of the breach, or (3) the

date range within which the breach océiirred. ‘The Hofiflcation shall also include
‘thie.date of the notice. “
Iv. Whether the notification was délayed 2s a result of a law enforcement

investigation, if that information is possible to detérmine at the tirae the notice is

v. A general description. of the breach- incident, if:that information is. possible to.

determine at the time the notice is provided.

«. At LEA’s discbetion, the securlty breach noification may also inchide’ any of the
following: |

i Information. about ‘what the #gency his dorie: to- protect individuals whose
infopmation has bech breached. ot
Advioe on steps tht the person whoss information hs been reashed may take to
proteat himself or herself.

d. Provider agrees to adhiere to"all fequirerrients in applicable State and in federal law
‘with tespect to 2 data breach related to theS‘EudentDam, including, when appropriate
‘mitigation of any siich.data breach.




provided for, the: specific mede of delivéry); or first-class tiail, -postage :prepaid, sent to tie
designated representativés before; 1

8. Designated Representatives
The designated representative for the LEA for thiis Agreemient is:

Néme: Elién Rebosira
Title; Purchasing Manager

Contaet Information:-
mmsdmnwa
7471 Larkdalé Avenue
Dublin, CA 94568°

“Title; ustomer Service

Contact Tnformation:
Tnachar‘s Disewefw
2741 Paldan Drive

Auburmi‘Hills, Mi 48326

. Notification of Acceptance of Getieral Offerof Terms. Upon execttion of Exhibit E,
General Offer. of Termns, Subsen‘bmg LEA shall provide notice of siich acceptance in writing
and given by personal delivery; or e-mail transmission (if contact information is provxded for

the ‘'spetific mode of delivery); or first-class. miail, ‘postage - prepaid,. to the - desi;
représentative below.

The:designated representative for the notice of acceptance of the Gerieral Offer of Privacy Terms is:

Title; Customer Sarvice-

Contact Informstion:
Tedcher's Discovery

2741 Paldan Drive.
‘Auburn Hilks; Wi 48526

6. Entire Acreement. This 'DPA constitutes the efitire agreement of the parties relating- to-the:
subject matter hereof and supersedas alf prlor communications, representations; or agreements,
aral or written, by the parties relating theretd, This DPA may be amended and the: observance of
any. provision of this:DPA,: ‘may be waived (eifher generall n‘any pi t: i




IN WITNESS WHEREOF, the parties have executed this California Stodent Data Privacy Agreement
a5'of the last day noted below..

oue_ 0 [ 1320620

Printed Name: VELSEH Tide/Position: LUSTOMER. SERUICE
Lewpioons

W p g i) v 8)ay [opap

Pritod Name: Ellen Reébostira. Title/Pesition: IiPureh_asing Manager




SCHEDULE OF DATA

Check if used
by your

TP Addresses
Ofm; Ltse 3
of cookies etc.

_application
technology
-meta data-:

Please spécify:

Use Statistics-

Asseéssitient

Attendance

Communications

Demographics

mfotmdﬁon-

Please specify:

Parent/Guardian
Contact:
Information
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work data -

Student course
grades:

Smdent course
‘data

X*

‘Student course

grades/perfor-

‘mance scores

© Other

transcript data
-Please.
specify:

Tranisportation

Student bus
assignment

‘up and/or drop

Student pick:

off locanon

card ID'

‘number-

OTHER: Uss this box, if more space needed.

*Treinscript Data is-only for the work.done in Voces.
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No Student Data Collected st this time TN
*Provider shall immediately notify LEA if this
designation is rio longer applicable.




Pupil Records: Means both of the following: (1) Ay information that direetly relatés to a pupil that is
mairitainéd by LEA and (2).any"information acquired directly ffom the ‘pupil thréugh the usé ‘of
Instructional software or.applications assignied to the pupil by'a teather ot other LEA employee. For the-
purposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal
Information.and. Covered Information, all of which are deemed Stidest Data for the ‘burposes of this
b ey

modifies. v

Sctiogl Official: For the purposes of this Agreement and pursiant to 34 CFR 9931 (B); & Schos|
Offieial is'a contractot that: (1) Performs an-institutional servicé of function for which the agency o
institution would otherwise use employees;. (2) Is under the-direct control of the ‘agency or institution
with respect to thie-use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosure of personally identifiable information from student records.

SOPIPA: Orice passed,:the requiremeiits of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584) to-Division 8 of the Business and Professions Code relsting to privacy.

Student Data: Student Data includes any dta, whether gathered by Provider or provided by LEA orits
users, studeiits; or students” parents/guardiaris, that is descriptive of the student inclading, but not limited
‘number, email address, or. other information-aliowing online contact, discipline records, videos, test
Tesults, special education data, juvenile dependency records, ‘grades, evaluations, criminal records,
medical records, heelth records;: social security numbers, biometric ‘information, disabilities,
socioeconomic information, food purchases; political affiliations, religious information test messages,
documents, student identtifies; :search . activity,. photos, voice recordings or geolocation ‘information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
California and federdl laws arid regulatiosis. Stiident Data as specified in Exhibit “B” is confirmed to be
-collected of processed by the Provider pursuant to the Services. Student Data shall not coristitute that
‘information that has. been anonyniized or de-identified; or anoriytious iisags data regarding & student’s:
-use of Provider's services. o '

SDPC (The Student Data Privacy Consortium): Refers to- the: nationa] collaborative of'.schools,
distriets, fégionial, territories and ‘state agencies; policy makers; trade organizations and. marketplace.
providers addressing real-world, adaptable, :and implomentable: solutions to growing data privacy
concerns,

11



21



