CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

Version 2.0 (July 302018)

rvine Unified School District

AND

EVERFI, Inc.

July 31, 2019



This Calitornia Student Data Povacy Agreement € DP A s entered inta by and betwocen the I dne
Unltled School District

therematter  reterred to as L F A and EVERFL Inc.

theremnatter reterred was “Prov ider” o July 31,2019 the [ he Parties agree to

terms as stated heremn

RECITALS

WHEREAS, the Provider has agreed w provide the Local Educanon Agency ("LEAT) with certan
) ¥ ; b S . : e act Jdate

d|(¢llla|. educational services (UServices ) pursuant to a contract dated July31.2019

("Service Agreement’): and

WHEREAS, in order to provide the Services described in the Service \greement. the Provider
may receive or create and the [ E N mav provide documents or data that are covered by several
federal statutes. among them. the Tamily Fducavonal Rights and Privacy Aet ¢'FERPAT) at 20
SO0 1232 (34 CER Part 99). Children’s Online Privacy Protection \ct o "COPPAT) 13
LS O as01-0306: Protection of Pupil Rights Amendment (¢"PPRA™) 20 1S € 1232h:and

WHEREAS. the documents and data transterred from [LEAs and created by the Provider’s Services are
also subject o Californin state student privacy laws, including AB 153840 tound at Cabitarnia
Education Code Section 49073 1 and the Student Online Personal Intormation Protection Act
CUSOPIPAT) found at Cabifornia Business and Protessions Code section 225841 and

WHEREAS. for the purposes of this DPAL Provider 1s a school official with fegiumate educational
interests inaccessing educationdl records pursuant to the Service Agreement: and

WHEREAS. the Parties wish to enter into this DPA to ensure that the Service Agreement contorms
to the requirements of the privacy laws reterred to above and to establish implementing procedures
and duties: and

WHEREAS. the Provider may. by signing the “General Offer of Privacy Terms™ (Exhibit "E7). agree o
allow other LEAs in Calitormia the opportunity to accept and enjov the benetits of this DPA - for
the Services described herein. without the need to negotiate terms in a separate DPA.

NOW THEREFORE, tor good and valuable consideration. the parties agree as follows

1. Purpose of DPA. The purpose of this DPA s to describe the duties and responsibilities to
ARTICLE I: PURPOSE AND SCOPE

protect student data transmitted to Provider from the LEA pursuant to the Service Agreement.
including compliance with all applicable statutes. including “the FERPA. PPRA. COPPA.
SOPIPA. AB 1384, and other appheable California State laws, all as may he amended from ume
to ume. In pertorming these services. the Provider shall be considered a School Otficial with a
legitimate educational interest. and pertorming services otherwise provided by the [ FA Wath
respect to the use and mamntenance ot Student Data. Provider shall be under the direct control
and supervision of the LEA




Nature of Services Provided The Provider has agreed to provide the followmg dignal
cducational products and services described below and as may be further outhed in Exhubit “A”

hereto

See Exhibit A

Student Data to Be Provided The Partics shall indicate the categories of student data to be
provided in the Schedule of Data. attached hereto as Exhibit "B

DPA Definitions. The definition of terms used in this DPA s found in Exhibit “C* In the cvent

of a conflict. definitions used in this DPA shall prevail over term used in the Service Agreement,

ARTICLFE H: DATA OWNERSHIP AND AUTHORIZED ACCESS

~

Student Data Property of LEA. All Student Data transmitted 1o the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the [LEA.
The Provider turther acknowledges and agrees that all copies of such Student Data transmitted to
the Provider. including any modifications or additions or any portion thereof from any source.
are subject to the provisions of this Agreement in the same manner as the original Student Data.
The Parties agree that as between them. all rights. including all intellectual property rights in and
to Student Data contemplated per the Service Agreement shall remain the exclusive property of
the LLEA. For the purposes of FERPA. the Provider shall be considered a School Official. under
the control and direction of the LEASs as it pertains to the use of Student Data notwithstanding
the above Provider may transfer pupil-generated content to a separate account. according to the
procedures set forth below

Parent Access. LEA shall establish reasonable procedures by which a parent. legal guardian. or
chgible student may review Student Data in the pupil’s records. correct erroncous information,
and procedures tor the transfer of pupil-generated content to a personal account. consistent with
the functionality of services. Provider shall respond in a imely manner (and no later than 43
days from the date of the request) to the LEA s request for Student Data in a pupil’s records held
by the Provider to view or correct as necessary. [n the event that a parent of a pupil or other
individual contacts the Provider to review any of the Student Data accessed pursuant to the
Services. the Provider shall refer the parent or individual to the LEA. who will follow the
necessary and proper procedures regarding the requested information.

Separate Account [f pupil generated content is stored or maintained by the Provider as part of
the Services described in Exhibit “A”. Provider shall. at the request of the LEA. transter said
puptl generated content to a separate student account upon termination of the Service
Agreement: provided. however. such transfer shall only apply to puptl generated content that is

severable trom the Service.

Third Partv _Request. Should a Third Party. including law enforcement and government
entities. contact Provider with a request for data held by the Provider pursuant to the Services.
the Provider shall redirect the Third Party to request the data directhy from the LEA. Provider
shall notify the LEA i advance of a compelled disclosure to a Third Party.
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5.

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement. wherehy the Subprocessors agree to protect
Student Data in manner consistent with the terms of this DPA.

ARTICLE Ifl: DUTIES OF LEA

L

Privacy Compliance. LEA shall pravide data for the purposes of the Service Agreement
in compliance with FERPA. COPPA, PPRA. SOPIPA. AB 1584 and all other California
privacy statutes.

Annual Notification of Rights. If the LEA has a policy of disclosing education records under
FERPA (4 CFR § 99.31 (a) (1)). LEA shall include a specification of criteria for determining
who constitutes a school official and what constitutes a legitimate educational interest in its
Annual notification of rights.

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames.
passwords. and any other means of gaining access to the services and hosted data.

Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

4

Privacv Compliance. The Provider shall comply with all applicable state and federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA. PPRA. SOPIPA.
AB 1384 and all other California privacy statutes.

Authorized Use. The data shared pursuant to the Service Agreement, including persistent unique
identifiers. shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes referred to in subsection (1), above. Provider also
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof, including without limitation, meta data, user content or other non-public
information and/or personally identifiable information contained in the Student Data, without the
express written consent of the LEA.

Emplovee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of this DPA with respect to the data shared
under the Service Agreement.

No Disclosure. De-identified information may be used by the Provider for the purposes of
development. research. and improvement of educational sites. services, or applications, as any
other member of the public or party would be able to use de-identified data pursuant to 34 CFR
99.31(b). Provider agrees not to attempt to re-identity de-identified Student Data and not to
transfer de-identified Student Data to any party unless (a) that party agrees in writing not to



attempt re-identification. and (b) prior written notice has been anven to [ F A whao has prosided
prior written consent for such transfer Provider shall not copy. reproduce or transmiut any data
obtained under the Service Agreement and/or any portion thereot. except as necessary to tulfill
the Service Agreement.

5. Disposition_of Data. Upon written request and in accordance with the applicable terms in
subsection a or b. below, Provider shall dispose or delete all Student Data obtained under the
Service Agreement when it is no longer needed tor the purpose tor which 1t was obtained
Disposition shall include (1) the shredding of any hard copies of any Student Data: (2) Frasing.
or (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable by human or digital means. Nothing in the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement bevond the time period
reasonably needed to complete the disposition. Provider shall provide written notification to
LEA when the Student Data has been disposed. The duty to dispose of Student Data shall not
extend to data that has been de-identitied or placed in a separate Student account. pursuant to the
other terms of the DPA. The LEA may employ a “Request for Return or Deletion of Student
Data™ form. a copy of which is attached hereto as Exhibit "D Upon receipt of a request trom
the LEA. the Provider will immediately provide the LEA with any specified portion of the
Student Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement. [hroughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no longer needed. Partial disposal of data shall be
subject to LEA's request to transfer data to a separate account. pursuant to Article 1.
section 3. above.

b. Complete Disposal Upon Termination of Service Agreement. ( pon Termination of
the Service Agreement Provider shall dispose or delete all Student Data obtained
under the Service Agreement. Prior to disposition of the data. Provider shall notify
LEA in writing of its option to transfer data to a separate account. pursuant to Article
[l section 3. above. In no event shall Provider dispose of data pursuant to this
provision unless and unul Provider has received affirmative written confirmation
from LEA that data will not be transferred to a separate account.

6. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (a) market
or advertise to students or families/guardians: (b) inform. influence. or enable marketing.
advertising. or other commercial efforts by a Provider: (¢) develop a profile of a student. family
member/guardian or group. for any commercial purpose other than providing the Service to
LEA: or (d) use the Student Data for the development of commercial products or services, other
than as necessary to provide the Service to LEA This section does not prohibit Provider from
using Student Data for adaptive learning or customized student learning purposes.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agrees to abide by and maintain adeyuate data security measures.
consistent with industry standards and technology best practices. to protect Student Data from
unauthorized disclosure or acquisition by an unauthorized person. The general security duties of
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Provider are et torth belosw Provider may turther detand s security prograns and measure
I xhibit T 7 hereto These measures shall mclude. but are not lomited o

Passwords and Emplovee Access Provider shall secure usernames. passwords e
any other means of gaming access to the Services or o Student Datas at aieved
suggested by the applicable standards. as set torth in Artcle 45 of NIST R06-63--
Provider shall only provide access to Student Data to emplovees or contractors that
are performing the Services Fmplovees with decess o Student Data <hall have
stened confidentiality agreements recarding said Student Data Al emplosees with
access to Swtudent Records shall be subject o criminal background  checks m
comphance with state and local ordinances

Destruction of Data Provider shall destrov or delete all Student Data obtained
under the Service Agreement when it 1s no lenger needed tor the purpose tor which
it was obtamed or transfer said data (0 LEA or LEA'S designee. according to the
procedure identified in Article [V, section S0 above Nothing o the Service
Agreement authorizes Provider to maintain Student Data bevond the ume period
reasonably needed to complete the disposition

¢. Security Protocols. Both parties agree to mamtain security protocols that mect

€.

T

industry standards in the transter or transmission of any data. including ensuning that
data may only be viewed or accessed by parties legally allowed to do so. Provider
shall maintamn all data obtained or generated pursuant to the Service Agreement ina
secure digital environment and not copy. reproduce. or transmit data obtained
pursuant to the Service Agreement. except as necessary to tulfill the purpose ot data
requests by LEA

Employee Training. The Provider shall provide penodie security tramming to those
of its employees whe operate or have access to the system Further. Provider shall
provide LEA with contact information of an employee who LEA may contact 1f
there are any security concerns or questions

Security Technology. When the service 1s accessed using a supported web browser,
Provider shall employ industry standard measures to protect data trom unauthorized
access. The service sccurity measures shall mclude server authenticanon and Jata
encryvption, Provider shall host data pursuant o the Service Agreement in an
environment using a tirewall that 1s updated according to industry standards.

Security Coordinator [ difterent from the designated representative dentitied in
Article V1L section S, Provider shall provide the name and contact information ot
Provider’™s Sccunity Coordinator for the Student Data received pursuant to the
Service Agreentent.

Subprocessors Bound  Provider shall enter o written agreements  whereby
Subprocessors agree to secure and protect Student Data i a manner consistent with
the terms of this Article Vo Provider shall pertodically conduct or review comphiance



manitoring and assessments of Subprocessors o determime thea comphanee it

this Article.

h. Periodic Risk Assessment Provider lurther acknewledees and avrees to conduct
digital and physical penodic ne less than semi-annuaby risk s assessments and
remediate any identificd security and privacy vulnerabrhitios tine by manner

2. Data Breach In the event that Student Data s accessed or obtined byoan unauthonized
mdinvadual, Provider shall provide notitication to TEA wathin o reasonable amount of time ol the
incident. and not exceeding forts eight (48) hours: Provider shall tollow the tollowang process

a. The sceurity breach notification shall be written i plan language. shall be ttled
“Notice of Data Breach.” and shall present the miormation described herem under
the followmng headings. “What Happened.™ “What Information Was Imolved.
“What We Are Domg.” “What You Can Do and “For More Intormation
Additional information may be provided as a supplement to the notice

b. The securitv breach notification described above in section 2iay shall include. at g
minimum. the following mformation

i. Ihe name and contact information of the reporting LA subject to this seetion.

ii. A hst ol the types of personal information that were or are reasonably helieved to
have been the subject ot a breach

iii. It the mformation is possible to determine at the time the notice s provided. then
cither (1) the date of the breach. (2) the estimated date of the breach, or (3) the
date range within which the breach oceurred. The notification shall also mclude
the date of the notice.

iv. Whether the notification was delaved as a result of a law enforcement
mvestigation. if that mformation is possible to determne at the ume the notice s
provided

v. A general description of the breach incident. if that information 1 possible to
determine at the time the notice 15 provided.

¢. At LEAs discretion. the sccwurity breach notification may also include any of the

following:

i. Information about what the agency has done to protect individuals whose
information has been breached

ii.  Advice on steps that the person whose information has been breached may take o
protect himself or herself

d. Provider agrees o adhere o all requirements in applicable State and i federal law
with respect o a data breach related to the Student Data. including. when appropriate
or required. the required responsibilities and procedures tor notfication and
mitigation of any such data breach,



e. Provider murther achnowledeges and agrees o have 3 written inadent respense plan
that rerlects best practices and s ¢onsistent with indiustry standards and federa) and
state law for responding o a data breach. breach 1 security provacy nadent or
unauthorized acquisition o use of Student Data r any port n thereof. inciuding
persenalls denufiable information and agrees to pronde TF A upon request. with a
cepy - sard written incident response plan

f. Provider 1s prohibited trom directly contacting parent. legal zuardian or cligible
puptl unless expressly requested by LEA It [ EA reguests Provider s assistance
prosiding notice of unauthorized access. and such assistance s net unduly
burdensome to Provider. Provider shall notity the aftected parent. legal guardian or
ehigible pupil of the unauthorized access. which shall include the infarmation listed
in subsections (by and (<), above. If requested by LEA. Provider shall reimburse
LEA tor costs incurred to noufy parents-tamihes ©f a breach not originating from
LEA's use of the Service

g. Inthe event of a breach onginaung trom LEA'S use of the Service. Provider shall
cooperate with LEA to the extent necessars to expeditious!y secure Student Data

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may. by signing the attached Form of General Otfer of Privacy Terms (General Offer. attached
hereto as Exhibit "E™). be bound by the terms of this DPA to any other LEA who signs the acceptance
onn said Exhibit. The Form s himited by the terms and conditions described therein

ARTICLE VII: MISCELLANEOUS

D

Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data Notwithstanding the foregoing. Provider
agrees (o be bound by the terms and obhgations of this DPA for no less than three (3) vears .

Termination [n the event that either party secks to terminate this DPA. they mav do so by
mutual written consent so long as the Szrvice Agreement has lapsed or has been terminated LEA
shall have the right to terminate the DPA and Service Agreement in the event of a material
breach of the terms of this DPA.

Effect of Termination Survival [f the Service Agreement 1s terminated. the Provider shall
destroy all of LEA s data pursuant to Article V. section 1(b). and Article ll. section 3. above.

Priority of Agreements This DPA shall govern the treatment of swudent data in order to comply
with privacy protections. including those tound in FERPA and all applicable privacy statutes
identified i this DPA  In the event there 1s conflict between the DPA and the Service
Agreement. the DPA shall apply and take precedence. Except as described in this paragraph
herein, all other provisions of the Service Agreement shall remain in effect.

Notice All ncuces or other communication required or permitted to be given hereunder must be
in writing and ginen by personal delivery. or e-mail transmission (if contact intormation is
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provided for the specitic mode of deliversy. or tirst class mail
designated representatives hetore:

. postage prepaid. sent to the
a. Designated Representatives

The designated representative for the LEA tor this Agreement is:

Name: Michelle Bennett
Title: Specialist - 1T Contracts

Contact Information-
5050 Barranca Parkway
Irvine, CA 92602
MichelleBennett@wsd org

The designated representative for the Provider for this Agreement is:

Name: Caitin O'Conner
Title: Director, K12 Frograms

Contact Information:
caithn@everfi.com

415-935-9581

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E.
General Offer of Terms. Subscribing LEA shall provide notice of such acceptance in writing
and given by personal delivery. or e-mail transmission (if contact information is provided for

the specific mode of delivery). or first class mail. postage prepaid. to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is:

Name: Caitlin O'Connor
Title: Director, K12 Programs

Contact Information:
caithn @ everti.com

415-935-0581

6. Entire Agreement This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications. representations. or agreements.
oral or written. by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and




9.

10.

1.

cither retroactively or prospectivelyy ondy swath the siened wrrien Gonent of hoth parties " oesthier
Fulure nor delay on the part of sy parts meexerarsing any neht poswer or prisdere herenler
shall operate as a o waver of such rights nor shall any sigle o partial cxercrne of ans ach neht
pover. or privifese preclude any further exercise thereof o the exercre of ans -rher ot

power, or privifege.

Severability. Any provision of this DPA that s prohibited or anenforceable i any pursdiction
shallas o such urisdiction, be mettectne 1o the extent of such prohibiton ar unenforceabilie.
without invalidating the remaming provisions of this DPAL and any such probibition or
uncentorceability many jurisdiction shall not mvahdate or render unentorceable such provision m
any other unsdiction. Notwithstanding the foregomg. it such provision could be more narrow (s
dravwn so as not to be prohibited or unenforceable in such jursdiction while. at the same ume.
maintaining the itent of the parties. it shall, as o such jurisdiction. be so narrowly drawn
without invahdating the remaining provisions of this DPA or affectme the vahdin or
entorceabtlity of such provision i any other jurisdiction

Governing Law; Venue and Jurisdiction. THIS DPA WILT BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITT THE TAWS OF ORANGE COUNTY.
CALTFORNIAD WITHOUT REGARD 10 CONFLICTS OF TAW PRINCIPLES  EACH
PARTY CONSENTS AND SUBMITS 1O THE SOLE AND EXCLUSIVE
JURISDICTION TO THE STATE AND FEDERAL COURIS FOR ORANGE
COUNTY. CALIFORNIA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY

Authority. Provider represents that it is authorized to bind to the terms of this Agreement.
including confidentiabty and destruction of Student Data and any portion thereot contained
therein, all related or associated institutions. individuals. employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own. lease or control equipment or
facilities of any kind where the Student Data and portion thereof stored, maintained or used in
any wav. Provider agrees that any purchaser of the Provider shall also be bound to the
Agreement.

Waiver, No delay or omission of the LEA 10 exercise any right hereunder shall be construed as a
waiver of any such right and the LEA reserves the right to exercise any such right from time o
tume. as often as may be deemed expedient.

Successors Bound. This DPA 1s and shall be binding upon the respective successors in interest
to Provider in the event of a merger, acquisition, consolidation or other business reorganization
or sale ot all or substantially all of the assets of such business.

[Signature Page Follows]
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IN WITNESS WHEREOQF. the partics have exceuted this California Student Data Priv acy Agreement
as of the last day noted below .

EVERFI, Inc.

BY —’LM) ) it 7/29/2019

Director, K12 Programs
ltle/Position:

Printed Namie: Caitlin O'Connor

Irvine Unified

Date- bmj_L(} 2l 614

2t ol u Asst Supt Business Services
Title/Position:

NSD Baurd Appowd. MUt 2o, Lol

Note: Electronic signature not permitted.



IMSCRIPTHION OF SERVICES

UNSERTDETAILTD DESCRIPTION OF PRODECTIS AND SERVICES HERD T MORE THEA
ONE PRODUCT ORSERVICEISINCTUDIED U TIST EACH PRODUC ] HIRE

Digital curriculum for cntical topics including, but not limited to. financial capability.
character education. career choice and digital literacy.
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EXHIBIT “C"

DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now Calitornia Education Code § 490731
relating to pupil records.

De-Identifiable Information (DII): De-Identification refers o the process by which the Vendor
removes or obscures any Personally Identitiable Information ("PII™) from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them.

Educational Records: Educational Records are official records. files and data directly related to a
student and maintained by the school or local education agency. including but not limited to. records
encompassing all the material kept in the student’s cumulative folder. such as general identifying data.
records of attendance and of academic work completed. records of achievement, and results of
evaluative tests, health data. disciplinary status, test protocols and individualized education programs.
For purposes of this DPA, Educational Records are referred to as Student Data.

NIST: Draft National Institute of Standards and Technology ("NIST") Special Publication Digital
Authentication Guideline.

Operator: The term “Operator” means the operator of an Internet Website, online service. online
application, or mobile application with actual knowledge that the site. service. or application is used
primarily for K=12 school purposes and was designed and marketed for K—12 school purposes. For the
purpose of the Service Agreement. the term “Operator”™ is replaced by the term “Provider.” This term
shall encompass the term “Third Party.” as it is found in applicable state statutes.

Personally Identifiable Information (PII): The terms ~Personally Identifiable Information™ or “PII”
shall include. but are not limited to, student data. metadata. and user or pupil-generated content obtained
by reason of the use of Provider’s software. website. service. or app. including mobile apps. whether
gathered by Provider or provided by LEA or its users, students. or students’ parents/guardians. Pll
includes Indirect Identifiers, which is any information that. either alone or in aggregate, would allow a
reasonable person to be able to identify a student to a reasonable certainty. For purposes of this DPA.
Personally Identifiable Information shall include the categories of information listed in the definition of
Student Data.

Provider: For purposes of the Service Agreement. the term “Provider” means provider of digital
educational software or services. including cloud-based services. for the digital storage, management,
and retrieval of pupil records. Within the DPA the term “Provider™ includes the term ~Third Party” and
the term "Operator” as used in applicable state statutes.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays. research reports.
portfolios. creative writing. music or other audio files. photographs. videos. and account information that
enables ongoing ownership of pupil content.
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Pupil Records: Means both of the followmg: (1) Any information that directly relates to a pupil that is
maintained by [ FA and (2) any information acquired directly from the pupil through the use of
instructional software or apphcations assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement. Pupil Records shall be the same as [ducational Records. Student Personal
[ntormation and Covered Information. all of which are deemed Student Data for the purposes of this
Agreement.

Service Agreement. Refers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B). a School
Ofticial 1s a contractor that: (1) Performs an institutional service or function for which the agency or
institution would otherwise use employees: (2) [s under the direct control of the agency or institution
with respect to the use and maintenance of education records: and (3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosure of personally identifiable information from student records.

SOPIPA: Once passed. the requirements of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584 to Division 8§ of the Business and Professions Code relating to privacy.

Student Data: Student Data includes any data. whether gathered by Provider or provided by LEA or its
users. students. or students” parents guardians. that is descriptive of the student including, but not limited
to. information in the student’s educational record or email. tirst and last name. home address. telephone
number. email address. or other information allowing online contact, discipline records, videos, test
results. special education data. juvenile dependency records. grades. evaluations, criminal records.
medical records. health records. social security numbers. biometric information, disabilities.
socioeconomic information. food purchases. political atfiliations. religious information text messages.
documents. student identifies. search activity. photos. voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement. and for the purposes of
California and federal laws and regulations. Student Data as specified in Exhibit “B™ is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-identified. or anonymous usage data regarding a student’s
use of Provider’s services.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools.
districts. regional. territories and state agencies. policy makers. trade organizations and marketplace
providers addressing real-world. adaptable. and implementable solutions to growing data privacy
concerns.

Student Personal Information: “Student Personal Information™ means information collected through a
school service that personally identifies an individual swdent or other information collected and
maintained about an individual student that is linked to information that identifies an individual student.
as identified by Washington Compact Provision 28A.604.010. For purposes of this DPA, Student
Personal Information is referred to as Student Data. |
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EXHIBIT “D™

DIRECTIVE TOR DISPOSITION OF DATA

Irvine Unified School Dlstrict :
directs to
dispose of data obtained by Company pursuant to the terms  of the  Service  Agreement

between 1A and Company. The terms of the Disposition are set forth below:

Extent of Disposition T Partial. The categories of data to be disposed of are as
ollows:

Disposition shall be:

Complete. Disposition extends to all categories of data.

Nature of Disposition [:] . : |
L__| Destruction or deletion of data.

Disposition shall be by: D . . .

P A | Transfer of data. The data shall be transterred as set forth
in an attachment to this Directive. Following confirmation from
LEA that data was successfully transferred. Provider shall

destroy or delete all applicable data.

Timing of Disposition

As soon as commercially practicable

Data shall be disposed of by the

follow ing date: D By (Insert Date)
Authorized Representative of LEA Date
Verification of Disposition ot Data Date

by Authorized Representative of Provider



EXHIBIT “E"

GENERAL OFFER OF PRIVACY [ERMS

1. Offer of Terms : . ey
Provider offers the same privacy protections found in this DPA between it and Irvine Unified Schoot D'Smﬁ
and w hi.ch is dated July 31, 2019 to any other LEA ( Subscribing I.LEA™) vsho accepts lhis General Offer

though ns signature below. This General Offer shall extend only to privacy protections and Provider's
stenature shall not necessarily bind Provider to other terms. such as price, tcr‘m or schedule of services., or

to-any other provision not addressed in this DPA. The Provider and the other LEA may also agree to change

the data provided by LEA 1o the Provider in Exhibit "B" 1o suit the unique needs of the LEA The Provider

may wi;hdr:m the General Otfer in the event of: (1)a material chanye in the applicable privacy statues: (2)

a materal change in the services and products subject listed in the Orniginating Service /\L’rccm‘ent; or three

(3} vears after the date of Provider's signature 1o this Form. Provider shall notify CETPA in the event of

any withdrawal sothat this information mas be transmitted tothe Alliance's users

EVEREFI, Inc.
BY: (L Date: 7/29/1 9
Caitlin O'Connor - . Director, K12 Programs
Title/Position:

Printed Name;

2 Subscribing LEA

A Subscribing LEA. by signing a separate Service Agreement with Provider, and by its signature below.
accepts the General Otter of Privacy Terms. The Subscribing LEA and the Provider shall therefore be

bound by the same terms of this DPA.

Date:

BY:

Title/Position:

Printed Name: .

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESSLISTED BELOW

Caitlin O'Connor
Name:

_Director, K12 Programs

itle: R

caithn @ everfi.com

Email Address:

20



EXHIBIT "F" DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAT DATA SFCURITY REQUIRENENTS HIERT |

e Nt J2TAIY



VERFI

EVERFI K12 Data Privacy Policy

Overview

As aprovides ctonine content, SVERF akes stadent S R Ty T A AN TTE RO SO
With o spocf ¢ preces of e gM\ won protectng studont privoag oy

» Family Education Rights and Privacy Act (FERPA): M.yiiit - | E»,f Hw ettt
Lo ation to protect the privacy of education records whiie <l e wini fer bt i
nse Gl data,

» Children’s Online Privacy Protection Act (COPPA): Mandated by the T TC to, protect

hildeer ander 13 from unfair or deceptive uses of personal informatior
Bathraf these regulations address third party handling of Personally tder f"‘th' focmarion
I and Bducation Records. EVERFI collects a narrow set of Pl referred to as D;rmm”
lormanon ander FERPAL Schools have the right to share this infarmation with EVERE
e EVEREChas the right to store this information so long as the infarmation is not r"Jx'scmsf»ri
tethird parties and there are proper measures in place to delete all records upon redquest

Asdprachioc EVERFIonly uses Pl for core business practices such as froubleshontin

teching &fﬂm RN ‘d; esenting teachers with reports for individual students (such as *'nsrf're
and scores] Al student data, when analyzed internally or shared externallv. is aggregated
and cle zimufu»d. meaning it cannot be traced back to individual students.

Pll Related Data Being Stored (K-12)

o Duateof Birthis requested (to support COPPA compliance) but is only stored as an
over under 13 flag.

o Il astudentis flagged as over 13, email is optional and first name and last name are
regqueed.

o Ifastudentisflagged asunder 13 emailis not collected and first name and first initial
flast name (1 character only) is required for the sole purpose of helping teachers
identfy students. As an alternative, teachers can direct students to register with |D
numbers instead of names.

General Privacy Policy and Data Security

EVERFIDOESNOT:

e Use srudent datato create studen{ profiles or perform any other type

o Usecor soH smde 1tdata for (ommercnal purposes. such as creating targ
o Useorsell student data for marketing research purposes

everficomik-12
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o Do Bl landurect iy toanvone

[vVEREIDOES:

o Arabszeanc report onstudent datan de sdentifiabie sl o aggreeate e sitre
Rrove cur learnig products or Communic ate the mpact cF aproen e o e
parties, Darais retained only for educational purooses.

e Usebestofbreed cloud-based hosting and system adnm seryicos i Ao /e
serviees tohost and keep all data secure

o [ucryptalidataatrest encrypt all hard drives. and se TUS creryptien 5o d g

transfor

e sernle-hased access control on aneed to-know basis for staff
e neorporate appropriate password policies based on specific rales and imarkets
o Archuve and remove student data every 4 years (on a rolling basis)
o Furvulerability and penetration security testing
o Have formal policies and programs in place regarding:
o System Change Management
Staff Security Training and Review
System Log Menitoring, Review, and Audit
User Access Monitoring, Review, and Audit
Service interruption Contingency and Support Escalation

o O O

EVERFI

LA

everficomik-12






