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EXHIBIT “E" ,4 SEP 3 0 2020
GENERAL OFFER OF PRIVACY FERMS Carmel Unified School District

1. Offer of Terms :
Provider offers the same privacy protections found in this DPA between it and !rvine Unified School Disteg
and w hich s dated July 31,2019 0 any other LEA (- Subscribing . EA™) viho accepts this General Offer

lhOLIgh its signature below. This General Offer shall extend only to privacy protections and Provider's
stenature shall not necessarily bind Provider to other terms, such as price, term. or schedule of services. or

to any other provision not addressed in this DPA. The Provider and the other LEA may also apree 1o chm;szc

the data provided by LEA 10 the Provider in Exhibit "B" tosuit the unique needs of the LE:\xThe Provider

may withdraw the General Offer in the event of: (| )a material change in the applicable priva‘c» statues: (2)

a material change in the services and products subject listed in the Originating Service Aarccm-cnl' or li;n;:

(3) years after the date of Provider's signature to this Form. Provider shall Botif'\ CETF’A in lhc‘cvenl of

any withdrawal sothat this information ma- be transmitted tothe Alliance's users.

EVERFI, Inc.
~oad)
BY: 4 ' Date: 7/29/1 9
Caitlin O'Connor Title/Position: Director, K12 Programs

Printed Name;

2 Subscribing LEA

A Subscribing LEA. by signing a separate Service Agreement with Provider, and by its signature below.
accepts the CGieneral Ofter of Privacy Terms. The Subscribing LEA and the Provider shall therefore be

bound by the same terms of this DPA.

f/}/’_“‘\\
A X‘) Date. 9/30/20
I '

Title/Position: INterim Superintendent

BY:

Printed Name: Trisha Dellis

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA AMUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

Caitlin O'Connor
Name:

..., Director, K12 Programs
Title:

caitlin @ everfi.com

Email Address:




CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

Version 2.0 tJuly 3, 2018)

Irvine Unified School Dislrict

AND

EVERFI, inc.

July 31, 2019



This Cafifornia Stadent Data Povaey Nereemente DPA s entered inte be and beisoeen the I e
Unltled School District

therematter  reterred 10 o~ <[+ v and EVERFL Inc.

af1e F . oy Py e
thereinatter reterred was “Prov der ™ 1on July 31,2019 the Ihe Parties aaree o

terms as stated heremn

RECITALN

WHEREAS, the Provider has agreed o provide the Local Education Agenes ¢°LEA™Y with certann
“ ,.‘,'; " . s e oo [

dug‘mll educational services {UServces lpursuantt(uumtmuddlchulym_ZOIg

"Service Agreement”): and

WHEREAS, in order 10 provide the Services described in the Service \greement. the Prosider
may receive or create and the [E\ may provide documents or data that are covered by several
tederal statates. among them. the Tamily Fducavonal Rights and Privacy \ct °TFRPAT) at 20
USO 1232 34 CER Part 99). Children’s Online Privacy Pratection \ct v C OPPA™) |3
U5 O 6501-0300: Pratection of Pupt! Rights Amendment (°PPRA™) 20 U S U 12320 and

WHEREAS. the documents and data transterred trom [ EAS and created by the Prosider’s Services are
also subject o Calitornin stite student privacy laws, ancluding AB 1584, Tound at Calitornia
Educanon Cade Secton 490731 and the Student Onbine Personal Intormation Protection \ct
USOPIPAT Tound at Califormia Business and Protessions Code section 22584 and

WHEREAS. tor the purposes ot this DPAL Provider s a school official with legiumate educational
interests inaccessing educational records pursuant to the Service Agreement. and

WHEREAN. the Parties wish tw enter into this DPA 1o ensure that the Service Agreement contorms
to the requirements of the privacy laws referred to above and 1o establish implementine procedures
and dutres: and

WHEREAS. the Provider may. by signing the “General Offer of Privacy Terms™ (Exhibit E7) agree w
alfove other LEAs an Cabtorma the opportunity 1o accept and enjov the benefits of this DPA tar
the Services described heren. without the need to negotiate terms in a separate DP A,

NOW THEREFORE, tor good and valuable consideration. the parties agree as followy

1. Purpose of DPA. The purpose of this DPA s o describe the duties and respunsibilities to
ARTICLE I: PURPOSE AND SCOPE

protect student data transmitted o Provider from the LEA pursuant w the Service Agreement.
including compliance with all applicable statutes. including “the FERPA. PPRA. COPPA.
SOPIPA. AB 1384, und other applicable Cabfornia State laws, all as may he amended from nme
W ume In pertorming these services, the Provder shall be considered a School Official with a
tegiimate educavonal interest. and performing services otherwise provided by the [ FA W ith
respect 1o the use and mamienance of Student Data. Provider shall be under the direct control
and supervisiun of the [ FA



2.

Nature of Services Provided The Provider has agreed to provide the following digital

cducational products and services deseribed below and as may he further outhned i Exhibit =A™
hereto.

See Exhibit A

Student Data to Be Provided The Partics shall indicate the categories of student data to be
provided 1n the Schedule of Data. anached hereto as Exhibit "3

DPA Definitions. The definition of terms used in this DPA is found in Fxhibit “C” Inthe event
of a conflict. definitions used in this DPA shall prevail over term used in the Service Agreement.

ARTICLE I1: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider turther acknowledges and agrees that all copies of such Student Data transmirted to
the Provider. including any modifications or additions or any portion thereot’ from any source.
are subject to the provisions of this Agreement in the same manner as the original Student Data.
The Parties agree that as between them. all rights. including all intellectual property rizhts in and
to Student Data contemplated per the Service Agreement shall remain the exclusive property of
the L.LEA. For the purposes of FERPA. the Provider shall be considered a School Official. under
the control and direction of the LEAS as it pertains to the use of Student Data nutwithstanding
the above. Provider may transfer pupil-generated content to a separate account. according to the

procedures set forth below .

Parent Access. LEA shall establish reasonable procedures by which a parent. legal guardian. or
eligible student may review Student Data in the pupil’s records. correct erroncous information.
and procedures for the transfer of pupil-generated content to a personal account. consistent with
the functionality of services. Provider shall respond in a timely manner (and no later than 45
days from the date of the request) to the LEAs request for Student Data in a pupil s records held
by the Provider to view or correct as necessary. [n the event that a parent of a pupil or other
individual contacts the Provider to review any of the Student Data accessed pursuant 1o the
Senvices. the Provider shall refer the parent or individual 10 the LEA. wha will follow the
necessary and proper procedures regarding the requested information.

Separate Account. If pupil generated content is stored or maintained by the Provider as part of
the Senvices described in Exhibit A", Provider shall. at the request of the LEA. transfer said
pupil generated content to a separate student account upon termination of the Service
Agreement: provided. however, such transfer shall only apply to pupil generated content that s

severable trom the Service.

Third Party Request. Should a Third Party. including law enforcement and government
entities. contact Provider with a request for data held by the Provider pursuant to the Services.
the Provider shall redirect the Third Party to request the data directhy from the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to a Third Part




s,

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subprocessors agree lo protect
Student Data in manner consistent with the terms of this DPA.

ARTICLE III: DUTIES OF LEA

I

Privacv Compliance. LLEA shall pravide data for the purposes of the Service Agreement
in compliance with FERPA. COPPA, PPRA. SOPIPA. AB 1584 and all other California
privacy slatutes.

Annual Notification of Rights. If the LEA has a policy of disclosing education records under
FERPA (4 CFR § 99.31 (a) (1)), LEA shall include a specification of criteria for determining
who constitutes a school official and what constitutes a legitimate educational interest in its
Annual notification of rights.

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames.
passwords. and any other means of gaining access to the services and hosted data.

Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond o any unauthorized access,

ARTICLEIV: DUTIES OF PROVIDER

1.

Privacy Compliance. The Provider shall comply with all applicable state and federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA. PPRA. SOPIPA.
AB 1584 and all other California privacy statutes. «

Authorized Use. The data shared pursuant to the Service Agreement, including persistent unique
identifiers. shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes referred to in subsection (1), above. Provider also
acknow ledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof. including without limitation, meta data, user content or other non-public
information and/or personally identifiable information contained in the Student Data, without the
express written consent of the LEA.

Emplovee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of this DPA with respect to the data shared
under the Service Agreement.

No Disclosure. De-identified information may be used by the Provider for the purposes of
development. research. and improvement of educational sites. services, or applications, as any
other member of the public or party would be able to use de-identified data pursuant to 34 CFR
99.31(b). Provider agrees not to attempt to re-identity de-identified Student Data and not to
transfer de-identified Student Data to any party unless (a) that party agrees in writing not to

a



atiempt re-identification. and (b) prior written notice has been anven 1o LFA who has provided
prier weitien consent for such transfer. Provider shall not copy. reproduce or transmit any dala
obtained under the Service Agreement and/or any portion thereot, exXcept as necessary to tulfitl
the Service Agreement.

5. Disposition of Data. Upon written request and in accordance with the applicable terms in
subsection a or b. below, Provider shall dispose or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose fur which it was abtained
Disposition shall include (1) the shredding of any hard copies ot any Student Data: (2) Erasing.
or (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable by human or digital means. Nothing in the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement bevond the time period
reasonably needed to complete the disposition. Provider shall provide written notification to
LEA when the Student Data has been disposed. The duty to dispose of Swdent Data shall not
extend to data that has been de-identiticd or placed in a separate Student account. pursuant to the
other terms of the DPA. The LEA may employ a “Request tor Return or Deletion of Student
Data™ form. a copy of which is anached hereto as Exhibit "D Upon receipt of a request from
the LEA. the Provider will immediately provide the LEA with any specified portion of the
Student Data within ten (10) calendar days of receipt of said request,

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data vbtained under
the Service Agreement that is no longer needed. Partial disposal of data shall be
subject to LEA’s request to transfer data to a separate account. pursuant to Article I,
section 3. above.

b. Complete Disposal Upon Termination of Service Agreement. Upon Termination of
the Service Agreement Provider shall dispose or delete all Swdent Data obtained
under the Service Agreement. Prior to dispusition of the data. Provider shall notify
LEA in writing of its option to transfer data to a separate account, pursuant to Article
[. section 3. above. In no event shall Provider dispose of data pursuant to this
provision unless and. until Provider has received affirmative written confirmation

from LEA that data will not be transferred to a separate account.

6. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (a) market
or advertise to students or families/guardians: (b) inform. influence. or enable marketing.
advertising. or other commercial ¢fforts by a Provider: (c) develop a profile of a student. family
member/guardian or group. for any commercial purpose other than providing the Service to
LEAZ or {d) use the Student Data for the development of commerial products or services. other
than as necessary to provide the Service to LEA. This section does not prohibit Provider from
using Student Data for adaptive learning or customized student learning purposes.

ARTICLE V: DATA PROVISIONS

1. Data Securitv. The Provider agrees to abide by and maintain adequate data security measures.
consistent with industry standards and technology hest practices. to protect Student Data from
unauthorized disclosure or acquisition by an unauthorized person. The general security duties of

35



Provider are set torth helow Provider may further detadd i securits programs and messure- o,
Lxhibit T hereto These measures shall include. but are not linnted to

4. Passwords and Employee Access Provider shall sceure usernames. passwords and
amy other means of ganing access © the Services or 1o Stadent Data, at a devel
suggested by the applicable standards. a~ set forth in Article 43 of NIST 800-63-3
Provider shall only provide access to Student Data 1o employees or contractors that
are performing the Services Fmplovees with aceess to Sturdent Data shall have
signed confidentiality agreements regarding <aid Student Data. Al emplosees with
aceess to Student Records shall be subject o criminal background chedks in
compliance with state and local ordinances.

b. Destruction of Data. Provider shall destroy or delete all Student Data obtained
under the Service Agreement when it is no lenger needed tor the purpose tor which
it was obtained or transter said data o LEA or LEA'S designee. according to the
procedure identified in Article V. section 3. above Nothing i the Service
Agreement authorizes Provider to maintain Student Data bevond the time period
reasonably necded to complete the disposition

¢. Security Protocols. Both parties agree to maintain security protocols that meet
industry standards in the transfer or transmission uf any data. including ensuring that
data may only be viewed or aceessed by parties legally allowed 1o do so. Provider
shall maintan all data obtained or generated pursuant to the Service Agreement in a
secure digital environment and not copy. reproduce. or transmit data obtained
pursuant to the Service Agreement. except as necessary to tulfill the purpose of data
requests by [LEA.

d. Employee Training. The Provider shall provide peniodic security training to those
of its emplovees who operate or have access to the svstem. Further. Provider shall
provide LEA with contact information of an emplosee who LEA may contact if
there are any security concerns or questions

e. Sccurity Technology. When the service is accessed using a supported web browser,
Provider shall employ industry standard measures to protect data trom unauthorized
access. The service security measures shall include server authentication and Jata
encryption. Provider shall host data pursuant 10 the Service Agreement in an
environment using a tirewall that is updated according to industry standards.

. Security Coordinator [f difterent from the designated representative identitied in
Article VL section 5. Provider shall provide the name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the
Service Agreenient.

g. Subprocessors Bound  Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Stwdent Data in a manner consistent with
the terms of this Article v Provider shall periodically conduct or review compliance



mantering and assessments of Subprocessors toodetermime then compliee wath

this Articic.

h. Periodic Risk Assessment. Provider lurther achnesdedees and avrees b conduct
digital and physical peniedic (no less than sem-annuady risk assessments and
remediate any dentified secunty and privacy vulnerabidities moa onwely manner

2. Data Breach. In the event that Student Data 15 accessed or obtuned by an unauthornized
mdividual, Provider shall provide notification to TEA within a reasonable amount ol tme ot the
incident. and not exceeding forty eight {48) hours Provider shall follow the tallowing process:

a. The sccurity breach notification shall be written in plam lfanguage. shall be utled
“Nuotice of Data Breach.” and shall present the informaton deseribed herein under
the following headings: “What Happened.” “What Inlormation Was Involved.”
“What We Are Domg.” “What You Can Do and “For Nare Information.”
Addittonal information may be provided as a supplement to the notice

b. The securitv breach noetification described above in secuon 2eas shall nclude. at o
minimum. the following information

i. The name and contact infermation of the reporting LLEA subpect to this section.

it. A hst of the types of personal information that were or are reasonably believed w
have heen the subject o' a breach

iii. [ the information s possible to determine at the time the notice 15 provided. then
either (1) the date of the breach. (2) the estimated date of the hreach, or (3) the
date range within which the breach occurred. The notification shall also wnclude
the date of the notice.

iv. Whether the nottficaton was delaved as a result ef a law  enforcement
investigation. tf that mformation is possible to determine at the time the notice
provided

v. A general desceription of the breach incident. if that information ts pussible (o

determine at the time the notice 15 provided.

c. At LLA’s discretion, the security hreach notification may also include any of the

following:

i. Information about what the agency has done o protect individuals whose
information has been breached

ii. Advice on steps that the person whose information has been breached may take to
protect himselt or herself

d. Provider agrees o adhere o all requirements in applicable State and in federal lawn
with respect to a data breach related to the Student Data. including. when appropriate
or requued. the required responsibilities and  procedures for notification and
mitigation nf any such data breach,



e. Provider rurther achnossiedges and agrees o have 3 written ncident respe nse plan
that rerlects best practices and 1 consistent with industrs standards and federa and
state law for responding te a3 data breach. breach ot security. provacy incident or
unauthorized acquistien or use of Student Data < any port n thereof, inciuding
persenally idenufiable information and agrees o proside | F A apon request, with a
cepy ' sard written incident respanse plan

f. Provider is prohibited trom directh contacting parent. legal guardian wr ehizible
puptl unless expressly requested by LEA If LEA requests Presider’s assistance
providing notice of unauthorized access. and such assistance 15 not unduly
burdensome to Provider. Provider shall nouts the aftected parent. legal guardian or
eligible pupil of the unauthorized access. which shall include the information listed
in subsections ¢h) and {c). above. If requested by LEA. Provider shall reimburse
LEA 1or costs incurred 1o noufy parents:families of a breach not originating from
LEA's use of the Service.

2. Inthe event of a breach orizinating from LEAs use of the Service. Provider shall
cooperate with LEA to the extent necessary to expeditiousty secure Student Data

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may. by signing the atiached Form of General Offer of Privacy Terms (General Offer. attached
hereto as Exhibit “E™). he bound by the terms of this DPA to any other LEA who signs the acceplance
onn said Exhibit. The Form is imited by the terms and conditivns described therein

ARTICLE VII: MISCELLANEOUS

L.

L

Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Prov ider maintains any Student Data Notw ithsianding the foregoing. Provider
agrees to be bound by the terms and obligations of this DPA for no less than three (3) vears .

Termination. In the cvent that either party seeks to terminate this DPA. they mav do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated LEA
shall have the right to terminate the DPA and Service Agreement in the event of a material

breach of the terms of this DPA .

Effect of Termination Survival. [ the Service Agreement is terminated. the Provider shall
destroy all of LEAs data pursuant to Article V. section 1{b}. and Article 11, section 3. above.

Priority of Agreements. This DPA shall govern the treatment of student data in order to comply
with privacy protections. including those found in FERPA and all applicable privacy statutes
identified in this DPA In the event there is conflict between the DPA and the Service
Agreement. the DPA shall apply and take precedence. Except as described in this paragraph
herein. all other provisions of the Service Agreement shall remain in effect.

Notice. All nouices ur other communication required or permitted to be given hercunder must be
in writing and gnven by personal delivery. ur e-mail transmission (if contact information is

8



provided for the specitic mode of delivervy, or first class mail. postage prepaid. sent to the
designated representatines hetore.

a. Designated Representatives
The designated representative for the LEA for this Agreement is

Name: Michelle Bennelt
Title: Speciabst - IT Contracts

Contact Information-
3050 Barranca Parkway
irnvine, CA 92602
MichelleBennett@usd org

The designated representative for the Prov ider for this Agreement is:

Name: Caithin O'Connor
Thitle: Ull’eClOF, KiZ Programs

Contact Information:
caithn @ everfi.com

415-935-9581

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E.
General Offer of Terms. Subscribing LEA shall provide notice of such acceptance in writing
and given by personal delivery. or e-mail transmission (if contact information is provided for
the specific mode of delivery). or first class mail. postage prepaid. 10 the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is:

Name: Caitlin O'Connor
Title: Director, K12 Programs

Contact Information:
caitlin @ everfi.com

415-935-0581

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating (o the
subject matter hereof and supersedes all prior communications. representations. or agreements.
oral or written. by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and




10.

i1,

cither retroactivehy or prospectivels yonly swith the siened swritten consent of hoth partics Seither
Future nor delay onthe part of any party mexerdising any peht, poser, o privifeee hereunder
shall operate as a waiver of such right. nor shall any single or partial exercme of ans ach ool
power, or privilege preclude any further exercise thereol or the exercre of ans - ther rivhe

pewer or privilege.

Severability. Any provision of this DPA that s probibited or anenforceable m any jurmdiction
shall.as o sueh jurisdiction, be inetlective to the extent of such prohibitian ar unentoreeabiling
without invalidating the remaining provisions of the DPA. and any such prohthition ar
unenforeeahility inany jurisdiction shall not mvalidate or render unentorceable such Pros 15100 in
any other junsdiction. Notwithstanding the foregomg. it such provision could be more narrow |«
drawn so as not w be prohibited or unenforceable m such jursdiction wiile. at the same time,
maintaiing the intent of the parties. it shall. as w such jurisdiction. he so narrow Iy drawn
without invalidating the remaining provisions of this DPA or alfecting the salidiny or
entorccability of such provision in any other jurisdiction.

Governing Law: Venue and Jurisdiction. ITHS DPA WII T Bl- GOVIRNED BY AND
CONSTRUED IN ACCORDANCE WITTE THE TAWS OF ORANGE COUNTY.
CALIFORNIA, WITHOUT REGARD 1O CONFILICTS OF LAW PRINCIPITS [AUH
PARTY CONSENTS AND SUBMITS 10 THE SOLE AND EXCLUSIVE
JURISDICTION TO THE STATE AND FEDERAL COURTS FOR ORANGE
COUNTY., CALIFORNIA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY

Authority. Provider represents that it is authorized to bind to the terms of this Agreement.
including confidentiality and destruction of Student Data and any portion thereof contained
theremn, all related or assaciated institutions. individuals. employees or contractors who may have
aceess to the Student Data and/or any portion thereof, or may own. lease or control equipment or
facilities of any kind where the Student Data and portion thereot stored. maintained or used in
any way. Provider agrees that any purchaser of the Provider shall also be bound to the

Agreement,

Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed as a
watver of any such right and the [EA reserves the right to exercise any such right from time to
time. as often as may be deemed expedient.

Successors Bound. This DPA 1s and shall be binding upon the respective successors in interest
to Provider in the event of a merger, acquisition. consolidation or other business reorganization
or sale of all or substantally all of the assets of such business.

[Signature Page Followy)
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IN WITNESS WHEREOF . the partics have executed this California Student Dana P

as of the last day noted below

EVERF!, Inc.
- |
vl o 71292019
AT, Director, K12 Programs
Printed Name. C8itlin O°Connor 10 piion. °

__Date:“_Aaujug:l: 2,201

Asst Supt Business Services

NSD Bourd Approwkd MUt 20, Lol

__ Title/Paosition: -

Note: Electronic signature not permitted.

rivacy Agreement



EXHIBIT “A™
DESCRIPHON OF SERVICTES

INSERT DETAILLD DESCRIPTION OF PRODECTS AND SERVICT S HERE I SMORE THAY
ONE PRODUCT ORSERVICH IS INCLEDIDL TIST FACHPRODY ¢ 1 HI R} |

Digital curricutum for crtical topics including, but not limited to. financial capability.
character education. career choice and digital literacy
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EXHIBIT “C"
DEFINITIONS

AB 1384, Buchanan: The statutory designation for what is now California Fducation Code § 49073.1.
relating to pupil records.

De-ldentifiable Information (DII): De-ldentification refers to the process by which the Vendor
removes or obscures any Personally Identifiable [nformation (“PII™) from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them.

Educational Records: LEducational Records are official records. files and data directly related to a
student and maintained by the school or local education agency. including but nut limited to. records
encompassing all the material kept in the student’s cumulative folder. such as general identifying data.
records of attendance and of academic work completed, records of achievement, and results of
evaluative tests. health data. disciplinary status. test protocols and individualized education programs.
For purposes of this DPA, Educational Records are referred to as Student Data.

NIST: Draft National Institute of Standards and Technology (“NIST™) Special Publication Digital
Authentication Guideline.

Operator: The term “Operator” means the operator of an Internet Website, online service, online
application, or mobile application with actual knowledge that the site. service. or application is used
primarily for K—12 school purposes and was designed and marketed for K-12 school purposes. For the
purpose of the Service Agreement. the term “Operator” is replaced by the term “Provider.” This term
shall encompass the term “Third Party.” as it is found in applicable state statutes.

Personally Identifiable Information (PII): The terms “Personally ldentifiable Information™ or “PII”
shall include. but are not limited to. student data, metadata. and user or pupil-generated content obtained
by reason of the use of Provider’s software. website. service, or app. including mobile apps, whether
gathered by Provider or provided by LEA or its users, students. or students’ parents/guardians. Pl
includes Indirect Identifiers, which is any information that. either alone or in aggregate, would allow a
reasonable person to be able to identify a student to a reasonable certainty. For purposes of this DPA.
Personally Identifiable Information shall include the categories of information listed in the definition of

Student Data.

Provider: For purposes of the Service Agreement. the term “Provider™ means provider of digital
educational software or services. including cloud-based services. for the digital storage, management,
and retrieval of pupil records. Within the DPA the term “Provider™ includes the term ~“Third Party” and
the term ~Operator™ as used in applicable slate statutes.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays, research reports.
portfolios. creative writing. music or other audio files. photographs. videos. and account information that

enables ongoing ownership of pupil content.

lo



Pupil Records: Means hoth of the following: (1) Any information that directly relates to a pupil that is
maintained by 1 FA and (2) any information acquired directly from the pupil through the use of
mstructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement. Pupil Records shall be the same as Lducational Records. Student Personal
Information and Covered Information. all of which are deemed Student Data for the purposes of this
Agreement.

Service Agreement. Refers to the Contract or Purchase Order to which this DPA supplements and
modities.

School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B). a School
Ofticial is a contractor that: (1} Performs an institutional service or function for which the agency or
institution would otherwise use employees: (2) Is under the direct control of the agency or institution
with respect to the use and maintenance of education records: and {3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosure of personally identifiable information from student records.

SOPIPA: Once passed. the requirements of SOPIPA were added 1o Chapter 22.2 (commencing with
Section 22584) to Division § of the Business and Professions Code relating to privacy.

Student Data: Swdent Data includes any data. whether gathered by Provider or provided by LEA or its
users. students. or students’ parents;guardians. that is descriptive of the student including, but not limited
to. information in the student’s educational record or email. tirst and last name. home address. telephone
number. email address. or other information allowing online contact. discipline records, videos, test
results. special education data. juvenile dependency records. grades. evaluations, criminal records.
medical records. health records. social security numbers. biometric information, disabilities.
socioeconomic information, food purchases. political affiliations. religious information text messages.
documents. student identifies. search activity. photos. voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement. and for the purposes of
California and federal laws and regulations. Student Data as specified in Exhibit “B™ is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-identified. or ananymous usage data regarding a student’s
use of Provider's services.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools.
districts. regional, territories and state agencies. policy makers. trade organizations and marketplace
providers addressing real-world. adaptable. and implementable solutions to growing data privacy

concerns.

Student Personal Information: “Student Personal Information”™ means information collected through a
school service that personally identifies an individual student or other information collected and
maintained about an individual student that is linked 1o information that identifies an individual student.
as identified by Washington Compact Provision 28A.604.010. For purposes of this DPA. Student
Personal Information is referred to as Swudent Data. :
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EXHIBIT “D"

DIRECTIVE FOR DISPOSITION OF DATA

Irvine Unified School District

directs o

dispose of data obtained by Compans pursuant 1o the terms of the  Service  Agreement
between 1 EA and Company The terms of the Disposition are set torth befow:

Extent of Disposition

Disposition shall be:

Nature of Disposition

! Disposition shall be by:

Timing of Disposition

Data shall be dispused ot by the
following date:

Partial. The categories of data to be disposed of are as
follows:

Complete. Disposition extends to all categories of data.

|1 Destruction or deletion of data.

_D_ Transfer of data. The data shall be transferred as set forth
in an attachment to this Directive. Following confirmation from
LEA that data was successtully transferred. Provider shall

destroy or delete all applicable data.

As soon as commercially practicable

_D_B_\ (Insert Date)

Authorized Representative of LEA

Date

Verification of Disposition of Data

Date

by Authorized Representative of Provider



EXHIBIT “E"

GENERAL OFFER OF PRIVACY FERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and frvine Unified School Disiig
and w hi.ch is dated July 31,2019 to an) other LEA ( - Subscribing LEA™) vsho accepts this General Offer
lhou_uh its signature below. This General Offer shall extend only to privacy protections and Provider's
stenature shall not necessarily bind Provider to other terms, such as price, term. or schedule of services. or
lo any other provision not addressed in this DPA. The Provider and the other LEA may also agree to uhar.mc
the data provided by LEA 10 the Provider in Exhibit "B" 1o suit the unique needs of the LEA. The Provider
may wi;hdraw the General Otfer in the event of: (1 )a material change in the applicable pri'v:u.‘\ statues: (2)
a matertal change in the services and products subject listed in the Originating Service /\Qrecn;em; or three
(3) years after the date of Provider's signature to this Form. Provider shall notify CETPA in the event of
any withdrawal sothat this information mas be transmitted othe Alliance's users.

EVERFI. Inc.
sy: (04’ b 7/29/19
Director, K12 Programs

Caitlin O'Connor Title/Position:

Printed Name:

2 Subscribing LEA

A Subscribing LEA. by signing a separate Service Agreement with Provider. and by its signature below.
accepts the General Ofter of Privacy Terms. The Subscribing LEA and the Provider shall therefore be

bound by the same terms of this DPA.

Date:

BY:

Title/Position:

Printed Name:

TO ACCEPT THE GENFRAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

Caitlin O'Connor
Name:

Director, K12 Programs

Title:

caitlin@everfi.com
Emait Address:

20



EXHIBIT “F" DATA SECURITY REQUIREMENTS

HNSERT ADDITHONAL DATA SFCURITY REQUIRENIT NIS HIRE

s Pty 427437%



VERFI

EVERFI K12 Data Privacy Policy
Overview

AS Provider of onbinge cortent, EVERFT takes student Peeary wory sin by geferangie e
With Lo spocif ¢ pioces of legrslation protecting studont prvae v

 Family Education Rights and Privacy Act (FERPA): Maneintet by ihie Departine o f
L ationto protect the privacy of education records whiile still sllewing e otfortie
useof data,

e Children’s Online Privacy Protection Act (COPPA): Mandated by the FTC te, protect
“hildrer under 13 from unfair or deceptive uses of persenal mfarmation.

Bothof these rogulations address third party handling of Personally Identifiable informarion
il and Education Records. EVERF collects a narrow set of Pll.referred to as Directory
mtormannander FERPA. Schools have the right to share this information with EVERF
il EVEREhas the right to store this information so long as the information is not disclosed
b third pachies. anct there are proper measures in place to delete all records HPON request.

As apractic ¢ EVERF I anty uses Pl for core business practices such as troubloshooting
techine alissues and presenting teachers with reports for individual students (such as rosters
and seores). All student data, when analyzed internally or shared externally. is aggregated
and de dentificd. meaning it cannot be traced back to individual students.

Pll Related Data Being Stored (K-12)

o Datcof Birthis requested (to support COPPA compliance) but is cnly stored as an
overunder 13 flag.

o Ilastudentisflagged as over 13, email is optional and first name and last name are
reginred.

e Ifastudentis flagged as under 13, email is not collected and first name and first initial
of last name (1 character only) is required for the sole purpose of helping teachers
identify students. As an alternative, teachers can direct students to register with 1D
numbers instead of names.

General Privacy Policy and Data Security

EVERFi DOESNOT:

» Usestudent data to create student profiles or perform any other type of dat
that might result in damaging or discriminatory representations of studient 4
e Useorsell student data for commercial purposes, such as creating targetd
e Useor sell student data for marketing research purposes
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EVERFIDOES:

Arabsze and report on student data in de sdontifiatie are Ac AgEregat. brire aqthope s
MProve oue learn:ng procucts or communicate the impact «F o prege a1t e
parbes. Datais retained only for educational puromses.

Lise best of breed cloud-based hosting and systerm adivr servicos in Ansason Vob
Services to host and keep all data secure

Excrypt all data at rest. enceypt all hard drives. and nse TLS ancryprion foe dasa
fransfor

Lise-rale-based access control on a need- to-know basis for staff

lnearporate appropriate password policies based on specific roles and markets
Arcluve and remove student dataevery 4 years (on a rolling basis}
Furivulnerability and penetration security testing

Have formal policies and programs in place regarding:

o System Change Management
o Staff Security Training and Review

System Log Menitoring, Review, and Audit
User Access Monitoring. Review. and Audit
Service interruption Contingency and Support Escalation

o 0o 0

EVERFI
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