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Renaissance data privacy and use
As a leading provider of technology and service to K–12 schools worldwide, security is a critical aspect of
Renaissance’s business. We strive to exceed the expectations of the educators we serve, as well as those of the
laws, rules, and regulations created to keep data confidential. Every day, millions of users depend upon our
commitment to ensure their information is kept safe and confidential. We take this commitment seriously.
This document addresses some of the most common inquiries school leaders express regarding Renaissance’s
data security and privacy measures. Customers with additional questions regarding Renaissance’s data security
policies may e-mail these inquiries directly to Privacy.Officer@renaissance.com.

Renaissance hosted sites help streamline data management
Customers use their Renaissance hosted sites to access and manage the data associated with their Renaissance
solutions. This includes adding, editing, or deleting information about their districts, schools, school years,
personnel, students, courses, and classes across all of their Renaissance products simultaneously. Administrators
can set data editing restrictions in the system that limit which information specific users may edit.
In addition to managing assessment and practice data, a customer’s Renaissance hosted site maintains student,
staff, and parent information. Renaissance requires some personally identifiable information for student, staff, and
parent users to grant those users access to Renaissance applications or reports. Renaissance strictly limits the
amount of required data it collects, but customers may choose to collect additional, optional information.
Some data collected via the customer’s Renaissance hosted site may be used for research. Any data used for
research is stripped of all personally identifiable information. At no time will Renaissance publish the names of any
district, school, or individual without written authorization. Table 1 details the types of student data that may be
collected and whether it may be used for research.
Table 1. A variety of student data may be collected via Renaissance’s hosted site, but only some details are required.
Student information that may be collected

Required to access
Renaissance applications

May be used
for research

Assessment and practice data

Yes

Yes

First name

Yes

No

Preferred name

Optional

No

Middle name

Optional

No

Last name

Yes

No

User name (auto-generated by Renaissance unless entered by customer)

Yes

No

Password

Yes

No

Confirm password

Yes

No

School

Yes

Yes
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Student information that may be collected

Required to access
Renaissance applications

May be used
for research

ID (auto-generated by Renaissance unless entered by the customer)

Yes

No

Gender

Optional

Yes

Grade

Yes

Yes

State student ID

Optional

No

Date of birth

Yes

Yes

Ethnicity

Optional

Yes

Language

Optional

Yes

Demographic characteristics

Optional

Yes

Table 2 details required and optional staff information that may be collected via the Renaissance hosted site. In
select cases, a school or district may opt to participate in a field study with Renaissance, during which information,
such as a teacher’s name, may be used for the purposes of tracking the study results. In these instances,
Renaissance and district leaders will set guidelines regarding the collection and use of this data for this purpose. At
no time will Renaissance publish names of any district, school, or individual without written authorization.
Table 2. At the customer’s direction, Renaissance may collect a range of staff information.
Staff information that may be collected

Required to access
Renaissance applications

May be used
for research

Salutation

Optional

No

First name

Yes

No

Preferred first name

Optional

No

Middle name

Optional

No

Last name

Yes

No

User name (auto-generated by Renaissance unless entered by customer)

Yes

No

Password

Yes

No

Confirm password

Yes

No

ID (auto-generated by Renaissance unless entered by customer)

Yes

No

School

Yes

Yes

State personnel ID

Optional

No

Primary position

Optional

Yes

Gender

Optional

No

Schools or districts may strengthen the school-to-home connection via Renaissance Home Connect. Depending
upon the license and settings chosen by the district’s program administrator, parents may have access to
Renaissance Home Connect to monitor their children’s progress. This optional feature—which is enabled at the
discretion of district leaders—permits parents and guardians to log in to Renaissance Place to view data for their
students, including School-To-Home Reports; Parent Reports in English or Spanish for Accelerated Reader 360,
Renaissance data privacy and use
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Accelerated Reader, Accelerated Math, and MathFacts in a Flash; and student goals and record reports for
Accelerated Reader 360, Accelerated Reader, Accelerated Math, and MathFacts in a Flash.
Table 3 (below) details the required and optional parent information that may be collected at the customer’s
direction via the Renaissance hosted site.
Table 3. At the direction of the customer, Renaissance may collect a range of parent information.
Parent information that may be collected

Required to access
Renaissance applications

May be used
for research

Salutation

Optional

No

First name

Yes

No

Preferred first name

Optional

No

Middle name

Optional

No

Last name

Yes

No

User name (auto-generated by Renaissance unless entered by customer)

Yes

No

Password

Yes

No

Confirm password

Yes

No

ID (auto-generated by Renaissance unless entered by customer)

Yes

No

Gender

Optional

No

Renaissance collects select elements of metadata, which is data that describes and gives information about other
data. These elements are used by Renaissance’s developers to deliver the appropriate user experience based upon
the way in which the user interacts with Renaissance’s applications. The following metadata is collected via the
Renaissance hosted site:
•

IP address

•

Access data/time

•

Referring URLs

•

Page views

•

Browser type

•

Device type and operating system

Policies, standards, and certifications spell out privacy expectations
All Renaissance information security and privacy policies and standards are formalized, documented, reviewed, and
updated at least annually. These policies related to data privacy are available for review online:
•

Privacy Policy: https://www.renaissance.com/privacy-policy/

•

Application Privacy Policy: https://doc.renlearn.com/KMNet/R60990.pdf

•

Terms of Use Agreement: https://www.renaissance.com/terms-of-use/

•

Children’s Privacy Policy for Parents of Children Under 13: https://www.renaissance.com/wpcontent/uploads/2016/09/RLI-Childrens-Privacy-Policy.pdf
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At all times, Renaissance complies with key security and confidentiality records, laws, and guidelines, including
applicable requirements of the Family Educational Rights and Privacy Act (FERPA), Children’s Online Privacy and
Protection Act (COPPA), the Children’s Internet Protection Act (CIPA, CIPA-2), and the Health Insurance Portability
and Accountability Act (HIPAA). Renaissance also follows the IT Internal Governance’s Institute’s guidelines on
internal governance and operations of our systems and the Payment Card Industry Data Security Standards for
processing credit card information.

Renaissance is committed to the Student Data Privacy Pledge
Renaissance also chose to sign the Student Data Privacy Pledge (http://studentprivacypledge.org) because our
company believes that protecting student privacy is of paramount significance. The legally binding commitments in
the Pledge can be enforced by the Federal Trade Commission and states’ Attorneys General. Our company’s
stringent data protection and security practices align with those identified by pledge, including:
•

Enforcing strict limits on data retention

•

Supporting parental access to, and correction of errors in, their children’s information

•

Providing comprehensive security standards

•

Ensuring transparency about the data our company collects and how we use it

•

Notifying and gaining consent of our customers prior to making material changes to our privacy policies

•

Using data for authorized education purposes only, and retaining student personal information only within
the requisite time frame needed for education purposes

•

Prohibiting the sale of student information

•

Preventing any targeted advertising based upon behavior

Renaissance also is certified with the EU-U.S. Privacy Shield Framework for complying with data protection
requirements when transferring personal data. Visit http://bit.ly/PrivacyShield_Renaissance to view documentation
that relates to our certification.
Privacy Shield, which addresses how companies collect and manage customer and employee data and replaces the
E.U. Safe Harbor program. Renaissance is self-certified via the Privacy Shield Framework. Organizations that
achieve certification must publicly disclose their privacy policies to individuals, provide free and accessible dispute
resolution, cooperate with the U.S. Department of Commerce, maintain data integrity for as long as that data is held,
take accountability for any data it transfers to third parties, and maintain transparency related to any enforcement
actions. Entities must complete Privacy Shield self-certification annually.

Renaissance restricts access to customers’ data
Renaissance strictly limits access to the personally identifiable information it is entrusted to protect. No third
parties collect data. Renaissance will not disclose any student or teacher information from customer databases to
any third party without prior written consent. No external parties or vendors have access to and/or share the
responsibility of housing the data Renaissance collects. Any external individuals or entities that wish to use
Renaissance customer or student data for research or further study must coordinate those efforts via our research
department.
Only Renaissance employees or approved agents of Renaissance are allowed access to data, and that access is
limited to the extent needed to perform the functions for which those workers are hired. For instance, Renaissance
regularly undergoes independent security reviews, audits, and penetration and vulnerability assessments that are
conducted by third-party firms
Renaissance data privacy and use
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It is exceedingly rare that third-party contractors actually come into contact with personally identifiable information.
Third-party contractors that have access to the same hosted environment where personally identifiable information
resides are:
•

Amazon Web Services (application hosting provider)

•

Wisconsin Independent Networks (data center co-location provider)

Fewer than 10 percent of Renaissance’s employees have access to the production environment in which our
customers’ personally identifiable information is kept. Employee access to data is limited to the extent needed to
perform the role for which the employee was hired. Network security boundaries, also known as segmentation, are
defined and enforced to limit employees’ access to customer data.
All Renaissance employees and approved agents must sign a legally enforceable nondisclosure agreement prior to
the start of their tenure or project. These workers are obligated to protect all data and ensure its security, including
immediately reporting any suspected or known security breaches, data theft, unauthorized release, or unauthorized
interception of customer data.
Should a school or district wish to share its Renaissance-generated data to a third party, such as another
application provider or its state department of education, the district must initiate that process. At no time will
Renaissance initiate the release of district information. Parents, legal guardians, and eligible students who seek
access to review or amend records only may do so through the school or district that owns the data.
At no time will Renaissance sell or distribute customer information to any commercial organizations, marketing
firms, or other groups. Further, we prohibit advertising on the Renaissance Place, which means there are no
opportunities for third-party vendors to target advertising to the teachers or students who use our solutions.

Customers own and control the data hosted via Renaissance
Data ownership rests with the school or district that uses Renaissance’s hosted services. The school or district is
the only entity that may access and manage student-level data, including adding, editing, or deleting information
about the district schools, school years, personnel, students, courses, and classes. Renaissance retains activity
records—which are stripped of any personally identifiable information—in perpetuity. Renaissance uses this
anonymous data:
•

To maintain and improve the performance or functionality of our educational products

•

To develop new content for existing products

•

For general educational research purposes

•

For adaptive learning purposes

•

For customized student learning

•

To develop and improve educational sites, services, or applications

•

To demonstrate the effectiveness of our products.
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Districts decide how or when to disclose information
Decisions regarding student records rest with schools and districts. In accordance with FERPA and COPPA,
Renaissance will not disclose any personally identifiable student records from the hosted application’s database to
any third party except:
•

If required by to do so by law or legal process, such as to comply with a court order or subpoena, to
respond to a government or regulatory request, or to cooperate with law enforcement for an investigation
related to public safety.

•

If Renaissance believes disclosure is necessary or appropriate to protect the rights, property, or safety of
the company, its customers, or others, including protecting the safety of a child, the safety and security of
the company’s hosting services and applications; or to enable the company to take precautions against
liability.

•

As directed in writing by a customer.

•

As permitted per the Renaissance Hosted Services Agreement signed and approved by the client.

•

To third-party contractors to support the internal operations of Renaissance’s hosting service. These
contractors are bound by the same requirements as company employees to protect the information, keep it
confidential, and use it only as needed to perform the contracted work.
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