
:ï

Ì

CALIFORNTA STUDENT DATA PRIVACY

AGREEMENT Version 2.0 (September 26. 2018)

School District/l"ocal .Education Agency;

Westside Union School Ðístfiqt

AND

Provider,:

CORE Districts

Date:,

1114t2020
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This Califor¡ria Student Data Privacy, Agreement ("DPA') is entered into by and between the-

Westside Union School District

(hereinafter referred tÕ as "¡g¡i') and CORE Districts
(hereinafter referued to as tProvider") on 1n4n120
the terms as ,gtated herein,

RECITAI,S

,,

. The Farties agree to

\ilHEREAS, the Provider has agreed to: provide the Local Education Agency ("LEA") with certain
digital e-ducational :services ("Services") pursuant to a colltract dated
("Service Agreement"); and 

th4t202l
\ryHEREAS, in order to provide the Services described in the Service Agreement. the Provider
rnay reeeive or create, and the LEA may provide documents or data that are coverecl by
several federal statutes, ânìong theul, the Farnily Ëducational Rights and Privacy Act
("FERPA") 

^t 
20 U.S.C. 12329 (34 CFR Part 99), Children's Online Privacy Protection

Act ("COPPA"), l5 U.S.C. 6501-6506; Protection of Pupil Rights Amendment (':PPRA") 20 U.S.C,
1232h:and

WHEREAS, the documents and data lransferred from LEAs and created by the Provider's Seryices are

also subject to Califomia state student privacy laws, iucluding AB 1584, found at California
Education Code Section 49073j ând the Student Online Personal Information Protection Act
("SOPIPA") found at California Business and Professjons Code section 22584; and

WHEREAS. for the purposes of this DPA. Provider is a school ofticial with legitimate educational.

interests in accessing educational records pursuant to the Service Agreetrrent; and

WHEREAS. the Partjes wish to enter into this DPA to etrsure that the Service Agreement conforms
to the requirements of tlle privacy laruvs referred to above and to establish 'inrplernenting procedures

and duties; ând

WHEREAS. the Provider mây, by signing the "General Offer of Privacy T'erms" (Exhibit "8"), agree to

allow other LEAs in California the oppor-tunity to accept and enioy the benefits of this DPA fbr
the Services described herein, without tlie need to negotiate tenns in a scparate DPA.

NOW THEREFORE, f'or good and valuable consideration, the parties agrêe as follows:

ARTICLO I: PURPOSE AND SCOPF

I. Purrrose of DP,ê. The purpose of this DPA is to describe the duties and responsibilities to

protect student data transnitted to Pl'ovider fì'orn LEA pursuant to the Service Agreement.
includ,ing .conrpliance with all applicable statutes, including the FERPA, PPRA. COPPA.
SOPIPA, .A.ts 1'584, and cller applicable California State laws. all as nray be amended from time
to time. In performing these services, the Provider shall be considered a School Official with
a legitinrate educational interest, and peforming services otherwise provided by the LEA.
With respect to the use and maintenance of Student Data, Provider shall be under the direct
control and supervision of the LEA.
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Z. Nature of Ser¡ices. Froyided. The Frovider has agreed to provide the following digital
educational products and services described below and as may be further outlined in Exhibit "4"
hereto,:

Par:ticipation in the CORE Data Sy5tem as sponsored by the Los H

3. Stude¡i . The Parties shall indicate the categolies of student data to be

provided in the Schedule of Data, attached hereto as Exhibit "8".

4. DPA Ðê{gifions. The definition of terms used in rhis DPA is foun{,i¡r Exhibit "C'1. Itr the even1,

of a conflict, dêfinitions used in this:DPA shall prevãil ovcrterm used in the Service Agreement.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

'1. to the

LEA.

the above. Provider nray trarrsfer pupil-generated contetrt to a separate acqount, according to the
procedures set forth belor¡,.

2. Pa{ent Access 'l,EA 
shall establish reasonable procedures by which a parent, legal guardian, or'

eligible student may review,Student Data in the pupil's records, correct erroneous informatiorr,
and procedureS,for the transfer of pupil.generated content to a þersonal account, consistent r,vith
the ft¡nctionality of services, Provjder shall respond in a tirnely rnanner' (and no later than 45
days fì'orn the date of the request) to the LEA's request for Student Data in a pupil's records held
by the Provider to view or cotrect âs necessary. In the event that a parelrt of a pupil or other
individual contâcts the Provider to review any of the Student Data accessed pursuant to the
Services, the Provider sl¡all refer the parent or individual to the LEA, who will follow tlre
rìecessary and proper procedures regarding the requested infornlation.

3. Ser¡arate Account. If pupil generated content is stored ol maintained by tlre Provider as pafi of
the Services described in Exhibit "A", Provide:: shall. at the lequest of the LEA, transfer said
pupil generated content to a seþarate student account upon terrrrination of the Service
Agreement; provided, however', such transfer shall only apply to pupil gener'ated content that is

severable from the Service.

4. Third Partv Request, Should a Third Party, including law enforcenrent and government
entities. contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redirect the Third Party to reqlrest tile data directly from the LEA. Prov'ider
shall notify the LEA in advance of a cornpelled disclosure to a Third Party.
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5. Sgþp@. Provider slrall enter into lvritten agreements witlr all Subpiocessqrs þerfonning
functions pursual'lt to the Service Agreement, r¡'hefeby the Sut:processors ,agree to protect
Student Data in nrânner cohsistent rvittr the terms of this DPA.

ARTICLE.III: DUTIES OF LEA

1, Bfiv¿cv C'omnliance; LEA
in conrpliance with FERPA,
privac¡r statutes,

:sltall Þrovide dala for the purposeq of the Service Agreement
CÖPPA, PPRA. SOPIPA, AB 1584 and all other California

.,'

(a)

who,:constitutes a school offieial and what constitutes a legitimate educational interest in ïts
Annual notifìcation of rights.

3. Reasonable P{ecàrlfions. LEA shall take reasonable precautions to secure usernaules,
passwords, and any other mea¡ls of gaining access to the services and hosted data.

4. LEA shall notif)r Provider' pr-ornptly of arry knorvn or
iICC€SS: Provider in any efforts by Provider to investigate

respond to,any unauthorized access.

2. Authorized Use. The data shared pursuant to the Service Agreernerrt, including persistent unique
identifiers. shall be used for no puryose other than the Services stated in the Service Agreement
and/or othenvise authorizecl under the stâtutes referred to in subsection (l), above, Provicler also
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof, including without limitation, nreta data, user content or other non-public
infor:rnation and/or: persorrally identifiáble information contained in tlre Student Data, without the
express written consent of the LEA.

3. Emnlovee QÞlisatio,JL. Provider shall require all ernployees and agents who have acçess to
Snrdent Data to comply with all applicable provisions of this DPA with respect to the data shared
under thê service Agreenrent.

4. No Disclosure, De-identified infornlation may be used by the Provider for the purposes of
development, research. and implovenlent of educational sites, services, or applications, ¿ts ¿tny

other ¡nember of the public or pârty ivould be able to use de-ide¡ltified data pursuant to 34 CFR
99.31.(b). Provider agtees noJ to attempt to re-identity de-identifìed Student Data and not. to
transf'èr de'identifìed Student Data to any party unless (a) that party agrees in rvriting not to

$-

Ì
ARTICLE IV: DUTItrS OS'PRCIV-IDER

1. Privgcv Compliance.,,The Provider shall comply with all applicabfe state,and federal laws and
,=guÈiiõna pèiiiining to data privacy and security. including FERPA. COPPA. PPRA, SOPIPA,
AB I584 and all other California privacy stânrtes.
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qttempt re-identification, and (b) prior written notice has beerr given to LEA wlio has pr:oviclecl

prior written consent for such transfer. Provider shall not copy, reproduce or transrnit any data
obtained under the Service Agreenrent and/or any portion tlrereof, except as necessâry to fulfill
the Service Agreement.

5. Disposition of Ðeta. Upon written requgst and in accordance with the âpplicable terms irr
subsection a or b. below, Provider,shall.dispose ol delete all Student Data obtained under the

Service Agreement when it is no longei nõeded for the purpose for which it rvas obtained,.
Disposition s'hall insllrde (1) the shredding of any hard copies of any Student Data; (2) Erasing;
or (3) Otlrerwise modifying the'pelsonal infonnation in those recor.ds to make it unreadable or
indecipherable by human or digital means. Nothing in the Service Agreement authorizes
Provider to nraintain Student Data obtained under the Service Agreernent beyond the tirne period
rêasonâbly needed to coryplefe the disposition. Provider shall provide written notification to
LEÂ when the Student Data lras, been disposed. The duty to dispose of Student Data shall not
extend to data that has been de-jdentified or placed in a separate Student account, pursuant to the

other terms of the DPA. The LEA nray employ a "Request for Return or Deletion of Student
Data'f form, a copy of which is attached hereto as Exhibit "D". Upon receipt of a request from
the LEA, the Provider will immediately provide the LEÂ witlr any specified portion ol the
Student Data within ten (10) calendar days of receipt of said ïequest.

a. Partial Disposal During Term of Serryice Agreement. Throughout the Term of the
Service Agreenretrt, LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no lor:ger needèd. Partial disposal of data sliall be
subject to LEA's request to transfer data to a sepalate account, pursuant To Aiticle Il,
section 3, above.

b. Complete Disposal Upon Termination of Service Agreement. Upon Termination of
the Service Agreement Provider shall dispose or delete âll student Data obtained
under the Service Agreement. Prior to disposition of the data. Provider shall notify
LEa in writirrg of its option to transfer data to a separate accourlt. pürsuant to Article
II, section 3, abovê. In no event shall Provider dispose of data pursuant to this
provisiotr unless and r¡ntil Provider has received affirrnative written confirmation
{i'om LEA that data will not be transferred to a separate accounï.

6. Advertisins Pfphibition. Provider is prohibited fronr using or selling Student Data to (a) malket
or advertise to students or families/guardiaus; (b) infornl, inflnelrce. or enabte nrarketing.
advertising, or other commercial efforts by a Provider; (c) develop a profile of a student, family
menrber/guardian or gloup. fol arry commercial purpose other than providing the Service 1o

LEA; or (d) use the Student Data for the development of conrmercial products or services, otlrer
than as necessary to provide the Service to LEA, This section does not prohibit Provider fiom
using Student,Data for adaptive learning or custonrized student learning purposes,

ARTICLE V: DATA PROVISIONS

1. Data Securifv. The Provider agrees to abide by and maintain adequate data security measures,
consistent with industry standards and technology best practices, to protect Student Data fion:l
ur'tu,,1¡6rized disclosure or acquisition by an unauthorized person. The general security duties of
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Provider are set tbrth below. Provider ntay turther detail its security progrants aud measures in
Exhibit "F" hereto. These measures shall include, but are not limited tó:

a. .Passwol'ds and Employee Access, Provider shall secure usei'names, pasSwords. and
any other nreans of gaining access to the Services or to Student Data, at a level
suggested by the applicable standards, as set forlh in Article 4,3 öf NIST 800-63-3..
Provider shall only provide access to Student Data to employees or contrâctors that,
are performing tlie Services. Enrployees with access to Student Data shall have
signed confidentiality agreements regarding said Student Data, All employees rvith
acc.e:ss to Student Records shall be subject to crimir,¡al background checks in
conrpliance with state and local ordinances.

b. Destruction of Data. Provider shall destroy or delete all Student Data obtained
under the Service Agreement rvhen it is no longer needed for the purpose for which
it was obtained. or transfer said data to LEA or LEA's designee, according to the
procedure identified in Article IV, section 5, above. Nothing in the Service
Agreement authorizes Provider to inaintain Student Data beyond the time period
reasonably needed to complete the disposition.

c. .security Protocols. Both parties agree to nlailltain security protocots that nleet
industry stalldards in the transfer or transmission of any data, including ensuring that
data may only be viewed or accessed by parties legally allowed to do so. Provider
shall lnaintain all dala obtainecl o¡' generated, pufsuarrt to the Service Agreement in a
secure digital environment and not copy, reproduce, or transmit data obtainect
pursuant to the Service A.greement, except as ¡reÇessary to tìllfill the putpose of data
requests by LEA,

O. Empioyee Training. Tlre Provider shall provide periodi'c security trairring to thcrse

of its enrployees who operâte or have access to the systenr. Further, Provider slrall
provide LEA with contact infonnation of an enrployee who LEA may contact if
there are any security concems or questions.

e. Security Technology. Wllen the service is accessed using a su¡:porled web browser.
Provider shall employ industry standard rneasures to protect data from unauthorized
âccess, Tlle selice security nleasures shall include server auttrentication and data
encryption. Provider shall host <lata pursuant to the Service Agreement in au

environment using a firewall that is updated according to indtrstry standards.

f. Security Coordiuator. If dilt'erent from the designated representative identified in
Article VII. sectio¡i 5, Provider shall provide the name and contact infomration of
Provider:'s Security Coordinator for tlre Stuclerlt Data received pursuant to the
Service, Agreement.

g. Subprocessors Bou¡ld. Provider shall enter inlo rvrittelt agreenlents whereby
Subprocessors ägree to secure and protect Student Data in a mannef consistent with
the tenns of this Article V. Provider shall periodically conduct or review compliance

I
)
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nlouitoring and assessments of Subprocessors to deternrine their compliance with
this Article.

h. Periodic Risk Assessment. Provider further acknowledges and :agrees to conducl
digital and physical periodic' (no less than senii;anririal) risk assessinents änd
remediate any identified security and privacy vulnerabilities in a timely manner.

2, Data Brpach. ,ln the event that Student Data is acc.essed or obtained by an unauthorizgd
individual, Provider shall provide notification to LEA within a reasonable amount of tinre of the
incident, and not exceeding forry-eight (48) hour:s. Provider'shatl f'ollow the following process:

a. Ïhe security breâch notification shall be written in plâin ianguageo shall be titled
"Notice of Data Breach," and shall present the information described herein under
the following headings: "'What Happened," "What Information Was Involved,"
'tWrat We .Are Doilrg,!' 'oWhat You Can Do," and "For More Informatio¡."
Additional inforn:ation tnay be provided as a supplement to the notice.

I¡. The security breach nofi{ication described above in section 2(a) slrail i¡lclude. at a

ilrinimunr, the following infornration :

i. Tlle name and contact.infornration of the reporting LEA subjecl to this section.
ii' A list of the types of personal information that wereor are i'easonablybelieved to

have been the subject of a breach.
iii. lf the inlorrnation is possible to detennine at the tirne the notice is provided, then

either (i) the date of the breach, (2) the estimated date of the breach, or (3) tþe
date range within q'hich the breach occuned. The notification shall also include
the date of the notice.

iv. Wlrether thq notification was delayed âs a ¡esult, of a law enforcement
investigation, if that ilrfolm,ation is possibte to detennine at the time fhe notice is
provided.

v. A general description of the breach incident, if that information is possibte to
detennine at fhe tine the notice is provided.

c. At LEA's discretio¡i, the security breach notification may also include any of the
followingl

i. 'Infornlation about wlrat the agency has done to protect individuals whose
infonnatio¡r has been breached.

ii. Advice on steps that the person whose information has been breached may take to
protect hin:self or herself.

d, Provider âgrees to adhere to all requirenrerlts in ap-plicable State and in federal lau¿
witlt r:espect to a data breach related to the Student Data. including, when appropriate,
or required, the required respottsibilities and procedures for notification and
mitigation of any suçh data breach.
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e. Provider fur:ther acknowledges and agrees to have a:written incident response plan
that reflècts best practices and is'consistent witll industry s-tandards and federal and

state law for respondirìg to a data breach, breach of security, privacy incident or
unauthorized acquìsition or use of Student Dáta or an¡r porliorr thereot including
personally identifiable information and agrees to prorride LEA, upon request, rvith a
copy of said written incident response plan.

{: Provider is prohibited trom directly contacting parent, legal guardian or eiigible
pupil unless expressly requested by LEA, If LEA requests Provider's assistance
providing notice of unauthorized acc'ess, and such assistance is not unduly
burdensome to Provider, Pfovjder slrall notify tlle affected parent, legal guardian or
eligible pupil of the unautl-rorized access, which shal! include the information listed
in subsections (b) and (c), above, If requested by LEA, Frovider shall reimburse
LEA fbr costs incurred to notify parerttsifamilies of a breach not originating from
LEAIs use of the Service.

g, In the event of a breach originating fi'om LEA's use of the Service, Provider'shall
coopçrate with LEA to'the extent necessary to expeditiously secure Student Datâ.

ARTICLE VI- GENER-A.L OFFBR OF PRIVACY TERMS

Provider may. by signing the attached Form of Ceneral Offer of Privacy Terms (Gerreral Offer. attached
hereto as Ëxhibit,"E"). be bound by the tenns of this DPA to any other LEA who signs the acceptance
on in said Exlribit. The Form is Iimited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreeuent or so

long as the Provider maintains arry Student Data. .

2. Tefminatþ.n. In the event that eitlier party seeks to terminate this DPA, they may do so by
mt¡tual written consent so long as the Service Agreement has lapsed or has been tenninated. LEA
shall have the right to tenrlinate the DPA and Service Agreenrent in the event of a nlaterial
breach ofthe ter:ms ol'this DPA.

3. Bffect of Tergrination Survival. If the Service Agreenrerrt is ternrirrated, tlre Provider shall
desü'oy all of I-EA's data pnlsuant to Article V, section l(b), and Article II, section'3, above.

4. Priorilv of Aereementg. This DPA shall govern the treatnrent of student data in order to cornply
with privacy protections, including those found in FERPA ancl all applicable plivacy starutes

identifìed in this DPA. In the event there is conflict befween the DPA and the Service
Agreenrent, the DPA shall apply and take precedence, Except,as described in this paragraph
herein. all other provisions olthe Service Agreenrent shall remain in eff-ect.

5, Notice. All notices or other communication required or perrnitted to be given hereunder must be

in lvriting and given by personal deliver.v, or e.mail transmission (if contact information is

i
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provided tbr the specific mode of: delivery), or fìrst-class nrail, postage prepaid, sent to the

designated representatives be fóre :

ai Designated Representatives

The designated representative for tlie LEA for this Agreement is:

Titlei

eo¡lact llrformat! ori r
c.soliz@westsígê;k1 2.ca, us

661 ,722.0716 ext7700V

The'designaied representative for the Provider for this Agreement is:

Noah

Executive. D¡rector, CORE Collaborative

Contact Information:

14

b. Notification of Acceptance of Gener¡l Offer of Terms. Upon execution of Exhibit E,
General Offer of Ternrs. Subscribing LEA shall provide notice of such acceptance in writing
arrd given by personal delivery, or e-nrail transmission (if contact infornration is provided for
the specific msde' of delivery), o[ fìrst-class mail, postage prepaid, to the designated
repreSentative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Tenns is:

Data CollaborativB

,Contact Inf,ormation:
Noah Bookman

818.661.8414

6. Entire Asreement. This DPA constitutes the entire agreernent of the parties relating to tlre
subject Rlatter hereof and supersedes all prior communicatio¡rs. r'epresentations. or agreenteltts,
otal or rvritten. by the parties relating Ihereto, This DPA nray be amended and the observance of
any provision of thjs DPA may be waived (either generally or in any particular i¡rstance and
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eitlrer retroactively or prospectively) only with the signed written consent of both parties. Neither
fàilure rrot delay on,the pafi of any party irt exercising any right, power, orprivilege hereunder
shall operate as a waiver of sueh right; nor shall any single or partial exercise of any such right,
power. or privilege preclude any further exercise thereof or the exercise of any other right,
power, oi'privilege.

l

7, Ëgyg¡3þill*. Any provi'sion of this, DPA that is prolribited or unenforceable- in any jurisdiction
shall, as to such jurisdiction, be ineff'ective to the extent of such prohibition or unenforceability
without invalidating the rènraining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or ¡ender unenforceable such provision in
any. other jurisdiction. Notwithstanding: the foregoing; il sueh provision could be more narrowly
drawn sO as not to be prohi'o-ited or unenfór'ceable :i'n suclr jurisdiction while, at the same tinle.
maintaining the intent of the pafiies, it shall, as to such jurisdiction, be so narowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enfbrceability of such provision in any other jurisdiction.

8. Governins Law¡ Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED TN ACCORDANCE WITII THE LAWS OF THE STATE IN V/HICH THIS
AGREEMENT IS EXECUTED, WITHOUT RE,GARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THË SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COI.}NTY IN WHICH THIS Ä.GREEMENT TS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATTNC TO THIS SERVICE ACREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

9. Autho¡ity. Provider represents that it is authorized to bind to the temrs of this Agreement,
inclrrding confidentiality and destruction of Student Data and aÐr portion thereof contâined
therein, all related or associated i¡lstitutions, individuals, employees or contractors who nray have
âccess to the Sludeut Data andior any portion thereof, or ¡nay own, lease or control equipment or
facilitíes of any kind rvhere the Student Data and portion thereof stored, mai¡rtained ol' used in
any \,vay. Provicler agrees that any purchaser of the Providel sliail also be bonnd to the
Agreenrerrt.

10, lVaiver. No delay or o¡nission of the LEA to exercise, any right hereunder shall be construed âs a

waiver of any such riglrt and the LEA reserr¿es the right to exercise any such r¡ight frorn time to
ti¡ne, as,often as may be deemed expedient;

11. Successors Bound. This DPA is and shall be binding upon the respective successors in interest
to Provider in the event of a merger, acquisition, corrsoli'd¿tion or otlier business reorganization
or sale ofall or substantially all ofthe assets ofsuch business.

fSignattu'e Pøge Follotus)
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r IN WITNESS \ryHEREOF,,the parties have executed this California Student Data Privacy Agreenrènt
as of the last day noted below.

ProVidèr,:r CORE DistrÌcts

1124120,2A

FrintedNu,',,",,EIQK [4iflqi ritlerposirion: Executive dit e,olor

LocalEducation Union School Distiiet

Frinted Name:
Servicos

'1

þ Nole: Elec¡ronic sìgnøtare not pemtítted.

BY:

!
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DESCRIPfÍOÑ.OF SERVIcps.

FN,SERT ÐETA'ltEÞ D.ESCRIPTION'OF,PRODUCÏSíaNÐ EËRVICRS HERE, trF M,ORÊ TÈ{*tq:
ONE PRODUCT O.R SERVICE.IS. INCLUDBN, üIST.EECH FRODUCT HERE],

C'OnE,Datä S,ysterni

.)

I
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EXHIqII..B"

SCHEDULE OF DATA

IP Addresses
of users, Use

ofcookies etc.

Y fiust cookies,
not lP addresses)

Application
Technology
MeJa Data

Otlier
application
teChnology
meta data-

Please specifv:

Y

Application
Use Statistics

Meta data on
user

irrteraction
with

annlication

N

Standardized
test scores Y

Observation
da1a N

Assessment
Other

assess'llent
data-Please

Not curren{ly {alf
assessment data
is from
standardized tests)

Student school
(daily)

attendançe
data

No (annual
attendance
only)

Attendance
Student class

attendance
data

No

Communications

Online
corllnunicatiorrs

that are

captured
(ernails, blog

entries)

No

Conduct
Conduct or
behavioral

data

Y

Deniographics

Date ofBirtlr Y

Place of Bilth
Gender Y

Ethnicity or
râce Y

Language
infolntation

(native,
preferred or

prinrary
language

spoken by
student)
Other

demographic
infonlation-

Please specify:

(see SÊNR, $PRG,
SINF ând 1.18 in
CALPADs for
conìpfehensive sel of
items)

Fnrollment

Student school
enrollment, Y

Student grade
level Y

Homeroonr letil rsri¡.sr rr'.! r È,p¡d.æ

Guidance
counselor N
Specifìc

curriculunr
progfams

Not currenlly. bu! w€ are
adding an oplional p¡ece
to flag schools wilh¡n a
school

Year of
graduation Y

Other
enrollment

information-
Please specify:

l'arent/Guardian

Contact

Inforrnaf ion

Address No (we have studenl address)

Email No

Phone Nõ1È Léy. trdi ffih,r ¡t*hc, hrì

'I3



Parent/
Guardian ID

Parent ID
number

(created to
lìnk parents to

students)

No

Pare¡rt/
Guardian Name

Fifst and/or
Last

Schedule

Student
scheduled

cùursgs

No (we dg havs lhå
courses students take
brlt.not lhê schedùle):

Teacher
names Y

Special
Indicator

Englistr'
language

learner
infcrrmation

Y

Low income
status Y

Meclical alerts
/health data

s64 hr.d 4¡¡r:s it ¡râ i1* h Þrl

Student
disability

information
Specialized
education

services (lEP
or'504)

Y

Living
situations
(honreless/
foster care)

Y

Other'
indicator

information-
Please specif.v:

Student
Contact
Information

Address Y

Email No

No

StudenT
Identifiers

Local (School
district) ID Y

number
State lD
number Y

Pr:ovidery'App
assigned

student ID
number'

N

Student app
ìlsernallle No

Studerit app

_-æg9rg!_: No
::-:-îî.

Student Name
First arid/or

Last Y
, , ,; 

: ,' . '

Strident In
App
Performançe

Progranr/appli-
cation

perfomrance
(typing

progranr-student
types 60 wpnr,

reading
program-studerrt

reads belorv
grade level)

No

Student
Progran'r
Menrbership

Acadenric or
extracurricular

activities a

str¡dent mav
belong to or
participate in

Limited to
what comes
through vía
CALPADS

Studetrt
Survey
Responses

Student
responses to

sì.lrveys or
questionnaires

Y

Student work

Student
generated
content;
writing.

oictures etc

No
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EXHIBIT "C"

DEFINITIONS

AB 1584, Buchanan: The statutory designation tor whaf is now California Education Code $ 49073.1,
relating to pupil records.

De-Identifiable Information pfl): De-ldentitication ref'ers to the process by which the
Provider removes or obscures'any Personally ldentifiable Inforrnation (i'PII") froln student records ii
a way that removes or nrìnimizes tl¡e risk of disclosure of the identitv of thê individual and information
about them.

Educational Records: Educational Records are ofTicial records, files and data directly related to
a student and maintained by the sclrool or, local education agency. inciuding but nol limited to;
records ençompassing all the rnaterial kept in the student's cumulative folder, suclr as general

identifying data, rccords of attendancc and of academic work completed, reco¡'ds of
achievement, and results of evaluative tests; health data, disciplinary status, test protocols and
individualized education prograrns. For purposes of this DPA, Educational Records are referred to as

Student Data.

NIST: Draft National Institute of Standards and Technology ("NIST") Special Publication Digital
Authentication Guidel ine.

Operator: The term "Operator" means the operator of an lnternet Website, online service,
online application, or nrobile application witll actual knowledge tliat tlre site. service, or application
is used primarily l'or K*12 school purposes and rvas designed and marketed for K-12 schoot
putposes. For the purpose of the Service Agreement. the 'term 

"Operator2t' is replaced by the term
"Provider." This ternr shall encompass the telm "Third Partyi" as it is found in applicable state statutes.

Personally Identifiable Information (PII): The terms '?ersonally ldertifiable Ilrfornration" o¡'

"PII" shall include. but are not limitecf to, student data, metaclata, and user or pupìl-generated content
obtained by leason of the use of Provider's software, website. service, or app, including mobile
apps. wlretlrer gathered by Provider or provided by LEA ot' its users, students. or students'
parents/guardians. PII includes l¡rdirect Identifiers. which is any infonuation that, either alone or in
aggregate, would allow a reasonable persôn to be able to identify a student to â reasonable certainty.
For purposes of this DPA, Personally Identifiable Infornlation shall include the categories of
infbrnratiolt listed in the definition of Student Data.

Provider: Fol ¡rurposes of the Seruice Agreenrent, the tetnr "Provi<lef" means provider of
digital educational soflware or services, including cloucl-based services. for the digital stoîâge,
rnanâgerrent, and retrieval of pupil recorcls. Within the DPA the term "Provider" includes the term
"Third Party," and the tenn "Operator'" as used in applicable state statutes.

Pupil Generated Content: The term "pupil-generated content" nleârls uraterials or content created by a

pupil duriug and for the purpose of education including, but not limited to, essays, research
repotts, poftfolios. creative writing, music ol' other audio tiles. photograplrs, videos, and accounl
information that enables ongoing orvnership of yuRil content.

t



Pupil Records: Means both of the following: (l) Any information tlratdirectly relates to a pupil that is

maintained by LEA and (2) any lnformation acquired directly ûrrrn the pupil through the use of
instructional softrvare or applications assigned to the pupil by a teaclrer or other LEA employee. For the
purposes of this Agreement, Pupif Records shall be the-sarnL as EducationalRecords, Stident Personal
Infon¡ation and Covered Infonnation, all of which are deemed Student Data for the puqposes of:this
Agreement.

Service Agreement: Refets to ihe Contract or Purchase Order to which this DPA strpplenrehts and
nrodifies.

School Official: For the purposes of this Agreement and pursuant tb 34 CFR 99.31 (B), â S'clrool
Offìcial is a contractor that: (l) Performs an instifutional service or function for ivhich the agency or'
institution would otherwise use employees: (2) Is nnder the direct control of the agency or institution
with respect to the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governing,the use and re'disclosure of personally iclentilìable infornlation fi'orn student records.

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 22.2 (cornnencing with
Section 22554) to Division 8 of the Business and Professions Code relating to privacy,

Student Ðata: Student Data inclúdes any data, r.vhethel gatlrered by Provider or provided by LËA or its
users. students, or students' parents/guardians, that is descriptive of the student including, but not limited
to, i¡lf,ormation ill the student's educational record or email, first and last:name. home address. telephone
nunrber, entail addless, or other infornration allowing online contâct, disciplilre records, videos, test
Lesults, special education data. juvenile dependency records, grades, evaluatìons, criminal recoÌds.
n:edica!, recorcls, health recorcls, social security numbers, biometric infor:nation, disabilities,
socioeconomic infol'mation, food purchases, political affìliations, religious inf'olnation text messages,
documents. student identifies, search activil¡r, photos, voice recordings or geolocation informatiorr.
Student Data sltall constitute Pupil Records for the purposes of thjs Agreenrent, and for the purposes of
California and federal laws and legulations. Student Data as specified in Exhibit "8" is confirmed to be
collected or ¡rrocessed by the Provider pursuant to the Services. SÍudent Data shall not constitute that
infbrmation that has been anonytnized or de-identified, or anonylnous rrsage data regarding a student's
use of Provider's services.

SDPC (The Stuclent Data Privacy Consortiu¡n): Refers to the national collaborative of schools.
districts. r:egional. terrilories ancl state agencies, policy nrakers, trade organizations and rnarketplace
providers addressing reâl-rvorld, adaplable, and iurplenrentable solutions to grolving data privacy
concetlls.

17
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,Priovld¿i's, Gençøl. Offer of F,liväc,y Tormsr

Suþprocessorl'Tor'tlre purB.osesof,'tlils Agreement, the term, !:'Subprocessort' (sometimgs fefeççd igqsl
thÞ 'u8xb.o-Ontr:a(if.of-):inêans:'a,p¿irty'OJhéT thân LEA. Or,P¡ov:ider; who Prqvider uses for data colleetiorl,
anglytïçs, s!pÍ:age.î qf qiT¡çq ¡e¡,úice tb,operatp andlorrimpr.'ve, its so,ftw¡fg^ and..wto'has,access to'Pil.
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including clôud-bape{, g€r:.vïces., lor the digital storage, mánagerrlent, and retrieval of pupil. reeords.
FloiVevri, for thelþuiþoÈe of this Agfeement, the term "Third 'Party" when,,used,to,indicaie iiie provider
ofld.ig'iiìil'qdue:ptþna! p:q.ft.wq¡Eo-r s-çrvices isEq c b¡the-tp-¡r¡ 
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ExIrrpJL::p?'

DIRECTIVE FOR DISPOSITTON OF DATA

westside,union school District 
direcrs coRE Districts to,

dispose of data obtained by Provider pursuant to the tenns of the Service Agreement
betweçn LEÀ and'Provider; The terms, of theDispositionare,setforth,below:,

Representative LEA Date

1124¡2020

-

DateVerifìcation of Disposition of Data
by Authorized Representative of Provider

pItêht of'DisposiJion

Disposition shall be,:

_ Fartia.l. The e ategories of data toibe disposed of are as

follows:

- 
Comp,lete. Disposítion extends to all categories of data.

Nature of.Disnositiop.

Disposition shall: be by:

-- 
Transfer ofdata. The data shall be t¡ansferred as setforth

in anrattachrnent to this Directive. Following confirmation from
LEA that data wa.s successfully ü'ans,ferred, Provider shall
destroy or delete all applicable data.

Destruôtion or deletion of data.

*- As sooh as,commercially praCticable

By (lnsert Date)
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EXHIBIT "E''

GENËRAL OI.'FER OF PRIVACY TERMS

1, Offer of Terms
Provider,off'ers the same privacy protections found in this DPA between it and Westside Union,School
and which is dated 1t141202A to ârìy other LEA ("subscribing LEA') who accepts this
General Offer though its signafure below. Tlris deneral Offer sLall extend ãnly to þrivacy proiections
and Provider's signature shall not necessarily bind Provider to other terms, sush ,as price, terin, or
'schedule of services, orr to: any other provision not addressed in this DPA, The Provider and the other
LEA rnay also agree to charrge the data, provided by LEA to the Provider in Exhibit 'rBil to suit the
unique rreeds uf the LEA. The Provider n1ây withdraw the Ceneral Offer in the event of: (l) a

material change in the applicable privacy statutes; (2) a material change jn the services and
products subject listed in the Origirrating Service Agreenrent; or three (3) years at'ter the date of
Providef s signature to this Form. Provider shall notify CETPA in the even! of any withdrawal
so that tllis information rriay be fi'ansnritted to the Alliance's users.

Provider: CORE

BY; Date: 1124/2020

Printed
Miller ritle/posirion. Executive di rector

2. Subscribing LEA

A Subscribing LÊ4, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offe¡ of Privaöy Terms. The Subscribing LEA and the Provider :shall therefore be
bound by llre sarne terms of this DPA.

Subscribing LËA:

BY; Date:

Priirted Nanre:_ Title/Position:

,

ÊE

Name: Noah Bookman

Title: Executive Director

noa h @cored istri cts. orgEmail Address:
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EXHTBIT "F'' DATA SËCURITY REOUIREMENTS

IINS.ERT ADDITIONAL DATA SECURITY REQUIREMENTS HË,RE]

l
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