
Page 1 of 22

STANDARD STUDENT DATA PRIVACY AGREEMENT 

Hays Consolidated Independent School District 

(HAYS CISD)

and

__________________________________

1'3$�6WG�9HUVLRQ���� 
1'3$-7;�9HUVLRQ����
NDPA HAYS CISD Version-1.0 
Adopted: ����������

CodeHS, Inc.



STANDARD STUDENT DATA PRIVACY AGREEMENT 

Page 2 of 22

7KLV� 6WXGHQW� 'DWD� 3ULYDF\� $JUHHPHQW� �³DPA´�� LV� HQWHUHG� LQWR� RQ� WKH� GDWH� RI� IXOO� H[HFXWLRQ�
�WKH�³Effective Date´��DQG�LV�HQWHUHG�LQWR�E\�DQG�EHWZHHQ�

+D\V� &RQVROLGDWHG� ,QGHSHQGHQW� 6FKRRO� 'LVWULFW� �+$<6� &,6'��� ORFDWHG� DW� ������ ,QWHUVWDWH�
�� )UoQtDJe 5oDd� .\Oe� 7H[DV �tKe “Local Education Agency” oU “LEA”�  � 

DQG
_____________________BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB��

ORFDWHG�DW�______________________________________________BBBBBBBBBBBBBBBBBBBBBBBBBBBB

:+E5EA6��WKH�3URYLGHU�LV�SURYLGLQJ�HGXFDWLRQDO�RU�GLJLWDO�VHUYLFHV�WR�/($��
WHEREAS�� WKH� 3URYLGHU� DQG� /($� UHFRJQL]H� WKH� QHHG� WR� SURWHFW�
SHUVRQDOO\� LGHQWLILDEOH� VWXGHQW� LQIRUPDWLRQ� DQG� RWKHU� UHJXODWHG� GDWD� H[FKDQJHG� EHWZHHQ� WKHP�
DV� UHTXLUHG�E\� DSSOLFDEOH� ODZV� DQG�UHJXODWLRQV��VXFK�DV� WKH�)DPLO\�(GXFDWLRQDO�5LJKWV�DQG�3ULYDF\�
$FW��³FERPA´��DW����8�6�&��������J� ���� &)5� 3DUW� ����� WKH� &KLOGUHQ¶V� 2QOLQH� 3ULYDF\� 3URWHFWLRQ�
$FW� �³&233A´�� DW� ��� 8�6�&�� �� ���������� ���� &)5� 3DUW� ������ DSSOLFDEOH� VWDWH� SULYDF\� ODZV� DQG�
UHJXODWLRQV�DQG�

WHEREAS�� WKH�3URYLGHU� DQG�/($�GHVLUH� WR�HQWHU� LQWR� WKLV�'3$� IRU� WKH�SXUSRVH� RI� HVWDEOLVKLQJ�WKHLU�
UHVSHFWLYH�REOLJDWLRQV�DQG�GXWLHV�LQ�RUGHU�WR�FRPSO\�ZLWK�DSSOLFDEOH�ODZV�DQG�UHJXODWLRQV��

NOW THEREFORE��IRU�JRRG�DQG�YDOXDEOH�FRQVLGHUDWLRQ��/($�DQG�3URYLGHU�DJUHH�DV�IROORZV��

�� $� GHVFULSWLRQ� RI� WKH� 6HUYLFHV� WR� EH� SURYLGHG�� WKH� FDWHJRULHV� RI� 6WXGHQW� 'DWD� WKDW� PD\� EH
SURYLGHG E\� /($� WR� 3URYLGHU�� DQG� RWKHU� LQIRUPDWLRQ� VSHFLILF� WR� WKLV� '3$� DUH� FRQWDLQHG� LQ� WKH
6WDQGDUG &ODXVHV�KHUHWR�

�� Special Provisions.  Check if Required
• ,I� FKHFNHG�� WKH� 6XSSOHPHQWDO� 6WDWH� 7HUPV� DQG� DWWDFKHG� KHUHWR� DV� Exhibit “G”� DUH

KHUHE\�LQFRUSRUDWHG�E\�UHIHUHQFH�LQWR�WKLV�'3$�LQ�WKHLU�HQWLUHW\�
• ,I�FKHFNHG��/($�DQG�3URYLGHU�DJUHH� WR� WKH�DGGLWLRQDO� WHUPV�RU�PRGLILFDWLRQV�VHW� IRUWK� LQ

Exhibit “H”. (Optional)
• ,I� &KHFNHG�� WKH� 3URYLGHU�� KDV� VLJQHG�Exhibit “E”� WR� WKH� 6WDQGDUG� &ODXVHV�� RWKHUZLVH

NQRZQ�DV�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV

�� ,Q�WKH�HYHQW�RI�D�FRQIOLFW�EHWZHHQ�WKH�6'3&�6WDQGDUG�&ODXVHV��WKH�6WDWH�RU�6SHFLDO�3URYLVLRQV
ZLOO� FRQWURO�� � ,Q� WKH� HYHQW� WKHUH� LV� FRQIOLFW� EHWZHHQ� WKH� WHUPV� RI� WKH� '3$� DQG� DQ\
RWKHU� ZULWLQJ� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR� WKH� 6HUYLFH� $JUHHPHQW� DQG� 3URYLGHU� 7HUPV� RI
6HUYLFH� RU�3ULYDF\ 3ROLF\�WKH�WHUPV�RI�WKLV�'3$�VKDOO�FRQWURO�

�� 7KLV�'3$�VKDOO�VWD\�LQ�HIIHFW�IRU�WKUHH� ���� \HDUV��Exhibit “E”�ZLOO�H[SLUH�WKUHH�����\HDUV�IURP�WKH
GDWH�WKH�RULJLQDO�'3$�ZDV�VLJQHG�

�� 7KH� VHUYLFHV� WR� EH� SURYLGHG� E\� 3URYLGHU� WR� /($� SXUVXDQW� WR� WKLV� '3$� DUH� GHWDLOHG� LQ
Exhibit “A” �WKH�³Services´��

�� Notices��$OO�QRWLFHV�RU�RWKHU�FRPPXQLFDWLRQ�UHTXLUHG�RU�SHUPLWWHG�WR�EH�JLYHQ�KHUHXQGHU�PD\�EH
JLYHQ�YLD�H�PDLO�WUDQVPLVVLRQ��RU�ILUVW�FODVV�PDLO��VHQW�WR�WKH�GHVLJQDWHG�UHSUHVHQWDWLYHV�EHORZ�

✔

✔

CodeHS, Inc.

747 N LaSalle Dr #500 Chicago, IL 60654
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7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�/($�IRU�WKLV�'3$�LV��

1DPH�� 7LWOH��

$GGUHVV��

3KRQH�� (PDLO��

7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�3URYLGHU�IRU�WKLV�'3$�LV��

1DPH���� � � � � � 7LWOH��� �

$GGUHVV���

3KRQH��� � � � (PDLO����

IN WITNESS WHEREOF��/($�DQG�3URYLGHU�H[HFXWH�WKLV�'3$�DV�RI�WKH�(IIHFWLYH�'DWH��

'DWH��

�7LWOH�3RVLWLRQ��

'DWH��

LEA HAYS CISD

3ULQWHG�1DPH��

3ULQWHG�1DPH�� �7LWOH�3RVLWLRQ��

%\�

%\�

Kris Peterson Director of Technology Admin Support

21003 IH 35 Frontage Rd, Kyle, Tx 78640

512-268-8489 Kris.Peterson@hayscisd.net

10/24/2023

Kris Peterson Director Admin Support

10/24/2023

Mary Duskwood Director of Operations

CodeHS, Inc.

Mary Duskwood Director of Operations

747 N LaSalle Dr #500 Chicago, IL 60654

415-889-3376 hello@codehs.com

Kris Peterson Digitally signed by Kris Peterson 
Date: 2023.10.24 19:36:19 -05'00'



STANDARD STUDENT DATA PRIVACY AGREEMENT 

Page 4 of 22

STANDARD CLAUSES 
9HUVLRQ�����

ARTICLE I: PURPOSE AND SCOPE�
1. Purpose of DPA��7KH�SXUSRVH�RI�WKLV�'3$�LV�WR�GHVFULEH�WKH�GXWLHV�DQG�UHVSRQVLELOLWLHV�WR�SURWHFW

6WXGHQW�'DWD�LQFOXGLQJ�FRPSOLDQFH�ZLWK�DOO�DSSOLFDEOH�IHGHUDO��VWDWH��DQG�ORFDO�SULYDF\�ODZV��UXOHV�
DQG�UHJXODWLRQV��DOO�DV�PD\�EH�DPHQGHG�IURP�WLPH�WR�WLPH��,Q�SHUIRUPLQJ�WKH�6HUYLFHV��WKH�3URYLGHU
VKDOO� EH� FRQVLGHUHG� D� 6FKRRO� 2IILFLDO� ZLWK� D� OHJLWLPDWH� HGXFDWLRQDO� LQWHUHVW�� DQG� SHUIRUPLQJ
VHUYLFHV�RWKHUZLVH�SURYLGHG�E\�WKH�/($��3URYLGHU�VKDOO�EH�XQGHU�WKH�GLUHFW�FRQWURO�DQG�VXSHUYLVLRQ
RI�WKH�/($��ZLWK�UHVSHFW�WR�LWV�XVH�RI�6WXGHQW�'DWD

2. Student Data to Be Provided�� ,Q� RUGHU� WR� SHUIRUP� WKH� 6HUYLFHV� GHVFULEHG� DERYH�� /($� VKDOO
SURYLGH�6WXGHQW�'DWD�DV�LGHQWLILHG�LQ�WKH�6FKHGXOH�RI�'DWD��DWWDFKHG�KHUHWR�DV�Exhibit “B”�

3. DPA Definitions��7KH�GHILQLWLRQ�RI�WHUPV�XVHG�LQ�WKLV�'3$�LV�IRXQG�LQ�Exhibit “C”.�,Q�WKH�HYHQW
RI� D� FRQIOLFW�� GHILQLWLRQV� XVHG� LQ� WKLV� '3$� VKDOO� SUHYDLO� RYHU� WHUPV� XVHG� LQ� DQ\� RWKHU� ZULWLQJ�
LQFOXGLQJ��EXW�QRW�OLPLWHG�WR�WKH�6HUYLFH�$JUHHPHQW��7HUPV�RI�6HUYLFH��3ULYDF\�3ROLFLHV�HWF�

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS�
1. Student Data Property of LEA�� $OO� 6WXGHQW� 'DWD� WUDQVPLWWHG� WR� WKH� 3URYLGHU� SXUVXDQW� WR� WKH

6HUYLFH�$JUHHPHQW� LV�DQG�ZLOO�FRQWLQXH� WR�EH WKH�SURSHUW\�RI�DQG�XQGHU� WKH�FRQWURO�RI� WKH�/($�
7KH�3URYLGHU�IXUWKHU�DFNQRZOHGJHV�DQG�DJUHHV�WKDW�DOO�FRSLHV�RI�VXFK�6WXGHQW�'DWD� WUDQVPLWWHG
WR�WKH�3URYLGHU�� LQFOXGLQJ�DQ\�PRGLILFDWLRQV�RU�DGGLWLRQV�RU�DQ\�SRUWLRQ�WKHUHRI�IURP�DQ\�VRXUFH�
DUH�VXEMHFW�WR�WKH�SURYLVLRQV�RI�WKLV�'3$�LQ�WKH�VDPH�PDQQHU�DV�WKH�RULJLQDO�6WXGHQW�'DWD��7KH
3DUWLHV�DJUHH�WKDW�DV�EHWZHHQ� WKHP��DOO� ULJKWV�� LQFOXGLQJ�DOO� LQWHOOHFWXDO�SURSHUW\�ULJKWV� LQ�DQG�WR
6WXGHQW�'DWD�FRQWHPSODWHG�SHU�WKH�6HUYLFH�$JUHHPHQW��VKDOO�UHPDLQ�WKH�H[FOXVLYH�SURSHUW\�RI�WKH
/($��)RU�WKH�SXUSRVHV�RI�)(53$��WKH�3URYLGHU�VKDOO�EH�FRQVLGHUHG�D�6FKRRO�2IILFLDO��XQGHU�WKH
FRQWURO� DQG�GLUHFWLRQ�RI� WKH�/($�DV� LW� SHUWDLQV� WR� WKH�XVH�RI�6WXGHQW�'DWD�� QRWZLWKVWDQGLQJ� WKH
DERYH�

2. Parent Access��7R�WKH�H[WHQW�UHTXLUHG�E\�ODZ�WKH�/($�VKDOO�HVWDEOLVK�UHDVRQDEOH�SURFHGXUHV�E\
ZKLFK�D�SDUHQW��OHJDO�JXDUGLDQ��RU�HOLJLEOH�VWXGHQW�PD\�UHYLHZ�(GXFDWLRQ�5HFRUGV�DQG�RU�6WXGHQW
'DWD�FRUUHFW�HUURQHRXV�LQIRUPDWLRQ��DQG�SURFHGXUHV�IRU�WKH�WUDQVIHU�RI�VWXGHQW�JHQHUated FRQWHQW
WR�D�SHUVRQDO�DFFRXQW�� FRQVLVWHQW�ZLWK� WKH� IXQFWLRQDOLW\�RI� VHUYLFHV��3URYLGHU� VKDOO� UHVSRQG� LQ�D
UHDVRQDEO\�WLPHO\�PDQQHU��DQG�QR�ODWHU� WKDQ�IRUW\�ILYH������GD\V�IURP�WKH�GDWH�RI�WKH�UHTXHVW�RU
SXUVXDQW�WR�WKH�WLPH�IUDPH�UHTXLUHG�XQGHU�VWDWH�ODZ�IRU�DQ�/($�WR�UHVSRQG�WR�D�SDUHQW�RU�VWXGHQW�
ZKLFKHYHU� LV� VRRQHU�� WR� WKH�/($¶V� UHTXHVW� IRU�6WXGHQW�'DWD� LQ� D� VWXGHQW¶V� UHFRUGV�KHOG�E\� WKH
3URYLGHU�WR�YLHZ�RU�FRUUHFW�DV�QHFHVVDU\��,Q�WKH�HYHQW�WKDW�D�SDUHQW�RI�D�VWXGHQW�RU�RWKHU�LQGLYLGXDO
FRQWDFWV�WKH�3URYLGHU�WR�UHYLHZ�DQ\�RI�WKH�6WXGHQW�'DWD�DFFHVVHG�SXUVXDQW�WR�WKH�6HUYLFHV��WKH
3URYLGHU�VKDOO�UHIHU�WKH�SDUHQW�RU�LQGLYLGXDO�WR�WKH�/($��ZKR�ZLOO�IROORZ�WKH�QHFHVVDU\�DQG�SURSHU
SURFHGXUHV�UHJDUGLQJ�WKH�UHTXHVWHG�LQIRUPDWLRQ�
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3. Separate Account�� ,I� 6WXGHQW�*HQHUDWHG� &RQWHQW� LV� VWRUHG� RU� PDLQWDLQHG� E\� WKH� 3URYLGHU�
3URYLGHU�VKDOO��DW�WKH�UHTXHVW�RI�WKH�/($��WUDQVIHU��RU�SURYLGH�D�PHFKDQLVP�IRU�WKH�/($�WR�WUDQVIHU�
VDLG�6WXGHQW�*HQHUDWHG�&RQWHQW�WR�D�VHSDUDWH�DFFRXQW�FUHDWHG�E\�WKH�VWXGHQW�

4. Law Enforcement Requests��6KRXOG�ODZ�HQIRUFHPHQW�RU�RWKHU�JRYHUQPHQW�HQWLWLHV��³5HTXHVWLQJ
3DUW\�LHV�´��FRQWDFW�3URYLGHU�ZLWK�D�UHTXHVW�IRU�6WXGHQW�'DWD�KHOG�E\�WKH�3URYLGHU�SXUVXDQW�WR�WKH
6HUYLFHV��WKH�3URYLGHU�VKDOO�QRWLI\�WKH�/($�LQ�DGYDQFH�RI�D�FRPSHOOHG�GLVFORVXUH�WR�WKH�5HTXHVWLQJ
3DUW\��XQOHVV�ODZIXOO\�GLUHFWHG�E\�WKH�5HTXHVWLQJ�3DUW\�QRW�WR�LQIRUP�WKH�/($�RI�WKH�UHTXHVW�

5. Subprocessors��3URYLGHU�VKDOO�HQWHU�LQWR�ZULWWHQ�DJUHHPHQWV�ZLWK�DOO�6XESURFHVVRUV�SHUIRUPLQJ
IXQFWLRQV� IRU� WKH� 3URYLGHU� LQ� RUGHU� IRU� WKH� 3URYLGHU� WR� SURYLGH� WKH� 6HUYLFHV� SXUVXDQW� WR� WKH
6HUYLFH�$JUHHPHQW��ZKHUHE\�WKH�6XESURFHVVRUV�DJUHH�WR�SURWHFW�6WXGHQW�'DWD� LQ�D�PDQQHU�QR
OHVV�VWULQJHQW�WKDQ�WKH�WHUPV�RI�WKLV�'3$�

ARTICLE III: DUTIES OF LEA�
1. Provide Data in Compliance with Applicable Laws�� /($�VKDOO� SURYLGH�6WXGHQW�'DWD� IRU� WKH

SXUSRVHV� RI� REWDLQLQJ� WKH� 6HUYLFHV� LQ� FRPSOLDQFH� ZLWK� DOO� DSSOLFDEOH� IHGHUDO�� VWDWH�� DQG� ORFDO
SULYDF\�ODZV��UXOHV��DQG�UHJXODWLRQV��DOO�DV�PD\�EH�DPHQGHG�IURP�WLPH�WR�WLPH�

2. Annual Notification of Rights��,I�WKH�/($�KDV�D�SROLF\�RI�GLVFORVLQJ�(GXFDWLRQ�5HFRUGV�DQG�RU
6WXGHQW�'DWD�XQGHU�)(53$�����&)5���������D�������/($�VKDOO�LQFOXGH�D�VSHFLILFDWLRQ�RI�FULWHULD
IRU� GHWHUPLQLQJ�ZKR� FRQVWLWXWHV� D� VFKRRO�RIILFLDO�DQG�ZKDW� FRQVWLWXWHV� D� OHJLWLPDWH�HGXFDWLRQDO
LQWHUHVW�LQ�LWV�DQQXDO�QRWLILFDWLRQ�RI�ULJKWV�

3. Reasonable Precautions�� /($� VKDOO� WDNH� UHDVRQDEOH� SUHFDXWLRQV� WR� VHFXUH� XVHUQDPHV�
SDVVZRUGV��DQG�DQ\�RWKHU�PHDQV�RI�JDLQLQJ�DFFHVV�WR�WKH�VHUYLFHV�DQG�KRVWHG�6WXGHQW�'DWD�

4. Unauthorized Access Notification�� /($� VKDOO� QRWLI\� 3URYLGHU� SURPSWO\� RI� DQ\� NQRZQ
XQDXWKRUL]HG�DFFHVV��/($�ZLOO�DVVLVW�3URYLGHU�LQ�DQ\�HIIRUWV�E\�3URYLGHU�WR�LQYHVWLJDWH�DQG�UHVSRQG
WR�DQ\�XQDXWKRUL]HG�DFFHVV�

ARTICLE IV: DUTIES OF PROVIDER�
1. Privacy Compliance��7KH�3URYLGHU�VKDOO�FRPSO\�ZLWK�DOO�DSSOLFDEOH�IHGHUDO��VWDWH��DQG�ORFDO�ODZV�

UXOHV��DQG�UHJXODWLRQV�SHUWDLQLQJ�WR�6WXGHQW�'DWD�SULYDF\�DQG�VHFXULW\��DOO�DV�PD\�EH�DPHQGHG
IURP�WLPH�WR�WLPH�

2. Authorized Use�� 7KH� 6WXGHQW� 'DWD� VKDUHG� SXUVXDQW� WR� WKH� 6HUYLFH� $JUHHPHQW�� LQFOXGLQJ
SHUVLVWHQW� XQLTXH� LGHQWLILHUV�� VKDOO� EH�XVHG� IRU�QR�SXUSRVH�RWKHU� WKDQ� WKH�6HUYLFHV� RXWOLQHG� LQ
Exhibit “A”�RU�VWDWHG�LQ�WKH�6HUYLFH�$JUHHPHQW DQG�RU�RWKHUZLVH�DXWKRUL]HG�XQGHU�WKH�VWDWXWHV
UHIHUUHG�WR�KHUHLQ�WKLV�'3$�

3. Provider Employee Obligation��3URYLGHU�VKDOO�UHTXLUH�DOO�RI�3URYLGHU¶V�HPSOR\HHV�DQG�DJHQWV
ZKR�KDYH�DFFHVV�WR�6WXGHQW�'DWD�WR�FRPSO\�ZLWK�DOO�DSSOLFDEOH�SURYLVLRQV�RI�WKLV�'3$�ZLWK�UHVSHFW
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WR� WKH� 6WXGHQW� 'DWD� VKDUHG� XQGHU� WKH� 6HUYLFH� $JUHHPHQW�� 3URYLGHU� DJUHHV� WR� UHTXLUH� DQG�
PDLQWDLQ�DQ� DSSURSULDWH� FRQILGHQWLDOLW\� DJUHHPHQW� IURP� HDFK� HPSOR\HH� RU� DJHQW� ZLWK� DFFHVV�
WR�6WXGHQW�'DWD�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW���

4. No Disclosure���3URYLGHU�DFNQRZOHGJHV�DQG�DJUHHV�WKDW�LW�VKDOO�QRW�PDNH�DQ\�UH�GLVFORVXUH�RI
DQ\�6WXGHQW�'DWD�RU�DQ\�SRUWLRQ�WKHUHRI��LQFOXGLQJ�ZLWKRXW�OLPLWDWLRQ��XVHU�FRQWHQW�RU�RWKHU�QRQ�
SXEOLF�LQIRUPDWLRQ�DQG�RU�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�FRQWDLQHG�LQ�WKH�6WXGHQW�'DWD�RWKHU
WKDQ�DV�GLUHFWHG�RU�SHUPLWWHG�E\�WKH�/($�RU�WKLV�'3$��7KLV�SURKLELWLRQ�DJDLQVW�GLVFORVXUH�VKDOO�QRW
DSSO\�WR�DJJUHJDWH�VXPPDULHV�RI�'H�,GHQWLILHG�LQIRUPDWLRQ��6WXGHQW�'DWD�GLVFORVHG�SXUVXDQW�WR�D
ODZIXOO\� LVVXHG� VXESRHQD� RU� RWKHU� OHJDO� SURFHVV�� RU� WR�6XESURFHVVRUV� SHUIRUPLQJ� VHUYLFHV�RQ
EHKDOI�RI� WKH�3URYLGHU�SXUVXDQW� WR� WKLV�'3$��3URYLGHU�ZLOO�QRW�6HOO�6WXGHQW�'DWD� WR�DQ\� WKLUG
SDUW\�

5. De-Identified Data��3URYLGHU�DJUHHV�QRW�WR�DWWHPSW�WR�UH�LGHQWLI\�'H�,GHQWLILHG�6WXGHQW�'DWD��'H�
,GHQWLILHG�'DWD�PD\�EH�XVHG�E\�WKH�3URYLGHU�IRU�WKRVH�SXUSRVHV�DOORZHG�XQGHU�)(53$�DQG�WKH
IROORZLQJ�SXUSRVHV������DVVLVWLQJ�WKH�/($�RU�RWKHU�JRYHUQPHQWDO�DJHQFLHV�LQ�FRQGXFWLQJ�UHVHDUFK
DQG�RWKHU�VWXGLHV��DQG�����UHVHDUFK�DQG�GHYHORSPHQW�RI�WKH�3URYLGHU
V�HGXFDWLRQDO�VLWHV��VHUYLFHV�
RU� DSSOLFDWLRQV�� DQG� WR� GHPRQVWUDWH� WKH� HIIHFWLYHQHVV� RI� WKH� 6HUYLFHV�� DQG� ���� � IRU� DGDSWLYH
OHDUQLQJ�SXUSRVH�DQG�IRU�FXVWRPL]HG�VWXGHQW�OHDUQLQJ��3URYLGHU
V�XVH�RI�'H�,GHQWLILHG�'DWD�VKDOO
VXUYLYH�WHUPLQDWLRQ�RI�WKLV�'3$�RU�DQ\�UHTXHVW�E\�/($�WR�UHWXUQ�RU�GHVWUR\�6WXGHQW�'DWD��([FHSW
IRU�6XESURFHVVRUV��3URYLGHU�DJUHHV�QRW�WR�WUDQVIHU�GH�LGHQWLILHG�6WXGHQW�'DWD�WR�DQ\�SDUW\�XQOHVV
�D� WKDW�SDUW\�DJUHHV�LQ�ZULWLQJ�QRW�WR�DWWHPSW�UH�LGHQWLILFDWLRQ��DQG��E��SULRU�ZULWWHQ�QRWLFH�KDV�EHHQ
JLYHQ�WR�WKH�/($�ZKR�KDV�SURYLGHG�SULRU�ZULWWHQ�FRQVHQW�IRU�VXFK�WUDQVIHU���3ULRU�WR�SXEOLVKLQJ�DQ\
GRFXPHQW�WKDW�QDPHV�WKH�/($�H[SOLFLWO\�RU�LQGLUHFWO\��WKH�3URYLGHU�VKDOO�REWDLQ�WKH�/($¶V�ZULWWHQ
DSSURYDO�RI�WKH�PDQQHU�LQ�ZKLFK�'H�,GHQWLILHG�'DWD�LV�SUHVHQWHG�

6. Disposition of Data��8SRQ�ZULWWHQ�UHTXHVW�IURP�WKH�/($��3URYLGHU�VKDOO�GLVSRVH�RI�RU�SURYLGH�D
PHFKDQLVP�IRU�WKH�/($�WR�WUDQVIHU�6WXGHQW�'DWD�REWDLQHG�XQGHU�WKH�6HUYLFH�$JUHHPHQW��ZLWKLQ
VL[W\� �����GD\V�RI� WKH�GDWH�RI�VDLG� UHTXHVW�DQG�DFFRUGLQJ� WR�D�VFKHGXOH�DQG�SURFHGXUH�DV� WKH
3DUWLHV�PD\�UHDVRQDEO\�DJUHH��8SRQ�WHUPLQDWLRQ�RI�WKLV�'3$��LI�QR�ZULWWHQ�UHTXHVW�IURP�WKH�/($
LV�UHFHLYHG��3URYLGHU�VKDOO�GLVSRVH�RI�DOO�6WXGHQW�'DWD�DIWHU�SURYLGLQJ�WKH�/($�ZLWK�UHDVRQDEOH
SULRU�QRWLFH��7KH�GXW\�WR�GLVSRVH�RI�6WXGHQW�'DWD�VKDOO�QRW�H[WHQG�WR�6WXGHQW�'DWD�WKDW�KDG�EHHQ
'H�,GHQWLILHG� RU� SODFHG� LQ� D� VHSDUDWH� VWXGHQW� DFFRXQW� SXUVXDQW� WR�VHFWLRQ� ,,� ��� 7KH�/($�PD\
HPSOR\�D�“Directive for Disposition of Data”�IRUP��D�FRS\�RI�ZKLFK�LV�DWWDFKHG�KHUHWR�DV�Exhibit
“D”��,I�WKH�/($�DQG�3URYLGHU�HPSOR\�Exhibit “D”��QR�IXUWKHU�ZULWWHQ�UHTXHVW�RU�QRWLFH�LV�UHTXLUHG
RQ�WKH�SDUW�RI�HLWKHU�SDUW\�SULRU�WR�WKH�GLVSRVLWLRQ�RI�6WXGHQW�'DWD�GHVFULEHG�LQ�Exhibit “D”�

7. Advertising Limitations. 3URYLGHU�LV�SURKLELWHG�IURP�XVLQJ��GLVFORVLQJ��RU�VHOOLQJ�6WXGHQW�'DWD�WR
�D� LQIRUP��LQIOXHQFH��RU�HQDEOH�7DUJHWHG�$GYHUWLVLQJ��RU��E��GHYHORS�D�SURILOH�RI�D�VWXGHQW��IDPLO\
PHPEHU�JXDUGLDQ�RU�JURXS��IRU�DQ\�SXUSRVH�RWKHU�WKDQ�SURYLGLQJ�WKH�6HUYLFH�WR�/($��7KLV�VHFWLRQ
GRHV�QRW�SURKLELW�3URYLGHU�IURP�XVLQJ�6WXGHQW�'DWD��L��IRU�DGDSWLYH�OHDUQLQJ�RU�FXVWRPL]HG�VWXGHQW
OHDUQLQJ��LQFOXGLQJ�JHQHUDWLQJ�SHUVRQDOL]HG�OHDUQLQJ�UHFRPPHQGDWLRQV���RU��LL��WR�PDNH�SURGXFW
UHFRPPHQGDWLRQV� WR� WHDFKHUV� RU� /($�HPSOR\HHV�� RU� �LLL�� WR� QRWLI\� DFFRXQW� KROGHUV� DERXW� QHZ
HGXFDWLRQ� SURGXFW� XSGDWHV�� IHDWXUHV�� RU� VHUYLFHV� RU� IURP� RWKHUZLVH� XVLQJ� 6WXGHQW� 'DWD� DV
SHUPLWWHG�LQ�WKLV�'3$�DQG�LWV�DFFRPSDQ\LQJ�H[KLELWV�
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ARTICLE V: DATA PROVISIONS�
1. Data Storage�� :KHUH� UHTXLUHG� E\� DSSOLFDEOH� ODZ�� 6WXGHQW� 'DWD� VKDOO� EH� VWRUHG� ZLWKLQ� WKH

8QLWHG� 6WDWHV�� � 8SRQ� UHTXHVW� RI� WKH� /($�� 3URYLGHU� ZLOO� SURYLGH� D� OLVW� RI� WKH� ORFDWLRQV� ZKHUH
6WXGHQW�'DWD�LV�VWRUHG�

2. Audits. 1R� PRUH� WKDQ� RQFH� D� \HDU�� RU� IROORZLQJ� XQDXWKRUL]HG� DFFHVV�� XSRQ� UHFHLSW� RI� D
ZULWWHQ� UHTXHVW� IURP� WKH� /($� ZLWK� DW� OHDVW� WHQ� ����� EXVLQHVV� GD\V¶� QRWLFH� DQG� XSRQ� WKH
H[HFXWLRQ�RI�DQ�DSSURSULDWH� FRQILGHQWLDOLW\� DJUHHPHQW�� WKH�3URYLGHU�ZLOO� DOORZ� WKH� /($� WR� DXGLW
WKH� VHFXULW\� DQG�SULYDF\�PHDVXUHV�WKDW�DUH�LQ�SODFH�WR�HQVXUH�SURWHFWLRQ�RI�6WXGHQW�'DWD�RU�DQ\
SRUWLRQ�WKHUHRI�DV�LW�SHUWDLQV�WR�WKH�GHOLYHU\�RI�VHUYLFHV�WR�WKH�/($���7KH�3URYLGHU�ZLOO�FRRSHUDWH
UHDVRQDEO\� ZLWK� WKH� /($� DQG� DQ\� ORFDO�� VWDWH�� RU� IHGHUDO� DJHQF\� ZLWK� RYHUVLJKW� DXWKRULW\� RU
MXULVGLFWLRQ� LQ� FRQQHFWLRQ� ZLWK� DQ\� DXGLW� RU� LQYHVWLJDWLRQ� RI� WKH� 3URYLGHU� DQG�RU� GHOLYHU\� RI
6HUYLFHV� WR� VWXGHQWV� DQG�RU� /($�� DQG� VKDOO� SURYLGH� UHDVRQDEOH� DFFHVV� WR� WKH� 3URYLGHU¶V
IDFLOLWLHV��VWDII��DJHQWV�DQG�/($¶V�6WXGHQW�'DWD�DQG�DOO� UHFRUGV�SHUWDLQLQJ� WR� WKH�3URYLGHU��/($
DQG� GHOLYHU\� RI� 6HUYLFHV� WR� WKH� /($�� )DLOXUH� WR� UHDVRQDEO\� FRRSHUDWH� VKDOO� EH� GHHPHG� D
PDWHULDO�EUHDFK�RI�WKH�'3$�

3. Data Security��7KH�3URYLGHU�DJUHHV�WR�XWLOL]H�DGPLQLVWUDWLYH��SK\VLFDO��DQG�WHFKQLFDO�VDIHJXDUGV
GHVLJQHG� WR� SURWHFW� 6WXGHQW� 'DWD� IURP� XQDXWKRUL]HG� DFFHVV�� GLVFORVXUH�� DFTXLVLWLRQ�
GHVWUXFWLRQ�� XVH�� RU� PRGLILFDWLRQ�� 7KH� 3URYLGHU� VKDOO� DGKHUH� WR� DQ\� DSSOLFDEOH� ODZ� UHODWLQJ� WR
GDWD� VHFXULW\��7KH�SURYLGHU� VKDOO� LPSOHPHQW� DQ�DGHTXDWH� &\EHUVHFXULW\� )UDPHZRUN�EDVHG�RQ
RQH� RI� WKH�QDWLRQDOO\�UHFRJQL]HG� VWDQGDUGV� VHW� IRUWK� LQ� Exhibit “F”�� ([FOXVLRQV�� YDULDWLRQV�
RU� H[HPSWLRQV� WR� WKH� LGHQWLILHG� &\EHUVHFXULW\� )UDPHZRUN� PXVW� EH� GHWDLOHG� LQ� DQ
DWWDFKPHQW� WR� Exhibit “H”��$GGLWLRQDOO\�� 3URYLGHU� PD\� FKRRVH� WR� IXUWKHU� GHWDLO� LWV� VHFXULW\
SURJUDPV� DQG� PHDVXUHV� WKDW� DXJPHQW� RU� DUH� LQ� DGGLWLRQ� WR� WKH�&\EHUVHFXULW\�)UDPHZRUN� LQ
Exhibit “F”��3URYLGHU�VKDOO�SURYLGH�� LQ� WKH�6WDQGDUG�6FKHGXOH� WR� WKH�'3$��FRQWDFW� LQIRUPDWLRQ
RI�DQ�HPSOR\HH�ZKR�/($�PD\�FRQWDFW�LI�WKHUH�DUH�DQ\�GDWD�VHFXULW\�FRQFHUQV�RU�TXHVWLRQV�

4. Data Breach��,Q�WKH�HYHQW�RI�DQ�XQDXWKRUL]HG�UHOHDVH��GLVFORVXUH�RU�DFTXLVLWLRQ�RI�6WXGHQW�'DWD
WKDW�FRPSURPLVHV�WKH�VHFXULW\��FRQILGHQWLDOLW\�RU� LQWHJULW\�RI�WKH�6WXGHQW�'DWD�PDLQWDLQHG�E\�WKH
3URYLGHU� WKH� 3URYLGHU� VKDOO� SURYLGH� QRWLILFDWLRQ� WR� /($� ZLWKLQ� VHYHQW\�WZR� ����� KRXUV
RI� FRQILUPDWLRQ� RI� WKH� LQFLGHQW�� XQOHVV� QRWLILFDWLRQ� ZLWKLQ� WKLV� WLPH� OLPLW� ZRXOG� GLVUXSW
LQYHVWLJDWLRQ�RI� WKH� LQFLGHQW� E\� ODZ�HQIRUFHPHQW�� ,Q� VXFK�DQ�HYHQW�� QRWLILFDWLRQ� VKDOO� EH�PDGH
ZLWKLQ�D�UHDVRQDEOH�WLPH�DIWHU�WKH�LQFLGHQW��3URYLGHU�VKDOO�IROORZ�WKH�IROORZLQJ�SURFHVV�

��� 7KH� VHFXULW\� EUHDFK� QRWLILFDWLRQ� GHVFULEHG� DERYH� VKDOO� LQFOXGH�� DW� D� PLQLPXP�� WKH
IROORZLQJ�LQIRUPDWLRQ�WR�WKH�H[WHQW�NQRZQ�E\�WKH�3URYLGHU�DQG�DV�LW�EHFRPHV�DYDLODEOH�

L� 7KH�QDPH�DQG�FRQWDFW�LQIRUPDWLRQ�RI�WKH�UHSRUWLQJ�/($�VXEMHFW�WR�WKLV�VHFWLRQ�
LL� $�OLVW�RI�WKH�W\SHV�RI�SHUVRQDO�LQIRUPDWLRQ�WKDW�ZHUH�RU�DUH�UHDVRQDEO\�EHOLHYHG�WR

KDYH�EHHQ�WKH�VXEMHFW�RI�D�EUHDFK�
LLL� ,I�WKH�LQIRUPDWLRQ�LV�SRVVLEOH�WR�GHWHUPLQH�DW�WKH�WLPH�WKH�QRWLFH�LV�SURYLGHG��WKHQ

HLWKHU� ���� WKH� GDWH� RI� WKH� EUHDFK�� ���� WKH� HVWLPDWHG� GDWH� RI� WKH� EUHDFK�� RU� ���
WKH� GDWH� UDQJH� ZLWKLQ� ZKLFK� WKH� EUHDFK� RFFXUUHG�� 7KH� QRWLILFDWLRQ� VKDOO� DOVR
LQFOXGH�WKH�GDWH�RI�WKH�QRWLFH�
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LY� :KHWKHU� WKH� QRWLILFDWLRQ� ZDV� GHOD\HG� DV� D� UHVXOW� RI� D� ODZ�HQIRUFHPHQW
LQYHVWLJDWLRQ�� LI� WKDW� LQIRUPDWLRQ� LV� SRVVLEOH� WR�GHWHUPLQH�DW� WKH�WLPH� WKH�QRWLFH
LV�SURYLGHG��DQG

Y� $� JHQHUDO� GHVFULSWLRQ� RI� WKH� EUHDFK� LQFLGHQW�� LI� WKDW� LQIRUPDWLRQ� LV� SRVVLEOH
WR�GHWHUPLQH�DW�WKH�WLPH�WKH�QRWLFH�LV�SURYLGHG�

��� 3URYLGHU� DJUHHV� WR� DGKHUH� WR� DOO� IHGHUDO� DQG� VWDWH� UHTXLUHPHQWV� ZLWK� UHVSHFW� WR� D
GDWD�EUHDFK� UHODWHG� WR� WKH�6WXGHQW�'DWD�� LQFOXGLQJ��ZKHQ�DSSURSULDWH�RU� UHTXLUHG�� WKH
UHTXLUHG�UHVSRQVLELOLWLHV�DQG�SURFHGXUHV�IRU�QRWLILFDWLRQ�DQG�PLWLJDWLRQ�RI�DQ\�VXFK�GDWD
EUHDFK�

��� 3URYLGHU� IXUWKHU� DFNQRZOHGJHV� DQG� DJUHHV� WR� KDYH� D� ZULWWHQ� LQFLGHQW� UHVSRQVH� SODQ
WKDW� UHIOHFWV� EHVW� SUDFWLFHV� DQG� LV� FRQVLVWHQW�ZLWK� LQGXVWU\� VWDQGDUGV� DQG� IHGHUDO� DQG
VWDWH� ODZ� IRU� UHVSRQGLQJ� WR� D� GDWD� EUHDFK�� EUHDFK� RI� VHFXULW\�� SULYDF\� LQFLGHQW� RU
XQDXWKRUL]HG� DFTXLVLWLRQ� RU� XVH� RI� 6WXGHQW� 'DWD� RU� DQ\� SRUWLRQ� WKHUHRI�� LQFOXGLQJ
SHUVRQDOO\� LGHQWLILDEOH� LQIRUPDWLRQ� DQG� DJUHHV� WR� SURYLGH� /($�� XSRQ� UHTXHVW�� ZLWK� D
VXPPDU\�RI� VDLG�ZULWWHQ�LQFLGHQW�UHVSRQVH�SODQ�

��� /($� VKDOO� SURYLGH� QRWLFH� DQG� IDFWV� VXUURXQGLQJ� WKH� EUHDFK� WR� WKH� DIIHFWHG
VWXGHQWV��SDUHQWV�RU�JXDUGLDQV�

��� ,Q� WKH� HYHQW� RI� D� EUHDFK� RULJLQDWLQJ� IURP� /($¶V� XVH� RI� WKH� 6HUYLFH�� 3URYLGHU� VKDOO
FRRSHUDWH�ZLWK�/($�WR�WKH�H[WHQW�QHFHVVDU\�WR�H[SHGLWLRXVO\�VHFXUH�6WXGHQW�'DWD�

ARTICLE VI: GENERAL OFFER OF TERMS�
3URYLGHU� PD\�� E\� VLJQLQJ� WKH� DWWDFKHG� IRUP� RI� ³*HQHUDO� 2IIHU� RI� 3ULYDF\�
7HUPV´� �*HQHUDO�2IIHU�� DWWDFKHG� KHUHWR� DV� Exhibit “E”��� EH� ERXQG� E\� WKH� WHUPV� RI� Exhibit “E”�
WR� DQ\� RWKHU� /($�ZKR� VLJQV� WKH�DFFHSWDQFH�RQ� VDLG�([KLELW�� 7KH� IRUP� LV� OLPLWHG�E\� WKH� WHUPV�DQG�
FRQGLWLRQV�GHVFULEHG�WKHUHLQ���

ARTICLE VII: MISCELLANEOUS�

1.

2.

3.

Termination�� ,Q� WKH� HYHQW� WKDW� HLWKHU� 3DUW\� VHHNV� WR� WHUPLQDWH� WKLV� '3$�� WKH\� PD\� GR� VR�
E\� PXWXDO� ZULWWHQ� FRQVHQW� VR� ORQJ� DV� WKH� 6HUYLFH� $JUHHPHQW� KDV� ODSVHG� RU� KDV� EHHQ�
WHUPLQDWHG��(LWKHU� SDUW\� PD\� WHUPLQDWH� WKLV� '3$� DQG� DQ\� VHUYLFH� DJUHHPHQW� RU� FRQWUDFW� LI�
WKH� RWKHU� SDUW\�EUHDFKHV�DQ\�WHUPV�RI�WKLV�'3$�

Effect of Termination Survival�� ,I� WKH� 6HUYLFH� $JUHHPHQW� LV� WHUPLQDWHG�� WKH� 3URYLGHU�
VKDOO�GHVWUR\�DOO�RI�/($¶V�6WXGHQW�'DWD�SXUVXDQW�WR�$UWLFOH�,9��VHFWLRQ���

Priority of Agreements�� 7KLV� '3$� VKDOO� JRYHUQ� WKH� WUHDWPHQW� RI� 6WXGHQW� 'DWD� LQ� RUGHU� WR�
FRPSO\� ZLWK� WKH� SULYDF\� SURWHFWLRQV�� LQFOXGLQJ� WKRVH� IRXQG� LQ� )(53$� DQG� DOO�
DSSOLFDEOH� SULYDF\� VWDWXWHV� LGHQWLILHG� LQ� WKLV� '3$�� ,Q� WKH� HYHQW� WKHUH� LV� FRQIOLFW� EHWZHHQ� WKH�
WHUPV�RI� WKH�'3$�DQG� WKH� 6HUYLFH� $JUHHPHQW�� 7HUPV� RI� 6HUYLFH�� 3ULYDF\� 3ROLFLHV�� RU� ZLWK�
DQ\� RWKHU� ELG�5)3�� OLFHQVH�DJUHHPHQW�� RU� ZULWLQJ�� WKH� WHUPV�RI� WKLV�'3$�VKDOO�DSSO\�DQG� WDNH�
SUHFHGHQFH���,Q�WKH�HYHQW�RI�D�FRQIOLFW�EHWZHHQ�Exhibit “H”��WKH�6'3&�6WDQGDUG�&ODXVHV��DQG�RU�
WKH�6XSSOHPHQWDO�6WDWH�7HUPV��Exhibit “H” ZLOO�FRQWURO��IROORZHG�E\�WKH�6XSSOHPHQWDO�6WDWH�
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4. Entire Agreement��7KLV�'3$�DQG�WKH�6HUYLFH�$JUHHPHQW�FRQVWLWXWH�WKH�HQWLUH�DJUHHPHQW�RI
WKH�3DUWLHV� UHODWLQJ� WR� WKH� VXEMHFW� PDWWHU� KHUHRI� DQG� VXSHUVHGHV� DOO� SULRU
FRPPXQLFDWLRQV��UHSUHVHQWDWLRQV��RU�DJUHHPHQWV��RUDO�RU�ZULWWHQ��E\�WKH�3DUWLHV�UHODWLQJ�WKHUHWR�
7KLV�'3$�PD\�EH�DPHQGHG�DQG�WKH�REVHUYDQFH�RI�DQ\�SURYLVLRQ�RI�WKLV�'3$�PD\�EH�ZDLYHG
�HLWKHU�JHQHUDOO\�RU�LQ�DQ\� SDUWLFXODU� LQVWDQFH� DQG� HLWKHU� UHWURDFWLYHO\� RU�SURVSHFWLYHO\�� RQO\
ZLWK� WKH� VLJQHG� ZULWWHQ�FRQVHQW�RI�ERWK�3DUWLHV��1HLWKHU�IDLOXUH�QRU�GHOD\�RQ�WKH�SDUW�RI�DQ\
3DUW\�LQ�H[HUFLVLQJ�DQ\�ULJKW��SRZHU��RU�SULYLOHJH�KHUHXQGHU�VKDOO�RSHUDWH�DV�D�ZDLYHU�RI�VXFK
ULJKW��QRU�VKDOO�DQ\�VLQJOH�RU�SDUWLDO�H[HUFLVH�RI�DQ\�VXFK�ULJKW��SRZHU��RU�SULYLOHJH�SUHFOXGH�DQ\
IXUWKHU�H[HUFLVH�WKHUHRI�RU�WKH�H[HUFLVH�RI�DQ\�RWKHU�ULJKW��SRZHU��RU�SULYLOHJH�

5. Severability��$Q\�SURYLVLRQ�RI�WKLV�'3$�WKDW�LV�SURKLELWHG�RU�XQHQIRUFHDEOH�LQ�DQ\�MXULVGLFWLRQ
VKDOO��DV�WR�VXFK�MXULVGLFWLRQ��EH�LQHIIHFWLYH�WR�WKH�H[WHQW�RI�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\
ZLWKRXW�LQYDOLGDWLQJ�WKH�UHPDLQLQJ�SURYLVLRQV�RI�WKLV�'3$��DQG�DQ\�VXFK�SURKLELWLRQ�RU
XQHQIRUFHDELOLW\�LQ�DQ\� MXULVGLFWLRQ� VKDOO� QRW� LQYDOLGDWH� RU� UHQGHU� XQHQIRUFHDEOH� VXFK
SURYLVLRQ� LQ� DQ\� RWKHU�MXULVGLFWLRQ��1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��LI�VXFK�SURYLVLRQ�FRXOG�EH
PRUH�QDUURZO\�GUDZQ�VR�DV�QRW�WR�EH�SURKLELWHG�RU�XQHQIRUFHDEOH�LQ�VXFK�MXULVGLFWLRQ�ZKLOH��DW
WKH�VDPH�WLPH��PDLQWDLQLQJ�WKH�LQWHQW�RI�WKH�3DUWLHV��LW�VKDOO��DV�WR�VXFK�MXULVGLFWLRQ��EH�VR
QDUURZO\�GUDZQ�ZLWKRXW�LQYDOLGDWLQJ�WKH�UHPDLQLQJ�SURYLVLRQV�RI�WKLV�'3$�RU�DIIHFWLQJ�WKH�YDOLGLW\
RU�HQIRUFHDELOLW\�RI�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ�

6. Governing Law; Venue and Jurisdiction�� 7+,6� '3$� :,//� %(� *29(51('� %<�$1'
&216758('�,1�$&&25'$1&(�:,7+�7+(�/$:6�2)�7+(�67$7(�2)�7+(�/($�
:,7+287�5(*$5'�72�&21)/,&76�2)�/$:�35,1&,3/(6��($&+�3$57<�&216(176
$1'�68%0,76�72�7+(�62/(�$1'�(;&/86,9(� -85,6',&7,21�72�7+(�67$7(�$1'
)('(5$/�&28576�)25�7+(�&2817<�2)�7+(�/($�)25�$1<�',6387(�$5,6,1*�287
2)�25�5(/$7,1*�72�7+,6�'3$�25�7+(�75$16$&7,216�&217(03/$7('�+(5(%<�

7. Successors Bound��7KLV�'3$�LV�DQG�VKDOO�EH�ELQGLQJ�XSRQ�WKH�UHVSHFWLYH�VXFFHVVRUV�LQ
LQWHUHVW�WR�3URYLGHU� LQ�WKH�HYHQW�RI�D�PHUJHU��DFTXLVLWLRQ��FRQVROLGDWLRQ�RU�RWKHU�EXVLQHVV
UHRUJDQL]DWLRQ�RU�VDOH�RI�DOO�RU�VXEVWDQWLDOO\�DOO�RI�WKH�DVVHWV�RI�VXFK�EXVLQHVV�,Q�WKH�HYHQW�WKDW�WKH
3URYLGHU��VHOOV��PHUJHV��RU�RWKHUZLVH�GLVSRVHV�RI� LWV�EXVLQHVV� WR�D�VXFFHVVRU�GXULQJ� WKH�WHUP
RI� WKLV�'3$�� WKH�3URYLGHU�VKDOO�SURYLGH�ZULWWHQ�QRWLFH��WR�WKH�/($�QR�ODWHU�WKDQ�VL[W\������GD\V
DIWHU�WKH�FORVLQJ�GDWH�RI� VDOH�� PHUJHU�� RU� GLVSRVDO�� 6XFK� QRWLFH� VKDOO� LQFOXGH� D�ZULWWHQ�
VLJQHG� DVVXUDQFH� WKDW� WKH�VXFFHVVRU�ZLOO� DVVXPH� WKH�REOLJDWLRQV� RI� WKH�'3$�DQG�DQ\
REOLJDWLRQV�ZLWK� UHVSHFW� WR�6WXGHQW�'DWD� ZLWKLQ� WKH� 6HUYLFH� $JUHHPHQW�� 7KH� /($� KDV�WKH
DXWKRULW\� WR� WHUPLQDWH� WKH� '3$� LI� LW�GLVDSSURYHV�RI�WKH�VXFFHVVRU�WR�ZKRP�WKH�3URYLGHU�LV
VHOOLQJ��PHUJLQJ��RU�RWKHUZLVH�GLVSRVLQJ�RI�LWV�EXVLQHVV�

�. Authority. �(DFK�SDUW\�UHSUHVHQWV�WKDW�LW�LV�DXWKRUL]HG�WR�ELQG�WR�WKH�WHUPV�RI�WKLV�'3$�
LQFOXGLQJ�FRQILGHQWLDOLW\� DQG� GHVWUXFWLRQ� RI� 6WXGHQW� 'DWD� DQG� DQ\� SRUWLRQ� WKHUHRI� FRQWDLQHG
WKHUHLQ�� DOO�UHODWHG�RU�DVVRFLDWHG�LQVWLWXWLRQV��LQGLYLGXDOV��HPSOR\HHV�RU�FRQWUDFWRUV�ZKR�PD\
KDYH�DFFHVV�WR�WKH�6WXGHQW�'DWD�DQG�RU�DQ\�SRUWLRQ�WKHUHRI�

�. Waiver��1R�GHOD\�RU�RPLVVLRQ�E\�HLWKHU�SDUW\�WR�H[HUFLVH�DQ\�ULJKW�KHUHXQGHU�VKDOO�EH
FRQVWUXHG�DV�D�ZDLYHU�RI�DQ\�VXFK�ULJKW�DQG�ERWK�SDUWLHV�UHVHUYH�WKH�ULJKW�WR�H[HUFLVH�DQ\
VXFK�ULJKW�IURP�WLPH�WR�WLPH��DV�RIWHQ�DV�PD\�EH�GHHPHG�H[SHGLHQW�

7HUPV�� ([FHSW� DV� GHVFULEHG� LQ� WKLV� SDUDJUDSK� KHUHLQ�� DOO� RWKHU� SURYLVLRQV� RI� WKH� 6HUYLFH�
$JUHHPHQW�VKDOO�UHPDLQ�LQ�HIIHFW��
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EXHIBIT “A” 

DESCRIPTION OF SERVICES 
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EXHIBIT “B” 

SCHEDULE OF DATA 

Category of Data Elements 
Check if Used 

by Your 
System 

$SSOLFDWLRQ�7HFKQRORJ\�
0HWD�'DWD�

,3�$GGUHVVHV�RI�XVHUV��8VH�RI�FRRNLHV��HWF��

2WKHU�DSSOLFDWLRQ�WHFKQRORJ\�PHWD�GDWD�3OHDVH�VSHFLI\��

$SSOLFDWLRQ�8VH�
6WDWLVWLFV� 0HWD�GDWD�RQ�XVHU�LQWHUDFWLRQ�ZLWK�DSSOLFDWLRQ�

$VVHVVPHQW� 6WDQGDUGL]HG�WHVW�VFRUHV�

2EVHUYDWLRQ�GDWD�

2WKHU�DVVHVVPHQW�GDWD�3OHDVH�VSHFLI\��

$WWHQGDQFH� 6WXGHQW�VFKRRO��GDLO\��DWWHQGDQFH�GDWD�

6WXGHQW�FODVV�DWWHQGDQFH�GDWD�

&RPPXQLFDWLRQV� 2QOLQH�FRPPXQLFDWLRQV�FDSWXUHG��HPDLOV��EORJ�HQWULHV��

&RQGXFW� &RQGXFW�RU�EHKDYLRUDO�GDWD�

'HPRJUDSKLFV� 'DWH�RI�%LUWK�

3ODFH�RI�%LUWK�

*HQGHU�

(WKQLFLW\�RU�UDFH�

/DQJXDJH� LQIRUPDWLRQ� �QDWLYH�� RU� SULPDU\� ODQJXDJH�
VSRNHQ�E\�VWXGHQW��

✔

✔
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Category of Data Elements 
Check if Used 

by Your 
System 

2WKHU�GHPRJUDSKLF�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

(QUROOPHQW� 6WXGHQW�VFKRRO�HQUROOPHQW�

6WXGHQW�JUDGH�OHYHO�

+RPHURRP�

*XLGDQFH�FRXQVHORU�

6SHFLILF�FXUULFXOXP�SURJUDPV�

<HDU�RI�JUDGXDWLRQ�

2WKHU�HQUROOPHQW�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

3DUHQW�*XDUGLDQ�
&RQWDFW�,QIRUPDWLRQ�

$GGUHVV�

(PDLO�

3KRQH�

3DUHQW�*XDUGLDQ�,'� 3DUHQW�,'�QXPEHU��FUHDWHG�WR�OLQN�SDUHQWV�WR�VWXGHQWV��

3DUHQW�*XDUGLDQ�1DPH� )LUVW�DQG�RU�/DVW�

6FKHGXOH� 6WXGHQW�VFKHGXOHG�FRXUVHV�

7HDFKHU�QDPHV�

6SHFLDO�,QGLFDWRU� (QJOLVK�ODQJXDJH�OHDUQHU�LQIRUPDWLRQ�

/RZ�LQFRPH�VWDWXV�

0HGLFDO�DOHUWV��KHDOWK�GDWD�

✔
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Category of Data Elements 
Check if Used 

by Your 
System 

6WXGHQW�GLVDELOLW\�LQIRUPDWLRQ�

6SHFLDOL]HG�HGXFDWLRQ�VHUYLFHV��,(3�RU������

/LYLQJ�VLWXDWLRQV��KRPHOHVV�IRVWHU�FDUH��

2WKHU�LQGLFDWRU�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

6WXGHQW�&RQWDFW�
,QIRUPDWLRQ�

$GGUHVV�

(PDLO�

3KRQH�

6WXGHQW�,GHQWLILHUV� /RFDO��6FKRRO�GLVWULFW��,'�QXPEHU�

6WDWH�,'�QXPEHU�

3URYLGHU�$SS�DVVLJQHG�VWXGHQW�,'�QXPEHU�

6WXGHQW�DSS�XVHUQDPH�

6WXGHQW�DSS�SDVVZRUGV�

6WXGHQW�1DPH� )LUVW�DQG�RU�/DVW�

6WXGHQW�,Q�$SS�
3HUIRUPDQFH�

3URJUDP�DSSOLFDWLRQ� SHUIRUPDQFH� �W\SLQJ� SURJUDP�
VWXGHQW� W\SHV� ���ZSP�� UHDGLQJ� SURJUDP�VWXGHQW� UHDGV�
EHORZ�JUDGH�OHYHO��

6WXGHQW�3URJUDP�
0HPEHUVKLS�

$FDGHPLF� RU� H[WUDFXUULFXODU� DFWLYLWLHV� D� VWXGHQW� PD\�
EHORQJ�WR�RU�SDUWLFLSDWH�LQ�

6WXGHQW�6XUYH\�
5HVSRQVHV� 6WXGHQW�UHVSRQVHV�WR�VXUYH\V�RU�TXHVWLRQQDLUHV�

6WXGHQW�ZRUN� 6WXGHQW�JHQHUDWHG�FRQWHQW��ZULWLQJ��SLFWXUHV��HWF��

✔

✔

✔

✔

✔

✔
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Category of Data Elements 
Check if Used 

by Your 
System 

2WKHU�VWXGHQW�ZRUN�GDWD��3OHDVH�VSHFLI\��

7UDQVFULSW� 6WXGHQW�FRXUVH�JUDGHV�

6WXGHQW�FRXUVH�GDWD�

6WXGHQW�FRXUVH�JUDGHV��SHUIRUPDQFH�VFRUHV�

2WKHU�WUDQVFULSW�GDWD���3OHDVH�VSHFLI\��

7UDQVSRUWDWLRQ� 6WXGHQW�EXV�DVVLJQPHQW�

6WXGHQW�SLFN�XS�DQG�RU�GURS�RII�ORFDWLRQ�

6WXGHQW�EXV�FDUG�,'�QXPEHU�

2WKHU�WUDQVSRUWDWLRQ�GDWD�±�3OHDVH�VSHFLI\��

2WKHU� 3OHDVH�OLVW�HDFK�DGGLWLRQDO�GDWD�HOHPHQW�XVHG��VWRUHG��RU�
FROOHFWHG�E\�\RXU�DSSOLFDWLRQ��

1RQH� 1R� 6WXGHQW� 'DWD� FROOHFWHG� DW� WKLV� WLPH�� 3URYLGHU� ZLOO�
LPPHGLDWHO\� QRWLI\� /($� LI� WKLV� GHVLJQDWLRQ� LV� QR� ORQJHU�
DSSOLFDEOH��

✔
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EXHIBIT “C” 

DEFINITIONS 

De-Identified Data and De-Identification:�5HFRUGV�DQG�LQIRUPDWLRQ�DUH�FRQVLGHUHG�WR�EH�'H�,GHQWLILHG�
ZKHQ� DOO� SHUVRQDOO\� LGHQWLILDEOH� LQIRUPDWLRQ� KDV� EHHQ� UHPRYHG� RU� REVFXUHG�� VXFK� WKDW� WKH� UHPDLQLQJ�
LQIRUPDWLRQ�GRHV�QRW�UHDVRQDEO\�LGHQWLI\�D�VSHFLILF�LQGLYLGXDO��LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��DQ\�LQIRUPDWLRQ�
WKDW��DORQH�RU�LQ�FRPELQDWLRQ�LV�OLQNDEOH�WR�D�VSHFLILF�VWXGHQW�DQG�SURYLGHG�WKDW�WKH�HGXFDWLRQDO�DJHQF\��
RU�RWKHU�SDUW\��KDV�PDGH�D�UHDVRQDEOH�GHWHUPLQDWLRQ�WKDW�D�VWXGHQW¶V�LGHQWLW\�LV�QRW�SHUVRQDOO\�LGHQWLILDEOH��
WDNLQJ�LQWR�DFFRXQW�UHDVRQDEOH�DYDLODEOH�LQIRUPDWLRQ��

Educational Records��(GXFDWLRQDO�5HFRUGV�DUH�UHFRUGV��ILOHV��GRFXPHQWV��DQG�RWKHU�PDWHULDOV�GLUHFWO\�
UHODWHG�WR�D�VWXGHQW�DQG�PDLQWDLQHG�E\�WKH�VFKRRO�RU� ORFDO�HGXFDWLRQ�DJHQF\��RU�E\�D�SHUVRQ�DFWLQJ�IRU�
VXFK�VFKRRO�RU�ORFDO�HGXFDWLRQ�DJHQF\��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR��UHFRUGV�HQFRPSDVVLQJ�DOO�WKH�PDWHULDO�
NHSW� LQ� WKH�VWXGHQW¶V�FXPXODWLYH� IROGHU��VXFK�DV�JHQHUDO� LGHQWLI\LQJ�GDWD�� UHFRUGV�RI�DWWHQGDQFH�DQG�RI�
DFDGHPLF� ZRUN� FRPSOHWHG�� UHFRUGV� RI� DFKLHYHPHQW�� DQG� UHVXOWV� RI� HYDOXDWLYH� WHVWV�� KHDOWK� GDWD��
GLVFLSOLQDU\�VWDWXV��WHVW�SURWRFROV�DQG�LQGLYLGXDOL]HG�HGXFDWLRQ�SURJUDPV���

Metadata��PHDQV�LQIRUPDWLRQ�WKDW�SURYLGHV�PHDQLQJ�DQG�FRQWH[W�WR�RWKHU�GDWD�EHLQJ�FROOHFWHG��LQFOXGLQJ��
EXW�QRW�OLPLWHG�WR��GDWH�DQG�WLPH�UHFRUGV�DQG�SXUSRVH�RI�FUHDWLRQ�0HWDGDWD�WKDW�KDYH�EHHQ�VWULSSHG�RI�DOO�
GLUHFW�DQG�LQGLUHFW�LGHQWLILHUV�DUH�QRW�FRQVLGHUHG�3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ��

Operator:� PHDQV� WKH� RSHUDWRU� RI� DQ� LQWHUQHW� ZHEVLWH�� RQOLQH� VHUYLFH�� RQOLQH� DSSOLFDWLRQ�� RU� PRELOH�
DSSOLFDWLRQ�ZLWK�DFWXDO�NQRZOHGJH�WKDW�WKH�VLWH��VHUYLFH��RU�DSSOLFDWLRQ�LV�XVHG�IRU�.±���VFKRRO�SXUSRVHV��
$Q\�HQWLW\�WKDW�RSHUDWHV�DQ�LQWHUQHW�ZHEVLWH��RQOLQH�VHUYLFH��RQOLQH�DSSOLFDWLRQ��RU�PRELOH�DSSOLFDWLRQ�WKDW�
KDV� HQWHUHG� LQWR� D� VLJQHG��ZULWWHQ� DJUHHPHQW�ZLWK� DQ� /($� WR� SURYLGH� D� VHUYLFH� WR� WKDW� /($� VKDOO� EH�
FRQVLGHUHG�DQ�³RSHUDWRU´�IRU�WKH�SXUSRVHV�RI�WKLV�VHFWLRQ���

Originating�/($��$Q�/($�ZKR�RULJLQDOO\�H[HFXWHV�WKH�'3$�LQ�LWV�HQWLUHW\�ZLWK�WKH�3URYLGHU��

Provider��)RU�SXUSRVHV�RI�WKH�'3$��WKH�WHUP�³3URYLGHU´�PHDQV�SURYLGHU�RI�GLJLWDO�HGXFDWLRQDO�VRIWZDUH�
RU�VHUYLFHV��LQFOXGLQJ�FORXG�EDVHG�VHUYLFHV��IRU�WKH�GLJLWDO�VWRUDJH��PDQDJHPHQW��DQG�UHWULHYDO�RI�6WXGHQW�
'DWD��:LWKLQ�WKH�'3$�WKH�WHUP�³3URYLGHU´�LQFOXGHV�WKH�WHUP�³7KLUG�3DUW\´�DQG�WKH�WHUP�³2SHUDWRU´�DV�XVHG�
LQ�DSSOLFDEOH�VWDWH�VWDWXWHV��

Student Generated Content�� 7KH� WHUP� ³6WXGHQW�*HQHUDWHG� &RQWHQW´� PHDQV� PDWHULDOV� RU� FRQWHQW�
FUHDWHG�E\�D�VWXGHQW� LQ� WKH�VHUYLFHV� LQFOXGLQJ��EXW�QRW� OLPLWHG� WR��HVVD\V�� UHVHDUFK�UHSRUWV��SRUWIROLRV��
FUHDWLYH�ZULWLQJ��PXVLF�RU�RWKHU�DXGLR�ILOHV��SKRWRJUDSKV��YLGHRV��DQG�DFFRXQW�LQIRUPDWLRQ�WKDW�HQDEOHV�
RQJRLQJ�RZQHUVKLS�RI�VWXGHQW�FRQWHQW���

School Official��)RU�WKH�SXUSRVHV�RI�WKLV�'3$�DQG�SXUVXDQW�WR����&)5���������E���D�6FKRRO�2IILFLDO�LV�D�
FRQWUDFWRU�WKDW������3HUIRUPV�DQ�LQVWLWXWLRQDO�VHUYLFH�RU�IXQFWLRQ�IRU�ZKLFK�WKH�DJHQF\�RU�LQVWLWXWLRQ�ZRXOG�
RWKHUZLVH�XVH�HPSOR\HHV������,V�XQGHU�WKH�GLUHFW�FRQWURO�RI�WKH�DJHQF\�RU�LQVWLWXWLRQ�ZLWK�UHVSHFW�WR�WKH�
XVH�DQG�PDLQWHQDQFH�RI�6WXGHQW�'DWD� LQFOXGLQJ�(GXFDWLRQ�5HFRUGV��DQG� ���� ,V� VXEMHFW� WR����&)5���
������D�� JRYHUQLQJ� WKH� XVH� DQG� UH�GLVFORVXUH� RI� 3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� IURP� (GXFDWLRQ�
5HFRUGV���

Service Agreement��5HIHUV�WR�WKH�&RQWUDFW��3XUFKDVH�2UGHU�RU�7HUPV�RI�6HUYLFH�RU�7HUPV�RI�8VH��
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Student Data��6WXGHQW�'DWD�LQFOXGHV�DQ\�GDWD��ZKHWKHU�JDWKHUHG�E\�3URYLGHU�RU�SURYLGHG�E\�/($�RU�LWV�
XVHUV��VWXGHQWV��RU�VWXGHQWV¶�SDUHQWV�JXDUGLDQV��WKDW�LV�GHVFULSWLYH�RI�WKH�VWXGHQW�LQFOXGLQJ��EXW�QRW�OLPLWHG�
WR��LQIRUPDWLRQ�LQ�WKH�VWXGHQW¶V�HGXFDWLRQDO�UHFRUG�RU�HPDLO��ILUVW�DQG�ODVW�QDPH��ELUWKGDWH��KRPH�RU�RWKHU�
SK\VLFDO� DGGUHVV�� WHOHSKRQH� QXPEHU�� HPDLO� DGGUHVV�� RU� RWKHU� LQIRUPDWLRQ� DOORZLQJ� SK\VLFDO� RU� RQOLQH�
FRQWDFW�� GLVFLSOLQH� UHFRUGV�� YLGHRV�� WHVW� UHVXOWV�� VSHFLDO� HGXFDWLRQ�GDWD�� MXYHQLOH�GHSHQGHQF\� UHFRUGV��
JUDGHV��HYDOXDWLRQV��FULPLQDO�UHFRUGV��PHGLFDO�UHFRUGV��KHDOWK�UHFRUGV��VRFLDO�VHFXULW\�QXPEHUV��ELRPHWULF�
LQIRUPDWLRQ��GLVDELOLWLHV��VRFLRHFRQRPLF�LQIRUPDWLRQ��LQGLYLGXDO�SXUFKDVLQJ�EHKDYLRU�RU�SUHIHUHQFHV��IRRG�
SXUFKDVHV�� SROLWLFDO� DIILOLDWLRQV�� UHOLJLRXV� LQIRUPDWLRQ�� WH[W� PHVVDJHV�� GRFXPHQWV�� VWXGHQW� LGHQWLILHUV��
VHDUFK� DFWLYLW\�� SKRWRV�� YRLFH� UHFRUGLQJV�� JHRORFDWLRQ� LQIRUPDWLRQ�� SDUHQWV¶� QDPHV�� RU� DQ\� RWKHU�
LQIRUPDWLRQ�RU�LGHQWLILFDWLRQ�QXPEHU�WKDW�ZRXOG�SURYLGH�LQIRUPDWLRQ�DERXW�D�VSHFLILF�VWXGHQW��6WXGHQW�'DWD�
LQFOXGHV�0HWD�'DWD��6WXGHQW�'DWD�IXUWKHU�LQFOXGHV�³3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ��3,,��´�DV�GHILQHG�
LQ����&�)�5���������DQG�DV�GHILQHG�XQGHU�DQ\�DSSOLFDEOH�VWDWH�ODZ��6WXGHQW�'DWD�VKDOO�FRQVWLWXWH�(GXFDWLRQ�
5HFRUGV� IRU� WKH� SXUSRVHV� RI� WKLV� '3$�� DQG� IRU� WKH� SXUSRVHV� RI� IHGHUDO�� VWDWH�� DQG� ORFDO� ODZV� DQG�
UHJXODWLRQV��6WXGHQW�'DWD�DV�VSHFLILHG�LQ�Exhibit “B”�LV�FRQILUPHG�WR�EH�FROOHFWHG�RU�SURFHVVHG�E\�WKH�
3URYLGHU� SXUVXDQW� WR� WKH� 6HUYLFHV�� 6WXGHQW� 'DWD� VKDOO� QRW� FRQVWLWXWH� WKDW� LQIRUPDWLRQ� WKDW� KDV� EHHQ�
DQRQ\PL]HG�RU�'H�,GHQWLILHG��RU�DQRQ\PRXV�XVDJH�GDWD�UHJDUGLQJ�D�VWXGHQW¶V�XVH�RI�3URYLGHU¶V�VHUYLFHV��

Subprocessor:�)RU�WKH�SXUSRVHV�RI�WKLV�'3$��WKH�WHUP�³6XESURFHVVRU´��VRPHWLPHV�UHIHUUHG�WR�DV�WKH�
³6XEFRQWUDFWRU´�� PHDQV� D� SDUW\� RWKHU� WKDQ� /($� RU� 3URYLGHU�� ZKR� 3URYLGHU� XVHV� IRU� GDWD� FROOHFWLRQ��
DQDO\WLFV��VWRUDJH��RU�RWKHU�VHUYLFH�WR�RSHUDWH�DQG�RU�LPSURYH�LWV�VHUYLFH��DQG�ZKR�KDV�DFFHVV�WR�6WXGHQW�
'DWD���

Subscribing LEA:�$Q�/($�WKDW�ZDV�QRW�SDUW\�WR�WKH�RULJLQDO�6HUYLFH�$JUHHPHQW�DQG�ZKR�DFFHSWV�WKH�
3URYLGHU¶V�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��

Targeted Advertising:�PHDQV� SUHVHQWLQJ� DQ� DGYHUWLVHPHQW� WR� D� VWXGHQW� ZKHUH� WKH� VHOHFWLRQ� RI� WKH�
DGYHUWLVHPHQW�LV�EDVHG�RQ�6WXGHQW�'DWD�RU�LQIHUUHG�RYHU�WLPH�IURP�WKH�XVDJH�RI�WKH�RSHUDWRU
V�,QWHUQHW�
ZHE�VLWH��RQOLQH�VHUYLFH�RU�PRELOH�DSSOLFDWLRQ�E\�VXFK�VWXGHQW�RU�WKH�UHWHQWLRQ�RI�VXFK�VWXGHQW
V�RQOLQH�
DFWLYLWLHV� RU� UHTXHVWV� RYHU� WLPH� IRU� WKH� SXUSRVH� RI� WDUJHWLQJ� VXEVHTXHQW� DGYHUWLVHPHQWV�� �7DUJHWHG�
$GYHUWLVLQJ��GRHV�QRW�LQFOXGH�DQ\�DGYHUWLVLQJ�WR�D�VWXGHQW�RQ�DQ�,QWHUQHW�ZHE�VLWH�EDVHG�RQ�WKH�FRQWHQW�
RI�WKH�ZHE�SDJH�RU�LQ�UHVSRQVH�WR�D�VWXGHQW
V�UHVSRQVH�RU�UHTXHVW�IRU�LQIRUPDWLRQ�RU�IHHGEDFN��

Third Party:�7KH�WHUP�³7KLUG�3DUW\´�PHDQV�D�SURYLGHU�RI�GLJLWDO�HGXFDWLRQDO�VRIWZDUH�RU�VHUYLFHV��LQFOXGLQJ�
FORXG�EDVHG�VHUYLFHV�� IRU�WKH�GLJLWDO�VWRUDJH��PDQDJHPHQW��DQG�UHWULHYDO�RI�(GXFDWLRQ�5HFRUGV�DQG�RU�
6WXGHQW�'DWD��DV�WKDW�WHUP�LV�XVHG�LQ�VRPH�VWDWH�VWDWXWHV��+RZHYHU��IRU�WKH�SXUSRVH�RI�WKLV�'3$��WKH�WHUP�
³7KLUG�3DUW\´�ZKHQ�XVHG�WR�LQGLFDWH�WKH�SURYLGHU�RI�GLJLWDO�HGXFDWLRQDO�VRIWZDUH�RU�VHUYLFHV�LV�UHSODFHG�E\�
WKH�WHUP�³3URYLGHU�´�
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EXHIBIT “D” 

DIRECTIVE FOR DISPOSITION OF DATA 
HAYS CISD� 3URYLGHU� WR� GLVSRVH� RI� GDWD� REWDLQHG� E\� 3URYLGHU� SXUVXDQW� WR� WKH� WHUPV� RI�
WKH�6HUYLFH�$JUHHPHQW�EHWZHHQ�/($�DQG�3URYLGHU��7KH�WHUPV�RI�WKH�'LVSRVLWLRQ�DUH�VHW�IRUWK�EHORZ��

�� ([WHQW�RI�'LVSRVLWLRQ

'LVSRVLWLRQ� LV� SDUWLDO�� 7KH� FDWHJRULHV� RI� GDWD� WR� EH� GLVSRVHG�RI� DUH� VHW� IRUWK�EHORZ�RU�
DUH�IRXQG�LQ�DQ�DWWDFKPHQW�WR�WKLV�'LUHFWLYH��

'LVSRVLWLRQ�LV�&RPSOHWH��'LVSRVLWLRQ�H[WHQGV�WR�DOO�FDWHJRULHV�RI�GDWD��

�� 1DWXUH�RI�'LVSRVLWLRQ

'LVSRVLWLRQ�VKDOO�EH�E\�GHVWUXFWLRQ�RU�GHOHWLRQ�RI�GDWD��

'LVSRVLWLRQ� VKDOO� EH� E\� D� WUDQVIHU� RI� GDWD�� 7KH� GDWD� VKDOO� EH� WUDQVIHUUHG� WR� WKH�
IROORZLQJ�VLWH�DV�IROORZV��

�� 6FKHGXOH�RI�'LVSRVLWLRQ

'DWD�VKDOO�EH�GLVSRVHG�RI�E\�WKH�IROORZLQJ�GDWH�

$V�VRRQ�DV�FRPPHUFLDOO\�SUDFWLFDEOH�

%\��__________________

__________________�

'DWH:�

�� 6LJQDWXUH:

________________________________________�

$XWKRUL]HG�5HSUHVHQWDWLYH�RI�/($�

�� 9HULILFDWLRQ�RI�'LVSRVLWLRQ�RI�'DWD

_________________________________________��

$XWKRUL]HG�5HSUHVHQWDWLYH�RI�3URYLGHU�

__________________�

'DWH:�

[Attach or insert categories of data] 

[Attach or insert special instructions]
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EXHIBIT “E” 

GENERAL OFFER OF PRIVACY TERMS 
1� Offer of Terms

3URYLGHU� RIIHUV� WKH� VDPH� SULYDF\� SURWHFWLRQV� IRXQG� LQ� WKLV� '3$� EHWZHHQ� LW� DQG�
�³2ULJLQDWLQJ�/($´��ZKLFK� LV�GDWHG�� � � � �   ��

WR� DQ\� RWKHU� /($� �³6XEVFULELQJ� /($´�� ZKR� DFFHSWV� WKLV� *HQHUDO� 2IIHU� RI� 3ULYDF\� 7HUPV�
�³*HQHUDO� 2IIHU´�� WKURXJK� LWV� VLJQDWXUH� EHORZ�� 7KLV� *HQHUDO� 2IIHU� VKDOO� H[WHQG� RQO\� WR� SULYDF\�
SURWHFWLRQV��DQG�3URYLGHU¶V� VLJQDWXUH� VKDOO� QRW� QHFHVVDULO\� ELQG� 3URYLGHU� WR� RWKHU� WHUPV�� VXFK� DV�
SULFH�� WHUP�� RU�VFKHGXOH� RI� VHUYLFHV�� RU� WR� DQ\� RWKHU� SURYLVLRQ� QRW�DGGUHVVHG� LQ� WKLV� '3$�� 7KH�
3URYLGHU� DQG� WKH�6XEVFULELQJ� /($� PD\� DOVR� DJUHH� WR� FKDQJH� WKH� GDWD�SURYLGHG� E\� 6XEVFULELQJ�
/($� WR� WKH� 3URYLGHU� WR� VXLW� WKH� XQLTXH� QHHGV� RI� WKH� 6XEVFULELQJ� /($�� 7KH� 3URYLGHU� PD\�
ZLWKGUDZ� WKH� *HQHUDO� 2IIHU� LQ� WKH� HYHQW� RI�� ���� D� PDWHULDO� FKDQJH� LQ� WKH� DSSOLFDEOH� SULYDF\�
VWDWXHV�� ���� D� PDWHULDO� FKDQJH� LQ� WKH� VHUYLFHV� DQG� SURGXFWV� OLVWHG� LQ� WKH� RULJLQDWLQJ� 6HUYLFH�
$JUHHPHQW�� RU� WKUHH� ���� \HDUV� DIWHU� WKH� GDWH� RI�3URYLGHU¶V�VLJQDWXUH�WR�WKLV�)RUP��6XEVFULELQJ�/($V�
VKRXOG�VHQG�WKH�VLJQHG�Exhibit “E”�WR�3URYLGHU�DW�WKH�IROORZLQJ�HPDLO�DGGUHVV���

'DWH���

7LWOH�3RVLWLRQ��

%<���

3ULQWHG�1DPH��

2� Subscribing LEA
$� 6XEVFULELQJ� /($�� E\� VLJQLQJ� D� VHSDUDWH� 6HUYLFH� $JUHHPHQW� ZLWK� 3URYLGHU�� DQG� E\
LWV�VLJQDWXUH� EHORZ�� DFFHSWV� WKH� *HQHUDO� 2IIHU� RI� 3ULYDF\� 7HUPV�� 7KH� 6XEVFULELQJ� /($� DQG
WKH�3URYLGHU� VKDOO�WKHUHIRUH�EH�ERXQG�E\�WKH�VDPH�WHUPV�RI�WKLV�'3$�IRU�WKH�WHUP�RI�WKH�'3$�EHWZHHQ
WKH
DQG� WKH� 3URYLGHU�� 

35,25� 72� ,76� ())(&7,9(1(66�� 68%6&5,%,1*� /($� 0867� '(/,9(5
127,&(�2)�$&&(37$1&(�72�3529,'(5�38568$17�72�$57,&/(�9,,��6(&7,21����



'DWH��

7LWOH�3RVLWLRQ��

7LWOH��

%<���

3ULQWHG�1DPH���

6&+22/�',675,&7�1$0(����

'(6,*1$7('�5(35(6(17$7,9(�2)�/($��

1DPH����

$GGUHVV���

7HOHSKRQH�1XPEHU���� �(PDLO��

hello@codehs.com

Mary Duskwood Director of Operations

Hays CISD

[Insert Name of Subscribing LEA]

CodeHS, Inc.

Hays CISD

10/24/2023

Russell Seiler

Lorena ISD

Director of Technology

Tricia Merritt

308 North Frontage Road, Lorena, Tx 76655

254-857-8925 triciamerritt@lorenaisd.net

Instructional Technology Specialist

4-2-2024
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EXHIBIT “F”�

DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks  

2/24/2020 

7KH�(GXFDWLRQ�6HFXULW\�DQG�3ULYDF\�([FKDQJH��³(GVSH[´��ZRUNV� LQ�SDUWQHUVKLS�ZLWK� WKH�6WXGHQW�'DWD�
3ULYDF\� &RQVRUWLXP� DQG� LQGXVWU\� OHDGHUV� WR� PDLQWDLQ� D� OLVW� RI� NQRZQ� DQG� FUHGLEOH� F\EHUVHFXULW\�
IUDPHZRUNV�ZKLFK�FDQ�SURWHFW�GLJLWDO�OHDUQLQJ�HFRV\VWHPV�FKRVHQ�EDVHG�RQ�D�VHW�RI�JXLGLQJ�F\EHUVHFXULW\�
SULQFLSOHV
��³&\EHUVHFXULW\�)UDPHZRUNV´��WKDW�PD\�EH�XWLOL]HG�E\�3URYLGHU����

&\EHUVHFXULW\�)UDPHZRUNV�

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

1DWLRQDO� ,QVWLWXWH� RI� 6WDQGDUGV� DQG�
7HFKQRORJ\��1,67��

1,67�&\EHUVHFXULW\�)UDPHZRUN�9HUVLRQ�����

1DWLRQDO� ,QVWLWXWH� RI� 6WDQGDUGV� DQG�
7HFKQRORJ\��1,67��

1,67�63���������&\EHUVHFXULW\�)UDPHZRUN�
IRU� ,PSURYLQJ� &ULWLFDO� ,QIUDVWUXFWXUH�
&\EHUVHFXULW\� �&6)��� 6SHFLDO� 3XEOLFDWLRQ�
�������

,QWHUQDWLRQDO� 6WDQGDUGV� 2UJDQL]DWLRQ�
�,62��

,QIRUPDWLRQ� WHFKQRORJ\� ²� 6HFXULW\�
WHFKQLTXHV� ²� ,QIRUPDWLRQ� VHFXULW\�
PDQDJHPHQW�V\VWHPV��,62�������VHULHV��

6HFXUH�&RQWUROV�)UDPHZRUN�&RXQFLO��//&� 6HFXULW\�&RQWUROV�)UDPHZRUN��6&)��

&HQWHU�IRU�,QWHUQHW�6HFXULW\��&,6�� &,6�&ULWLFDO�6HFXULW\�&RQWUROV��&6&��&,6�7RS�
����

2IILFH�RI� WKH�8QGHU�6HFUHWDU\�RI�'HIHQVH�
IRU� $FTXLVLWLRQ� DQG� 6XVWDLQPHQW�
�286'�$	6���

&\EHUVHFXULW\� 0DWXULW\� 0RGHO� &HUWLILFDWLRQ�
�&00&��a)$5�')$5��

Please visit https://edspex.com for further details about the noted frameworks.


&\EHUVHFXULW\�3ULQFLSOHV�XVHG�WR�FKRRVH�WKH�&\EHUVHFXULW\�)UDPHZRUNV�DUH�ORFDWHG�KHUH

✔
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EXHIBIT “G” 
Supplemental SDPC State Terms for Texas 

9HUVLRQ�����
7KLV� Exhibit “G”�� 6XSSOHPHQWDO� 6'3&� 6WDWH� 7HUPV� IRU� 7H[DV� �³6XSSOHPHQWDO� 6WDWH� 7HUPV´���
HIIHFWLYH� VLPXOWDQHRXVO\� ZLWK� WKH� DWWDFKHG� 6WXGHQW� 'DWD� 3ULYDF\� $JUHHPHQW��³'3$´��E\� DQG�
EHWZHHQ�HAYS CISD��WKH�³/RFDO�(GXFDWLRQ�$JHQF\´�RU�³/($´� DQG�
___________________________________________________________________� �WKH� ³3URYLGHU´���
LV�LQFRUSRUDWHG� LQ� WKH� DWWDFKHG�'3$� DQG�DPHQGV� WKH� '3$� �DQG� DOO� VXSSOHPHQWDO� WHUPV� DQG�
FRQGLWLRQV� DQG� SROLFLHV� DSSOLFDEOH� WR�WKH�'3$��DV�IROORZV��

�� Covered Data. $OO� LQVWDQFHV� RI� �6WXGHQW� 'DWD�� VKRXOG� EH� UHSODFHG� ZLWK� �/($
'DWD���7KH� SURWHFWLRQV� SURYLGHG� ZLWKLQ� WKLV� '3$� H[WHQG� WR� DOO� GDWD� SURYLGHG� WR� RU�FROOHFWHG
E\� WKH�3URYLGHU�

�� Compliance with Texas Privacy Laws and Regulations. ,Q� SHUIRUPLQJ�WKHLU
UHVSHFWLYH�REOLJDWLRQV� XQGHU� WKH� $JUHHPHQW�� WKH� /($� DQG� WKH� 3URYLGHU� VKDOO� FRPSO\�ZLWK�DOO
7H[DV�ODZV�DQG�UHJXODWLRQV� SHUWDLQLQJ� WR� /($� GDWD� SULYDF\� DQG� FRQILGHQWLDOLW\��LQFOXGLQJ�EXW
QRW� OLPLWHG� WR� WKH�7H[DV�(GXFDWLRQ�&RGH�&KDSWHU�����DQG�7H[DV�*RYHUQPHQW�&RGH�&KDSWHU
����

�� Modification to Article III, Section 2 of the DPA. $UWLFOH� ,,,�� 6HFWLRQ� �� RI� WKH� '3$
�$QQXDO�1RWLILFDWLRQ�RI�5LJKWV���LV�DPHQGHG�DV�IROORZV�
Annual Notification of Rights.�,I�WKH�/($�KDV�D�SROLF\�RI�GLVFORVLQJ�(GXFDWLRQ�5HFRUGV�DQG�RU
6WXGHQW� 'DWD� XQGHU� )(53$� ���� &)5� �� ������D������� /($� VKDOO� LQFOXGH� D� VSHFLILFDWLRQ�RI
FULWHULD� IRU� GHWHUPLQLQJ� ZKR� FRQVWLWXWHV� D� VFKRRO� RIILFLDO� DQG� ZKDW� FRQVWLWXWHV�D
OHJLWLPDWH�HGXFDWLRQDO�LQWHUHVW�LQ�LWV�DQQXDO�QRWLILFDWLRQ�RI�ULJKWV�
Consider Provider as School Official. 7KH�3DUWLHV�DJUHH� WKDW�3URYLGHU� LV�D� ³VFKRRO�RIILFLDO´
XQGHU�)(53$�DQG�KDV�D� OHJLWLPDWH�HGXFDWLRQDO� LQWHUHVW� LQ�SHUVRQDOO\� LGHQWLILDEOH�LQIRUPDWLRQ
IURP� HGXFDWLRQ� UHFRUGV� UHFHLYHG� IURP� WKH� /($� SXUVXDQW� WR� WKH� '3$�� )RU�SXUSRVHV� RI� WKH
6HUYLFH�$JUHHPHQW� DQG� WKLV�'3$��3URYLGHU�� ����SURYLGHV� D� VHUYLFH� RU�IXQFWLRQ� IRU�ZKLFK� WKH
/($�ZRXOG�RWKHUZLVH�XVH�HPSOR\HHV������LV�XQGHU�WKH�GLUHFW�FRQWURO�RI�WKH�/($�ZLWK�UHVSHFW�WR
WKH� XVH� DQG� PDLQWHQDQFH� RI� HGXFDWLRQ� UHFRUGV�� DQG� ���� LV� VXEMHFW�WR� WKH� UHTXLUHPHQWV� RI
)(53$� JRYHUQLQJ� WKH� XVH� DQG� UHGLVFORVXUH� RI� SHUVRQDOO\�LGHQWLILDEOH� LQIRUPDWLRQ� IURP� WKH
HGXFDWLRQ�UHFRUGV�UHFHLYHG�IURP�WKH�/($�

�� Modification to Article V, Section 4 of the DPA. $UWLFOH� 9�� 6HFWLRQ� �� RI� WKH� '3$
�'DWD�%UHDFK���LV�DPHQGHG�ZLWK� WKH� IROORZLQJ�DGGLWLRQV�� ����)RU�SXUSRVHV�RI�GHILQLQJ�DQ
XQDXWKRUL]HG�GLVFORVXUH�RU� VHFXULW\� EUHDFK�� WKLV� GHILQLWLRQ� VSHFLILFDOO\� LQFOXGHV�PHDQLQJV
DVVLJQHG� E\�7H[DV�ODZ�� LQFOXGLQJ� DSSOLFDEOH� SURYLVLRQV� LQ� WKH� 7H[DV� (GXFDWLRQ� &RGH� DQG
7H[DV� %XVLQHVV� DQG�&RPPHUFH�&RGH�
��� 7KH� /($� PD\� LPPHGLDWHO\� WHUPLQDWH� WKH� 6HUYLFH� $JUHHPHQW� LI� WKH� /($
GHWHUPLQHV�WKH�3URYLGHU� KDV� EUHDFKHG� D� PDWHULDO� WHUP� RI� WKLV� '3$�� ���� 7KH� 3URYLGHU¶V
REOLJDWLRQV� VKDOO�VXUYLYH�WHUPLQDWLRQ�RI� WKLV�'3$�DQG�6HUYLFH�$JUHHPHQW�XQWLO�DOO�'DWD�KDV
EHHQ�UHWXUQHG�DQG�RU�6HFXUHO\�'HVWUR\HG�

CodeHS, Inc.



STANDARD STUDENT DATA PRIVACY AGREEMENT 

Page 2� of 22

�� Modification to Article VII, Section 4 of the DPA. $UWLFOH� 9,�� 6HFWLRQ� �� RI� WKH
'3$��$QQXDO�1RWLILFDWLRQ�RI�5LJKWV���LV�DPHQGHG�DV�IROORZV�

Entire Agreement. 7KLV�'3$� DQG� WKH�6HUYLFH�$JUHHPHQW� FRQVWLWXWHV� WKH� HQWLUH� DJUHHPHQW�
RI� WKH� 3DUWLHV� UHODWLQJ� WR� WKH� VXEMHFW� PDWWHU� KHUHRI� DQG� VXSHUVHGHV� DOO� SULRU�
FRPPXQLFDWLRQV�� UHSUHVHQWDWLRQV�� RU� DJUHHPHQWV�� RUDO� RU� ZULWWHQ�� E\� WKH� 3DUWLHV� UHODWLQJ�
WKHUHWR��7KLV�'3$�PD\�EH�DPHQGHG�DQG�WKH�REVHUYDQFH�RI�DQ\�SURYLVLRQ�RI�WKLV�'3$�PD\�EH�
ZDLYHG� �HLWKHU� JHQHUDOO\� RU� LQ� DQ\� SDUWLFXODU� LQVWDQFH� DQG� HLWKHU� UHWURDFWLYHO\� RU�
SURVSHFWLYHO\�� RQO\� ZLWK� WKH� VLJQHG�ZULWWHQ�FRQVHQW�RI�ERWK�3DUWLHV��1HLWKHU�IDLOXUH�QRU�GHOD\�
RQ�WKH�SDUW�RI�DQ\�3DUW\�LQ�H[HUFLVLQJ�DQ\� ULJKW�� SRZHU�� RU� SULYLOHJH� KHUHXQGHU� VKDOO� RSHUDWH�
DV�D�ZDLYHU�RI� VXFK� ULJKW�� QRU� VKDOO� DQ\�VLQJOH� RU� SDUWLDO� H[HUFLVH� RI� DQ\� VXFK� ULJKW�� SRZHU��
RU� SULYLOHJH� SUHFOXGH�DQ\� IXUWKHU� H[HUFLVH�WKHUHRI�RU�WKH�H[HUFLVH�RI�DQ\�RWKHU�ULJKW��SRZHU��RU�
SULYLOHJH��

�� Reimbursement of Expenses Associated with Security Breach. ,Q� WKH� HYHQW�
RI� D�6HFXULW\�%UHDFK� WKDW� LV� DWWULEXWDEOH� WR� WKH� 3URYLGHU�� WKH� 3URYLGHU� VKDOO� UHLPEXUVH� DQG�
LQGHPQLI\� WKH�/($� IRU�DQ\� DQG�DOO� FRVWV� DQG� H[SHQVHV� WKDW� WKH�/($� LQFXUV� LQ� LQYHVWLJDWLQJ�
DQG� UHPHGLDWLQJ� WKH� 6HFXULW\� %UHDFK�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR� FRVWV� DQG� H[SHQVHV�
DVVRFLDWHG�ZLWK�

D� 3URYLGLQJ� QRWLILFDWLRQ� WR� WKH� HPSOR\HHV� RU� SDUHQWV� RI� WKRVH� VWXGHQWV� ZKRVH� /($�
'DWD�ZDV�FRPSURPLVHG�DQG� UHJXODWRU\�DJHQFLHV�RU�RWKHU�HQWLWLHV�DV� UHTXLUHG�E\� ODZ�RU�
FRQWUDFW�

E� 3URYLGLQJ� FUHGLW� PRQLWRULQJ� WR� WKRVH� HPSOR\HHV� RU� VWXGHQWV� ZKRVH� /($� 'DWD� ZDV�
H[SRVHG� LQ� D� PDQQHU� GXULQJ� WKH� 6HFXULW\� %UHDFK� WKDW� D� UHDVRQDEOH� SHUVRQ� ZRXOG�
EHOLHYH�PD\�LPSDFW�WKH�HPSOR\HH¶V�RU�VWXGHQW¶V�FUHGLW�RU�ILQDQFLDO�VHFXULW\�

F� /HJDO� IHHV�� DXGLW� FRVWV�� ILQHV�� DQG� DQ\� RWKHU� IHHV� RU� GDPDJHV� LPSRVHG� DJDLQVW� WKH�
/($�DV�D�UHVXOW�RI�WKH�VHFXULW\�EUHDFK��DQG

G� 3URYLGLQJ� DQ\� RWKHU� QRWLILFDWLRQV� RU� IXOILOOLQJ� DQ\� RWKHU� UHTXLUHPHQWV� DGRSWHG� E\�
WKH�7H[DV�6WDWH�%RDUG� RI�(GXFDWLRQ�� 7H[DV�(GXFDWLRQ� $JHQF\�� RU� XQGHU� RWKHU� 6WDWH�RU�
IHGHUDO�ODZV�

�� No Exhibit E without unaltered DPA including Texas Addendum. $Q\� DOWHUDWLRQV�
DUH�RQO\�DOORZHG� LQ� Exhibit “H”�� $Q\� WHUPV� XQGHU� Exhibit “H” GR� QRW� DSSO\� WR�
Exhibit “E” DQG�UHQGHU�Exhibit “E” QXOO�DQG�YRLG�
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EXHIBIT “H” 

Additional Terms or Modifications 
9HUVLRQ�____________�

/($�DQG�3URYLGHU�DJUHH�WR�WKH�IROORZLQJ�DGGLWLRQDO�WHUPV�DQG�PRGLILFDWLRQV��

,I�WKHUH�DUH�QR�DGGLWLRQDO�RU�PRGLILHG�WHUPV��WKLV�ILHOG�VKRXOG�UHDG�³1RQH�´�

NONE




