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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

This Student Data Privacy Agreement ('DPA') is entered into on the date of full execution (the "Effective

Date") and is entered into by and between:

The School Board of Miami-Dade County,Florida, located at 1450 NE 2nd Ave,33132(the "Local

Education AgencY" or "LEA") and

ClassDojo lnc., located at 735 Tehama Street San Francisco, California, 94'103,(the "Provider").

WHEREAS, the Provider is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable

student information and other regulated data exchanged beh,veen them as required by applicable

laws and regulations, such as the Family Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. S

12329 (34 CFR Part 99); the Children's Online Prlvacy Protection Act ("COPPA") at 15 U.S.C. S

6501-6506 (16 CFR Part 3'12), applicable state privacy laws and regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing

their respective obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. A description of the Services to be provided, the categorles of Student Data that may be provided

by LEA to Provider, and other information speci{ic to this DPA are contained in the Standard

Clauses hereto.

2. Special Provisions. Check if Required

V lf checked, the Supplemental State Terms and attached hereto as EXhthjIjG ' are hereby

incorporated by reference into this DPA in their entirety.

d lf checked, LEA and Provider agree to the additional terms or modiflcations set forth in

Exhibit "H". (OPtional)

il lf Checked, the Provider, has signed Exhibit 'iE" to the Standard Clauses, otherwise

known as General Offer of Privacy Terms

3. ln the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions

will control. ln the event there is conflict between the terms of the DPA and any other writing,

including, but not llmited to the Service Agreement and Provider Terms of Service or Privacy

Policy the terms of this DPA shall control.

4. This DPA shall stay in effect for three (3) years. Exhibit "E" will expire three (3) years from the

date the original DPA was signed.

J

6

The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exlribit "A"
(the "Services").

Notices. AII notices or other communication required or permitted to be given hereunder may be

giv"n-vi, e-mail transmission, or flrst-class mail, sent to the designated representatives below'
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Slandard Version 1.0

The designated representative for the LEA for this DPA is:

Name: Eugene Baker Chief I nformation OfficerTitle:

Address 1450 NE 2nd Ave, Miami FL 33132

Phone: 305-995-1 000 Email gbaker@dadeschools.net

with a copy to superintendent of Schools and school Board Attorney

The designated representative for the Provider for this DPA is

Name: Rachael Hazen Title: District & Privacy OPs

Address T nctsco Ca 941 03

Phone 814-573-8048 mail: rachael@cla o.com

lN WTTNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date'

LEAThe School of lM County, Florida

By

Printed Na

Printed Name:

ClassDojo lnc.

By:

gnee

"labitha G.

Sam Chaudhary
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SIANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

STANDARD CLAUSES

Version 1.0

ARTICLE l: PURPOSE AND SCOPE

1. purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect

Student Data including compliance with all applicable federal, state, and local privacy laws, rules,

and regulations, all as may be amended from time to time. ln performing the Services, the Provider

shall be considered a School Official with a legitimate educational interest, and performing

services othelwise provided by the LEA. Provider shall be under the direct control and supervision

of the LEA, with respect to its use of Student Data

2. Student Data to Be Provicled. ln order to perform the Services described above, LEA shall

provide Student Data as identifled in the Schedule of Data, attached hereto as Ehiffi,.
3. DpA Definitions. The definition of terms used in this DPA is found in Exhibit "C". ln the event

of a conflict, definitions used in this DPA shall prevail over terms used in any other writing,

including, but not limited to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE ll: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student gataPropertvof LEA. All Student Data transrnitted to the Provider pursuant to the

Service Agreement is and will continue to bethe property of and under the control of the LEA'
-fhe Provider further acknowledges and agrees that all copies of such Student Data transmitted

to the Provider, including any modifications or additions or any portion thereof from any source,

are subject to the provisions of this DPA in the same manner as the original Student Data. The
parties agree that as between them, all rights, including all intellectual property rights in and to

Student Data contemplated per the Service Agreement, shall remain the exclusive property of the

LEA. For the purposes of FERPA, the Provider shall be considered a School Otficial, under the

control and direction of the LEA as it pertains to the use of Student Data, notwithstanding the

above.

2. parent Access. To the extent required by law the LEA shall establish reasonable procedures by

which a parent, legal guardian, or eligible student may review Education Records and/or Student

Data correct erroneous information, and procedures for the transfer of student-generated content

to a personal account, consistent with the functionality of services. Provider shall respond in a

reasonably timely manner (and no later than forty five (45) days from the date of the request or

pursuant to the time frame required under state law for an LEA to respond to a parent or student,

whichever is sooner) to the LEA's request for Student Data in a student's records held by the

provider to view or correct as necessary. ln the event that a parent of a student or other individual

contacts the Provider to review any of the Student Data accessed pursuant to the Services, the

provider shall refer the parent or individual to the LEA, who will follow the necessary and proper

procedures regarding the requested information'
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SIAAJDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

3. Separate Account. lf Student-Generated Content is stored or maintained by the Provider,

Provider shall, at the request of the LEA, transfer, or provide a m echanism for the LEA to transfer,

said Student-Generated Content to a separate account created by the student.

4. Law Enforcement Requests.. Should law enforcement or other government entities ('Requesting

eartylies;"1 contact Provider with a request for Student Data held by the Provider pursuant to the

Services, the provider shall notify the LEA in advance of a compelled disclosure to the Requesting

party, unless lawfully directed by the Requesting Parly not to inform the LEA of the request.

S. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing

functions for the provider in order for the Provider to provide the Services pursuant to the

Service Agreement, whereby the Subprocessors agree to protect Student Data in a manner no

less stringent than the terms of this DPA.

ARTICLE lll: DUTIES OF LEA

1. provide Data in Compllance with Applicable Laws. LEA shall provide Student Data for the

purposes of obtaining the Services in compliance with all applicable federal, state, and local

privacy laws, rules, and regulations, all as may be amended from time to time.

2. Annual Notification gf Ri$hts. lf the LEA has a policy of disclosing Education Records and/or

Student Data under FERPA (34 CFR S 99.31(a)(1)), LEA shall include a speciflcation of criteria

for determining who constitutes a school official and what constitutes a legitimate educational

interest in its annual notification of rights.

g. Reasonabte precautions. LEA shall take reasonable precautions to secure usernames!

passwords, and any othermeans of gaining access tothe services and hosted Student Data.

4. LEA shall notify Provider promptly of any known

unauthorized access. LEA will assist Provider in any efforts by Provider to investigate and respond

to any unauthorized access.

ARTICLE lV: DUTIES oF PROVIDER

1. privacv Comptiance. The Provider shall comply with all applicable federal, state, and local laws,

rules, and regulations pertaining to Student Data privacy and security, all as may be amended

from time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including

persistent unique identifiers, shall be used for no purpose other than the Services outlined in

Exhib it "A' ' or stated in the Service Agreement and/or otherwise authorized under the statutes

referred to herein this DPA.

3. provider Emplovee Ouliqalion. Provider shall require all of Provider's employees and agents

who have access to Student Data to comply with all applicable provisions of this DPA with respect
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SIANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

to the Student Data shared under the Service Agreement. Provider agrees to require and maintain

an appropriate confidentiality agreement from each employee or agent with access to Student

Data pursuant to the Service Agreement.

4. No D losure. Provider acknowledges and agrees that it shall not make any re-disclosure of

any Student Data or any portion thereof, including without limitation, user content or other non-

public information and/or personally identifiable information contained in the Student Data other

than as directed or permitted by the LEA or this DPA. This prohibition against disclosure shall not

apply to aggregate summaries of De-ldentifled information, Student Data disclosed pursuant to a

lawfully issued subpoena or other legal process, or to Subprocessors performing seruices on

behalf of the Provider pursuant to this DPA. Provider will not Sell Student Data to any third

party.

S. De-ldentified Dqla: Provider agrees not to attempt to re-identify De-ldentified Student Data. De-

ldentifled Data may be used by the Provider for those purposes allowed under FERPA and the

following purposes: (1) assisting the LEA or other governrnental agencies in conducting research

and other studies; and (2) research and development of the Provider's educational sites, services,

or applications, and to demonstrate the effectiveness of the Services; and (3) for adaptive

learning purpose and for customized student learning. Provider's use of De-ldentified Data shall

survive termination of this DPA or any request by LEA to return or destroy Student Data. Except

for Subprocessors, Provider agrees not to transfer de-identified Student Data to any party unless

(a) that party agrees in writing not to attempt re-identification, and (b) prior written notice has been

given to the LEA who has provided prior written consent for such transfer, Prior to publishing any

document that names the LEA explicitly or indirectly, the Provider shall obtain the LEA's written

approval of the manner in whiclr De-ldentified Data is presented.

6. Disposition qf Data. Upon written request from the LEA, Provider shall dispose of or provide a

mechanism for the LEA to transfer Student Data obtained under the Service Agreement, within

sixty (60) days of the date of said request and according to a schedule and procedure as the

Parties txay reasonably agree. Upon termination of this DPA, if no written request from the LEA

is received, Provider shall dispose of all Student Data after providing the LEA with reasonable

prior notice, The duty to dispose of Student Data shall not extend to Student Data that had been

De-ldentified or placed in a separate student account pursuant to section ll 3. The LEA may

employ a "Drl]ectlvqfor Disposition of form, a copy of which is attached hereto as @i!
,,D,'. lf the LEA and Provider employ Exhibit "D", no further written request or notice is required

on the part of either party prior to the disposition of Student Data described in Exhibit "D"'

7. Aclvertisinq Limitations. Provider is prohibited from using, dlsclosing, or selling Student Data to

(a) inform, influence, or enable Targeted Advertising; or (b) develop a profile of a student, family

nrember/guardian or group, for any purpose other than providing the Service to LEA. This section

does not prohibit Provider from using Student Data (i) for adaptive learning or customized student

learning (including gelerating personalized learning recommendations); or (li) to make product

recommendations to teachers or LEA employees, or (iii) to notify account holders about new

education product updates, features, or services or from otherwise using Student Data as

permitted in this DPA and its accompanying exhibits
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

ARTICLE V: DATA PROVISIoNS

1. Data QtorAqe. Where required by applicable law, Student Data shall be stored within the United

States. Upon request of the LEA, Provider will provide a list of the locations where Student Data

is stored.

2. Audits. No more than once a year, or following unauthorized access, upon receipt of a written

request from the LEA with at least ten (10) business days' notice and upon the execution of an

appropriate confidentiality agreement, the Provider will allow the LEA to audit the security and

privacy measures that are in place to ensure protection of Student Data or any portion thereof as

it pertains to the delivery of services to the LEA . The Provider will cooperate reasonably with the

LEA and any local, state, or federal agency with oversight authority or jurisdiction in connection

with any audit or investigation of the Provider and/or clelivery of Services to students and/or LEA,

and shall provide reasonable access to the Provider's facilities, staff, agents and LEA's Student

Data and all records pertaining to the Provider, LEA and delivery of Services to the LEA. Fallure

to reasonably cooperate shall be deemed a material breach of the DPA.

3. Data Securitv. The Provider agrees to utilize administrative, physical, and technical safeguards

designed to protect Student Data from unauthorized access, disclosure, acquisition, destruction,

Llse, or modification. The provider shall adhere to any applicable law relating to data security. The

provider shall implement an adequate Cybersecurity Framework based on one of the nationally

recognized standards set forth in $[i!!!-].F", Exclusi<lns, variations, or exemptions to the

identified Cybersecurity Framework must be detailed in an attachment to Exhib'!! 1Hli.

Additionally, Provider may choose to furlher detail its security programs and measures that

augment or are in addition to the Cybersecurity Framework in Exhibit "F". Provider shall provide,

in the Standard Schedule to the DPA, contact information of an employee who LEA may contact

if there are any data security concerns or questions.

4. Data Breach. ln the event of an unauthorized release, disclosure or acquisition of Student Data

that compromises the security, confidentiality or integrity of the Student Data maintained by the

provider the Provider shall provide notification to LEA wlthin seventy-two (72) hours of

confirmation of the incident, unless notification within this time limit would disrupt investigation of

the incident by law enforcement. ln such an event, notification shall be made within a reasonable

time after the incident. Provider shall follow the following process:

(1) The security breach notification described above shall include, at a minimum, the following

information to the extent known by the Provider and as it becomes available:

i. The name and contact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably believed to

have been the subject of a breach'

iii. lf the information is possible to determine at the time the notice is provided, then

either (1) the date of the breach, (2) the estimated date of the breach, or (3) the

date range within which the breach occurred. The notification shall also include the

date of the notice.
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iv. Whether the notification was delayed as a result of a law enforcement

investigation, if that information is possible to determine at the time the notice is

provided; and

v. A general description of the breach incident, if that information is possible to

determine at the time the notice is provided.

(2) provider agrees to adhere to all federal and state requirements with respect to a data

breach related to the Student Data, including, when appropriate or required, the required

responsibilities and procedures for notification and mitigation of any such data breach.

(3) provider further acknowledges and agrees to have a written incident response plan that

reflects best practices and is consistent with industry standards and federal and state law

for responding to a data breach, breach of security, privacy incident or unauthorized

acquisition or use of Student Data or any portion thereof, including personally identiflable

information and agrees to provide LEA, upon request, with a summary of said written

incident response Plan.

(4) LEA shall provide notice and facts surrounding the breach to the affected students,

parents or guardians.

(5) ln the event of a breach originating from LEA's use of the Service, Provider shall cooperate

with LEA to the extent necessary to expeditiously secure Student Data'

ARTICLE Vt: GENERAL OFFER OF TERMS

provider may, by signing the attached form of "General offer of Privacy Terms" (General offer, attached

hereto as Exhibit,,E"), be bound by the terms of fr[![!!"E" to any other LEA who signs the acceptance

on said Exhibit. The form is limited by the terms and conditions described therein.

ARTICLE Vll: MISCELLANEOUS

1. Ter.r:nination. ln the event that either Party seeks to terminate this DPA, they may do so by mutual

wrltten consent so long as the Service Agreement has lapsed or has been terminated. Either party

may terminate this DPA and any service agreement or contract if the other party breaches any

terms of this DPA.

2. Effect of Termination Survival. lf the Service Agreement is terminated, the Provider shall
-estroy 

all of LEA's Student Data pursuant to Article lV, section 6'

3. prioritv of Agreements. This DpA shall govern the treatment of Student Data in order to comply

with the privacy protections, including those found in FERPA and all applicable privacy statutes

identified in this DpA. ln the event there is conflict between the terms of the DPA and the Service

Agreement, Terms of Service, Privacy Policies, orwith any other bid/RFP, license agreement, or

writing, the terms of this DPA shall apply and take precedence. ln the event of a conflict between
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

Exhibit "H" , the SDPC Standard Clauses, and/or the Supplemental State Terms, Exhlli! 'lFll
will control, followed by the Supplemental State Terms. Except as described in this paragraph

herein, all other provisions of the Seruice Agreement shall remain in effect.

4. Entire Aqreement. This DPA and the Service Agreement constitute the entire agreement of the

Parties relating to the subject matter hereof and supersedes all prior communications,

representations, or agreements, oral or written, by the Parties relating thereto. This DPA may be

amended and the observance of any provision of this DPA may be waived (either generally or in

any padicular instance and either retroactively or prospectively) only with the signed written

consent of both Parties. Neither failure nor delay on the parl of any Party in exercising any right,

power, or privilege hereunder shall operate as a waiver of such right, nor shall any single or paftial

exercise of any such right, power, or privilege preclude any further exercise thereof or the exercise

of any other right, power, or privilege.

5. Severabilitv. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall,

as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without

invalidating the remaining provisions of this DPA, and any such prohibition or unenforceability in

any jurisdiction shall not invalidate or render unenforceable such provision in any other
jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly drawn so as

not to be prohibited or unenforceable in such jurisdiction while, at the sarne time, maintaining the

intent of the Parties, it shall, as to such jurisdiction, be so narrowly drawn without invalidating the

remaining provisions of this DPA or affecting the validity or enforceability of such provision in any

other jurisdiction.

6. Governinq Law: ue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND

CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT

REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS AND SUBTVIITS

TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS

FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO

THIS DPA OR THE TRANSACTIONS CONTEIVIPLATED HEREBY.

7. Successors Bound: This DPA is and shall be binding upon the respective successors in interest

to Provider in the event of a merger, acquisition, consolidation or other business reorganization

or sale of all or substantially all of the assets of such business ln the event that the Provider sells,

merges, or othenruise disposes of its business to a successor during the term of this DPA, the

Provider shall provide written notice to the LEA no later than sixty (60) days after the closing date

of sale, merger, or disposal. Such notice shall include a written, signed assurance that the

successor will assume the obligations of the DPA and any obligations with respect to Student

Data within the Service Agreement. The LEA has the authority to terminate the DPA if it

disapproves of the successor to whom the Provider is selling, merging, or othenvise disposing of

its business.

B. Authoritv. Each party represents that it is authorized to bind to the terms of this DPA, including

confidentiality and destruction of Student Data and any portion thereof contained therein, all

related or associated institutions, individuals, employees or contractors who may have access to

the Student Data and/or any portion thereof.
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Slandard Version 1.0

g. Waiver. No delay or omission by either party to exercise any right hereunder shall be construed

as a waiver of any such right and both parties reserve the right to exercise any such right from

time to time, as often as may be deemed expedient'
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flxhibit "A"
Descliption of Services

ClassDojo is a school conrnrunication platfonn tlrat helps bling teachels, school leadet's, fanrilies, and

studen ts together. Ilor clarity, the LEA does not plovide Student Data to Plovider; ratlrcr Plovider'

collects Studelt Data directly froru the LEA's usels aud pt'ocesses it ou behalf of the LEA.

ClassDojo provides the follorving tlu'ough its platfolm

o Conrnrunication tools to help teachers, sttrdents and palents corilrect with each other

c A way for teachers to give feedbacl< aud assignnrents to students, aud other classLoottr

matragenrent tools
. A way for teachers to share p[rotos, videos, files, and more fi'otu tlte classloonr for pat'etrts and

students to see

o A way for palents and students to post conlments and "likes" orr Class Stories and School

Stories

o Shrdent portfolios, where students can shale their work with teaclters and pat'ents

o Activities and other conteut that teachers ol' parents can share tvitlt students

o A rvay fol school leaders to see how connected theil school cotntnuuiS, is, and also to

comurunicate with pat'ents and othet'teaclters and sclrcrol leadel's

o "Dojo Islands"- a virtuaI playglound fol kids and tlreir classutates lvherc they'lI explore a variel,y

of activities locused on creativity and collabotation to cxplore, build, atrd live in a wotld'"r,ith

their classmates

ClassDojo Services include shaling Student Data with (i) authoLized ttsels of the Serviccs, including

palents ol legal guard.ians and (ii) to protect the safety or integrity of useLs ot'otlters, or tlte secrrrity of the

Serviccs. More infornration on how the Service operates is located at \\]I\Wla!$qle.c(lnl. ClassDojo

rpay also use De-Identifiecl Data fol educational lesearclt purposes, iucluclirrg trausfert'ing or sharirtg with

third parties for such pul'poses.

Thc Service shall not includc any Outside Sclrool Accourrts. Students, parents, and fanrily users may ltave

personal or uon-school accounts (i.e., fbr use of ClassDojo at ltonte not rclated to school) in addition to

school accourrts ("Outsitle School Account(s)"). An Outside School Accouut of a student llta)/ also be

linkedtotheirstudentaccoutlt. StudentDatashallnotincludeinfbrn:ationastttdent,parent,olfarnily
provides to Providel tlrrough such Outside School Accounts iudependent of the student's, parent's ot'

ftuuily's engagenrer)t with the Services at tlre direction of the LEA and shall only irtclude persorral

infolrnation co[lected for a school pLll'pose,



IIXHIBIT "8" - Last Updated:1212027

Sclrodulc of Student Data**
l, order to perforrn t6c Selvices, thc Student Data processecl by Provider on behalf of LIIA is set forth below:

LIiA shoultl not provide any rnedical or hcalth-related data'

l,llun cil ts
Chcclt if uscd

lly youl s1'stcttt

A ppl icution
Tcchnology

Me tadata

[PAddrcsses of uscrs, Llse of cookics
etc-

Othcr nletadata; scc hcre:

htlps://rvrwv clzrssdojo.cotn/tra ns ptrency

Application
Use Statistics

Mctadata on user intcraction with
appl ication

Assessnlctrl

Starrrlardizcd test scorcs

Obscrvation data

Olher assessntcnt data-Pletrsc spccify:

Aftcndancc
Studcnt school (daily) atlendance data N/A

Studont class attendance (lata
y' iltexchcrs elcct

lo rccord

Cornnr tt n icat i ons
Onl irte conrntttrtications tltat are

capturcd (ctnails, blog otrtrics)

y'Not ftorn

studcills, uolet$ lhey
nrcssage tlirecrll'

Nilh their t.aclrcr itr
Porlfolios

Lliorrrclr ic I)nla

Physical or lrchrtvioral huntarl

cllaraclcristics lo can lre ttscd to i(le[tit)'
a pcrson (e g fingerprirtt scart, fhcial

rccognil ion)

N/.{ froN sIdcnls:
DrAy use to vnlirlilc

pardtrlslcaaltcrs
rvith iOS orArrdroid
lechnology - rrc nrc

uot px\sed thc
infomla(iort

CondLtct

Conduc( or behitvioral data

l;'or Classl)ojo: "Fecdbac* poinrs" urc

added by tle studeilb lcacler

Denrographies

Datc of Birth
l:or ClassDojo: 7'his is collected at cut

age, nol DOB

I'lacc of Birth h! /A

Ccnder
l;'or ClassDojo: l/c ask aduhsJot an

op I iondl M r/M iss/e lc, so I uta! i on

y'ofro s c s

Ethnicity or rircc N/A

inforrnution (native,

Pr ilnary language .spokc n by student)

For Olassl)olo: 'l'his ,s ohtoined tta

Otlrer rlcrnographic inforntation NiA

Ilnrol lntcrtt

Studcnt school ettroll ntcnt

Studcnt grtdc lcvcl

I lortterottttt N/,,\

Guidirncc couttselot

Spccific curricttlunr ProPrnnts N/A

Ycar ul'graduatiott N/A

Othel enrollntent inforntatiolt-Please
sPccilY:

N/A

Pare nt/Gr:ardian
Corttac(

lnforntatiort

Addrcss N/A

Irrrail

PIronc

ParcnUGtrru'd ian

D

Parerlt ID ntltlrbcl (crertcd (o liltk
pflrcrtts to sttde4!)-

/
PucnUGLrnrdian

Nartc
First artd/or Last

'l'rarrscript

Strrtlcnt coursc Sradcs NiA

Studcnt course datn N/

Student cou I sc grades/perfot tltattce

.scorcs
N/A

Other lransct iPt data J'leasc spcci$: N/A

Cfltcgory
of Datt

Ulcmcnts
Check if uscd by

your systenl

Schedule
Studcrrt.schcduled coursss N/A

Tcaclrer rranrcs

Spccial Indicator

English language lcarner
in fonnation

N/A

[,orv incontc s(ahrs N/A

Medical alerls N/A

Studcnt disability inforrnation N/A

Spcoial iz.ed education scrvices
(lEP or 504)

N/A

Livirrg situations (hontclcss/foster
care)

N/A

Othcr irrd icator inforntation-
Pleasc specify: _

N/A

S(udcnt Contact
Irforn]atio0

Address NiA

Dnrail
only for students

illrosc lcaclrcr3 clecl
to utilize Gougle

Loqirt

l'honc N/A

Studcnt
Idcntifiers

Local (School district) [D numbet

Stntc I l) llttolt)cr N/A

Vendor/App nssigned
nuntbcr

studcnt ID

Sludent aoo Usefllanle t/

ShJdcnt ilDD Dassrvords

Student Nanle
First and/or Last

l-'or ClassDojo: opliott lo onlY

.share lasl ittilial

Student ln App
Perforntance

t)rogranr/applicatiott pcrfortnatlce
(e g., typing/rcadirrg Progr:un

pellorrnartce)

y' Wc trflck Drodrcl
evelts nrrd l)roErcss
sitJrin u puticulot

lir[ctioI for intcntal

Produot (sagc

attrtlvsig

Studcnt Progrflnr
Mernbership

Acadcmic or sxtracurricula.r
activitics a studellt may belong to

or Darticipate itr

N/A

Student Survei'
Rcs;tortses

Studerlt l csportses to surycys or
questiortnaircs

N/A

Student w0rk

Studcnt gcncrated colltcnt;
rvriting, picturcs ctc

For Cktsil)ojo: lhis uq'also be

teaclt:r assietrcd ot oiecls

t/

'l'rarrsportation

Student bus assignnlcllt

Student pick up artd/or droP off
location

N/.\

Studcnt bus card ID ttutnber N/A

Other transpor(8tion data - Please N/A

Other
Pleasc list cach additiortal data

elerncnt used, stored or
collcctcd by your aPplication

** I'lcasc sec the Itlf0rtrlaliou'li'allspRl'cncy Chnlt locatcd atl

h(ttrs:/1Nanr,.clf,ssdol(t.0 for rddltlonal dctolls:

I ) Categories of Studcnt Data

Zj Catclories ofOatu Subjects the Studcnt Data is collected fronr and tlte

source of tlle Student Data

3) Nalure and purpose of the Proccssing activities of lhc Student Data

4j Country in Nhich llte Studerlt l)^ta is stored

sl i,iti ot""y Special Categorics o[student Data collcclcd (cutrently rronc)

'[hc curent list of Scrvice Provides is locnted at:

htUls /lNtv\r (:lr*r.l.,ittrttutllltig

srecfo



SIANDARD STUDENT DATA PRIVACY AGREEIAENT NDPA Standard Version 1 0

EXHIBIT "C"

DEFINITIONS

De-ldentified Data and De-ldentification: Records and information are considered to be De-ldentified

when all personally identifiable information has been removed or obscured, such that the remaining

information does not reasonably identify a speciflc individual, including, but not limited to, any information

that, alone or in combination is linkable to a specific student and provided that the educational agency,

or other party, has made a reasonable determination that a student's identity is not personally identifiable,

taking into account reasonable available information.

Educational Records: Educational Records are records, files, documents, and other materials directly

related to a student and maintained by the school or local education agency, or by a person acting for

such school or localeducation agency, including but not limited to, records encompassing allthe material

l<ept in the student's cumulative folder, such as general identifying data, records of attendance and of

academic work completed, records of achievement, and results of evaluative tests, health data,

disciplinary status, test protocols and individualized education programs.

Metadata: means information that provides meaning and context to other data being collected; including,

but not limited to: date and time records and purpose of creation lVetadata that have been stripped of all

direct and indirect identifiers are not considered Personally ldentifiable lnformation.

Operator: means the operator of an internet website, online service, online application, or mobile

application with actual knowledge that the site, service, or application is used for K-12 school purposes.

Any entity that operates an internetwebsite, online service, online application, or mobile application that

has entered into a signed, written agreement with an LEA to provide a service to that LEA shall be

considered an "operator" forthe purposes of this section.

Originating LEA: An LEA who originally executes the DPA itt its entirety with the Provider.

Provider: For purposes of the DPA, the term "Provider" means provider of digital educational software

or services, including cloud-based services, for the digital storage, management, and retrieval of Student

Data. Within the DPA the term "Provider" includes the term "Third Party" and the term "Operator'' as used

in applicable state statutes.

Student Generated Content: The term "student-Generated Content" means materials or content

created by a student in the services including, but not limited to, essays, research reports, portfolios,

creative writing, music or other audio files, photographs, videos, and account information that enables

ongoing ownership of student content.

SchoolOfficial: Forthe purposes of this DPA and pursuantto 34 CFR S 99.31(b), a SchoolOfficial is a

contractorthat: (1) Performs an institutional service or function forwhich the agency or institution would

otherwise use employees; (2) ls under the direct control of the agency or institution with respect to the
use and maintenance of Student Data including Education Records; and (3) ls subject to 34 CFR $

99.33(a) governing the use and re-disclosure of Personally ldentifiable lnformation from Educatlon

Records.

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.
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STANDARD STUDENT DATA PRIVACY AGREEMENT NDPA Standard Version 1.0

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its

users, students, or students' parents/guardians, that is descriptive of the student including, but not limited

to, information in the student's educational record or email, first and last name, birthdate, home or other

physical address, telephone number, email address, or other information allowing physical or online

contact, discipline records, videos, test results, special education data, juvenile dependency records,

grades, evaluations, criminal records, medical records, health records, socialsecurity numbers, biometric

information, disabilities, socioeconomic information, individual purchasing behavior or preferences, food

purchases, political affiliations, religious information, text messages, documents, student identifiers,

search activity, photos, voice recordings, geolocation information, parents' names' or any other

information or idengfication nurrber that would provide information about a speciflc student. Student Data

includes IMeta Data. Student Data further includes "Personally ldentifiable lnformation (Pll)," as defined

in 34 C.F.tR. S 9c.3 and as defined under any applicable state law. Student Data shall constitute Education

Records for the purposes of this DPA, and for the purposes of federal, state, and local laws and

regulations, Student Data as specified in Exhibit "8" is conflrmed to be collected or processed by the

provider pursuant to the Services. Student Data shall not constitute that information that has been

anonymized or De-ldentified, or anonymous usage clata regarding a student's use of Provider's services'

Subprocessor: For the purposes of this DPA, the term "subprocessor" (sometimes referred to as the

,,subcontractor',) rneans a pafty other than LEA or Provider, who Provider uses for data collection,

analytics, stotage, or other service to operate and/or improve its service, and who has access to Student

Data.

Subscribing LEA: An LEA that was not parly to the original Service Agreement and who accepts the

Provider's General Offer of Privacy Terms.

Targeted Advertising: means presenting an advertisement to a student where the selection of the

advertisentent is based on Student Data or inferred over time from the usage of the operator's lnternet

web site, online service or mobite application by such student or the retention of such student's online

activities or requests over time for the purpose of targeting subsequent advertisements. "Targeted

Advertising', does not include any advertising to a student on an lnternet web site based on the content

of the web page or in response to a student's response or request for information or feedback'

Third party: The term 
,,Third parly" means a provider of digital educational software or seruices' including

cloud-based services, for the digital storage, management, and retrieval of Education Records and/or

Student Data, asttratterm is used in somestatestatutes. However,forthe purposeof this DPA, theterm
,,Third party,, when used to indicate the provider of digital educational soflware or services is replaced by

the term "Provider."
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EXHIBIT "D,,

DIRECTIVE FOR DISPOSITION OF DATA

Miami-Dade public Schools Provider to dispose of Student Data obtained by Provider pursuant to the

terms of the Service Agreement between LEA and Provider. The terms of the Disposition are set forth

below:

1. Extent of Disoosition

X Disposition is partial. The categories of Student Data to be disposed of are set forth

below or are found in an attachment to this Directive:

Student-Generoted Content will be kept if o user hos on Outside School Account ond kept

in such Outside School Account.

_Disposition is Complete. Disposition extends to allcategories of Student Data

2. Nature of Disposition
X Disposition shall be by destruction or deletion of data, including De-ldentification of

Student Data.

_Disposition shall be by a transfer of Student Data. The Student Data shall be

transferred to the following site as follows:

tN/A]

3. Schedule of Disposition
Student Data shall be disposed of by the following date:

X As soon as commercially practicable, at the earliest of (a) Provider's standard destruction

schedule, if applicable; (b) when the Student Data is no longer needed for the purpose for

which it was received; or (c) as otherwise required by law.

-Bv 

tN/Al

Authorized Representative of LEA

5. Verificatlon of Disposition of Data

P,"ta./ /cd*

0Bl3u2o22
Date

DateAuthorized Representative of Company

Last updated: 12/2A2I

0813012022



EXHIBIT,,E"

GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

provider and the subscribing LEA (whose name is lndicated below) by signing this General offer of Privacy Tertns

(,,General offer,,) agree to be bound by the same terrns as the DPA between Provider and Thc School Board of Miami-

Da<lc Coun(y, Florida ("original [EA") dated sl30l22. Provider and subscribing LEA agree that the information below

will be replaced througlrout the DpA with the inforrnation specific to the Subscribing LEA filled in below for the

SubscribingLEA. ThisGeneral offershall extendonlytothetermssetforthintlrisDPAandshall notbindProvideror

subscribing LEAto anyotherterms entered into between Providerand originalLEA' Alry commercialterms, such as

price, term, or schedule of services, or relating to subscriblng LEA's use of the Provider's Services shall be determined

solely between provider and subscribing LEA. The Provider and the subscribing LEA may also agree to charrge the

student Data indicated on the Schedule of Data to suit the unique needs of the subscribing LEA' The Provider may

withdrawthe General offer in the event of: (1) a materialchange in the applicable privacystatutes; (2) a material change

in the services ancl products listed in the service Agreement; or one (1) years after the date of Provider's signaturc to this

Fornr. Subscrlblng LEA5 should send the signed Exhibit "E" to Provider at the following email address:

rachael@classdoio.com.

Class0ojo, Inc.

09 0220Saw Uzr.rZ{a-t Date:
B

Printed Name Sarn Cha IV

1. [Namc of Subscribing LEA] ("subscribing LEA"]

A 5ubscribing LEA, by signing a separate Service Agre

Offer of Privacy Terms. **

PROVIDER PURSUANT TO

Pri nted

Tirl ion: Co-founder & CEO

enrent witlt Provider, and by its signature below, accepts the General

PRIOR TO IT5 EFFECTIVEN UESCRIBING LEA MU5T DELIVER NOTICE OF ACCEPTANCE TO

VII, SECTION 5

te:

f itle/Poslti Cha trman

SCHOOL DISTRICT NAME; The Board of Citrus County, Florida

DESIGNATED REPRESENTATIVE OF LEA:

Narne Kathy Androski

Title: Director of Educational Technology

Add ress: 3741W. Educational Path, Lecanto, Florida' 34461

Telephone Number 352-746-3437

Tho

Email; Androski K@citrusschools.org



IIXIII IITT "F.:'

DAIh SllC u RI'l'Y REQtJI R FIMEN-| S

Atleq uate CYbcrsccrtritY
Ft'ant crvorl<s 2n4 12020

Tle E6ucation Sccur.ity and Privar:y Exchange ("Iitlspex") u'otl<s itl partncrslrip with thc Student Data

privacy consorlium and industrl, leadcr.s io nraintain a list of l<nown and clcdiblc r.:ybclseculity

fiameworks which can p,o,."r'aigi,ul lcarning ecosystenls cltosen--based on a sct of guidirrg

.yfr".r"","iry principles* 1i.Cyb.,..."iriD, Ftarmeworl<s") tlrat r,ay be ,tilized by Provider'.

Cybcrscctrlity Fratncrvorks

ITITAMITWOITK(S)MATNTAINING
ORGANIZATION/GIIOUP

NIS'l- Cylrersectrrity Fratttcrvotl< Vcrsiorr I . INational Institrttc of .Stnnclalds and

Technology

NIST SP 800-53, C)'belsectu it)' Ft'atttelvoLk

tbr Intplovirtg CI'itical ltlfl astrtlcture

Cyberseourity (CSF), Special Publication

Natioual Instittrte oI' Standards alrd
'l'echnology

I n fornr atiorr tec h rto I og1' 
- 

Scctll'it)' techrl iqtrcs

- 
I rrfornrati orr .scctt t ity tnd na getrlctrt s)'.stelll s

(lSO 27000 series)

Intcrnational Standalds Orgattizatlon

Securiry Cotrtlols Frantcu'ork (SCl:)
Securc Contt'ols Frarttervot'k Courrcil, LLC

CIS Critical Scctrrity Controls (CSC, CIS'tb1r

Cybet'secut'ity Matrrriry ModcI Certification
(CMMC,-F IVDFAR)isition and Sustaintncnt (OUSD(A&S))Acqtt

Please ttisil ltlttt:.//)r,y,w.ctlsDgJJ)lg.[or lrtrthet detcrils qbout lhe noted ft'antevt'ork's'

*Cybeliecurity lrffirci,,sed to choose the C1'bersecurity l:r'anrervotlcs are located here'

ClassDojo Specific:
please see oul Securlty while papel fol dctails:]rtths:y':*:r-ulvx]lssdojrJ-cfl1rl5satlj-(u

800-l7l

Ceutcr fol Internet SecuritY
?0)

Office of the lJtlcler Secrctaty of Defense fot



SIAND,ARD STUDENT DATA PRIVACY AGREEMENT NDPA Slandard Version 1.0

EXHIBIT "G"

Supplemental SDPC State Terms for Florida

Thc parties agree that this DpA is subject to the applicable provisions of Irlolida Public Records Law Chaptet' I19.

IF THE CONTRACTOR HAS QUESTIONS REGARDING THE APPLICATION OF CHAPTER

119, FLORIDA STATUTES, TO THE CONTRACTOR'S DUTY TO PROVIDE PUBLIC

RECORDS RELATING TO TH]S CONTRACT, CONTACT THE CUSTODIAN OF PUBLIC

RECORDS AT 305-995-1128, prr@dadeschoots.net,1450 NE 2 Avenue, Miami,

Ftorida 33132.

2. Cvbcr Lialt ftrsurtncc:

a) pr.ovicler. slall maintain Cybel Liabitity insuLance with limits of not Iess than $ 1,000,000 for each occuttence, and

liability for. secur.ify ur. priuo"y bleaches, including loss ot' unauthorized access to Student Data; costs associated

with a privacy br.each, including consumer notification, public relations costs, and costs of providing credit

,nonitoring scivices; expenses related to legulatory and govet'nment investigations, fines, fees assessments and

llenalties; costs of lestoring, upclating ol replacing data; privacy liability losses connected to nctwolk

s""ur.ity, 1.u.ivacy, ancl mcdia liability "lnsurecl velsus insut'ed" exclusion prohibitcd. The insuralce plovided

by the Pr.ovidel shall apply on a plirnaly basis. Any insurance, or selGinsurance) maintained by the LEA shall be

cxccss of, and slrall rrot contribute with, the insutance plovided by the Plovider.

b) Sulrject to the requilernent of LEA below in Section (c), Provider wilI plovide a ccftificate of insut'ance ("COl') to
LEA which shall be delivered to:

Miarni-Dade County Public Schools

Office of Itisk and Benefits
Manageurent 150 I N.E. 2nd Aventte,
Suite 33.5

Mian-ri, Ilorida 33I32

c) pur.suant to Section llg.0725 of the l?lorida Public Records law, LEA agrecs not to publicly disclose the amounts

of any covcrlgc lirnits apd dcrluctiblcs listed in ttre COI to plcventthe possibitity of any tlucatactor (e.g', hacker')

ol othel ilcliviclual fi.onr using tlie arnount disclosed in the COI to ntakc lansonl deutands in the amount disclosed

in the COI.
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IfXIIIBIT "II" - Additiottal Tel'rns ol Modifications

LEA and provider agree to t6e following additional terms and modifications: Tlte following sections shall be

modified (as indicated) and replace with the [anguage set forth below.

1. Terln:

This DPA shall stay in effect for three years, s' Exhibit E will
expire 3 years from the date the original DPA was signed, urrlgsl4lrll-trrrti!-i1l9.q,:ts-Lltlgfifut1alqd lrythg unrtics'

** Necessary lo provide claritywilh lhe lerminalion secliott of the SDPC Slandqrcl Clauses.

2, Article II, Section 2

parcnt A_ccess. To the cxteut required by law, the LEA shalI establish teasonable pt'ocedttt'es by rvhich a

f".,=rt, t"gut guardian, or eligible student nray t'eview Education Records and/or Student I)ata, cort'ect

"rron"ou, 
infor.rnation, and procedures fol the transfel of+student e(ieneratcd eContent to a personal acQount,

consistent with the frrnctionality of the s Services. Plovider sha[1 resporrd in a leasonably timely mauner (and

no later thal forty five (45) days fl.om the date of the rcqucst ol pursuant to thc titne fi'ante t'equired under state

law for an LEA to respond to a parent or stndent, whichevcr is sooner) to the l,EA's l'equest for Sttrdent Data in

a student,s Education r Recolds held by the Providel to view or col'Lect as necessaly. Itt the event tltat a parent of

a student or othel individual contacts the Provider to review any of tlre Student Data accessed put'suant to tlte

Services, the Provider shall refer the palent or indiviclual to the L,EA, lvho rvill fbllorv the uecessaty and proper

procednres regarding the requested infotnration q-!to -al-lou-t)!: dllc.ct

rqs-ti -ql-$Itt-cl.e-Lil.r}[il or:

pal ellt.
** fru"rssary rofix q,pos and also to rcflecl the reality of lhe Setlvices. This olso hellt,s school,s given ClassDoio hns

a direct relationship wilh users and is onll,for Qccess riglils nothittg tttu'e.

3. Article II, Section 3

q$dCnt'. pafe,rt o, , transfer said Shrdent Generated Content to a separate student accottrlt -ot'-tl1q

I)utsi-d.e SchooL:\cgourl!; provi<led, however, such transfer shall only apply to Shrdent (ienerated Corltcut that is

sevet'able fi'otn the Service.

** Necessary to clarifit hov llte Servicesfunction. Aclclitionally, I;ERPA qttd tlte nrtjorily o/slote stuclenl ptittacy

lqv,s penttit a parenl or eligible student to re(lue,tl transfer of sluclent-genetaled contenl lo a pet'sonol accottnl.

lYithbtt this cihange, this yvill also imltose an unnecessaDt burden on LEA's to resportel to sttch requests and is likely

lo restlt in shrdenl-generaled conlenl being deslroyed as upon lermina!ion to the cletfimenl of sludents.

4. Article VlI, Miscellaneolls

Prioritv of Asreements. .fhis DPA shalI goveln the treatnrent of Studcnt Data in order to cornply with the

privacy protections, inCiuding thosc found in FBRPA and all applicable privacy statutes identified in this DPA.

Arl:litiqually, If Student

Gcner'ated Content is stored or tnaintained by the Provider, Plov ider ry.i.1y, sh*l[ at the rcquest of thc LEA, studetrt.



Io tlrc ilent ol'Student Data Iin the evcnt thele is conflict between the ternts of the DPA

and the Scrvice Agreenrent, Terms of Servicc, Plivacy Polioies, or with arty othcr bid/R'FP, licensc agt'eetuent, ot'

wlitittg, the tenns of this DPA shall apply and take pt'ecedence. In the evcnt of a conflict between Exhibit H, the

SDPC Standard Clauses, and/ol ths
Supplernental State Terms. Excclll.
Agleernent shall lemain in effcct.

Supplernerrtal Slate Tcrms, Dxhibit Il will control, followcd by the

as dcscribed in this parzglaPh horein, all clther provisions of tlle Scrvice

** Necessary to provide clarity on the vatiotts agreemenls'

5. I)efirritions.

Add -'l'he tern "Sell" (first letler caps) is used in the Model Clauses, but not defined)

,,Scll,, consisLent r.vith the ]:iutulc of Privacy's Student Plivacy Pledge, does not include or apply to a purchase,

rnerger ot' othcr type of acquisition of a

cnti[, continucs io h'eat the Personally t

with tlris DPA with respcct to the previ

Data. Scll also does not include sltaling, Iansfen'ing or

necessary to per.form a business purpoi. (such as detecting sccuriry incidents, dcbugging and tepairing,

analytici stoiage or other.pr.o""isirg activitics) provided that thc Service Plovidcr does not Sell the Student Data

cxccpt.sneccssarytoper.iolnithctlusinesspurlio... Ploviclerisalsonot"selling"pcrsonal infolrnation(i)ifa
user.clirects pr.ovidcr to intentionally disclosl Studcnt Data ot'uscs ClassDojo to intcntionally intelact with a

thir.6 party, providecl that such third parly also does not Sell the Student Data; or (ii) if a parent or other uset'

lwittr'parent conscnt) purchases Studcnt Data (e.g., enhanced classrootn repotts or photos)-

6. Dcliuitions. Any clefined ter.rrr uscd in the Model Clauses and in F.xhibit G shall be shown as fir'st letter

oapitalized,
** It appeci.s thal perhaps an earlier yersion o/the NDPA is being used (sotne of these typos have beenfixed in l-7). In

porticuhr,

Arlich l, Ser:lion l: sen'ices shall he Services

Arlicle lY, Seclion 4: subprocessots shqll be Subproccssors

Article IY, Seclion .5; de-idenlified shall be De-ltlentified or De-ldentified Data

Lxhibil ,,C', Definitionr: T'lr"iezn de-iclentificd ttsei in lhe finitiott of Student Data shall be capitalized as De-Identified and

the tet.tn Targeied aclvertising usecl itr the definition of T'orgcted Aduerlising shall be capitalized as Targeled Adverlising.

lixhibitG; Theterntsenicciusedthroughotiltherecilalsu,henrcletringlotheProvider'sServices(asdefinedinthc
lgreetnent) shall be Sen,ices


