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VIRGINIAS " TOOL DATA PRIVA " _AGREEMENT

Health Records

Biometric Information
Socioeconomic Information
Political Affiliations

Text Messages

Student Identifiers Photos

Videos

Grade

Home Address Subject

Email Address

Test Results

Juvenile Dependency Records Evaluations
Medical Records

Social Security Number
Disabilities

Food Purchases

Religious Information D 1ments
Search Activity

Voice Recordings

Date of Birth

Classes

Information in the Student’s Educational Record
Information in the Student’s Email

Provider: For purposes of the DPA, the term “Provider” means provider of digital educational
software or services, including cloud-based services, for the digital storage, management, and
retrieval of pupil records.

Pupil Generated Content: The term “pupil-generated content” means materials or content
created by a pupil during and for the purpose of education including, but not limited to, essays,
research reports, portfolios, creative writing, music or other audio files, photographs, videos, and
account information that en les ongoing ownership of pupil content.

Pupil R  rds: Means both of the following: (1) Any information that directly relates to a pupil
that is maintained by Division and (2) any informationacq ddirec = mthe _ pil through
the use of instructional softw:  or applications assigned to the pupil by a teacher or other local
educational Division employee.

Securely Destroy: Securely Destroy: Securely Destroy means taking actions that render data
written on physical (e.g., hardcopy, microfiche, etc.) or electronic media unrecoverable by both
ordinary and extraordinary m 1s. These actions must meet or exceed those sections of the
National Institute of Standards of Technology (NIST) SP 800-88 Ap; dix A guidelines relevant
to sanitization of datacz  rized ash 1 security. All attempts to overwrite magnetic data for
this purpose must utilize .. .'D approvea methodologies.

School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official is a contractor that: (1) Performs an institutional service or function for which the
agency or institution would otherwise use employees; (2) Is under the direct control of the
agency or institution with respect to the use and maintenance of education
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