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Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Division Data in a manner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitoring and assessments of Subprocessors to determine their compliance with this
Article.

2 Unauthorized Access or Data Breach. In the event that Division Data are reasonably

believed by the Provic  orsc >l division to have been disclosed (lost, accessed or
obtained) in violation of the Family Educational Rights and Privacy Act (20 U.S.C. § 1232g)
or other federal or state law applicable to such information accessed or obtained by an
unauthorized individual, Provider shall follow the following process:

a.

provide immediate notification to Division upon verification of the incident and allow the
Division or its authorized rep  mntatives to fully partic | ite in the investigation of the
incident.

notification will be provided to the contact(s) identified in ARTICLE VII, N: Notice,and
sent via email and postal mail. Such notification shall include:

i.  date, estimated date, or date range of the loss or disclosure;

ii.  Division data that was or is reasonably believed to have been lost or disclosed;
iii.  remedial measures taken or planned in response to the loss or disclosure.
immediately take action to prevent further access;

take all legally required, reasonable, and customary measures in working with Division to
remediate the breach, which may include toll free telephone support with informed
customer services staff to address questions by affected parties and/or provide monitoring
services if necessary given the nature and scope of the loss or disclosure;

cooperate with Division efforts to communicate to affected parties;

provider is prohibited from directly contacting parent, legal guardian or eligible pupil
unless expressly requested by Division. If Division requests Provider’s assistance
providing notice of unauthorized access, and such assistance is not unduly burdensome to
Provider, Provider shall notify the affected parent, legal guardian or eligible pupil of the
unauthorized access, which shall include the information listed in subsections (b) and (c),
above. If requested by Division, Provider shall reimburse Division for costs incurred to
notify parents/families of a breach not originating from Division's use of the Service;

the Provider shall = 1 1ify and hold harmless the Division from and against any loss,
claim, cost (including attorneys' fees) or damage of any natu a1 ng __ »m or in
connection with the breach by the Provider or any of its officers, directors, employees,
agents or representatives of the obligations of the Provider’s or its Authorized
Representatives under this provision or under a Confidentiality Agreement, as the case
may be.

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS
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2 anGINIA SCHMLDATA PRI ™" AGREEMENT

IN WITNESS WHEREOF, the parties have executed this Virginia Student DataPrivacy
Agreement as of the last day noted below.

Provider Signature

Date:_4/28/2023 ~- . . Sabra Gelfond

... Executive Director
Title: _

Divisic

Date:_ Title:_
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EXHIBIT “A”
DESCRIPTION OF SERVICES

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OR SERVICE IS INCLUDED, LIST .CH._..ODUCT HERE]
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assigmment

Other
transportation
data -Please

ererifue

Please hst
each
additional data

element used,
Other stored or
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your

Student pick
up and/or drop
off location

Student bus
card ID
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No Student Data Collected at this time .
*Provider shall immediately notify LEA if this
designation is no longer applicable.

14 of 19



Virginia School Data Privacy Agreement v. 1.0

\ -/
YIRGINIA SCHOOL DATA PRIVACY AGREEME >,

E 8 H I “s :”
DEFINITIONS

Data Breach means an event in which Division Data is exposed to unauthorized disclosure,
access,a  -ation or use.
Division Data includes all business, employment, operational and Personally Identifiable
Information that Division provides to Provider and that is not intentionally made generally
available by the Division on public websites or publications, including but not limited to
business, administrative and financial data, intellectual propert 1d student, employees, and
personnel data, user generated content and metadata but specif ~ y excludes Provider Data (as
defined in the Contract).
De-Identifiable Information (DII): De-Identification refers to the process by which the
Provider removes or obscures any Personally Identifiable Information (“PII”’) from student
records in a way that removes or minimizes the risk of disclosure of the identity of the individual
and information about them. Anonymization or de-identification should follow guidance
equivalent to that provided by U.S Department of Education publication “Data De-identification:
An Overview of Basic Terms” or NISTIR Special Publication (SP) 8053 De-Identification of
Personally Identifiable Information. The Provider’s specific steps to de-identify the data will
depend on the circumstances, but should be appropriate to protect students. Some potential
disclosure limitation methods are blurring, masking, and perturbation. De-identification should
ensure that any information when put together cannot indirectly identify the student, not only
from the viewpoint of the public, but also from the vantage of those who are familiar with the
individual. Information cannot be de- identified if there are fewer than twenty (20) students in
the samples of a particular field orcategory, i.e., twenty students in a particular grade or less than
twenty students with a particular disability.
Indirect Identifiers: Any information that, either alone or in aggregate, would allow areasonable
person to be able to identify a student to a reasonable certainty.
Personally Identifiable Information (PII): The terms “Personally Identifiable Information”or
“PII” shall include, but are not limited to, student data, staff data, parent data, metadata, and user
or pupil-generated content obtained by reason of the use of Provider’s software, website, service,
or app, including mobile apps, whether gathered by Provider or provided by Division or its users,
students, or students’ parents/guardians, including “directory information” as defined by §22.1-
287.1 of the Code of Virginia“.
PII includes, without limitation, at least the following:
Staff, Student or Parent First, Middle and Last Name
Staff, Student or Parent Telephone Number(s)
Discipline Records

secial Education Data
Grades
Criminal Records
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