










peI milted b11 the LEA or this DPA. 7 his prohibition aBainsl disclosure shall not i!pply to aggregDte 

summaries of Oe-ldenlified information, Student Data disclosed pursuant to a lawfully issued subpoena 

or other legal process, or to subproccssors perforn1i11e services on behalf of the Provider pursuant to this 

OPA. Provider will not Sell Student Data lo any third party. 

S. De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-Identified

Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:

(1) assisting the LEA or other governmental agencies in conducting research and other studies; and (2)

research and development of the Provider's educational sites, services, or applications, and to

demonstrate the effectiveness of the Services ; and (3) for adaptive learning purpose and for customized

student learning. Provider's use of De-Identified Data shall survive termination of this DPA or any request

by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de

identified Student Data to any party unless (a) that party agrees in writing not to attempt re-identification,

and (b) prior written notice has been given to the LEA who has provided prior written consent for such

transfer. Prior to publishing any document that names the LEA explicitly or indirectly, the Provider shall

obtain the LEA's written approval of the manner in which de-identified data is presented.

6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism

for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the

date of said request and according to a schedule and procedure as the Parties may reasonably agree.
Upon termination of this DPA, if no written request from the LEA is received, Provider shall dispose of all

Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data

shall not extend to Student Data that had been De-Identified or placed in a separate student account

pursuant to section II 3. The LEA may employ a "Directive for Disposition of Data" form, a copy of which
is attached hereto as Exhibit "D". If the LEA and Provider employ Exhibit "D," no further written request

or notice is required on the part of either party prior to the disposition of Student Data described in Exhibit
"D.

7. Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,

influence, or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian

or group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider
from using Student Data (i) for adaptive learning or customized student learning (including generating

personalized learning recommendations); or (ii) to make product recommendations to teachers or LEA
employees; or (iii) to notify account holders about new education product updates, features, or services

or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS 

1. Data Storage. Where required by applicable law, Student Data shall be stored within the United States.

Upon request of the LEA, Provider will provide a list of the locations where Student Data is stored.

2. Audits. No more than once a year, or following unauthorized access, upon receipt of a written request

from the LEA with at least ten (10) business days' notice and upon the execution of an appropriate

confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that

are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of

services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal
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j Catego1y of Da� - Elements

Phone

Parent/Guardian ID Parent ID number (created to link parents to students)
Parent/Guardian Name First and/or Last

Schedule Student scheduled courses

Teacher names
Special Indicator English language learner information

Low income status

Medical alerts/ health data

Student disability information

Specialized education services (IEP or 504)

living situations (homeless/foster care)
Other indicator information-Please specify:

Student Contact Address
Information

Email

Phone
Student Identifiers Local (School district) ID number

State ID number

Provider/App assigned student ID number

Student app username

Student app passwords
Student Name First and/or Last
Student In App Program/application performance (typing program-student
Performance types 60 wpm, reading program-student reads below grade

level) 
Student Program Academic or extracurricular activities a student may belong to
Membership or participate in
Student Survey Student responses to surveys or questionnairesResponses 
Student work Student generated content; writing, pictures, etc.

Other student work data -Please specify:

Transcript Student course grades

Student course data
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