














































IXL Information Security Policies and Procedures 
 
Introduction 
IXL’s information security is a top priority to the company. IXL employs reasonable 
organizational and technical means to prevent unauthorized access, use, alteration, or 
disclosure of customer data stored on systems under IXL’s control.  
 

1. Access to customer data. IXL limits its personnel’s access to customer data as follows: 
● Requires unique user credentials and two-factor authentication to access network 

environments containing user data; 
● External connections to all production systems are limited to encrypted and 

secure protocols, and governed by firewall rules that grant the minimal amount of 
access required to perform required functions; and 

● Limits access to customer data to employees with a business need for access. 
 

2. Data encryption. IXL provides encryption for customer data as follows: 
● Network connections to IXL’s production environment utilize Transport Layer 

Security (TLS) or Secure Shell (SSH); 
● All data stored in IXL’s production environment is encrypted at rest using 

AES-256 bit encryption; and 
● All data stored on IXL-owned laptops is encrypted at rest.  

 
3. Data Security Measures 

● IXL employs automated log collection and audit trails for production systems. 
● Connections originating from untrusted networks segments will be governed by 

firewall rules and other security safeguards that grant the minimal access 
required to access the intended service provided by the company. 

● System passwords and access keys are stored in a privileged location accessible 
only to IXL security administrators, and all credentials are changed from factory 
default settings. 

● Production systems receive regular maintenance to apply security patches; and 
● Physical access to systems requires security RFID badges and biometric 

authentication, and is limited to IT staff performing physical maintenance. 
 

4. Independent security assessments. IXL utilizes the following third-party services to 
evaluate and certify IXL’s security methodology: 

● Undergoes monthly third-party network vulnerability scanning and assessment 
tests; 

● Maintains PCI-DSS Compliance Level 2; and  
● Randomly selects employees for security assessment practical examination on 

an ongoing basis. 
 



5. Incident response. In the event of a data breach, a thorough post mortem will be 
conducted to identify the cause and scope of the breach, systems will be patched in a 
timely manner if necessary, and changes to security methodology will be implemented if 
warranted. IXL will also comply with any contractual and legal obligations regarding 
notification of data breaches. 

 
6. Personnel Management. IXL requires its employees to conform to information security 

standards as follows: 
● Performs employment verification, including proof of identity validation and 

criminal background checks for all new hire; 
● Conducts on-going training with IXL employees on network security practices and 

company data handling procedures; and 
● Revokes employee access to IXL networks and services upon departure from the 

company. 
 

7. Modifications to policy.  From time to time, IXL may modify this policy and its security 
procedures, but will not materially reduce the overall level of information security. IXL will 
provide any updates to policy upon request. 
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