
1190353v1 

Name:   ________________________________________________________________________  

Title:  ________________________________________________________________________  

Address : ________________________________________________________________________  

Telephone Number: ________________________________________________________________________  

Email:  ________________________________________________________________________ 

EXHIBIT “E” 
GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms
Provider offers the same privacy protections found in this DPA between it and

(“Originating LEA”) which is dated    , to any other LEA (“Subscribing LEA”) who accepts this 
General Offer of Privacy Terms (“General Offer”) through its signature below. This General Offer shall 
extend only to privacy protections, and Provider’s signature shall not necessarily bind Provider to other 
terms, such as price, term, or schedule of services, or to any other provision not addressed in this DPA. The 
Provider and the Subscribing LEA may also agree to change the data provided by Subscribing LEA to the Provider 
to suit the unique needs of the Subscribing LEA. The Provider may withdraw the General Offer in the event of: 
(1) a material change in the applicable privacy statues; (2) a material change in the services and products 
listed in the originating Service Agreement; or three (3) years after the date of Provider’s signature to this 
Form. Subscribing LEAs should send the signed Exhibit “E” to Provider at the following email address:

_________________________________________.
WZKs/��Z͗_________________________________________________________

BY: _________________________________________________________Date: ___________________________ 

Printed Name: ___________________________________Title/Position: ________________________________ 

2. Subscribing LEA
A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts the 
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same 
terms of this DPA for the term of the DPA between the
and the Provider. **PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE 
TO PROVIDER PURSUANT TO ARTICLE VII, SECTION 5. **
>��͗_________________________________________________________

BY: 

_______________________________________________________Date:______________________________ 

Printed Name: ___________________________________ Title/Position: ________________________________ 

SCHOOL DISTRICT NAME: ______________________________________________________________________ 

DESIGNATED REPRESENTATIVE OF LEA:  

Campbell Union School District
Jan 12, 2023

Campbell Union School District

legal@goguardian.com

Michael Jonas COO

Liminex, Inc. dba GoGuardian, and acting on behalf of itself and its A�liates

01-18-2023
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 OAK GROVE SCHOOL DISTRICT

01/23/2023
NAJEEB QASIMI DIRECTOR OF IT

 OAK GROVE SCHOOL DISTRICT

NAJEEB QASIMI

DIRECTOR OF IT
6578 - SANTA TERESA BLVD., SAN JOSE, CA 95119
(408) 227-8300
NQASIMI@OGSD.NET



EXHIBIT “F” 
DATA SECURITY REQUIREMENTS 

 
Adequate Cybersecurity Frameworks 
2/24/2020 

 
The Education Security and Privacy Exchange (“Edspex”) works in partnership with the Student Data Privacy 
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can 
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* (“Cybersecurity 
Frameworks”) that may be utilized by Provider . 

 
Cybersecurity Frameworks 

 MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

 

 
National Institute of Standards and 
Technology 

NIST Cybersecurity Framework Version 1.1 

 

 

National Institute of Standards and 
Technology 

NIST SP 800-53, Cybersecurity Framework for 
Improving Critical Infrastructure Cybersecurity 
(CSF), Special Publication 800-171 

 

 

International Standards Organization Information technology — Security techniques 
— Information security management systems 
(ISO 27000 series) 

 

 
Secure Controls Framework Council, LLC Security Controls Framework (SCF) 

 

 Center for Internet Security CIS Critical Security Controls (CSC, CIS Top 20) 
 

 
Office of the Under Secretary of Defense for 
Acquisition and Sustainment (OUSD(A&S)) 

Cybersecurity Maturity Model Certification 
(CMMC, ~FAR/DFAR) 

 
Please visit http://www.edspex.org for further details about the noted frameworks. 

*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here 
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Provider’s data retention policy is further described in its incorporated privacy policy (available at 
https://www.goguardian.com/policies/product-privacy) (which may be updated from time to time in accordance 
with the terms therein) 

�$�&"�#B�5� 
�7��2-�8�640�89��7�1�2�3 4:!�����$ ���

http://www.edspex.org/


EXHIBIT “G” 
 

Supplemental SDPC State Terms for California 
 

Version 1.0 

This Amendment for SDPC State Terms for California (“Amendment”) is entered into on the 
date of full execution (the “Effective Date”) and is incorporated into and made a part of the 
Student Data Privacy Agreement (“DPA”) by and between: 

 
, located at  

(the “Local Education Agency” or “LEA”) and 
 

(the “Provider”). 
, located at  

All capitalized terms not otherwise defined herein shall have the meaning set forth in the DPA. 
 

WHEREAS, the Provider is providing educational or digital services to LEA, which 
services include: (a) cloud-based services for the digital storage, management, and retrieval of 
pupil records; and/or (b) digital educational software that authorizes Provider to access, store, and 
use pupil records; and 

 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable 

student information and other regulated data exchanged between them as required by applicable 
laws and regulations, such as the Family Educational Rights and Privacy Act (“FERPA”) at 20 
U.S.C. § 1232g (34 C.F.R. Part 99); the Protection of Pupil Rights Amendment (“PPRA”) at 20 
U.S.C. §1232h; and the Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C. § 
6501-6506 (16 C.F.R. Part 312), accordingly, the Provider and LEA have executed the DPA, 
which establishes their respective obligations and duties in order to comply with such applicable 
laws; and 

 
WHEREAS, the Provider will provide the services to LEA within the State of California 

and the Parties recognizes the need to protect personally identifiable student information and other 
regulated data exchanged between them as required by applicable California laws and regulations, 
such as the Student Online Personal Information Protection Act (“SOPIPA”) at California Bus. & 
Prof. Code § 22584; California Assembly Bill 1584 (“AB 1584”) at California Education Code 
section 49073.1; and other applicable state privacy laws and regulations; and 

 
WHEREAS, the Provider and LEA desire to enter into this Amendment for the purpose of 

clarifying their respective obligations and duties in order to comply with applicable California state 
laws and regulations. 

 
NOW, THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

 
1. Term. The term of this Amendment shall expire on the same date as the DPA, unless 

otherwise terminated by the Parties. 
 

2. Modification to Article IV, Section 7 of the DPA. Article IV, Section 7 of the DPA 
(Advertising Limitations) is amended by deleting the stricken text as follows: 

Campbell Union School District 155 N Third Street, Campbell CA 95008

Liminex, Inc. dba GoGuardian, and acting on behalf of 
itself and its A�liates

2030 E Maple Ave., Suite 100, El Segundo, CA 90245
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Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, 
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family 
member/guardian or group, for any purpose other than providing the Service to LEA. This 
section does not prohibit Provider from using Student Data (i) for adaptive learning or 
customized student learning (including generating personalized learning 
recommendations); or (ii) to make product recommendations to teachers or LEA 
employees; or (iii) to notify account holders about new education product updates, features, 
or services or from otherwise using Student Data as permitted in this DPA and its 
accompanying exhibits. 

 
 

[SIGNATURES BELOW] 
 
 
 

IN WITNESS WHEREOF, LEA and Provider execute this Amendment as of the Effective Date. 
 

LEA:  
 

By:   Date:  

Printed Name:  
 
Title/Position:  

 

 

Provider:    
 

By:   Date:  

 

Printed Name: ____________________________Title/Position:_______________________________
 

 

Campbell Union School District

Nelly Yang Assistant Superintendent

Michael  Jonas COO

Liminex, Inc. dba GoGuardian, and acting on behalf of itself and its A�liates

01-18-2023

01-19-2023
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EXHIBIT “H” – Additional Terms or Modifications
Version Liminex, Inc. dba GoGuardian

LEA and Provider agree to the following additional terms and modifications:

ARTICLE IV: DUTIES OF PROVIDER

5. De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student
Data. De-Identified Data may be used by the Provider for those purposes allowed under
FERPA and the following purposes: (1) assisting the LEA or other governmental agencies in
conducting research and other studies; and (2) research and development of the Provider's
educational sites, services, or applications, and to demonstrate the effectiveness of the
Services; and (3) for adaptive learning purpose and for customized student learning.
Provider's use of De-Identified Data shall survive termination of this DPA or any request by
LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to
transfer deidentified Student Data to any party unless (a) that party agrees in writing not to
attempt re-identification, and (b) prior written notice has been given to the LEA who has
provided prior written consent for such transfer. Prior to publishing any document that
names the LEA explicitly or indirectly states anything that would allow for the identification
of the LEA, the Provider shall obtain the LEA’s written approval of the manner in which
de-identified data is presented.

6.Disposition of Data. Upon written request from the LEA, Provider shall dispose of or
provide a mechanism for the LEA to transfer Student Data obtained under the Service
Agreement, within sixty (60) days of the date of said request and according to a schedule
and procedure as the Parties may reasonably agree. Upon termination of this DPA, if no
written request from the LEA is received, Provider shall dispose of all Student Data after
providing the LEA with reasonable prior notice. in accordance with the data retention policy
described in Exhibit A*. The duty to dispose of Student Data shall not extend to Student
Data that had been De-Identified or placed in a separate student account pursuant to
section II 3. The LEA may employ a “Directive for Disposition of Data” form, a copy of which
is attached hereto as Exhibit “D”. If the LEA and Provider employ Exhibit “D,” no further
written request or notice is required on the part of either party prior to the disposition of
Student Data described in Exhibit “D”.

Note* Exhibit A language will include the following:
Provider needs to provide the detailed retention policy details, including the timeline.

ARTICLE V:  DATA PROVISIONS

3. Data Security. The Provider agrees to utilize industry standard administrative, physical,
and technical safeguards designed to protect Student Data from unauthorized access,
disclosure, acquisition, destruction, use, or modification. The Provider shall adhere to any

1
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applicable law relating to data security. The provider shall implement an adequate
Cybersecurity Framework based on one of the nationally recognized standards set forth
in Exhibit “F”. Exclusions, variations, or exemptions to the identified Cybersecurity
Framework must be detailed in an attachment to Exhibit “H”. Additionally, Provider may
choose to further detail its security programs and measures that augment or are in
addition to the Cybersecurity Framework in Exhibit “F”. Provider shall provide, in the
Standard Schedule to the DPA, contact information of an employee who LEA may contact
if there are any data security concerns or questions.

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of
Student Data that compromises the security, confidentiality or integrity of the Student
Data maintained by the Provider the Provider shall provide notification to LEA within
seventy-two (72) hours of confirmation of the incident, unless notification within this time
limit would disrupt investigation of the incident by law enforcement. In such an event,
notification shall be made within a reasonable time after the incident. Provider shall
follow the following process:

(1) The security breach notification described above shall include, at a minimum, the
following information to the extent known by the Provider and as it becomes available:

i. The name and contact information of the reporting LEA subject to this
section.

ii. A list of the types of personal information that were or are reasonably
believed to have been the subject of a breach.
iii. If the information is possible to determine at the time the notice is provided,
then either (1) the date of the breach, (2) the estimated date of the breach, or
(3) the date range within which the breach occurred. The notification shall also
include the date of the notice.
iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice
is provided; and
v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

(2) Provider agrees to adhere to all applicable federal and state requirements with
respect to a data breach related to the Student Data, including, when appropriate or
required, the required responsibilities and procedures for notification and mitigation of
any such data breach.

(3) Provider further acknowledges and agrees to have a written incident response plan
that reflects best practices and is consistent with industry standards and federal and
state law for responding to a data breach, breach of security, privacy incident or
unauthorized acquisition or use of Student Data or any portion thereof, including
personally identifiable information and agrees to provide LEA, upon request, with a
summary of said written incident response plan.
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(4) LEA shall provide notice and facts surrounding the breach to the affected students,
parents or guardians.

(5) In the event of a breach originating from LEA’s use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VII:  MISCELLANEOUS

7. Successors Bound. This DPA is and shall be binding upon the respective successors
in interest to Provider in the event of a merger, acquisition, consolidation or other
business reorganization or sale of all or substantially all of the assets of such business
In the event that the Provider sells, merges, or otherwise disposes of its business to a
successor during the term of this DPA, the Provider shall provide written notice to the
LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such
notice shall include a written, signed assurance that the successor will assume the
obligations of the DPA and any obligations with respect to Student Data within the
Service Agreement. The LEA has the authority to terminate the DPA if it disapproves of
the successor to whom the Provider is selling, merging, or otherwise disposing of its
business reasonably believes that the successor cannot uphold the material terms and
conditions under this DPA.

EXHIBIT “C”
DEFINITIONS

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or
Terms of Use or Products Terms of Service or End User License Agreement.
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Signature Certificate
Reference number: UHHNF-VBTPI-VZ3GU-K9NBO

Document completed by all parties on:
19 Jan 2023 21:13:17 UTC

Page 1 of 1

Signer Timestamp Signature

Michael Jonas
Email: cwetmore@goguardian.com
Shared via link

Sent: 17 Jan 2023 22:29:27 UTC
Viewed: 17 Jan 2023 22:45:01 UTC
Signed: 19 Jan 2023 01:08:22 UTC

IP address: 67.185.16.50 
Location: Seattle, United States

Nelly Yang
Email: nyang@campbellusd.org

Recipient Verification:

Sent: 17 Jan 2023 22:29:27 UTC
Viewed: 19 Jan 2023 21:12:33 UTC
Signed: 19 Jan 2023 21:13:17 UTC

✔Email verified 19 Jan 2023 21:12:33 UTC
IP address: 207.31.23.172 
Location: San Jose, United States

Signed with PandaDoc

PandaDoc is a document workflow and certified eSignature
solution trusted by 30,000+ companies worldwide.




