CALIFORNIA STUDENT DATA PRIVACY

AGREEMENT Version 2.0 (September 26, 2018)

School District/Local Education Agency:
San Bernardino County Superintendent of Schools

AND

Provider:

Data Makes the Difference, LLC.

Date:

09/21/2019



This California Student Data Privacy Agreement (“DPA™) is entered into by and between the

(hereinafter referred to as “LEA”)and

(hercinafier referred 10 as “Provider”) on ¢ l'} ! ] {9 - The Partics agrec to
the terms as stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA™) with certain
digital educational services (“Services”) pursuant to a contract dated
(“Service Agreement”); and

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider
may receive or create, and the LEA may provide documents or data that are covered by
scveral federal statutes, among them, the Family Educational Rights and Privacy Act
("FERPA™) at 20 US.C. 1232g (34 CFR Part 99), Children’s Online Privacy Protection

Act (“COPPA™), 15US.C. 6501-6506: Protcction of Pupil Rights Amendment (“PPRA™) 20 US.C.
1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are
also subject to California state student privacy laws, including AB 1584, found at California
Education Code Section 49073.1 and the Student Ounline Personal Information Protection Act
(“SOPIPA”) found at California Business and Professions Code section 22584; and

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate educational
interests in accessing educational records pursuant to the Service Agreement; and

WHEREAS, the Partics wish to cnter into this DPA to cnsurc that the Scrvice Agrecment conforms

to the requirements of the privacy laws referred to above and to establish implementing procedurcs
and dutics; and

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms” (Exhibit “E”), agree to
allow other LEAs in California the opportunity to accept and enjoy the beneflits of this DPA for
the Services described herein, without the need to negotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable considcration, the partics agree as follows:;

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purposc of this DPA is to describe the dutics and responsibilitics to
protect student data transmitted to Provider from LEA pursuant to the Scrvice Agreement,
including compliance with all applicablc statutcs, including thc FERPA, PPRA, COPPA,
SOPIPA, AB 1584, and other applicable California Statc laws, all as may be amendced from time
to time. In performing these services, the Provider shall be considered a School Official with
a legitimate educational interest, and performing services otherwise provided by the LEA.

With respeet to the usc and maintenance of Student Data, Provider shall be under the dircct
control and supervision of the LEA,
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This California Student Data Privacy Agreement (“DPA™) is entered into by and between the
San Bernardino County Superintendent of Schools

(hereinafter referred to as “LEA”)and Data Makes the Difference, LLC.
(hereinafter referred to as “Provider”) on (9/21/2019 . The Parties agree to
the terms as stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency (“LEA”) with certain
digital educational services (“Services”) pursuant to a contract dated
(“Service Agreement”); and

09/21/2019
WHEREAS, in order to provide the Services described in the Service Agreement, the Provider
may receive or create, and the LEA may provide documents or data that are covered by
several federal statutes, among them, the Family Educational Rights and Privacy Act
(“FERPA”) at 20 U.S.C. 1232g (34 CFR Part 99), Children’s Online Privacy Protection
Act (“COPPA”), 15 U.S.C. 6501-6506; Protection of Pupil Rights Amendment (“PPRA”) 20 U.S.C.
1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are
also subject to California state student privacy laws, including AB 1584, found at California
Education Code Section 49073.1 and the Student Online Personal Information Protection Act
(“SOPIPA™) found at California Business and Professions Code section 22584; and

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate educational
interests in accessing educational records pursuant to the Service Agreement; and

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service Agreement conforms
to the requirements of the privacy laws referred to above and to establish implementing procedures
and duties; and

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms” (Exhibit “E”), agree to
allow other LEAs in California the opportunity to accept and enjoy the benefits of this DPA for
the Services described herein, without the need to negotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to

protect student data transmitted to Provider from LEA pursuant to the Service Agreement,
including compliance with all applicable statutes, including the FERPA, PPRA, COPPA,
SOPIPA, AB 1584, and other applicable California State laws, all as may be amended from time
to time. In performing these services, the Provider shall be considered a School Official with
a legitimate educational interest, and performing services otherwise provided by the LEA.
With respect to the use and maintenance of Student Data, Provider shall be under the direct
control and supervision of the LEA.




2. Nature of Services Provided. The Provider has agreed to provide the following digital
educational products and services described below and as may be further outlined in Exhibit “A”
hereto:

3. Student Data to Be Provided. The Parties shall indicate the categories of student data to be
provided in the Schedule of Data, attached hereto as Exhibit “B”.

4. DPA Definitions. The definition of terms uscd in this DPA is found in Exhibit “C”. In the cvent
of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreement,

ARTICLE 11: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider further acknowledges and agrees that all copies of such Student Data transmitted to
the Provider, including any modifications or additions or any portion thereof from any source,
are subject to the provisions of this Agreement in the same manner as the original Student Data.
The Partics agree that as between them, all rights, including all intellectual property rights in and
to Student Data contemplated per the Service Agreement shall remain the exclusive property of
the LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under
the control and direction of the LEAs as it pertains to the use of Student Data notwithstanding
the above. Provider may transfer pupil-generated content to a separate account, according to the
procedures set forth below.

2. Parent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible student may review Student Data in the pupil’s records, correct erroncous information,
and procedures for the transfer of pupil-generated content to a personal account, consistent with
the functionality of services. Provider shall respond in a timely manner (and no later than 45
days from the date of the request) to the LEA’s request for Student Data in a pupil’s records held
by the Provider to view or correct as necessary. In the cvent that a parcnt of a pupil or other
individual contacts the Provider to review any of the Student Data accessed pursuant to the
Scrvices, the Provider shall refer the parent or individual to the LEA, who will follow the
necessary and proper procedures regarding the requested information.

3. Separate Account. If pupil gencrated content is stored or maintained by the Provider as part of
the Scrvices described in Exhibit “A”, Provider shall, at the request of the LEA, transfer said
pupil gencrated content to a separatc student account upon termination of the Service
Agreement; provided, however, such transfer shall only apply to pupil gencrated content that is
scverable from the Service.

4. Third Party Reguest. Should a Third Party, including law cnforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redirect the Thitd Party to request the data directly from the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to a Third Party.
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5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subprocessors agree to protect
Student Data in manner consistent with the terms of this DPA.

ARTICLE I1I: DUTIES OF LEA

1. Privacy Compliance. LEA shall provide data for the purposes of the Service Agreement
in compliance with FERPA, COPPA, PPRA, SOPIPA, AB 1584 and all other California
privacy statutcs.

2. Annual Notification of Rights. If the LEA has a policy of disclosing education records under
FERPA (4 CFR § 99.31 (a) (1)), LEA shall include a specification of criteria for determining
who constitutes a school official and what constitutes a legitimate educational interest in its
Annual notification of rights.

3. Reasonable Precautions, LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data,

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicablc statc and federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, SOPIPA,
AB 1584 and all other California privacy statutcs.

2. Authorized Use. The data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes referred to in subsection (1), above. Provider also
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof, including without limitation, meta data, user content or other non-public
information and/or personally identifiablc information contained in the Student Data, without the
express written consent of the LEA.

3. Emplovee Obligation. Provider shall require all cmployces and agents who have access to
Student Data to comply with all applicablc provisions of this DPA with respect to the data shared
under the Service Agreement.

4. No Disclosure. De-identified information may be used by the Provider for the purposes of
development, research, and improvement of educational sites, services, or applications, as any
other member of the public or party would be able to use de-identified data pursuant to 34 CFR
99.31(b). Provider agrees not to attempt to re-identify de-identified Student Data and not to
transfer de-identificd Student Data to any party unless (a) that party agrees in writing not to
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attempt re-identification, and (b) prior written notice has been given to LEA who has provided
prior written consent for such transfer. Provider shall not copy, reproduce or transmit any data

obtained under the Service Agreement and/or any portion thereof, €xcept as necessary to fulfill
the Service Agreement.

5. Disposition of Data. Upon written request and in accordance with the applicable terms in
subscction a or b, below, Provider shall disposc or delete all Student Data obtained under the
Secrvice Agrcement when it is no longer nceded for the purpose for which it was obtained.
Disposition shall include (1) the shredding of any hard copics of any Student Data; (2) Erasing;
or (3) Otherwise modifying the personal information in those records to make it unreadable or
indccipherable by human or digital means. Nothing in the Service Agrcement authorizes
Provider to maintain Student Data obtained under the Service Agreement beyond the time period
reasonably needed to complete the disposition. Provider shall provide written notification to
LEA when the Student Data has been disposed. The duty to dispose of Student Data shall not
extend to data that has been de-identified or placed in a separate Student account, pursuant to the
other terms of the DPA. The LEA may employ a “Request for Return or Deletion of Student
Data” form, a copy of which is attached hereto as Exhibit “D”. Upon receipt of a request from
the LEA, the Provider will immediatcly provide the LEA with any specified portion of the
Student Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Scrvice Agreement, LEA may request partial disposal of Student Data obtained under
the Scrvice Agrcement that is no longer nceded. Partial disposal of data shall be

subject to LEA’s request to transfer data to a separate account, pursuant to Article 11,
scction 3, above.

b. Complete Disposal Upon Termination of Service Agreement. Upon Termination of
the Service Agreement Provider shall dispose or delete all Student Data obtained
under the Service Agreement. Prior to disposition of the data, Provider shall notify
LEA in writing of its option to transfer data to a s¢parate account, pursuant to Article
II, section 3, above. In no event shall Provider dispose of data pursuant to this
provision unless and until Provider has received affirmative written confirmation
from LEA that data will not be transferred to a scparate account.

6. Advertising Prohibition. Provider is prohibited from using or sclling Student Data to (a) market
or advertisc to students or familics/guardians: (b) inform, influcnce, or cmable markcting,
advertising, or other commercial efforts by a Provider; (c) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to
LEA; or (d) use the Student Data for the development of commercial products or services, other
than as necessary to provide the Service to LEA. This section does not prohibit Provider from
using Student Data for adaptive learning or customized student learning purposes.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agrees to abidc by and maintain adequate data sccurity measures,
consistent with industry standards and tcchnology best practices, to protect Student Data from
unauthorized disclosure or acquisition by an unauthorized person, The gencral sceurity dutics of
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Provider arc set forth below. Provider may further detail its sccurity programs and measures in
Exhibit “F” hereto. These measures shall include, but are not limited to:

a.

cC.

€.

Passwords and Employee Access. Provider shall secure usernames, passwords, and

any other means of gaining access to the Services or to Student Data, at a level
suggested by the applicable standards, as set forth in Article 4.3 of NIST 800-63-3.
Provider shall only provide access to Student Data to employees or contractors that
are performing the Services. Employees with access to Student Data shall have
signed confidentiality agreements regarding said Student Data. All employces with
access to Student Records shall be subject to criminal background checks in
compliance with state and local ordinances.

Destruction of Data. Provider shall destroy or delete all Student Data obtained
under the Service Agreement when it is no longer needed for the purpose for which
it was obtained, or transfer said data to LEA or LEA’s designee, according to the
procedure identified in Article TV, section 5, above. Nothing in the Service
Agreement authorizes Provider to maintain Student Data beyond the time period
rcasonably needed to complete the disposition.

Security Protocols. Both parties agree to maintain security protocols that meet
industry standards in the transfer or transmission of any data, including ensuring that
data may only bc viewed or aceessed by partics legally allowed to do so. Provider
shall maintain all data obtaincd or gencrated pursuant to the Service Agrecment in a
sccurc digital environment and not copy, rcproducc, or transmit data obtained
pursuant to the Scrvice Agrecement, cxcept as necessary to fulfill the purposc of data
requests by LEA,

Employee Training. The Provider shall provide periodic security training to those
of its employees who operate or have access to the system. Further, Provider shall
provide LEA with contact information of an employee who LEA may contact if
there are any security concerns or questions.

Security Technology. When the scrvice is accessed using a supported web browser,
Provider shall cmploy industry standard mcasurces to protect data from unauthorized
access. The service sccurity measurces shall include scrver authentication and data
encryption. Provider shall host data pursuant to the Service Agrcement in an
environment using a firewall that is updated according to industry standards,

Security Coordinator. If different from the designated representative identified in
Article VII, section 5, Provider shall provide the name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the
Service Agreement.

Subprocessors Bound. Provider shall enter into written agrecments whercby
Subprocessors agree to secure and protect Student Data in a manner consistent with
the terms of this Article V. Provider shall periodically conduct or review compliance



monitoring and assessments of Subprocessors to determine their compliance with
this Article.

h. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct
digital and physical periodic (no less than semi-annual) risk assessments and
remediate any identified security and privacy vulnerabilities in a timely manner.

2. Data Breach. In the cvent that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LEA within a rcasonable amount of time of the
incident, and not exceeding forty-eight (48) hours. Provider shall follow the following process:

a. The sccurity breach notification shall be written in plain language, shall be titled
“Notice of Data Breach,” and shall present the information described herein under
the following headings: “What Happened,” “What Information Was Involved,”
“What We Are Doing,” “What You Can Do,” and “For More Information.”
Additional information may be provided as a supplement to the notice.

b. The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

i
ii.

=

L,

iv.

The name and contact information of the reporting LEA subject to this section.

A list of the types of personal information that werc or arc reasonably belicved to
have been the subject of a breach.

If the information is possible to determine at the time the notice is provided, then
cither (1) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occurred. The notification shall also include
the date of the notice.

Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

¢. At LEA’s discretion, the security breach notification may also include any of the
following:

i

ii.

Information about what the agency has donc to protect individuals whose
information has been breached.

Advice on steps that the person whose information has been breached may take to
protcct himself or herself,

d. Provider agrees to adhere to all requirements in applicable State and in federal law
with respect to a data breach related to the Student Data, including, when appropriate
or required, the required responsibilities and procedures for notification and
mitigation of any such data breach.



e. Provider further acknowledges and agrees to have a written incident response plan
that reflects best practices and is consistent with industry standards and federal and
state law for responding to a data breach, breach of security, privacy incident or
unauthorized acquisition or use of Student Data or any portion thereof, including
personally identifiable information and agrees to provide LEA, upon request, with a
copy of said written incident response plan.

f. Provider is prohibitcd from dircctly contacting parent, legal guardian or cligible
pupil unless cxpressly requested by LEA. If LEA requests Provider’s assistance
providing notice of unauthorized access, and such assistance is not unduly
burdensome to Provider, Provider shall notify the affceted parent, legal guardian or
cligible pupil of the unauthorized access, which shall include the information listed
in subsections (b) and (c), above. If requested by LEA, Provider shall reimburse

LEA for costs incurred to notify parents/families of a breach not originating from
LEA's use of the Service,

g. In the event of a breach originating from LEA’s use of the Service, Provider shall
cooperatc with LEA to the extent nceessary to cxpeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer, attached
hereto as Exhibit “E”), be bound by the terms of this DPA to any other LEA who signs the acecptance
on in said Exhibit. The Form is limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Term The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data. .

2. Termination. In the event that cither party seeks to terminate this DPA, they may do so by
mutual written conscnt so long as the Service Agreement has lapsed or has been terminated. LEA

shall have the right to terminate the DPA and Service Agreement in the event of a material
breach of the terms of this DPA.

3. Effect of Termination Survival If the Service Agrecment is terminated, the Provider shall
destroy all of LEA’s data pursuant to Article V, section 1(b), and Article TI, section 3, above.

4. Priority of Agreements. This DPA shall govern the treatment of student data in order to comply
with privacy protections, including thosc found in FERPA and all applicable privacy statutcs
identified in this DPA. In the event there is conflict between the DPA and the Service
Agreement, the DPA shall apply and take precedence. Except as described in this paragraph
herein, all other provisions of the Service Agreement shall remain in effect.

S. Notice. All notices or other communication required or permitted to be given hereunder must be
in writing and given by personal delivery, or c-mail transmission (if contact information is
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provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated representatives before:

a. Designated Representatives

The designated representative for the LEA for this Agreement is:

Name: Katie M. Hylton
Title: Program Manager

Contact Information:
760 E. Brier Drive San Bernardino, Ca 92408
909-386-9508

katie.hylton@sbcss.net

The designated representative for the Provider for this Agreement is:

Name: Steve Maher
Title: President

Contact Information:
Steve Maher

Mountaintop, PA 18707
steve@datamtd.com

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E.
General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in writing
and given by personal delivery, or e-mail transmission (if contact information is provided for

the specific mode of delivery), or first-class mail, postage prepaid, to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is:

Name: Steve Maher
Title: President

Contact Information:
Steve Maher

Mountaintop, PA 18707
steve@datamtd.com

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and



10.

11,

cither retroactively or prospectively) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder
shall operate as a waiver of such right, nor shall any single or partial exercise of any such right,

power, or privilege preclude any further exercise thereof or the excrcisc of any other right,
powetr, or privilege.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be incffective to the extent of such prohibition or uncnforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the forcgoing, if such provision could be more narrowly
drawn so as not to be prohibited or uncnforceable in such jurisdiction while, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
cnforccability of such provision in any other jurisdiction.

Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING

OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

Authority. Provider represents that it is authorized to bind to the terms of this Agreement,
including confidentiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and portion thereof stored, maintained or used in

any way. Provider agrces that any purchascr of the Provider shall also be bound to the
Agreement.

Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed as a

waiver of any such right and the LEA reserves the right to exercise any such right from time to
time, as often as may be deemed cxpedient.

Successors Bound. This DPA is and shall be binding upon the respective successors in interest
to Provider in the event of a merger, acquisition, consolidation or other business reorganization
or salc of all or substantially all of the assets of such busincss.

[Signature Page Follows]
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IN WITNESS WHEREOF, the parties have exccuted this California Student Data Privacy Agreement
as of the last day noted below.

Provider;

BY:S\JMA Nﬂl/\’ Date: N 9/19

Printed Name: OtEV€ Maher 1 ..o, President

Local Education Agency:

BY: ///Km)é/%——ﬁmc: [Olr4/t9

Printed Name: Katie M- Hylton o ition: Program Manager

Note: Electronic signature not permitted.
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EXHIBIT “A™
DLESCRIPTION O6 SERVICES

{INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICLS HERE. IFF MORL THAN
ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERL]

The VB-MAPP App for iPhone, iPad and Web is service that facilitates conducting the VB-
MAPP Assessment, automates the calculation of scores and streamlines the communication
process whereby the results of a learners assessment can be shared securely with members of
the |EP team.

The VB-MAPP App is HIPAA compliant and encrypts data both in transit and at rest. Highly
redundant and physically secure data centers are used fo protect data along with vety frequent
backups, virus and malware scans, updates and personnel! training in accordance with all
HIPAA privacy standards. Data Makes the Difference, LLC does not share ANY learner or
platform user data in way and no third party is ever provided access for any reason except
where required by law via a court subpoena.

Access to the learner data is by unique username and password. Access to student records
are controlled by the VB-MAPP App site administrator (the district representative, physician,
therapist etc) and absolutely no access to student assessment data is given except for the
access deemed appropriate by the customer.

The data collected includes the first name and last name of the learner or some anonymizing
representation of the learners name if desired by the user like a school id number for example.
The students date of birth is a required value as the VB-MAPP Assessment uses the age of the
learner to calculate the “Age of learner” value for the reports that the user can run from inside
the app. Absolutely no other information is ever saved by the app.

The parents/guardians names and phone number also appear as part of the progress reporting
feature but it is an opticnal value that the user can choose to enter.

Data Makes the Difference, LL.C does not use any data from the VB-MAPP App platform for

advertising nor does it share any data whatsoever with any third party except as required by
law.

Numerous backups of all data is taken each day, encrypted and stored in two separate, secure
data centers (Virginia and California) in case of cloud platform catastrophic loss.

DMTD, LLC personnel are all HIPAA trained and access to learner data is only afforded if and
when it is absolutely needed like during the customer support process. Constant logging and
monitoring and the use of firewall services are also in place.

The VB-MAPP App site administrator can add and remove access rights in a matter of seconds
depending on the needs of the learner and changes to the IEP team roster.

Precisely the same level of protection and security are afforded to the Essential for Living App,
another assessment used for learners with various disabilities as that service “lives” inside the

same technology infrastructure. Every process, procedure and safeguard described above is
also in place for the EFL App.
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EXHIBIT “B”

SCHEDULE OF DATA
Check if used Conduct or
Cat;gory of Elements by your Conduct behavioral
ata
system data
1P Addresses | x - cookie for
of users, Usc | authentication of Date of Birth | x-wessiim oxrsen s
Application of cookics ctg. | the user only | Placc of Birth o
Technology O.th & Gc‘nr.ier X - for fepoct
Meta Data application Ethnicity or
technology -
meta data- Language
Pleasc speceify: information ,
(native, i
Meta data on Demographics | preferred or
Applicat'i o intc‘;z‘::l;ion 121:;?;
Use Statistics with spoken by |
application student) i
Other
Standardized demographic
test scores information-
Qbscrvation Please specify:
Assessment data Student school
Other VB-MAPP enrollment
assessment | assessment data Student grade
data-Plcasc | as entered by the level |
specify: user. Homeroom '
Guidance
Student school counselor
(daily) Enrollment Sp?dﬁc
attendance curriculum
Attendance data programs ]
Student class Year of
attendance _ graduation |
data Other
errollment
Online information-
communication Please specify:
Communications that arc T J
captured Parcnt/Guardian Address
(cmails, blog Contact Email
entries) Information Phone 410 048 1 et oy s e e s
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Parent ID number
Parent/ number State ID
. rcated to
Guardian ID , (croated ¢ nufnber
link parents to Provider/App
students) assigned
student ID
Parent/ First and/or S number
Guardian Name Last Student app
username
Student Student a(llpp
scheduled passwords
Schedule courses e i
Teach Fi d/or
CALICT Smdcnt Namc ll'St an X ondrind Dy et £k b wranrun aees
names Last
English Prograqx/appli-
language cation
learner performance
information (typing
Medical alerts ?&frg'ormance reading
/health data o program-student
Student Zj(-vb-mapp agsessment reads below
disability | aranows ihe exientlo grade level)
A ]'n fOl‘ Il’li].ti on social skills are impaired |
Special —
Indicator Spe‘nahzed X-IEP goals are
education often generated
. and used via usage .
scrvices (IEP oihe voimEpp A, Academ ic or
or 504) Student extracurricular
L
. Membership y
(homeless/ bclc}n‘g to or
foster care) participate in
Other
in;’rcl;'l:ﬁ::;:gn- Student resS t:s::st to
: Survey P
Please specify: Responses Surveys or
P questionnaires
Student Address
Contact Email Student |
Infolmation P hone Xipaantiguand an hove ook v oniy o sues generated |
-
. Student work z::;:;ng’
Student Local (School . i
Identifiers district) ID pictures etc.
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work data -

Please specify: Other
transportation
Student course data -Please
orades specify:
Student course
data Please list
Student course each
Transcript grades/perfor- additional data
mance scores element uscd,
Other Other storcd or
transcript data collccted by
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specify: application
Student bus
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Student pick No Student Data Collected at this time .
. up and/or dro *Provider shall immediately notify LEA if this
AEposiation It))ff locationp designation is no longer apglicabi;z.
Student bus
card ID
number

OTHER: Use this box, if more space needed.
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EXHIBIT “C”
DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
rclating to pupil records.

De-Identifiable Information (DII): Dec-Identification refers to the process by which the
Provider removes or obscures any Personally Identifiable Information (“PIT") from student records in

a way that rcmoves or minimizes the risk of disclosurc of the identity of the individual and information
about them.

Educational Records: Educational Records are official records, files and data directly related to
a student and maintained by the school or local education agency, including but not limited to,
records encompassing all the material kept in the student’s cumulative folder, such as general
identifying data, records of attendance and of academic work completed, records of
achicvement, and results of cvaluative tests, health data, disciplinary status, test protocols and

individualized education programs. For purposes of this DPA, Educational Records are referred to as
Student Data.

NIST: Draft National Institutc of Standards and Technology (“NIST”) Special Publication Digital
Authentication Guideline.

Operator: The term “Operator” means the operator of an Internet Website, online service,
online application, or mobile application with actual knowledge that the site, service, or application
is used primarily for K-12 school purposes and was designed and marketed for K-12 school
purposes. For the purpose of the Service Agreement, the term “Operator” is replaced by the term
“Provider.” This term shall encompass the term “Third Party,” as it is found in applicable state statutes.

Personally Identifiable Information (PID): The terms “Personally Identifiable Information” or
“PII” shall include, but arc not limited to, student data, mctadata, and uscr or pupil-gencrated content
obtained by rcason of the use of Provider’s software, wcbsite, service, or app, including mobile
apps, whether gathered by Provider or provided by LEA or its uscrs, students, or students’
parcnts/guardians. PII includes Indircct Idcntificrs, which is any information that, cither alonc or in
aggregatc, would allow a reasonable person to be able to identify a student to a rcasonable certainty.
For purposes of this DPA, Personally ldentifiable Information shall include the categories of
information listed in the definition of Student Data.

Provider: For purposes of the Service Agreement, the term “Provider” means provider of
digital educational software or services, including cloud-based services, for the digital storage,
management, and retrieval of pupil records. Within the DPA the term “Provider” includes the term
“Third Party” and the term “Operator” as used in applicable state statutes.

Pupil Generated Content: The torm “pupil-gencrated content” means materials or content created bya
pupil during and for the purpose of cducation including, but not limited to, essays, rcscarch
reports, portfolios, crcative writing, music or other audio filcs, photographs, vidcos, and account
information that cnables ongoing ownership of ?gpil content.



Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil that is
maintained by LEA and (2) any information acquired directly from the pupil through the use of
instructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal
Information and Covered Information, all of which are deemed Student Data for the purposes of this
Agreement.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Official: For the purposes of this Agrecment and pursuant to 34 CFR 99.31 (B), a School
Official is a contractor that: (1) Performs an institutional service or function for which the agency or
institution would otherwise use employees; (2) Is under the direct control of the agency or institution
with respect to the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosure of personally identifiable information from student records.

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584) to Division 8 of the Business and Professions Code relating to privacy.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
uscrs, students, or students’ parcnts/guardians, that is descriptive of the student including, but not limited
1o, information in the student’s cducational rccord or cmail, first and last name, homc address, tclephonc
numbcer, cmail address, or other information allowing onlinc contact, disciplinc records, vidcos, test
results, special cducation data, juvenile dependency rccords, grades, cvaluations, criminal records,
medical records, health records, social security numbers, biometric information, disabilities,
socioeconomic information, food purchases, political affiliations, religious information text messages,
documents, student identifies, search activity, photos, voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
California and federal laws and regulations, Student Data as specified in Exhibit “B” is confirmed to be
collceted or processed by the Provider pursuant to the Scrvices. Student Data shall not constitute that
information that has been anonymized or de-identified, or anonymous usage data regarding a student’s
use of Provider’s services.

SDPC (The Student Data Privacy Consortium): Rcfers to the national collaborative of schools,
districts, rcgional, territorics and statc agencics, policy makers, trade organizations and marketplace

providers addressing real-world, adaptable, and implementable solutions to growing data privacy
concerns.
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Subscribing LEA: An LEA that was not party to the original Services Agrecment and who accepts the
Provider’s General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PIL

Targeted Advertising: Targeted advertising mceans prescnting an advertisement to a student where the
sclection of the advertisement is bascd on student information, student rccords or student gencrated
content or inferred over time from the usage of the Provider’s website, online service or mobile
application by such studcnt or the retention of such student’s online activitics or requests over time.

Third Party: The term “Third Party” means a provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of pupil records.
However, for the purpose of this Agreement, the term “Third Party” when used to indicate the provider
of digital educational software or services is replaced by the term “Provider.”
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EXHIBIT “D”

DIRECTIVE FOR DISPOSITION OF DATA

San Bernardino County Superintendent of School§jjrects Data Makes the Difference, LLC.
dispose of data obtainedby Provider pursuant to the terms of the Service Agreement

to

between LEA  and Provider. The terms of the Disposition are set forth below:

Extent of Disposition

Disposition shall be:

Nature of Disposition

Disposition shall be by:

Timing of Disposition

Data shall be disposcd of by the
| following date:

Partial. The categories of data to be disposed of are as
follows:

X

7" Complete. Disposition extends to all categories of data.

X

Dcstruction or dclction of data.

____ Transfer of data. The data shall be transferred as sct forth
in an attachment to this Dircctive. Following confirmation from
LEA that data was succcssfully sransferred, Provider shall
destroy or delete all applicable data.

X

As soon as commercially practicable

By (Insert Date)

Authorized Representative of LEA

?II\V/\ (\'\J—\I/\.——-

Date
9/19/19

Verification of Disposition of Data

Date

by Authorized Representative of Provider




EXHIBIT “E”

GENERAL OFFER OF PRIVACY TERMS

1. Offier of Terms

Provider offcrs the samc privacy protcctions found in this DP A between it and San Bernardino County
Supcrintendent of Schools and which is dated 09/21/2019 to any other LEA (*“Subscribing LEA”) who
accepts this Genceral Offcr though its signaturc below. This General Offcr shall cxtend only to privacy
protcctions and Provider’s signaturc shall not nccessarily bind Provider to other tcrms, such as price,
term, or schedule of scrvices, or to any other provision not addresscd in this DPA. The Provider and the
othcr LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to suit the
unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (1) a material
change in the applicable privacy statutes; (2) a material change in the services and products subject listed
in the Originating Service Agreement; or three (3) years after the date of Provider’s signature to this Form.
Provider shall notify CETPA in the event of any withdrawal so that this information may be transmitted to
the Alliance’s users.

Provider:

BY: S\l}\r’\ /\'\J'\l/\/ Date: 9/1 9/1 9
Steve Maher Tile/Position: L TESIAENE

Printed Name:

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Subscribing LEA:
BY: Datc: =~ - _
Printed Namc: Title/Position:

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

Name: Ot€VE Maher =y~ Mpvo~—

Tue. President
Email Address: Steve @ datamtd .com
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EXHIBIT “F” DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

00618-00001/4274378.1
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vbmappapp.com Privacy Policy

This privacy policy has been compiled to better serve those who are
concerned with how their 'Personally Identifiable Information' (Pll) is
being used online. Pll, as described in US privacy law and information
security, is information that can be used on its own or with other
information to identify, contact, or locate a single person, or to identify
an individual in context. Please read our privacy policy carefully to get a
clear understanding of how we collect, use, protect or otherwise handle
your Personally |dentifiable Information in accordance with our website.

What personal information do we collect from the people that visit
our blog, website or app?

We do not collect information from visitors of our site or other details to
help you with your experience.

When do we collect information?

We collect information from you when you register on our site, place an
order, Open a Support Ticket or enter information on our site.

How do we use your information?

We may use the information we collect from you when you register,
make a purchase, sign up for our newsletter, respond to a survey or

marketing communication, surf the website, or use certain other site
features in the following ways:

* To personalize your experience and to allow us to deliver the type
of content and product offerings in which you are most interested.

» To allow us to better service you in responding to your customer
service requests.

* To quickly process your transactions.

* To send periodic emails regarding your order or other products and
services.

* To follow up with them after correspondence (live chat, email or
phone inquiries)



How do we protect your information?

Our website is scanned on a regular basis for security holes and known
vulnerabilities in order to make your visit to our site as safe as possible.

We use regular Malware Scanning.

Your personal information is contained behind secured networks and is
only accessible by a limited number of persons who have special
access rights to such systems, and are required to keep the information
confidential. In addition, all sensitive/credit information you supply is
encrypted via Secure Socket Layer (SSL) technology.

We implement a variety of security measures when a user places an
order enters, submits, or accesses their information to maintain the
safety of your personal information.

All transactions are processed through a gateway provider and are not
stored or processed on our servers.

Do we use 'cookies'?

Yes. Cookies are small files that a site or its service provider transfers to
your computer's hard drive through your Web browser (if you allow) that
enables the site's or service provider's systems to recognize your
browser and capture and remember certain information. For instance,
we use cookies to help us remember and process the items in your
shopping cart. They are also used to help us understand your
preferences based on previous or current site activity, which enables us
to provide you with improved services. We also use cookies to help us
compile aggregate data about site traffic and site interaction so that we
can offer better site experiences and tools in the future.

We use cookies to:
* Help remember and process the items in the shopping cart.



You can choose to have your computer warn you each time a cookie is
being sent, or you can choose to turn off all cookies. You do this through
your browser settings. Since browser is a little different, look at your
browser's Help Menu to learn the correct way to modify your cookies.

If you turn cookies off, some features will be disabled. It won't affect the
user's experience that make your site experience more efficient and
may not function properly.

However, you will still be able to place orders .

Third-party disclosure

We do not sell, trade, or otherwise transfer to outside parties your
Personally Identifiable Information.

Third-party links

We do not include or offer third-party products or services on our
website.

Google

Google's advertising requirements can be summed up by Google's
Advertising Principles. They are put in place to provide a positive

experience for users. https://support.google.com/adwordspolicy/answer/
13165487hi=en

We have not enabled Google AdSense on our site but we may do so in
the future.

California Online Privacy Protection Act

CalOPPA is the first state law in the nation to require commercial
websites and online services to post a privacy policy. The law's reach
stretches well beyond California to require any person or company in
the United States (and conceivably the world) that operates websites
collecting Personally Identifiable Information from California consumers



to post a conspicuous privacy policy on its website stating exactly the
information being collected and those individuals or companies with
whom it is being shared. - See more at: hiip://consumercal.org/
california-online-privacy-protection-act-caloppa/#sthash . 0FdRbT51.dpuf

According to CalOPPA, we agree to the following:

Users can visit our site anonymously.

Once this privacy policy is created, we will add a link to it on our home
page or as a minimum, on the first significant page after entering our
website.

Our Privacy Policy link includes the word 'Privacy’ and can easily be
found on the page specified above.

You will be notified of any Privacy Policy changes:
» On our Privacy Policy Page
Can change your personal information:
* By emailing us
* By calling us
* By logging in to your account
* By chatting with us or by sending us a support ticket

How does our site handle Do Not Track signals?
We honor Do Not Track signals and Do Not Track, plant cookies, or use
advertising when a Do Not Track (DNT) browser mechanism is in place.

Does our site allow third-party behavioral tracking?

It's also important to note that we do not allow third-party behavioral
tracking

COPPA (Children Online Privacy Protection Act)

When it comes to the collection of personal information from children
under the age of 13 years old, the Children's Online Privacy Protection
Act (COPPA) puts parents in control. The Federal Trade Commission,
United States' consumer protection agency, enforces the COPPA Rule,
which spells out what operators of websites and online services must do
to protect children's privacy and safety online.



We do not specifically market to children under the age of 13 years old.
Fair Information Practices

The Fair Information Practices Principles form the backbone of privacy
law in the United States and the concepts they include have played a
significant role in the development of data protection laws around the
globe. Understanding the Fair Information Practice Principles and how
they should be implemented is critical to comply with the various privacy
laws that protect personal information.

In order to be in line with Fair Information Practices we will take
the following responsive action, should a data breach occur:
We will notify you via email

* Within 7 business days

We also agree to the Individual Redress Principle which requires that
individuals have the right to legally pursue enforceable rights against
data collectors and processors who fail to adhere to the law. This
principle requires not only that individuals have enforceable rights
against data users, but also that individuals have recourse to courts or

government agencies to investigate and/or prosecute non-compliance
by data processors.

CAN SPAM Act

The CAN-SPAM Act is a law that sets the rules for commercial email,
establishes requirements for commercial messages, gives recipients the
right to have emails stopped from being sent to them, and spelis out
tough penalties for violations.

We collect your email address in order to:

» Send information, respond to inquiries, and/or other requests or
questions

* Process orders and to send information and updates pertaining to
orders.

» Send you additional information related to your product and/or
service



* Market to our mailing list or continue to send emails to our clients
after the original transaction has occurred.

To be in accordance with CANSPAM, we agree to the following:

* Not use false or misleading subjects or email addresses.

* ldentify the message as an advertisement in some reasonable

way.

* Include the physical address of our business or site headquarters.

* Monitor third-party email marketing services for compliance, if one
is used.

* Honor opt-out/unsubscribe requests quickly.

* Allow users to unsubscribe by using the link at the bottom of each
email.

If at any time you would like to unsubscribe from receiving future
emails, you can email us at

* Follow the instructions at the bottom of each email and we will
promptly remove you from ALL correspondence.

Contacting Us

If there are any questions regarding this privacy policy, you may contact
us using the information below.

vbmappapp.com

17 Greystone Dr.
Mountaintop, PA 18707
support@datamtd.com
570-332-2285



Data Makes the Difference, LLC is fully compliant with the HIPAA Standards for Privacy,
Electronic Transactions and Security (including the HITECH Act and the Omnibus Rule
of 2013). Data Makes the Difference, LLC Health has implemented policies, processes,
and procedures designed to ensure compliance with Federal and State information
security laws, regulations, and rules, and monitors ongoing compliance efforts and
maintains various reporting mechanisms that are required by law or requested by its
customers. Data Makes the Difference, LLC recognizes that it is a key business partner
with its customers and will continue to provide all of its various programs and services in
accordance with the relevant requirements of all state and federal laws and regulations,
including, as applicable, HIPAA,

For additional information regarding Data Makes the Difference, LLC privacy practices
as they relate to this website, please see the Privacy Policy below.

Questions regarding Data Makes the Difference, LLC HIPAA policies or compliance may
be directed to:

Steve Maher
steve@datamtd.com

eflapp.com Privacy Policy

This privacy policy has been compiled 1o better serve those who are concerned with
how their 'Personally Identifiable information' (Pll) is being used online. Pli, as
described in US privacy law and information security, is information that can be used on
its own or with other information to identify, contact, or locate a single person, or to
identify an individual in context. Please read our privacy policy carefully to get a clear
understanding of how we collect, use, protect or otherwise handle your Personally
Identifiable Information in accordance with our website.

What personal information do we collect from the people that visit our blog,
website or app?

We do not collect information from visitors of our site or other details to help you with
your experience.

When do we collect information?

We collect information from you when you register on our site, place an order, Open a
Support Ticket or enter information on our site.

How do we use your information?



We may use the information we collect from you when you register, make a purchase,
sign up for our newsletter, respond to a survey or marketing communication, surf the
website, or use certain other site features in the following ways:

+  * To personalize your experience and to allow us 1o deliver the type of content
and product offerings in which you are most interested
* To allow us to better service you in responding to your customer service
requests

+  «To quickly process your transactions

+ = To send periodic emails regarding your order or other products and services

+ *To follow up with them after correspondence (live chat, email or phone inquiries)

How do we protect your information?

Our website is scanned on a regular basis for security holes and known vulnerabilities in
order to make your visit to our site as safe as possible.

We use regular Malware Scanning.

Your personal information is contained behind secured networks and is only accessible
by a limited number of persons who have special access rights to such systems, and
are required to keep the information confidential. In addition, all sensitive/credit
information you supply is encrypted via Secure Socket Layer (SSL) technology.

We implement a variety of security measures when a user places an order enters,
submits, or accesses their information to maintain the safety of your personal
information.

All transactions are processed through a gateway provider and are not stored or
processed on our servers.

Do we use 'cookies'?

Yes. Cookies are small files that a site or its service provider transfers to your
computer's hard drive through your Web browser (if you allow) that enables the site's or

service provider's systems to recognize your browser and capture and remember
certain information.

We use cookies to: Keep you logged into the website. You can choose to have your
computer warn you each time a cookie is being sent, or you can choose to turn off all
cookies. You do this through your browser settings. Since each browser is a little
different, look at your browser's Help Menu to learn the correct way to modify your
cookies. If you turn cookies off, you will not be able to log into the website.

Third-party disclosure

We do not sell, trade, or otherwise transfer to outside parties your Personally
Identifiable Information.



Third-party links
We do not include or offer third-party products or services on our website.

Google

Google's advertising requirements can be summed up by Google's Advertising
Principles. They are put in place to provide a positive experience for users.

We have not enabled Google AdSense on our site but we may do so in the future.
California Online Privacy Protection Act

CalOPPA is the first state law in the nation to require commercial websites and online
services to post a privacy policy. The law's reach stretches weli beyond California to
require any person or company in the United States (and conceivably the world) that
operates websites collecting Personally Identifiable Information from California
consumers to post a conspicuous privacy policy on its website stating exactly the
information being collected and those individuals or companies with whom it is being

shared. - See more at: hitp://consumercal.org/california-online-privacy-
protection-act-caloppa/#sthash.OFdRbT51.dpuf

According to CalOPPA, we agree to the following: Users can visit our site
anonymously. Once this privacy policy is created, we will add a link to it on our home
page or as a minimum, on the first significant page after entering our website. Our

Privacy Policy link includes the word 'Privacy’ and can easily be found on the page
specified above.

You will be notified of any Privacy Policy changes:

«  +Onour Privacy Policy Page
You can change your personal information:

+  » By emailing us
« e+ Bycalling us
+ By logging in to your account
+ By chatting with us or by sending us a support ticket

How does our site handle Do Not Track signals? We honor Do Not Track sighais and

Do Not Track, plant cookies, or use advertising when a Do Not Track {DNT) browser
mechanism is in place.

Does our site allow third-party behavioral tracking? It's also important to note that
we do not allow third-party behavioral tracking

COPPA (Children Online Privacy Protection Act)



When it comes to the collection of personal information from children under the age of
13 years old, the Children's Online Privacy Protection Act (COPPA) puts parents in
control. The Federal Trade Commission, United States' consumer protection agency,
enforces the COPPA Rule, which spells out what operators of websites and online
services must do to protect children’s privacy and safety online.

We do not specifically market to children under the age of 13 years old.

Fair Information Practices

The Fair Information Practices Principles form the backbone of privacy law in the United
States and the concepts they include have played a significant role in the development
of data protection laws around the globe. Understanding the Fair information Practice
Principles and how they should be implemented is critical to comply with the various
privacy laws that protect personal information.

In order to be in line with Fair Information Practices we will take the following
responsive action, should a data breach occur: We will notify you via email » Within
7 business days

We also agree to the Individual Redress Principle which requires that individuals have
the right to legally pursue enforceable rights against data collectors and processors who
fail to adhere to the law. This principle requires not only that individuals have
enforceable rights against data users, but also that individuals have recourse to courts
or government agencies to investigate and/or prosecute non-compliance by data
processors.

CAN SPAM Act

The CAN-SPAM Act is a law that sets the rules for commercial email, establishes
requirements for commercial messages, gives recipients the right to have emails
stopped from being sent to them, and spells out tough penaities for violations.

We collect your email address in order to:

*+ * Send information, respond to inquiries, and/or other requests or questions
+  *Process orders and to send information and updates pertaining to orders
+  + Send you additional information related to your product and/or service
*  *» Market to our mailing list or continue to send emails to our clients after the
original transaction has occurred
To be in accordance with CANSPAM, we agree to the following:

+  * Notuse false or misleading subjects or email addresses
*  * ldentify the message as an advertisement in some reasonable way



+  *Include the physical address of our business or site headquarters

* * Monitor third-party email marketing services for compliance, if one is used
» = Honor opt-out/unsubscribe requests quickly

= Allow users to unsubscribe by using the link at the bottom of each email

If at any time you would like to unsubscribe from receiving future emails, you can
email us at

* Follow the instructions at the bottom of each email and we will promptly remove you
from ALL correspondence

Contacting Us

If there are any questions regarding this privacy policy, you may contact us using the
information below.

Data Makes the Difference, LLC
Steve Maher
steve@datamtd.com
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