STANDARD STUDENT DATA PRIVACY AGREEMENT

TX-NDPA v1r6

School District or LEA
Prosper Independent School District

and

Provider
Advanced Brain Technologies
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STANDARD STUDENT DATA PRIVACY AGREEMENT TX-NDPA

This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective
Date”) and is entered into by and between:

[ Prosper Independent School District ], located at [605 E Seventh St, Prosper TX 75078] (the “Local Education Agency” or “LEA”)

_ 0. Sk.zoy
520 N- Nt ()llﬁl{hé “Provider”).

o o nvuille, AT B o
WHEREAS, the Provider is providing educational or digital services to LEA.

and

[Advanced Brain Technologies ], located at i

WHEREAS, ihe Provider and LEA recognize the need to protect personally identifiable student
information and other regulated data exchanged between them as required by applicable laws and
regulations, such as the Family Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34
CFR Part 99); the Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR
Part 312), applicable state privacy laws and regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their
resgective obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. A description of the Services to be provided, the categories of Student Data that may be provided
by ILEA to Provider. and other information specific to this DPA are contained in the Standard
Clauses hereto.

2. Special Provisions. Check if Required
@ If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby
incorporated by reference into this DPA in their entirety.
_| if checked, LEA and Provider agree to the additional terms or modifications set forth in
—__ Exhibit “H”. (Optional)
/ If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise
known as General Offer of Privacy Terms

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions
will centrol. In the event there is conflict between the terms of the DPA and any other writing,
including, but not limited to the Service Agreement and Provider Terms of Service or Privacy
Pclicy the terms of this DPA shall control.

4. This DPA shall stay in effect for three (3) years. Exhibit “E” will expire three (3) years from the
date the original DPA was signed.

5. The services to be proviced by Provider to LEA pursuant to this DPA are detailed in Exhibit “A”
the “Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be
given via e-mail transmission, or first-class mail, sent to the designated representatives below.
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STANDARD STUDENT DATA PRIVACY AGREEMENT TX-NDPA

The designated representative for the LEA for this DPA is:

Name: -€rnando De Velasco Tite: Chief Technology Officer

Address: 605 E Seventh St

(469) 219-2050 Email- fdevelasco@prosper-isd.net

Phone:

The designated representative for the Provider for this DPA is:

Name: \_/ ek Iilj\,\\ Ll L&'/ Title: @D:\‘hflﬁ (Ler

Address: 520 N (MNarket plLLLL., \Bf. SRVZ-G“ITOL/"\[\L(V‘VNL@; UT 840ty

Phone: .~ B0~ (1 22-5¢ Tl Email: _ \[iCki 0o advanced bvalp . conn

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

IL;::A | ﬁnw Date: 4/1 1/22

Printed Name:FernandO De VeIaSCO TitIe/Position:CTO

Provider:

By: [Jx L[Q a'buu:{’it Date: _ /[-25-2022.
Printed Name:”__\fic ki Phaosiler Title/Position: ___ (ot \\ey

TX-NDPA v1i6 Page 3 of 23



STANDARD STUDENT DATA PRIVACY AGREEMENT TX-NDPA

STANDARD CLAUSES
Version 1.0
ARTICLE |I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect
Student Data including compliance with all applicable federal, state, and local privacy laws, rules,
and regulaticns, all as may be amended from time to time. In performing the Services, the Provider
shall be considered a School Official with a legitimate educational interest, and performing
services otherwise provided by the LEA. Provider shall be under the direct control and supervision
of the LEA, with respect (2 its use of Student Data

2. Zhunent Data to Be Provided. In order to perform the Services described above, LEA shall
sicvide Student Data as identified in the Schedule of Data, attached hereto as Exhibit “B”.

3. UFA Cetinitionis. The aefinition of terms used in this DPA is found in Exhibit “C”. In the event
of a conflict, definittons used in this DPA shall prevail over terms used in any other writing,
including, but not limited to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE il: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider further acknowledges and agrees that all copies of such Student Data transmitted
in the Provider, inctuding ary modifications or additions or any portion thereof from any source,
are suuject to the provisions of this DPA in the same manner as the original Student Data. The
Parties ayree that as behweean ther, ell rights, including all intellectual property rights in and to
Student Data contemplatecd per the Service Agreement, shall remain the exclusive property of the

LEAL For the purpozas of FERPA, the Provider shall be considered a School Official, under the
control and direction of tne LEA as it pertains to the use of Student Data, notwithstanding the
above.

2. Paren Access. To the exiant sequired by law the LEA shall establish reasonable procedures by
which 2 parent. leg2! guardian, or eligible student may review Education Records and/or Student
Data correct erronaous Infermation, and procedures for the transfer of student-generated content
wos parsonal accourt, consistent with the functionality of services. Provider shall respond in a
reasoniabiy timely rnanner {end no later than forty five (45) days from the date of the request or

urzuant to the time frame required under state law for an LEA to respond to a parent or student,
whichever is sooner! to the LEA’s request for Student Data in a student’s records held by the
Lrovieer (0 view or correct as necessary. In the event that a parent of a student or other individual
coriiacts tine Provider to review any of the Student Data accessed pursuant to the Services, the
Erovider snall refer the parent or individual to the LEA, who will follow the necessary and proper
procedures regarding the requested information.
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3.

3.

Separate Account. If Student-Generated Content is stored or maintained by the Provider,
Provider shall, at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer,
said Student-Generated Content to a separate account created by the student.

Law Enforcement Requests. Should law enforcement or other government entities (“Requesting
Party(ies)”) contact Provider with a request for Student Data held by the Provider pursuant to the
Sarvcas, the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting
P20ty unless lawfully directed by the Recuesting Party not to inform the LEA of the request.

subprocessors. Frovicer shall enter into written agreements with all Subprocessors performing
wiricuons for tne Provider in order for the Provider to provide the Services pursuant to the
Savvice Agreement. wheraby the Subprocessors agree to protect Student Data in a manner no
less stingent than the terms of this DPA.

ARTICLE Ili: DUTIES OF LEA

Mrovide Data ia Comphance with Applicable Laws. LEA shall provide Student Data for the
nurposes of obtaining tne Services in compliance with all applicable federal, state, and local
privacy faws, rules, and regulations, all as may be amended from time to time.

Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or
Studen: Data under FERPA, (34 CFR § 99.31(a)(1)), LEA shall include a specification of criteria
for ugtermining who constitutes a schooi officiai and what constitutes a legitimate educational
At cretir e annea’ rolif cation of rights.,

Ressonabie Prece dons. oEA shall take reasonable precautions to secure usernames,
casswords, and any other imeans of gaining access to the services and hosted Student Data.

cnoudnorizad Ancess wotification. LEA shall notify Provider promptly of any known
coadihionzed access LEA will assist Providar in any efforts by Provider to investigate and respond
tD any unauthorizec access.

ARTICLE V: DUTIES OF PROVIDER

Frivacy SCompiliance. Tne Provider shall comply with all applicable federal, state, and local laws,
nlez and regulations nertaining to Student Data privacy and security, all as may be amended

o aine 10 tme.

Autnorizea Use. The Student Data shared pursuant to the Service Agreement, including
rersistent unique identifiers, shall be used for no purpose other than the Services outlined in
Pl BAT or ctatad in ths service Agreement and/or otherwise authorized under the statutes

-t i SRSV | W A YA
slerred la kercin thes [BIRA-Y

~roeiver Breployee Quliaafion. Provider shall require all of Provider's employees and agents
s nove ancess te Student D'ata to comply with all applicable provisions of this DPA with respect
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tothe Student Data shered under the Service Agreement. Provider agrees to require and maintain
21 aneropriste configeniaiity agreement from each employee or agent with access to Student
I¥ata pursuant to the Searvice Agreement.

4. o Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of
any Siudent Data or any noartinn thereof, including without limitation, user content or other non-
pucic information and/or personally identifiable information contained in the Student Data other
a3 dirscled or penmitied by the LEA or this DPA. This prohibition against disclosure shall not
Cophvio aggragate s omnmanes of De-ldentified information, Student Data disclosed pursuant to a
e fuilly issued subnoara oF other legal process, or to Subprocessors performing services on

Leazlf of the Previder pursuant to this DPA. Provider will not Sell Student Data to any third

r '*r‘h’,

5. -"w-; dentified Data: Provider agrees not to attempl to re-identify De-ldentified Student Data. De-
f ¢ Data may Dz nzed ny the Provider Tor those purposes allowed under FERPA and the
wein s pureaces 1) pecicting the LZA o other governmental agencies in conducting research
chalnerstudies; 200 2 resescc! and development of the Provider's educational sites, services,
- aonphcations, 2 o demmonstraie the effectiveness of the Services; and (3) for adaptive

'eaoning purpose and for customized student learning. Provider's use of De-Identified Data shall
survive tarmination of this OFA or anv request by LEA to return or destroy Student Data. Except
Tor subRiccessuis, Froviaer agrees nat to transfer de-identified Student Data to any party unless
(-t party agiees 0 wrining aot to attempt re-identification, and (b) prior written notice has been
ciwveris the LEA who nze crovided prior written consent for such transfer. Prior to publishing any
aocument that namas the LEA explicttly or indirectly, the Provider shall obtain the LEA’s written
=poroval of the marner :n which De-\dentified Data is presented.

—

’

6. isoositicn of Data, Unon writier request frorn the LEA, Provider shall dispose of or provide a

Caoccashn D ine LA o ransfer Student Data obigined under the Service Agreement, within
Tty lu(;, aays of U @G of szid request @nd according to a schedule and procedure as the
Sartes ey reasenabiy agree. Jdpen termination of this DPA, if no written request from the LEA
monesed, Provider snali cispose of 2ll Student Data after providing the LEA with reasonable
vt sotice, The duty 2 disoase of Stadant Data shall not extend to Student Data that had been
e-ldentified or pnlacea in a separate student account pursuant to section Il 3. The LEA may
coaloay s thiveciive for Disposition of Data” form, a copy of which is attached hereto as Exhibit
S ke LEA end Provider amploy Exhibit “D”, no further written request or notice is required

v tres oart of either party prior to the disposition of Student Data described in Exhibit “D”.

7. covertising Linvtctens. Provider is prohibitad from using, disclosing, or selling Student Data to
) inTorindienes, o ensinle Targeted Advertising; or (b) develop a profile of a student, family
<HIEY ':fv/r:':arriipn cr graup, for any p 'rmse other than providing the Service to LEA. This section
e aeahikie S e Do using Stodart Data (i) for adaptive learning or customized student
LR {-r.m/,dz. 5 csmerching persoralized learning recommendations); or (ii) to make product
Loocnrercatiors tecnochess or LEA eriployees; or (i) to notify account holders about new
EoUCHNnn Nroduct wpdaies. feaiures, or services or from otherwise using Student Data as
Lavreaiend n this Lk and ils accompaiying exhibits
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ARTICLE V: DATA PROVISIONS

1. Sata S’;ﬁorage Where recuired by applicable iaw, Student Data shall be stored within the United
Joon reguest of the LEA, Provider will provide a list of the locations where Student Data

s1ate

'.‘ 3

o

10 S/

—

2. Aucits. No more than ance @ vear, or following unauthorized access, upon receipt of a written
‘aquest from the LEA with at least ten (10) business days' notice and upon the execution of an
approgpriate confide: .tlalﬁy *'greemeni the Provider will allow the LEA to audit the security and

v maensores that 2 in niace o ensurs protection of Student Data or any portion thereof as

perains o the delivenr 2° sarvices f¢ thie LEA . The Provider will cooperate reasonably with the
Shoan any local, stzie, or faderal agency with oversight authority or jurisdiction in connection
withe any audit or investigation of the Provider and/or delivery of Services to students and/or LEA,
=1d snelt provide reasonalie access to the Provider's facilities, staff, agents and LEA’s Student
Data end all records pertaicing ‘o the Provider. LEA and delivery of Services to the LEA. Failure

1o reasonably cooperate shail De deemed a material breach of the DPA.

‘ecurity. The Providar agrees fo utilize administrative, physical, and technical safeguards
soirmed o orotest Studert Dela from unautherized access, disclosure, acquisition, destruction,
ne, or ”\or'lrzf"lun The Frovider shall adhare to any applicable law relating to data security. The
Creviser shiall iopieimant i adequate Cypersecurity Framework based on one of the nationally
recognized stardards sal forth in Txnikit “F. Exclusions, variations, or exemptions to the
identtiod Cybersecurity rremewerk must be detailed in an attachment to Exhibit “H”.
Snacabirnally, Provicer miav chocse (o further detall its security programs and measures that
¢ oeovent or are in addition 1o tne Cyoersecunty Framework in Exhibit “F”. Provider shall provide,
i the Standard Schecue 1o the DPA. contact information of an employee who LEA may contact
i ners are any Jdata ssourity concerns or questons.

Liote Deansh, I oine cvent of an anasthoriced release, disclosure or acquisition of Student Data
Al nempramises the saouhy, confidentiality or integrity of the Student Data maintained by the
Ponanss e Feovcler ebali o srovide petification to LEA within seventy-two (72) hours of
co ot ofthe coican U zse nobification within this time: lirnit would disrupt investigation of
e emest iy law oo re et o such 20 event, notfication shall be made within a reasonable
srow star e incident. ey dasroghall foliow the foilowing process:

YN Tea gacu iy hren b aedfeation Jescrivad above shall include, at a minimum, the following
rformerion to fhe axviant known by the :’rov d=- 2nd a3 it becomes available:
Lo The neme 2ot cordact informnation of the reporting LEA subject to this section.
i Alistof tho types of parsonal mf«rmatr)n that were or are reasonably believed to
have conn he subject of a breach
il W ithe information i possible o de ,ermh‘ua at the time the notice is provided, then
either /1) the date of the breaci. (2) the estimated date of the breach, or (3) the
aate ranoe witnun which the breacn occurred. The notification shall also include the

date o the nohce
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v, Whether e ootification was delayed as a result of a law enforcement
investiganicr. if inat information is possible to determine at the time the notice is
oroviced: and

v A gonsiel description of the breach incident, if that information is possible to
deterivine ai the time the notice is provided.

{2, Frovider ag az= tu zdhere 0 all federal and state requirements with respect to a data
breach -e'zt=7 -0 7 Stucant Data, including, when appropriate or required, the required
respons‘.i’ dites and procedures for notification and mitigation of any such data breach.

(3) Provider furtnar acknowledges and agrees to have a written incident response plan that
reflects besr oracdces and is consistent with industry standards and federal and state law
for responcing ¢ @ data breach, breach of security, privacy incident or unauthorized

Sluicen: Jata or eny porticn thereof, inciuding personally identifiable

Aformatize andd 2 yrzes o provide LEA, upor reguest, with a summary of said written

cident rasrong s

ASGUISLON O LEE o

CLLEA shall poovide nelice ana facte surrounding the breach to the affected students,
carents or guaicen

(5) inthe even: of z nreacrn ariginaling ficm LEA's use of the Service, Provider shall cooperate
N TAID e adens nooasseny o axpacitiously secure Student Data.

fETIOUE W GENERAL OFFER OF TERMS

Provider meav oy signing 12 @hacheo form o "Generatl Uffer of Privacy Terms” (General Offer, attached
hereto &3 £xiHinit "7, ve oourd oy ne termis of Exhibit “£” to any other LEA who signs the acceptance
on said Exnibit. The ferim s iniied oy the termns and condilions described therein.

SRTICLE Vi MISCELLANEDUS

1. Cervcnaiion. Inthe avent thad either Farty sezhs to terminate this DPA, they may do so by mutual
written consent so iong =s the Service Agreerment has lapsed or has been terminated. Either party
may terminate this [D7°A and any service agreement or contract if the other party breaches any
terms of this Di=A.

2. Effect of Termination Survival. if the Service Agreement is terminated, the Provider shall

~

cestroy alt of LEA’s Studzsni Data pursuain o Artce 1V, section 6.

w

VUi Agrestisenis, 1 has DA erell govern the treatment of Student Data in order to comply
willi ne prizacy picle chione, incivaing those touna in FZRPA ana all applicable privacy statutes
entiled n s T2a0 In he event tnere is confiict between the terms of the DPA and the Service
Agrsement, Tenas of Sarvice, Privacy Policies, or with any other bid/RFP, license agreement, or
weting the tarms SF o DA shal epply and take precadence. In the event of a conflict between
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Fxhibit “H”. the SHP0 Stendard Clauses and/or the Supplemental State Terms, Exhibit “H”
vili control, foliowes by the Supolementat State Terms. Except as described in this paragraph
harein, ail other grovisiens of the Service Agreement shall remain in effect.

4. LCntire Agreement. Tiis DPA and the Service Agreement constitute the entire agreement of the
Parties relating to *he subiect matter hereof and supersedes all prior communications,
representations, of egreements, orai or wriiten, by the Parties relating thereto. This DPA may be
sragnilag and the obhservanoe o8 any drovision cf this DPA may be waived (either generally or in
e parlizalar insizince ar | aitbier retrozstively or prospectively) only with the signed written
cansent of hath Darties, Meither faiivira nor delay or the pert of any Party in exercising any right,
rower, or privilege nerevnder shiall operate as a waiver of such right, nor shall any single or partial
exerciae of any suchviaht, sower, or privilege preciude any further exercise thereof or the exercise
cranv other naht, oowst, o £ iviieys.

5. Sovarvalility. fonv nosgon ofthis BDPA thet is prehibited or unenforceable in any jurisdiction shall,
TE N ew _h jurisdintinn, pe e Factive to the 2r ‘nn* of auch orohibiticn or unenforceability without
wovelidarng the rors e e recsisions of this DIPA and any such prohibition or unenforceability in
srooansdiction snst orct wvelicata o render urnenforceable such provision in any other
Qi zion, ‘éa‘/t..'!:a'nm 1incthe foregoiny, i sich provision could be more narrowly drawn so as
Cof e ne pooniied o caenfo caable inosuch jurisdiction while, at the same time, maintaining the
imtent ov thz Parties « zizll, as 16 such jurisdiction. be so narrowly drawn without invalidating the
Fames iy provisiens of wus LEA or atiecling ine validity or enforceability of such provision in any
ofrer unsdiction.

6. Ticuwerriag Law: "-."unml g !u"is'licii-zs'c THIS DPA WILL RE GOVERNED BY AND
0 ‘J:':‘"l FJ’:’D " f-\-"‘.".O SOAMCE VT THE LAWS OF THE STATE OF THE LEA, WITHOUT
NECARD TO CONFLILT C° CAW PRINCIFLZS. IZACH PARTY CONSENTS AND SUBMITS
0 "!'H‘- 3OLE AND £ (E‘L’ 'SIVE JURISDICTION TC THE STATE AND FEDERAL COURTS
SIDV TS EL COUNTY OF THE L EA FORF ANY DISPUTE ARIEING OUT OF OR RELATING TO

S OEAORT -1E— THA\\i SACTIONS CONTEMPLATED HEREBY.

Fuer Eeognd Toic M0 i 2rd ei il e binding upor: the respective successors in interest
Ty UL T T 2 0 2OsT, mf.frn'--‘if’rn ~cicaiidation 27 other business reorganization
ottt saoate of such busiress In the event that the Provider sells,
s ofits business to a sucscessor during the term of this DPA, the
(antice fnthe  EA no latar than sixty (60) days after the closing date
o0 ods arvger, or ci:;:cm.‘. Soct notics shall include @ written, signed assurance that the
eyccessor will assume the asligations of the DPA and any obligations with respect to Student
et o U Lelvics forsamien. Tne LEA nas ine authority to terminate the DPA if it
caaspicres of he sus 28500 0 whio the FProvider s selling, merging, or otherwise disposing of

Comanaia that s eulhinrized o bind o the terms of this DPA, including
odan ef Shadent Data end any portion thereof contained therein, all
tzl :71 swtians, individuale, ermployees or contractors who may have access to

i PN ] g g e e g sy
At wGrLOG Terey.

TX-NDPA S Page 9 of 23



STANDAI 2 £ TUDENT DATA PRIVAC ¥ AGREEMENT TX-NDPA

atezr of any sac ot ard beth perties reserve the right to exercise any such right from
fyra wa iime, as ofien as miay be deemed expedient.
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EXHIBIT “A”
DESCRIPTION OF SERVICES

ﬂ\p LAS-LQ—V\\\\\CK qu( HUAAN
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STANDARD STUDENT DATA PRIVACY AGREEMENT
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EXHIBIT “B”
SCHEDULE OF DATA

| Catagory of Data

Elements

——m = 4w —

Application Technology
Meta Data

IP Addresses of users, lise of cookies, etc.

- Other application technology meta data-Please specify:

Apnplicciion Use

|
Meta data or user :rieraction with application

Statistics [ |
Assessment . Standardized test scores

, Observation data

I .

| Other assessment data-Plezise specify:

| .
Attendance Studgernd school (daily) attendance data

2 ¢ Vepore ;b e teyes s
- Student class attendance cata

Communications

Online communications captured (emails, blog entries)

Condu-t

Condiuct G pendvioral ada

Demographics

: Date of Birth

riace of Birth

CHancily Of race

Laniguage hiforniaton (nauve, or primary language
- spekan by student)

TX-NDPA vire
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STANDARD STUDENT DATA PRIVACY AGREEMENT

Category of Data

| Elements

meaw o 44 Feaix ey B riae em

Enrollinznt

Other demographic information-Piease specify:

s w———— B

N

Siudent schoot enrollment

bl TIPPIE IPPAE SRR | ———
Stugant grade lavel

~.

HACMEroo

Cualdarnce counseior

[} | |

- Spedific cutricuium programs

[P .

Year of graduation

Other enrollment information-Please specify:

1

Parent/Guardian
Contact Information

ZIDOH
A !
NG

Parent/Guardian iD

Parcr.i'Guardian Name

Pocent i ranber (created to link parents to students)

First analor Last

Scheduie

Siutien: scneduled courses

Teacner names

Special indicator

TX-NOPA vird

Engiish language learner information

e et

o aheoife status

dedical alerts/ health data

|
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STANDARD STUDENT DATA PRIVACY AGREEMENT

i !
Category of Data Elements VT -
i x Tkl " 1] e |
Student disability information

seesiafized education services (IEP or 504)

A By e ey o = 14 R e
Living situaions (nomelessicsiar care)

Otiier indivator information-Please specify:

Information

Studen! Zoataot BRIt

“hone

Sivaent identifiers

B . LT

Lotan (Senoal disiict) 10 number

il P L R Nl Tr
ate D numeer

Aesvidenspp assigned student ID number

AP useinaine

SiLgen a0p passwords

Student Name

rirst andior Last

I S D | A I

Student In App
Performance

Progrzam/application  performance  (typing  program-
Liddein e ges by owpin, reading program-student reads

Leiow Grade level)

L]

|
| Stuger Program
| Membersiup

Acsdamic or exiracurricular activities a student may
elong to or oarticipate in

||

Studern Survey
| Rezpnrses

Student work

TX-NEPA !

LTl UEennr as B sunveys oF questicnnaires

[PA

sivdent generated content; writing, pictures, etc.

N
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TX-NDPA

3

g : 1
~ Category of Data | Elements
T : B y i 4
|
Cither stucent work data -Please specify:

Transenpi

QdRnT COUNSE gradcs

T T PP S iz
SR O IRsSeEQ e

Sindent coursa grades/ performance scores

P R Y e T T e s AT Bt e r . ., SR
Liher trgnelnpt date - Plesse spacily:

-

COUAETL D g ausgnment

Stucent woCup andior arop cff iscation

- Siudent bus card 1D number

- Ouws Laaspuistion data - Picase specify:

.
| Other

- sase s each additional ata element used, stored, or
cokected by your application:

[ |

None

S e R T s s

Mo Siudent Cata collected at this time. Provider will
i telv notity LEA if this designation is no longer

P e ]
e ds

applicaoe.,

4V

L

TX-MLGPA virg
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EXHIBIT “C”
DEFINITIONS

De-identified Data and De denfificstion: Records and information are considered to be De-ldentified
when ail personally identifiat:ie information has been removed or obscured, such that the remaining
inforraacon does not reascinadiy idantiny & specific inaividual, including, but not limited to, any information
that, alone or in combinaticn is iinkeble to a specific student and provided that the educational agency,
or other narty, has made a reasonanie determination ihat a student’s identity is not personally identifiable,
taking into account reasonasia available infcrmiat o

Edu - aticre! Pecords: Edus Yona' Tecords are records, files, documents, and other materials directly
o 2 ehident and mis mined by ibe schocl or local ducation agency, or by a person acting for
such s;t;:'r:m‘i wlocal educeti-v sgang; irsh ding out net limited to, records encompassing all the material
kept in ine shident’s cumulatiis [ luu sucn e caneral identifyirg data, records of attendance and of
acaoeimic vork completed, recosds ;,f schieyzment, zrd results of evaluative tests, health data,
disciplinary status, test protooois znd individealized 28ucztion programs.

Matadala mea vatior then ore IPs s meanicg énd cortext Lo cther data being collected; including,
Cut nat imitad to: ""at nc* time records and purpese of creation Metadata that have been stripped of all
dir=ct ard indiract idsntifiers ro nol conciderad Personally !dentifiable Information.

Operator: means the oper=tzr o an internel waisite, online service, online application, or mobile
appiication with actuai knowicage at the sie, service, or application is used for K—12 school purposes.
Any critisy tha: operates an e et wadsile, onnhe seivice, online application, or mobile application that
nes anterad into @ signed «o e agreement with an LEA to provide a service to that LEA shall be

considarza an "aperator” £3- 1 punanes 2f this sartion

Ongloaling LLA AN LEA WO orgmaity eaacuwes the DPA N its entirety with the Provider.

Piowvives: For aurposes of s DA the @i "Froviuar” means provider of digital educational software
Q7 sevin2s. Inciuding clauo-netad seivices, 1or the diglal storage, management, and retrieval of Student
Daia. Wn nin the DPA the term ‘Frovider” mcludes the term “Third Party” and the term “Operator” as used

IN Gl Llletie $Ete stawigs,

Student Generated Cont=rt The term “Student-Cererated Content” means materials or content
creatzd Dy a stwdent In the zervices inclucing, but not limited to, essays, research reports, portfolios,

creasve wiiting, rnusic 9 orhar edio diles, uaciograuns, videns, and acccunt information that enables

GG owmarship of Stude s oty

School Official: For the purposes of this TFA and mirsuant to 34 CFR § 99.31(b), a School Official is a
corracior that: (1) Perforana an instituticnal servies or function for which the agency or institution would
Cthevize i amoloyees: 77 s Lyder e cirect eontrol of the agency or institution with respect to the
use @l menienance of Toocianl Doty incadng Sdiscaton [Records; and (3) Is subject to 34 CFR §
20 T2 aggning the vse 2y cz-giciozure of Pesonelv Mdentitiable Information from Education
Record:

Seovica Agreement: Refers o the Contrea’, Purchase Order or Terms of Service or Terms of Use.
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STANDARTZ STU2ENT DATA PRVACY AGREEMENT TX-NDPA

Stuccnt Data: Student Dafa roludes ary data, whether gathered by Provider or provided by LEA or its
useis sidnenis, or studente narenig/guardians, thet is descriptive of the student including, but not limited
to, iniormation in the studer’s axuceiional recerd or email, first and last name, birthdate, home or other
physice! address, telephons numbder, emait address, or other information allowing physical or online
coriact. discipline records, videos, test results, special education data, juvenile dependency records,
grades, SvGnabions, criming! rezoras, 1edoar records, healih records, social security numbers, biometric
informatcn disahilities, socicesonomic information. individual purchasing behavior or preferences, food
purchaszes vaofitical effiiaticns, religious information, text massages, documents, student identifiers,
searcn z@ctivity, photos, vc‘;:a recornings, geolocatian irformation, parents’ names, or any other
information or identification rumber inat would proveae information about a specific student. Student Data
incuciss feis Data. Studeni Daia fuither includes “Personally Identifiable Information (PIl),” as defined
in 54 C.5.R §29.3 and as defined under ary zpplicabte state law. Student Data shall constitute Education
Recorcs for the purposes oi this DFA 2and for the purgoses of federal, state, and local laws and
recuiancne. Student Lata a5 speatied in Exfiibit "8° 1s confirmea to be coliected or processed by the

ail not censtitute that information that has been

Provider nuisuant 10 the Services. Student Dz sh
anchyized or De-ldentifiec, o7 cnanTous 4sage gata regarding a stuaent’s use of Provider's services.

SSubveannonir Forbe cursotes of thin DPA e ey "Suopracessor” (sometimes referred to as the
“Subcortreoss means @ Cocte e thagn ! 'E/-\ or Sravider, whe Provider uses for data collection,
anashics, 1o sne, o7 ofNer sensed t voser-ie analor improve its service, and who has access to Student

L."-" e

Surscritbing CEAD An LER ina ot party o the original Service Agreement and who accepts the

Providers Ganeral Offer of Proecy Tarme,

Tat =028 sasivertising: N:eer s presanung an acveriisement te a student wnere the selection of the
adveraseimar s bases on Saoner) Data or iafengo over time from the usage of the operator's Internet
Wk sl orsing service of mobile apidecaion by such studait or the retention of such student's online
ache e or reguests over dime for e purpose of targeting subsequent advertisements. "Targeted
1ot does notincids woy advarhising fo s swenent on an Internet web site based on the content
OF ¥nE v 0 st OF n 23000 102 2aZents responss Cr sequest fer information or feedback.

Az

SO ek s Thderm Third Fory” miesns 3 providse of digiss! edacaiional software or services, including
Clevorvme nes caavices, for s s Bruonoe managen s, and ratrigval of Education Recorcds and/or
Shogderdd : ' atz stattiza, riowever, for the purpose of this DPA, the term
Thi i rofdigia! edicational software or services is replaced by
the onsder”
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EXHIBIT “D”

TX-NDPA

TR g

!..» ez%'

(IVE FOR DISPCSITION OF DATA
y P

Frovider to dis
LEAand P

1. &

ose of data obteined

rovider. The ‘erm

b ovider pursuant to the termsof the Service Agreement between
lerms 0T tha Dis

<4tlon are set forth below:
Saent of isposition
=
_J-__“,__Désposh‘ion s oatial, The calegunce of dein to be disposed of are set forth below or are
und nanattachme i Ui

thin Diaelve

] ]
..

L Dhsposificn is commeie, Dispasition extenas to all categories of data.

A - . it
2 ”‘"u”’ \T P ;7¢\Jtl.|bix

Dy c2stiusiion or Geietion of data.
P Jispositiori snali se by a transier of aata. Tne data shall be transferred to the following site
35 foldowe:
[ !
3. Scinecule of Disposition
Data shell b3 disposed oF by the iciiovding cane:

_;....».1_.f'»">’ f ]

4. Synziure

Autharized K

= v
1\3

asentative of LEA Date

5. Verificeton of Risposition of Dela

Auitorized Renresentative of Frovider Date
TCNDPA s1iR .
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STAN D/L RO S TUD:NT DATA PRIVACY ﬂ CREEMENT TX-NDPA

EXHIBIT “E”
GEMERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Pravider offers the sarre privacy protections found in this DPA between it and [ Prosper Independent School District |
(‘Criginatng LEA") which is dated [ \-26-202 A.to any other LEA (“Subscribing LEA”) who accepts this
Gerneral Offar of Privacy Terms ("General Cif”) irrough its signature below. This General Offer shall
extend cnly to privacy protections. and Provider’s signature shall not necessarily bind Provider to other
tarms, such as price, term, oi scrizaule of services, or to any other provision not addressed in this DPA.
“The Trovider 2od the Subscribing LEA may also agree to change the data provided by Subscribing LEA
to the Provider o suit the unicue needs of the Subscribing LLEA. The Provider may withdraw the General
Offar in ine avertof (1) a meeria: change in the applicable privacy statues; (2) a material change in the
services and groducts listed in the criginating Service Agreement; or three (3) years after the date of
Prowvider's sig mure to this Form. Subscribinig LzAs should send the signed Exhibit “E” to Provider at
the following email address: __ Vickia, © advancedbiin . copn

[NALE Ui PROVIDER]
o _Uu.luamu, A Nate: |-28-202.2

Printsd .“'.,,-w;»:;'_,_ﬁﬂm\ﬁg‘\g&_mﬁfﬂ@ ;_lgz(___,,___M____Tit!e/F-'osi:ion: (\ DN’N Ure*/

2.9l ikl i EA

A Supscrini ¢ LEA, by sigriag 2 saparaie Service Agreement with Provider, and by its signature below,
acchis g Seneral Qiter o f'r:r«"*y Tarms. The Subscribing LEA and the Provider shall therefore be
bound ny il seme terms of ¢ L)r'H for the wirs of the DPA between the [Insert Name of Originating
LE£! arc the Provicer, ..I.JR CoATS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER
NGTICE GF ACCEPTANCE 7O PROVIDER PURSUANT TO ARTICLE VII, SECTION 5. **

Subscribing LEA:

BY. . Date:

Prin.zd Name: Titie/Positior:

SCHDOL DY2TRICT MAME:

DESIGNAT D REPRESENTATIVE OF LEA:
Name. S Tite:

Aacirzsy:

Teizfone fumber: Email:

THNEEA s T Page 19 of 23



STARGARD STUDENT DATA PRIVACY AGREEMENT TX-NDPA

EXHIBIT “F”

OATA SECURITY REQUIREMENTS
Aducuaie Uybersecurity Frameworks
2/26{20320
Tha Ecucatizn Security and Privacy Exchange (“Edspex”) works in partnership with the Student Data
Privacy Cornsortium and industry leaders (o meaintain a list of known and credible cybersecurity
framawiika which can protect di italiza~ir g ecosy stzims choser basecd on a set of guiding cybersecurity
princinies” {"Cybersecurity Frameworks™) that may be utilized by Provider .

Cybarsecurity Frameworks
ey
! | HAINTAINING ORGANIZATION/GROUP l FRAMEWORKI(S)

S e S wm ottty

!
P [ ; Nativhal insiiiute of  Ztandards  and | NIST Cybersecurity Framework Version 1.1
 Technoiegy (NIST} L
, _
{

S B

&t
irw‘! Tacnnoogy (NS for  wmproving  Critical  Infrastructure
o o Cybersecurity (CSF), Special Publication

. 800-171

ces Insftute o8 Sandards and NIST 52 B00-52. Cybersecurity Framework

{

dtemational Standards Organizacon Information technology  —  Security
1 . .
L echriques - information security
managemeant systems (1SO 27000 series)

D! Secure Controls Framework Council, LLC  Security Controls Framework (SCF)

——= “antar for nternet Security (CIS) 718 Critical Security Controls (CSC, CIS Top
20)

Office of the Unger Secretary of Defense | Cybersecuritv Maturity Model Certification
for ALGUIBHION and Sustainment . (CMMC, ~FAR/DFAR)

CUSD{LEE))

s

Plazsz v &it into v casnex o for tunther details ahout the neted frameworks.

“Crbersecurity Principlas Lsed 0 choose the Cybersecurity Frameworks are located here

TXNCFA o', - - S ' Page 20 of 23



STAMNDAFEC STUDENT 175\71‘ /"—." 'ACY AGREEMENT

TX-NDPA

EXHIBIT “G”

Suppiemental SOPC State Terms for Texas
Version 1.0
This Exhihd “27 ) Sunpiemental SRPC Siate Terms for Texas (“Supplemental State Terms”), effective
simuraneonusiy with the attached Student Data Privacy Agreement (‘DPA”) by and between
[ Prosper ndupenaart Schoa Disiict 1 {the "Local Educat'on Azency” o “LEA”) and [Advanced Brain Technalogies] (the
“Previcer”), is imorooralﬂd in the attached DPA and amends the DPA (and all supplemental terms and
conditions 3l policies appti~ahie ic the DPA) as filows:

-

cevered Data. All instances
nrotenions provided witnin this

of "Student Data" should be replaced with "LEA Data". The
DPA extend to a' data provided tc or collected by the Provider.

2. Carpiisnce with Texas Privacy lLaws and Requiations. In performing their respective

otligetions under the Adreement, the LEA =nia the Provider chall comply with all Texas laws and
reqgulations partaming o LEA data orivacy and confidentiality, including but not limited to the
Texag Education Cows Chagner 3z, and 'exas Goverimeint Code Chapter 560.

3. #nduicetion to Article il Section

of the DPA, Article lll, Section 2 of the DPA (Annual
Nabiren

-

£z
: (fh wr ! Pty o dn~ r”\[
(5N NOLE Y l..\:))ul 12 OIOWS!:

AP IO BEGH 1 ;—:ugé«'{&fg;:w A offochas sponey-ot wiseiosing-Education-Records-andlor-

Srcprtlala-pno x——é Ef A «-34£ +R£Faaﬂ3+éa7é4-4—¢=5A-shalLtncJa+de-a-apeaﬁcahemgiemn&
B ele A W Qi ST 00 dakes e what senstitulesa-legitimate-educational-
USSR 4ts-ahh oa-he“\ caton-of-rights

enaidar »’rowda as .mo! Ofiizial, 'i.x-c Farties agree that Provider is a “school official”

amiate & oucadoiaanerest in personally identifiable information
e uucat.m receros fscersed ftom the LEA pursuant to the DPA. For purposes of the

svice Agrasmment apd tue DPA Brovider: {!) riovides a service or function for which the LEA
WO DTRINAISE U3 &N 3"."y«‘-’PS' UV ia et direst conrol of the LEA with respect to the

2h and n Ao of gdiicaun recnids and ’%; i$ subject to the requirements of FERPA

g b I .
IR fn'\\ e UEG Sl e .:).,z’) Lre OF DerSs

rersonaily ideiitinabie imorimation from the education
cancris reeQV ;.5«‘] v the LEA.

4. Koo Buebotin Actiole v Baction o of the DPAL Article V, Section 4 of the DPA (Data Breach.)
S A0 »nﬁeo with the foeowing 294ditons: (6) For purnases of defining an unauthorized disclosure
Soaerd Ay brecch s debeatiop snac Tical ymcosdse meanings assigred by Texas law, including
2o ti

Texas BEaucation Codz and Texas Business and Commerce Code.

o prcesionsg i tie
2 terminae the Sarvice Agreement if the i.LEA determines the

ThOomay rnives

Frovidtar nas drescnea 2 materiag term o this DPA. (8) The Provider’s obligations shall survive
e of thie DA and Service Agrazment untii all Data has been returned and/or Securely
Jest el

TX-NCPA o o -
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STANDAFRD § "LIZENT DATA PRIVACY .—".t.'Z

5. Moadizatizn 1o ﬁai‘t::‘,i\a Vi, Sectivn 4 of the DPA. Article VI, Section 4 of the DPA (Annual
y dghis. ) i amended as ilows:

‘xi\'

Seare Agresment. This DPA sno-the -Sarvce-Agreement constitutes the entire agreement of
Hee Podies elatieg o ne sebiect mafler hereof and supersedes all prior communications,
puteSenations. oo gores s s, al of writen, by tie Parties relating thereto. This DPA may
D AnENdEs @nd e D0LETVanTE Jf ary prevision of this DPA may be waived (either generally
SO0y B0V *.\'1rv*_4m_!<;x wa and elihsr refroactively or prospectively) only with the signed
WO ConERnt Or 0T aaes, Neither faliure nor delay on the part of any Party in exercising
Ay ight. vower, of prvilege hereunder shall operate as a waiver of such right, nor shall any
.i “ig o nzr’z‘ti rETse of any suc h right, powser, or pnwleqe preclude any further exercise

y Fre wder, the Provider shall reimburse and indemnify the LEA for
Coat the LA inours i onvestigating and remediating the Security

molaniied o costls and exoanses associated with:

a. rr;-<’rw m’wtdi(;nrn Ly e er yecs or parernss o ihose students whose LEA Data was
enptovniged ane ! sed'siory adencies o other endties as raguired oy iaw or contract;

;o0 sluosne wiese LEA Data was exposed in

fl.4 SRt AGDIOVERSS

iy mreach that o rzasonanie pecson woula believe may impact the

fo = b Ty TR Y Rt

N

a manaer doring a2

AT e € shgitens 2 oo orthangiel sesurity,
anal fess nes, and any other fees or damages imposed against the LEA as a
€ 9 27t fresen
s e iy e Tt o furiiling any other reguirements adopted by the Texas

Coante Toara o Fonianros, Tages Bdueaion Aoanay. o unasr other State or federal laws.

7. o fnimsit £ williowy wasiiured 04 dnciuding Vexas Addendurn. Any alterations are only
ajfowed in ?;gt ihit MR Ay aerms under Exhibit “H” do not apply to Exhibit “E” and render

el o s e

oo o Ll
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STANDARD =TUENT DATA PRUVACY AGREEMENT

TX-NDPA

EXHIBIT "H"

Additiona! Terms or Modifications

Version

LEA and Pravider agree to the foliowing additional terms and modifications:

None

TX-NDPZ. v1iE
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