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CONFIDENTIAL 
 

ADDENDUM TO THE CALIFORNIA DATA PRIVACY AGREEMENT 
 

THIS ADDENDUM TO THE CALIFORNIA DATA PRIVACY AGREEMENT version 2 (this 
“Addendum”) is entered into on the date last signed below (the “Addendum Effective Date”) by 
the Local Education Agency (“LEA”) and Splashtop Inc. (“Provider”). This Addendum modifies the 
California Data Privacy Agreement signed by the parties on __________________ (the “DPA”).  If a 
provision of this Addendum conflicts with a provision of the DPA, the provision in this Addendum 
governs. Capitalized terms used in this Addendum and not defined herein have the meanings 
provided in the DPA. 

 
 
LEA 

 
 

Splashtop Inc. (“Provider”) 

State and Type of Entity: 
 

State and Type of Entity: 
Delaware corporation 

Signature: Signature: 

Name:  Name: Jerry Hsieh 

Title:  Title:  Data Protection Officer 

Date: Date: 
 
The Parties hereby agree to modify or replace certain provisions in the DPA as follows: 

 
1. Article II: Data Ownership and Authorized Access 

Section 4.  Third Party Request shall be replaced in its entirety as follow: 
 
Should a Third Party, including law enforcement and government entities, contact 
Provider with a request for data held by the Provider pursuant to the Services, the 
Provider shall redirect the Third Party to request the data directly from the LEA. Provider 
shall notify the LEA in advance of a compelled disclosure to a Third Party.  
Notwithstanding the foregoing, Provider shall comply with this Section 4 only to the 
extent that it is legally permissible without violating of any applicable laws, court orders 
or search warrants.   
 

2. Article IV: Duties of Provider 
Section 5.  Disposition of Data shall include the following paragraphs: 
 
Notwithstanding anything to the contrary in this Article IV or any terms of this DPA, the Provider 
shall be allowed to maintain backup copies of the servers and datasets, which may contain Student 
Data or any confidential or sensitive information from the LEA.  Such backups may be maintained 
for two years in accordance with Provider’s data retention policy and then deleted by Provider 
through Provider’s then-current standard data retention procedures. The backups will be stored in 
an encrypted format and subject to the data protection terms of this DPA.     
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Any of LEA’s request to delete Student Data shall be sent to GDPR@splashtop.com.  LEA 
understands and agrees that any deletion of LEA’s records may limit the LEA’s ability to use the 
Services and Provider may not be able to restore any deleted data requested by LEA. 
 

3. Article V: Data Provisions 
Section 2.  Data Breach shall be changed to reflect the notification period from the time of the 
incident not to exceed seventy-two (72) hours. 
 
Subsection f shall be reserved and shall not be enforced under this DPA.  While only email 
addresses of the account administrator and/or the users are required to use the Services, Provider 
cannot differentiate various roles (e.g. parent, legal guardian, pupil, etc.) defined by LEA to 
comply with the requirements in this subsection.   

 
General Provisions. Except as expressly modified by this Addendum, the terms of the DPA shall remain in full 
force and effect.  This Addendum and the DPA shall become effective on the Addendum Effective Date. 
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CALIFORNIA STUDENT DATA PRIVACY 

AGREEMENT Version 2.0 (September 26, 2018)

School District/ oc l c tio  c

D

ro i r

D t  

Splashtop Inc.

11/6/2020
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his li or i  St t D t  ri c  r t “D ”  is t r  i to   t  th   

h r i t r r rr  to s “ ”    
h r i t r r rr  to s “ ro i r”  o     h  rti s r  to 

th  t r s s st t  h r i  

RECITALS 

WHEREAS, th  ro i r h s r  to ro i  th  oc l c tio  c  “ ”  ith c rt i  
i it l c tio l s r ic s “S r ic s”  rs t to  co tr ct t        
“S r ic  r t”   

WHEREAS, i  or r to ro i  th  S r ic s scri  i  th  S r ic  r t  th  ro i r 
 r c i  or cr t ,  th    ro i  oc ts or t  th t r  co r   

s r l r l st t t s  o  th  th  il  c tio l i hts  ri c  ct 
“ ”  t  S     rt  hil r ’s li  ri c  rot ctio  
ct “ ”   S   rot ctio  o  il i hts t “ ”   S  

h   

WHEREAS, th  oc ts  t  tr s rr  ro  s  cr t   th  ro i r’s S r ic s r  
lso s ct to li or i  st t  st t ri c  l s  i cl i    o  t li or i  

c tio  o  S ctio    th  St t li  rso l or tio  rot ctio  ct 
“S ”  o  t li or i  si ss  ro ssio s o  s ctio    

WHEREAS  or th  r os s o  this D  ro i r is  school o ici l ith l iti t  c tio l 
i t r sts i  cc ssi  c tio l r cor s rs t to th  S r ic  r t    

WHEREAS  th  rti s ish to t r i to this D  to s r  th t th  S r ic  r t co or s 
to th  r ir ts o  th  ri c  l s r rr  to o   to st lish i l ti  roc r s 

 ti s   

WHEREAS  th  ro i r   si i  th  “ r l r o  ri c  r s” hi it “ ”  r  to 
llo  oth r s i  li or i  th  o ort it  to cc t  o  th  its o  this D  or 

th  S r ic s scri  h r i  itho t th   to oti t  t r s i   s r t  D  

NOW THEREFORE, or oo   l l  co si r tio  th  rti s r  s ollo s  

1. Purpose of DPA  h  r os  o  this D  is to scri  th  ti s  r s o si iliti s to
pr te t st e t t  tr sm tte  t  Pr er r m E  p rs t t  t e Ser e reeme t,
i cl i  co li c  ith ll lic l  st t t s  i cl i  th    
S     oth r lic l  li or i  St t  l s  ll s    ro  ti
to ti   r or i  th s  s r ic s  th  ro i r sh ll  co si r   School ici l ith
 l iti t  c tio l i t r st   r or i  s r ic s oth r is  ro i   th  
ith r s ct to th  s   i t c  o  St t D t  ro i r sh ll  r th  ir ct

co trol  s r isio  o  th  

ARTICLE I: PURPOSE AND SCOPE 

Splashtop Inc.
11/6/2020

11/6/2020
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2. Nature of Services Provided  h  ro i r h s r  to ro i  th  ollo i  i it l
c tio l ro cts  s r ic s scri  lo   s   rth r o tli  i  hi it 

h r to

3. Student Data to Be Provided  h  rti s sh ll i ic t  th  c t ori s o  st t t  to 
ro i  i  th  Sch l  o  D t  tt ch  h r to s hi it 

4. DPA Definitions  h  i itio  o  t r s s  i  this D  is o  i  hi it   th  t
o   co lict  i itio s s  i  this D  sh ll r il o r t r  s  i  th  S r ic  r t

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA  ll St t D t  tr s itt  to th  ro i r rs t to th
S r ic  r t is  ill co ti  to  th  ro rt  o   r th  co trol o  th  

h  ro i r rth r c o l s  r s th t ll co i s o  s ch St t D t  tr s itt  to
th  ro i r  i cl i   o i ic tio s or itio s or  ortio  th r o  ro   so rc
r  s ct to th  ro isio s o  this r t i  th  s  r s th  ori i l St t D t
h  rti s r  th t s t  th ,   ll ri hts  i cl i  ll i t ll ct l ro rt  ri hts i  

to St t D t  co t l t  r th  S r ic  r t sh ll r i  th  cl si  ro rt  o
th    or th  r os s o   th  ro i r sh ll  co si r   School ici l  r
th  co trol  ir ctio  o  th  s s it rt i s to th  s  o  St t D t  ot ithst i
th  o  ro i r  tr s r il r t  co t t to  s r t  cco t  ccor i  to th
roc r s s t orth lo

2. Parent Access   sh ll st lish r so l  roc r s  hich  r t  l l r i  or
li i l  st t  r i  St t D t  i  th  il s r cor s  corr ct rro o s i or tio

 roc r s or th  tr s r o  il r t d  co t t to  rso l cco t  co sist t ith
th  ctio lit  o  s r ic s  ro i r sh ll r s o  i   ti l  r  o l t r th  

s ro  th  t  o  th  r st  to th  s r st or St t D t  i   il s r cor s h l
 th  ro i r to i  or corr ct s c ss r   th  t th t  r t o   il or oth r

i i i l co t cts th  ro i r to r i   o  th  St t D t  cc ss  rs t to th
S r ic s  th  ro i r sh ll r r th  r t or i i i l to th   ho ill ollo  th

c ss r   ro r roc r s r r i  th  r st  i or tio

3. Separate Account   il r t  co t t is stor  or i t i   th  ro i r s rt o
th  S r ic s scri  i  hi it  ro i r sh ll  t th  r st o  th   tr s r s i

il r t  co t t to  s r t  st t cco t o  t r i tio  o  th  S r ic
r t  ro i  ho r  s ch tr s r sh ll o l  l  to il r t  co t t th t is

s r l  ro  th  S r ic

4. Third Party Request  Sho l   hir  rt  i cl i  l  orc t  o r t
titi s  co t ct ro i r ith  r st or t  h l   th  ro i r rs t to th  S r ic s

th  ro i r sh ll r ir ct th  hir  rt  to r st th  t  ir ctl  ro  th   ro i r
sh ll oti  th   i  c  o   co ll  isclos r  to  hir  rt

Remote desktop and remote support software
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5. Subprocessors  ro i r sh ll t r i to ritt  r ts ith ll S roc ssors r or i
ctio s rs t to th  S r ic  r t  h r  th  S roc ssors r  to rot ct

St t D t  i  r co sist t ith th  t r s o  this D

ARTICLE III: DUTIES OF LEA 

1. Privacy Compliance   sh ll ro i  t  or th  r os s o  th  S r ic  r t
i  co li c  ith    S     ll oth r li or i
ri c  st t t s

2. Annual Notification of Rights   th   h s  olic  o  isclosi  c tio  r cor s r
        sh ll i cl   s ci ic tio  o  crit ri  or t r i i

ho co stit t s  school o ici l  h t co stit t s  l iti t  c tio l i t r st i  its
l oti ic tio  o  ri hts

3. Reasonable Precautions   sh ll t  r so l  r c tio s to s c r  s r s
ss or s    oth r s o  i i  cc ss to th  s r ic s  host  t

4. Unauthorized Access Notification   sh ll oti  ro i r ro tl  o   o  or
s s ct  thori  cc ss   ill ssist ro i r i   orts  ro i r to i sti t

 r s o  to  thori  cc ss

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance  h  ro i r sh ll co l  ith ll lic l  st t   r l l s 
r l tio s rt i i  to t  ri c   s c rit  i cl i     S

   ll oth r li or i  ri c  st t t s

2. Authorized Use  h  t  sh r  rs t to th  S r ic  r t  i cl i  rsist t i
i ti i rs  sh ll  s  or o r os  oth r th  th  S r ic s st t  i  th  S r ic  r t

/or oth r is  thori  r th  st t t s r rr  to i  s s ctio   o  ro i r lso
c o l s  r s th t it sh ll ot   r isclos r  o   St t D t  or 
ortio  th r o  i cl i  itho t li it tio  t  t  s r co t t or oth r o lic

i or tio  /or rso ll  i ti i l  i or tio  co t i  i  th  St t D t  itho t th
r ss ritt  co s t o  th  

3. Employee Obligation  ro i r sh ll r ir  ll lo s  ts ho h  cc ss to
St t D t  to co l  ith ll lic l  ro isio s o  this D  ith r s ct to th  t  sh r

r th  S r ic  r t

4. No Disclosure  D i ti i  i or tio    s   th  ro i r or th  r os s o
lo t  r s rch   i ro t o  c tio l sit s  s r ic s  or lic tio s  s 

oth r r o  th  lic or rt  o l   l  to s  i ti i  t  rs t to  
 ro i r r s ot to tt t to r i ti  i ti i  St t D t   ot to

tr s r i ti i  St t D t  to  rt  l ss  th t rt  r s i  riti  ot to
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tt t r i ti ic tio    rior ritt  otic  h s  i  to  ho h s ro i  
rior ritt  co s t or s ch tr s r  ro i r sh ll ot co  r ro c  or tr s it  t  

o t i  r th  S r ic  r t /or  ortio  th r o  c t s c ss r  to l ill 
th  S r ic  r t   

5. Disposition of Data  o  ritt  r st  i  ccor c  ith th  lic l  t r s i
s s ctio   or  lo  ro i r sh ll is os  or l t  ll St t D t  o t i  r th
S r ic  r t h  it is o lo r  or th  r os  or hich it s o t i
Dis ositio  sh ll i cl   th  shr i  o   h r  co i s o   St t D t   r si
or  th r is  o i i  th  rso l i or tio  i  thos  r cor s to  it r l  or
i ci h r l   h  or i it l s  othi  i  th  S r ic  r t thori s

ro i r to i t i  St t D t  o t i  r th  S r ic  r t o  th  ti  rio
r so l   to co l t  th  is ositio  ro i r sh ll ro i  ritt  oti ic tio  to

 h  th  St t D t  h s  is os  h  t  to is os  o  St t D t  sh ll ot
t  to t  th t h s  i ti i  or l c  i   s r t  St t cco t  rs t to th

oth r t r s o  th  D  h    lo   st or t r  or D l tio  o  St t
D t  or   co  o  hich is tt ch  h r to s hi it D  o  r c i t o   r st ro
th   th  ro i r ill i i t l  ro i  th   ith  s ci i  ortio  o  th
St t D t  ithi  t   c l r s o  r c i t o  s i  r st

a. Partial Disposal During Term of Service Agreement. hro ho t th  r  o  th
S r ic  r t    r st rti l is os l o  St t D t  o t i  r
th  S r ic  r t th t is o lo r  rti l is os l o  t  sh ll 
s ct to s r st to tr s r t  to  s r t  cco t  rs t to rticl  
s ctio   o

b. Complete Disposal Upon Termination of Service Agreement. o  r i tio  o
th  S r ic  r t ro i r sh ll is os  or l t  ll St t D t  o t i

r th  S r ic  r t  rior to is ositio  o  th  t  ro i r sh ll oti
 i  riti  o  its o tio  to tr s r t  to  s r t  cco t  rs t to rticl

 s ctio   o   o t sh ll ro i r is os  o  t  rs t to this
ro isio  l ss  til ro i r h s r c i  ir ti  ritt  co ir tio
ro   th t t  ill ot  tr s rr  to  s r t  cco t

6. Advertising Prohibition  ro i r is rohi it  ro  si  or s lli  St t D t  to  r t
or rtis  to st ts or ili s/ r i s   i or  i l c  or l  r ti

rtisi  or oth r co rci l orts   ro i r  c  lo   ro il  o   st t  il
r/ r i  or ro  or  co rci l r os  oth r th  ro i i  th  S r ic  to

 or  s  th  St t D t  or th  lo t o  co rci l ro cts or s r ic s  oth r
th  s c ss r  to ro i  th  S r ic  to  his s ctio  o s ot rohi it ro i r ro
si  St t D t  or ti  l r i  or c sto i  st t l r i  r os s

ARTICLE V: DATA PROVISIONS 

1. Data Security  h  ro i r r s to i    i t i  t  t  s c rit  s r s
co sist t ith i str  st r s  t ch olo  st r ctic s  to rot ct St t D t  ro

thori  isclos r  or c isitio    thori  rso  h  r l s c rit  ti s o
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ro i r r  s t orth lo  ro i r  rth r t il its s c rit  ro r s  s r s i  
hi it  h r to  h s  s r s sh ll i cl  t r  ot li it  to  

Passwords and Employee Access  ro i r sh ll s c r  s r s  ss or s  
 oth r s o  i i  cc ss to th  S r ic s or to St t D t  t  l l

s st   th  lic l  st r s  s s t orth i  rticl   o  S  
ro i r sh ll o l  ro i  cc ss to St t D t  to lo s or co tr ctors th t
r  r or i  th  S r ic s  lo s ith cc ss to St t D t  sh ll h

si  co i ti lit  r ts r r i  s i  St t D t  ll lo s ith
cc ss to St t cor s sh ll  s ct to cri i l c ro  ch c s i

co li c  ith st t   loc l or i c s

Destruction of Data  ro i r sh ll stro  or l t  ll St t D t  o t i
r th  S r ic  r t h  it is o lo r  or th  r os  or hich

it s o t i , or tr s r s i  t  to  or s si  ccor i  to th
roc r  i ti i  i  rticl   s ctio   o  othi  i  th  S r ic

r t thori s ro i r to i t i  St t D t  o  th  ti  rio
r so l   to co l t  th  is ositio

Security Protocols  oth rti s r  to i t i  s c rit  rotocols th t t
i str  st r s i  th  tr s r or tr s issio  o   t  i cl i  s ri  th t

t   o l   i  or cc ss   rti s l ll  llo  to o so  ro i r
sh ll i t i  ll t  o t i  or r t  rs t to th  S r ic  r t i  
s c r  i it l iro t  ot co  r ro c  or tr s it t  o t i

rs t to th  S r ic  r t  c t s c ss r  to l ill th  r os  o  t
r sts  

Employee Training  h  ro i r sh ll ro i  rio ic s c rit  tr i i  to thos
o  its lo s ho o r t  or h  cc ss to th  s st  rth r  ro i r sh ll
ro i   ith co t ct i or tio  o   lo  ho   co t ct i

th r  r   s c rit  co c r s or stio s

Security Technology  h  th  s r ic  is cc ss  si   s ort   ro s r
ro i r sh ll lo  i str  st r  s r s to rot ct t  ro  thori
cc ss  h  s r ic  s c rit  s r s sh ll i cl  s r r th tic tio   t
cr tio  ro i r sh ll host t  rs t to th  S r ic  r t i  
iro t si   ir ll th t is t  ccor i  to i str  st r s

Security Coordinator   i r t ro  th  si t  r r s t ti  i ti i  i
rticl   s ctio   ro i r sh ll ro i  th    co t ct i or tio  o
ro i r s S c rit  oor i tor or th  St t D t  r c i  rs t to th

S r ic  r t

Subprocessors Bound  ro i r sh ll t r i to ritt  r ts h r
S roc ssors r  to s c r   rot ct St t D t  i   r co sist t ith
th  t r s o  this rticl   ro i r sh ll rio ic ll  co ct or r i  co li c
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o itori   ss ss ts o  S roc ssors to t r i  th ir co li c  ith 
this rticl   

h. Periodic Risk Assessment  ro i r rth r c o l s  r s to co ct
i it l  h sic l rio ic o l ss th  s i l  ris  ss ss ts 

r i t   i ti i  s c rit   ri c  l r iliti s i   ti l  r

Data Breach   th  t th t St t D t  is cc ss  or o t i    thori
i i i l  ro i r sh ll ro i  oti ic tio  to  ithi   r so l  o t o  ti  o  th
i ci t   ot c i  ort i ht  ho rs  ro i r sh ll ollo  th  ollo i  roc ss

h  s c rit  r ch oti ic tio  sh ll  ritt  i  l i  l  sh ll  titl
otic  o  D t  r ch   sh ll r s t th  i or tio  scri  h r i  r

th  ollo i  h i s  h t  h t or tio  s ol
h t  r  Doi  h t o   Do   or or  or tio
itio l i or tio    ro i  s  s l t to th  otic

h  s c rit  r ch oti ic tio  scri  o  i  s ctio   sh ll i cl  t 
i i  th  ollo i  i or tio

h    co t ct i or tio  o  th  r orti   s ct to this s ctio
 list o  th  t s o  rso l i or tio  th t r  or r  r so l  li  to

h   th  s ct o   r ch
 th  i or tio  is ossi l  to t r i  t th  ti  th  otic  is ro i  th
ith r  th  t  o  th  r ch   th  sti t  t  o  th  r ch  or  th
t  r  ithi  hich th  r ch occ rr  h  oti ic tio  sh ll lso i cl

th  t  o  th  otic
h th r th  oti ic tio  s l  s  r s lt o   l  orc t

i sti tio  i  th t i or tio  is ossi l  to t r i  t th  ti  th  otic  is
ro i
 r l scri tio  o  th  r ch i ci t  i  th t i or tio  is ossi l  to
t r i  t th  ti  th  otic  is ro i

t s iscr tio  th  s c rit  r ch oti ic tio   lso i cl   o  th
ollo i

or tio  o t h t th  c  h s o  to rot ct i i i ls hos
i or tio  h s  r ch

ic  o  st s th t th  rso  hos  i or tio  h s  r ch   t  to
rot ct hi s l  or h rs l

ro i r r s to h r  to ll r ir ts i  lic l  St t   i  r l l
ith r s ct to  t  r ch r l t  to th  St t D t  i cl i  h  ro ri t

or r ir  th  r ir  r s o si iliti s  roc r s or oti ic tio  
iti tio  o   s ch t  r ch
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e. ro i r rth r c o l s  r s to h   ritt  i ci t r s o s  l
th t r l cts st r ctic s  is co sist t ith i str  st r s  r l 
st t  l  or r s o i  to  t  r ch  r ch o  s c rit  ri c  i ci t or

thori  c isitio  or s  o  St t D t  or  ortio  th r o  i cl i
rso ll  i ti i l  i or tio   r s to ro i   o  r st  ith 

co  o  s i  ritt  i ci t r s o s  l

f. ro i r is rohi it  ro  ir ctl  co t cti  r t  l l r i  or li i l
il l ss r ssl  r st      r sts ro i r s ssist c

ro i i  otic  o  thori  cc ss   s ch ssist c  is ot l
r so  to ro i r  ro i r sh ll oti  th  ct  r t  l l r i  or

li i l  il o  th  thori  cc ss  hich sh ll i cl  th  i or tio  list
i  s s ctio s   c  o   r st    ro i r sh ll r i rs

 or costs i c rr  to oti  r ts/ ili s o   r ch ot ori i ti  ro
s s  o  th  S r ic

g.  th  t o   r ch ori i ti  ro  s s  o  th  S r ic  ro i r sh ll
coo r t  ith  to th  t t c ss r  to itio sl  s c r  St t D t

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

ro i r   si i  th  tt ch  or  o  r l r o  ri c  r s r l r  tt ch  
h r to s hi it   o   th  t r s o  this D  to  oth r  ho si s th  cc t c  
o  i  s i  hi it  h  or  is li it   th  t r s  co itio s scri  th r i   

ARTICLE VII: MISCELLANEOUS 

1. Term  h  ro i r sh ll  o   this D  or th  r tio  o  th  S r ic  r t or so
lo  s th  ro i r i t i s  St t D t  

2. Termination   th  t th t ith r rt  s s to t r i t  this D  th   o so 
t l ritt  co s t so lo  s th  S r ic  r t h s l s  or h s  t r i t  

sh ll h  th  ri ht to t r i t  th  D   S r ic  r t i  th  t o   t ri l
r ch o  th  t r s o  this D

3. Effect of Termination Survival   th  S r ic  r t is t r i t  th  ro i r sh ll
stro  ll o  s t  rs t to rticl   s ctio    rticl   s ctio   o

4. Priority of Agreements  his D  sh ll o r  th  tr t t o  st t t  i  or r to co l
ith ri c  rot ctio s  i cl i  thos  o  i    ll lic l  ri c  st t t s

i ti i  i  this D   th  t th r  is co lict t  th  D   th  S r ic
r t  th  D  sh ll l   t  r c c  c t s scri  i  this r r h

h r i  ll oth r ro isio s o  th  S r ic  r t sh ll r i  i  ct

5. Notice  ll otic s or oth r co ic tio  r ir  or r itt  to  i  h r r st 
i  riti   i   rso l li r  or il tr s issio  i  co t ct i or tio  is

�����������������������
�
������	���
��
���������	���	��



 

ro i  or th  s ci ic o  o  li r  or irst cl ss il  ost  r i  s t to th  
si t  r r s t ti s or  

a. Designated Representatives

 h  si t  r r s t ti  or th   or this r t is  

  
itl   

o t ct or tio  
 
 
 

h  si t  r r s t ti  or th  ro i r or this r t is  

  
itl   

o t ct or tio  
 
 
 

b. Notification of Acceptance of General Offer of Terms  o  c tio  o  hi it 
r l r o  r s  S scri i   sh ll ro i  otic  o  s ch cc t c  i  riti

 i   rso l li r  or il tr s issio  i  co t ct i or tio  is ro i  or
th  s ci ic o  o  li r  or irst cl ss il  ost  r i  to th  si t
r r s t ti  lo

h  si t  r r s t ti  or th  otic  o  cc t c  o  th  r l r o  ri c  r s is  

  
itl   

o t ct or tio  
 
 
 

6. Entire Agreement  his D  co stit t s th  tir  r t o  th  rti s r l ti  to th
s ct tt r h r o   s rs s ll rior co ic tio s  r r s t tio s  or r ts
or l or ritt   th  rti s r l ti  th r to  his D      th  o s r c  o

 ro isio  o  this D    i  ith r r ll  or i   rtic l r i st c  

Jerry Hsieh
Data Protection Officer

1054 S De Anza Blvd Ste 200, San Jose, CA 95129
+1-408-861-1088
GDPR@splashtop.com

Jerry Hsieh
Data Protection Officer

1054 S De Anza Blvd Ste 200, San Jose, CA 95129
+1-408-861-1088
GDPR@splashtop.com
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ith r r tro cti l  or ros cti l  o l  ith th  si  ritt  co s t o  oth rti s  ith r 
il r  or l  o  th  rt o   rt  i  rcisi   ri ht  o r  or ri il  h r r 

sh ll o r t  s  i r o  s ch ri ht  or sh ll  si l  or rti l rcis  o   s ch ri ht  
o r  or ri il  r cl   rth r rcis  th r o  or th  rcis  o   oth r ri ht  
o r  or ri il  

Severability   ro isio  o  this D  th t is rohi it  or orc l  i   ris ictio
sh ll  s to s ch ris ictio   i cti  to th  t t o  s ch rohi itio  or orc ilit

itho t i li ti  th  r i i  ro isio s o  this D    s ch rohi itio  or
orc ilit  i   ris ictio  sh ll ot i li t  or r r orc l  s ch ro isio  i

 oth r ris ictio  ot ithst i  th  or oi  i  s ch ro isio  co l   or  rro l
r  so s ot to  rohi it  or orc l  i  s ch ris ictio  hil  t th  s  ti

i t i i  th  i t t o  th  rti s  it sh ll  s to s ch ris ictio   so rro l  r
itho t i li ti  th  r i i  ro isio s o  this D  or cti  th  li it  or

orc ilit  o  s ch ro isio  i   oth r ris ictio

Governing Law; Venue and Jurisdiction  S D    D  D
S D  D    S   S    S

 S D   D  S  
S    S S D S S   S  D

S  SD    S  D D  S  
   S  S D   D S  S

     S S     S S
D 

Authority. ro i r r r s ts th t it is thori  to i  to th  t r s o  this r t
i cl i  co i ti lit   str ctio  o  St t D t    ortio  th r o  co t i
th r i  ll r l t  or ssoci t  i stit tio s  i i i ls  lo s or co tr ctors ho  h
cc ss to th  St t D t  /or  ortio  th r o  or  o  l s  or co trol i t or
ciliti s o   i  h r  th  St t D t   ortio  th r o  stor  i t i  or s  i

  ro i r r s th t  rch s r o  th  ro i r sh ll lso  o  to th
r t

Waiver  o l  or o issio  o  th   to rcis   ri ht h r r sh ll  co str  s 
i r o   s ch ri ht  th   r s r s th  ri ht to rcis   s ch ri ht ro  ti  to

ti  s o t  s    i t

Successors Bound  his D  is  sh ll  i i  o  th  r s cti  s cc ssors i  i t r st
to ro i r i  th  t o   r r  c isitio  co soli tio  or oth r si ss r or i tio
or s l  o  ll or s st ti ll  ll o  th  ss ts o  s ch si ss

Signature Page Follows  
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IN WITNESS WHEREOF  th  rti s h  c t  this li or i  St t D t  ri c  r t 
s o  th  l st  ot  lo  

  D t   

ri t    itl / ositio   

  D t   

ri t    itl / ositio   

Note: Electronic signature not permitted.

3URYLGHU�

/RFDO�(GXFDWLRQ�$JHQF\�

Jerry Hsieh Data Protection Officer

Splashtop Inc.
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November 9, 2020



 

EXHIBIT “A” 

D S   S S 

S  D D D S   D S D S S     
 D   S  S D D  S   D   

Splashtop Classroom - Screen sharing & annotation solution for teachers 
and instructors who want to engage the entire room 
 
Splashtop SOS - Remote support software for IT, support and help desks
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EXHIBIT “B” 

S D   D  

Category of 
Data Elements 

Check if used 
by your 
system 

lic tio  
ch olo  
t  D t  

 r ss s 
o  s rs  s  

o  coo i s tc  
th r 

lic tio  
t ch olo  

t  t
l s  s ci  

lic tio  
s  St tistics 

t  t  o  
s r 

i t r ctio  
ith 

lic tio  

ss ss t 

St r i  
t st scor s 

s r tio  
t  

th r 
ss ss t 
t l s  
s ci  

tt c  

St t school 
il  

tt c  
t  

St t cl ss 
tt c  

t  

o ic tio s 

li  
co ic tio s 

th t r  
c t r  

ils  lo  
tri s  

o ct 
o ct or 
h ior l 

t  

D o r hics 

D t  o  irth 
l c  o  irth 

r 
th icit  or 

r c  
 

i or tio  
ti  

r rr  or 
ri r  

l  
s o   
st t  

th r 
o r hic 

i or tio
l s  s ci  

roll t 

St t school 
roll t 

St t r  
l l 

o roo  
i c  

co s lor 
S ci ic 

c rric l  
ro r s 

r o  
r tio  

th r 
roll t 

i or tio
l s  s ci  

r t/ r i
o t ct 

or tio  

r ss 
il 

ho  

x

x
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r t/
r i  D

r t D 
r 

cr t  to 
li  r ts to 

st ts  

r t/  
r i  

irst /or 
st 

Sch l  

St t 
sch l  
co rs s 

ch r 
s 

S ci l 
ic tor 

lish 
l  
l r r 

i or tio  
o  i co  

st t s 
ic l l rts 

/h lth t  
St t 
is ilit  

i or tio  
S ci li  

c tio  
s r ic s  

or  
i i  

sit tio s 
ho l ss/
ost r c r  

th r 
i ic tor 

i or tio
l s  s ci  

St t 
o t ct 
or tio  

r ss 
il 

ho  

St t 
ti i rs 

oc l School 
istrict  D 

r 
St t  D 

r 
Pr er/  

ssi  
st t D 

r 
St t  

s r  
St t  

ss or s 

St t  irst /or 
st 

St t  
 

r or c  

ro r / li  
c tio  

r or c  
t i  

ro r st t 
t s   

r i  
ro r st t 
r s lo  

r  l l  

St t 
ro r  

rshi  

c ic or 
tr c rric l r 
cti iti s  

st t  
lo  to or 
rtici t  i  

St t 
S r  

s o s s 

St t 
r s o s s to 
s r s or 

stio ir s 

St t or  

St t 
r t  

co t t  
riti  

ict r s tc  
th r st t 

x
x

X
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or  t  
l s  s ci  

r scri t 

St t co rs  
r s 

St t co rs  
t  

St t co rs  
r s/ r or  

c  scor s 
th r 

tr scri t t  
l s

s ci

r s ort tio  

St t s 
ssi t 

St t ic  
 /or ro  

o  loc tio  
St t s 

c r  D 
r 

th r 
tr s ort tio  

t  l s  
s ci  

th r 

l s  list 
ch 

itio l t  
l t s  

stor  or 
coll ct   

o r 
lic tio  

o St t D t  oll ct  t this ti   
ro i r sh ll i i t l  oti   i  this
si tio  is o lo r lic l

 s  this o  i  or  s c  

Devices 
information, 
session duration, 
session start/end 
time, file transfer 
log, and chat 
sessions
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EXHIBIT “C” 

D S 

AB 1584, Buchanan: h  st t tor  si tio  or h t is o  li or i  c tio  o    
r l ti  to il r cor s  

De-Identifiable Information (DII): D ti ic tio  r rs to th  roc ss  hich th  
Pr er r o s or o sc r s  rso ll  ti i l  or tio   ro  st t r cor s i  
  th t r o s or i i i s th  ris  o  isclos r  o  th  i tit  o  th  i i i l  i or tio  
o t th  

Educational Records  c tio l cor s r  o ici l r cor s  il s  t  ir ctl  r l t  to 
 st t  i t i   th  school or loc l c tio  c  i cl i  t ot li it  to  

r cor s co ssi  ll th  t ri l t i  th  st t s c l ti  ol r  s ch s r l 
i ti i  t  r cor s o  tt c   o  c ic or  co l t  r cor s o  
chi t   r s lts o  l ti  t sts  h lth t  isci li r  st t s  t st rotocols  

i i i li  c tio  ro r s  or r os s o  this D  c tio l cor s r  r rr  to s 
St t D t   

NIST  Dr t tio l stit t  o  St r s  ch olo  S  S ci l lic tio  Di it l 
th tic tio  i li  

Operator: h  t r  r tor  s th  o r tor o   t r t sit  o li  s r ic  
o li  lic tio  or o il  lic tio  ith ct l o l  th t th  sit  s r ic  or lic tio  
is s  ri ril  or  school r os s  s si   r t  or  school 

r os s  or th  r os  o  th  S r ic  r t  th  t r  r tor  is r l c   th  t r  
ro i r  his t r  sh ll co ss th  t r  hir  rt  s it is o  i  lic l  st t  st t t s  

Personally Identifiable Information (PII): h  t r s rso ll  ti i l  or tio  or 
 sh ll i cl  t r  ot li it  to  st t t  t t   s r or il r t  co t t 

o t i   r so  o  th  s  o  ro i r s so t r  sit  s r ic  or  i cl i  o il  
s  h th r th r   ro i r or ro i    or its s rs  st ts  or st ts  

r ts/ r i s   i cl s ir ct ti i rs  hich is  i or tio  th t  ith r lo  or i  
r t  o l  llo   r so l  rso  to  l  to i ti   st t to  r so l  c rt i t  

or r os s o  this D  rso ll  ti i l  or tio  sh ll i cl  th  c t ori s o  
i or tio  list  i  th  i itio  o  St t D t  

Provider: or r os s o  th  S r ic  r t  th  t r  ro i r  s ro i r o  
i it l c tio l so t r  or s r ic s  i cl i  clo s  s r ic s  or th  i it l stor  

t   r tri l o  il r cor s  ithi  th  D  th  t r  ro i r  i cl s th  t r  
hir  rt   th  t r  r tor  s s  i  lic l  st t  st t t s  

Pupil Generated Content: h  t r  il r t  co t t  s t ri ls or co t t cr t    
il ri   or th  r os  o  c tio  i cl i  t ot li it  to  ss s  r s rch 

r orts  ort olios  cr ti  riti  sic or oth r io il s  hoto r hs  i os   cco t 
i or tio  th t l s o oi  o rshi  o  il co t t  
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Pupil Records: s oth o  th  ollo i    i or tio  th t ir ctl  r l t s to  il th t is 
i t i       i or tio  c ir  ir ctl  ro  th  il thro h th  s  o  

i str ctio l so t r  or lic tio s ssi  to th  il   t ch r or oth r  lo  or th  
r os s o  this r t  il cor s sh ll  th  s  s c tio l cor s  St t rso l 
or tio   o r  or tio  ll o  hich r   St t D t  or th  r os s o  this 
r t   

Service Agreement  rs to th  o tr ct or rch s  r r to hich this D  s l ts  
o i i s  

School Official  or th  r os s o  this r t  rs t to      School 
ici l is  co tr ctor th t   r or s  i stit tio l s r ic  or ctio  or hich th  c  or 

i stit tio  o l  oth r is  s  lo s   s r th  ir ct co trol o  th  c  or i stit tio  
ith r s ct to th  s   i t c  o  c tio  r cor s    s s ct to    
o r i  th  s   r isclos r  o  rso ll  i ti i l  i or tio  ro  st t r cor s   

SOPIPA: c  ss  th  r ir ts o  S  r   to h t r  co ci  ith 
S ctio   to Di isio   o  th  si ss  ro ssio s o  r l ti  to ri c  

Student Data: St t D t  i cl s  t  h th r th r   ro i r or ro i    or its 
s rs  st ts  or st ts  r ts/ r i s  th t is scri ti  o  th  st t i cl i  t ot li it  

to  i or tio  i  th  st t s c tio l r cor  or il  irst  l st  ho  r ss  t l ho  
r  il r ss  or oth r i or tio  llo i  o li  co t ct  isci li  r cor s  i os  t st 

r s lts  s ci l c tio  t  il  c  r cor s  r s  l tio s  cri i l r cor s  
ic l r cor s  h lth r cor s  soci l s c rit  rs  io tric i or tio  is iliti s  

socio co o ic i or tio  oo  rch s s  olitic l ili tio s  r li io s i or tio  t t ss s  
oc ts  st t i ti i s  s rch cti it  hotos  oic  r cor i s or oloc tio  i or tio  

St t D t  sh ll co stit t  il cor s or th  r os s o  this r t   or th  r os s o  
li or i   r l l s  r l tio s  St t D t  s s ci i  i  hi it  is co ir  to  

coll ct  or roc ss   th  ro i r rs t to th  S r ic s  St t D t  sh ll ot co stit t  th t 
i or tio  th t h s  o i  or i ti i  or o o s s  t  r r i   st t s 
s  o  ro i r s s r ic s  

SDPC (The Student Data Privacy Consortium): rs to th  tio l coll or ti  o  schools  
istricts  r io l  t rritori s  st t  ci s  olic  rs  tr  or i tio s  r t l c  
ro i rs r ssi  r l orl  t l   i l t l  sol tio s to ro i  t  ri c  

co c r s  
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Subscribing LEA:   th t s ot rt  to th  ori i l S r ic s r t  ho cc ts th  
ro i r s r l r o  ri c  r s  

Subprocessor: or th  r os s o  this r t  th  t r  S roc ssor  so ti s r rr  to s 
th  S co tr ctor  s  rt  oth r th   or ro i r  ho ro i r s s or t  coll ctio  

l tics  stor  or oth r s r ic  to o r t  /or i ro  its so t r   ho h s cc ss to   

Targeted Advertising  r t  rtisi  s r s ti   rtis t to  st t h r  th  
s l ctio  o  th  rtis t is s  o  st t i or tio  st t r cor s or st t r t  
co t t or i rr  o r ti  ro  th  s  o  th  ro i r s sit  o li  s r ic  or o il  

lic tio   s ch st t or th  r t tio  o  s ch st t s o li  cti iti s or r sts o r ti  

Third Party  h  t r  hir  rt  s  ro i r o  i it l c tio l so t r  or s r ic s  
i cl i  clo s  s r ic s  or th  i it l stor  t   r tri l o  il r cor s  

o r  or th  r os  o  this r t  th  t r  hir  rt  h  s  to i ic t  th  ro i r 
o  i it l c tio l so t r  or s r ic s is r l c   th  t r  ro i r  
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EXHIBIT “D” 

D   D S S   D  

ir cts to 
is os  o  t  o t i   Pr er rs t to th  t r s o  th  S r ic  r t 

t    Pr er  h  t r s o  th  Dis ositio  r  s t orth lo  

Extent of Disposition 

Dis ositio  sh ll  

 rti l  h  c t ori s o  t  to  is os  o  r  s 
ollo s  

 o l t  Dis ositio  t s to ll c t ori s o  t  

Nature of Disposition 

Dis ositio  sh ll   

 D str ctio  or l tio  o  t  

 r s r o  t  h  t  sh ll  tr s rr  s s t orth 
i   tt ch t to this Dir cti  ollo i  co ir tio  ro  

 th t t  s s cc ss ll  tr s rr  ro i r sh ll 
stro  or l t  ll lic l  t   

Timing of Disposition 

D t  sh ll  is os  o   th  
ollo i  t  

 s soo  s co rci ll  r ctic l  

 s rt D t   

  
thori  r s t ti  o    D t  

  
ri ic tio  o  Dis ositio  o  D t    D t  
 thori  r s t ti  o  ro i r  

Splashtop Inc.
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D t               

itl / ositio

  

ri t    

2 Subscribing LEA

 S scri i    si i   s r t  S r ic  r t ith ro i r    its si t r  lo  
cc ts th  r l r o  ri c  r s  h  S scri i    th  ro i r sh ll th r or   
o   th  s  t r s o  this D  

   

ri t   

D t     

itl / ositio  

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name:_____________________________ 

Title:______________________________ 

Email Address: __________________________________________________ 

EXHIBIT “E” 

    S 

1 Offer of Terms
ro i r o rs th  s  ri c  rot ctio s o  i  this D  t  it 

 hich is t                       to  oth r  S scri i   ho cc ts this
r l r tho h its si t r  lo  his r l r sh ll t  o l  to ri c  rot ctio s

 ro i r s si t r  sh ll ot c ss ril  i  ro i r to oth r t r s  s ch s ric  t r  or
sch l  o  s r ic s  or to  oth r ro isio  ot r ss  i  this D  h  ro i r  th  oth r

  lso r  to ch  th  t  ro i    to th  ro i r i  hi it  to s it th
i  s o  th   h  ro i r  ith r  th  r l r i  th  t o   
t ri l ch  i  th  lic l  ri c  st t s    t ri l ch  i  th  s r ic s 

ro cts s ct list  i  th  ri i ti  S r ic  r t  or thr   rs t r th  t  o
ro i r s si t r  to this or  ro i r sh ll oti   i  th  t o   ith r l

so th t this i or tio    tr s itt  to th  lli c s s rs
ro i r

S scri i  

Jerry Hsieh Data Protection Officer

1054 S De Anza Blvd Ste 200, San Jose, CA 95129

Splashtop Inc.

11/6/2020
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EXHIBIT “F” DATA SECURITY REQUIREMENTS 

S  DD  D  S  S  

/

�����������������������
�
������	���
��
���������	���	��


