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Thiri Student lData Privacy A,greement ("DPA") is entered into by and between the Cypress-F
Indtrpendent School District r(hereinafter referred to as "CFISD"br "the District") and noe sott,

irbanks
Group LLC

lces are
Code:

and

(herleinafter referred to as "Provider") on _ 4n2na1l The Parties agree to the terms as stated

R.EC]ITALS

WIIIEIIEAS, the Provider ha,s agreed to provide CFISD with certain digital educational serv
('oSrlrrvices") pursuant to a contract dated 4t12r1?-(\18 (..Service Agreement',); and

WII:EIIEAS, in order to provide the Services described in the Service Agreement, the provi
recttive or create and the District may provide docurnents or data that are covered by several

may
I

statlttes, among them, the Federal Educational and l,rivacy Rights Act ("FERPA") at 20 U.S. r232,g,
Children's online Privacy Protection Act ("Copp,A,"), l5 U.S.C. 6501-6502; protection of
Amirndlment ("PPRA") 20 U.S.C. 12329; and

il Rights

WII:EIIEAS, the documents and data transfened from CFISD and created by the Provider's
alsc sulbject to state privacy laws, including Subchallter D of Chapter 32 of the Texas Educat
and

Wf lEltBASo the Parties wish to enter intor this DPA, to ensure that the Service Asreement con orms tcl
the t'equirements of the priva,oy laws referred to above and to establish implementing
duti ls.

NOrW'IHEREFORE, for good and valuable consirleration, the parties agree as follows:

ARTICLE I: PUR]POSB AI\D SCOPE

Purpqse of DPA. The purpose of this DPA is to describe the duties and responsibili
protect student data transmitted to .Provider liom the District pursuant to the Service A reemenrt,
including compliance with all applicable stal:e privacy statutes, including the FERPA, PRA,
COPP.A, 603 C.M.R . 23 .00 , and Chapter 32 of the Texas Education Code. In performi
services, the Provider shall be considered a fichool Official with a legitimate educati
and performing services otherwise provided by the District. Provider shall be under
control and supervision of the Distrrict.

g these'

I interest,
direct

Nature of Services Provided.
educational services dlescribed

The Providel has agreed to provide the following dig
below and as may be further outlined in Exhibit "A" he

OnDataSuite Software, online training, and support for OnDataSuite.

it. Studernt Data to Be ltrovided. In order to perform the
Agreement, CFISD shall provide the categories of data
Schedule of Data, attarched hereto as Exhibit "B":

Services described in the
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Insert Categories of Student Dai:a to be provided to the Frovider.

DPA Definitions. Ttre definition of tenns used in this DPA is found in Exhibit,,C". I
event of a conflict, definitions used in this DPA shall prevail over term used in the Ser
Agreement.

ARTICLE II: DATA OWNERSIIIP AND AUTHORIZED AccESS
t. Student Data Pronertv of CFISD. All Student Data or any other Pupil Records t

the Provider pursuant to the Service Agreement is and will continue to be the property
under the control of the District. The Provider further acknowledges and agrees that al
such Student Data or iany other Pupil Records transmitted to the Provider, including an
modifications or additlions or any portion thereof from any source, are subject to the p
of this Agreement in the same manner as the original Student Data or Pupil Records.
agree that as between them, all rights, including all intellectual property rights in and
Data or any other Pupil Records contemplate:d per the Service Agreement shall remain
exclusive property of the District. For the purposes of FERPA, the Provider shall be
a School Official, undler the control and direr:tion of the District as it pertains to the
student data notwithsl.anding the above. Provider may transfer pupil-generated cont
separate account, according to the procedures set forth below.

Parent Access. CFISD shall establish reasonable procedures by which a parent, legal
or eligible student may review personally idr:ntifiable information on the pupil's
effoneous information, and procedures for the transfer of pupil-generated content to a
account, consistent wjith the functionalitlg of services. Provider shall respond in a
timely manner to the lDistrict's request frrr pr:rsonally identifiable information in a pupi
held bv the Provider to view or correct as neilessary. In the event that a parent of a
individual contacts th,o Provider to review any of the Pupil Records of Student Data
pursuant to the Services, the Provider shall rr:fer the parent or individual to the Distric
follow the necessary and proper procedures legarding the requested information.

It. Separate Account. F'rovider shall, at the re<1uest of the District, transfer Student
Content to a separate student account.

rJ. Third Partv Requesl;. Should a Third Party, including law enforcement and gov
entities, contact Provider with a request for clata held by the Provider pursuant to the
the Provider shall rediirect the Third Party to request the data directly from the District.
shall notify the District in advance of a compelled disclosure to a Third Party unless I

prohibited. The Provider will not use, diLsclose, compile, transfer, sell the Student

,1.
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any portion thereof to any third party or otherr entity or allow any other third party or o
to use., disclose, comtrrile, transfer or sell the Student Data and/or any portionlheieot

5. No Unauthorized Use. Provider shall not use Student Data or information in a
any purpose othLer than as explicitly specifierl in the Service Agreement.

Subprocessors Provider shall enter into wri.tten agreements with all Subprocessors
functions pursuant to the Service Agreemenl:, whereby the Subprocessors agree prot
Data irn manner consistent with the terms of this DpA.

ARTICLE IIT: DUTIES OF CFISD

t. Provide Data irn Compliance with FERPA. CFISD shall provide data for the
Service Agreement in compliance with the FERPA, PPRA, 603 c.M.R.23.00 and c
the Texas Education Code and any other prirracy statutes quoted in this DPA.

ll. Reasonable Precautirons. CFISD shall take reasonable precautions to secure usern
passwords, and any other means o1'gainiing €tccess to the services and hosted data.

Unauthorized Accesrs Notification. CFISD shall notify Provider promptly
suspected unauthorized access. CITISD will assist Provider in any efforts by
investigate and respond to any unauthoriized access.

ofany

ARTICLE IV: DUTIES OF PROVIDER

l. Privacv Complliance. The Provider shall ccnnply with all Texas and Federal laws and
regulations pertaining, to data privacy and se,lurity, including FERPA, COPPA, PPRA,
C.M.R. 23.00 and Chrapter 32 of the Texas Education Code.

'l Authorized Use. Thc data shared pursuant 1:o the Service Agreement, including persi
unique identifiers, shall be used for no purpcrSe other than the Services stated in the
Agreement andlor otherwise authorized undt:r the statutes referred to in subsection (l),
Provider also acknowledges and agrees that it shall not make any re-disclosure of any
Data or any portion ttrereof, including withorlt limitation, any student data, meta data,
content or other non-public information and/or personally identifiable information
the Student Data, without the express writterr consent of the District.

,i. Emplovee Oblieatiorr. Provider shall requir:e all employees and agents who have
Student Data to comply with all applicable provisions of this DPA with respect to the
under the Service Agreement. Provider agrees to require and maintain an appropriate

5.

i.
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confidentiality agreennent from each employee or agent with access to Student Data
the Service Asreement.

No Disclosure. De-identified informatiron nray be used by the Provider for the pur
development, research, and improvement of educational sites, services, or applicati
other member of the public or party would be able to use de-identified data pursuant t
99'31(b)' Provider aefees not to attempl; to re-identify de-identified Student Data and
transfer de-identified Student Data to any party unless (a) that party agrees in writing
attempt re-identification, and (b) prior written notice has been given to CFISD who h
prior written consent for such transfer. Provider shall not copy, reproduce or transmit
obtained under tthe Service Agreement andlor any portion thereof, except as necessary
the Service Agreement.

tt. .Disposition of Data. Provider shall dispose or delete all personally identifiable data
under the Service Agreement when it is no klnger needed for the purpose for which it
obtained and transfer said data to CFISD or IIFISD's designee within sixty (60) days o
of termination and acr;ording to a schedule and procedure as the Parties may reasonabl
Nothing in the Service Agreement authorizel; Provider to maintain personally identi
obtained under the Service Agreement beyond the time period reasonably needed to
disposition. Diriposition shall include (1) thershredding of any hard copies of any Pupi
(2) Erasing; or (3) Otherwise modifying the personal information in those records to
unreadable or imdecipherable. Provider shall provide written notification to CFISD
Data has been disposerd. The duty to dispose, of Student Data shall not extend to data
been de-identified or placed in a separate Student account, pursuant to the other terms
DPA. The District may employ a "Request firr Return or Deletion of Student Data" F
Copy of which is attar;hed hereto as Exhibit "D". IJpon receipt of a request from the
Provider will immediately provide the District with any specified portion of the S
within three (3) calenrJar days of receipt of said request.

li. Advertisine Prohibiiion. Provider is prohibited from using Student Data to (a) markr
advertise to students or families/guardians; (1b) inform, influence, or enable marketing,
advertising, or other commercial efforts by a Provider; (c) develop a profile of a stude
member/guardian or eiroup, for any commer<;ial purpose other than providing the Servi
Client: or (d) use the litudent Data for the development of commercial products or serv
than as necessary to provide the Service to Client.

ARTICLE V: DATA PROVISIONS

[. Data Securitv. The I'rovider agrees to abidt: by and maintain adequate data security
consistent with industry standards and technology best practices, to protect Student
unauthorized disclosure or acquisition blg an unauthorized person. The general securi

,1.

1050lr58v I

duties ,rf

of
as any
34 CFFII

to
to

provided
data
fulfill

ined
as

the date
agree.

le data
lete the

Record.s;

ke it
the
has

the

.A
ict, tlhe

Data

famiil;r
to

othLer

fronr



Provider are set forth below. Provider may lirrther detail its security programs and
Exhibit "E" hereto. T'hese measures sha.ll include, but are not limited to:-

a. Passwords and Employee Access. Provider shall secure usernames, passwo
other means of gaining access to the Services or to Student Data, at a level su
Article 4.3 of NIST 800-63-3. Providler shall only provide access to student
employees or contractors that are performing the Services. Employees with
student Data shall have signed confirlentiality agreements regarding said Stu
All employees; with access to StudenrtRecords shall pass criminal background

b. Destruction of Data. Provider shall destroy or delete all personally identifia
obtainedl under the Service Agreement when it is no longer needed for the pu
which it was c,btained or transfer saicl data to CFISD or cFISD's designee, ac
schedule and procedure as the parties may reasonable agree. Nothing in the
Agreement authorizes Provider to mzlintain personally identifiable data beyond
period reasonably needed to completrl the disposition.

c. Security Protocols. Both parties agl'ee to maintain security protocols that mee
best practices in the transfer or transrnission of any data, including ensuring tha
only beviewe,C or accessed by partiers legally allowed to do so. Provider shall
all data obtained or generated pursua;nt to the Service Agreement in a secure c
environment and not copy, reproduc€r, or transmit data obtained pursuant to the
Agreement, except as necessary rto fulfill the purpose of data requests by GFIS

d. Employee Tr:rining. The Provider shall provide periodic security training to
employees who operate or have access to the system. Further, Provider shall
CFISD with contact information of arn employee who the District may contact i
any security concems or questions.

e. Security Tectrrnology. When the service is accessed using a supported web
Secure Socket Layer ("SSL"), or equivalent technology shall be employed to
from unauthorized access. The service security measures shall include server
authentication and data encryption. Provider shall host data pursuant to the
Agreement in an environment using a firewall that is periodically updated
industry standiards.

f. Security Coordinator. Provider shall provide the name and contact informati
Provider's Sec,urity Coordinator flor the Student Data received pursuant to the
Agreement.

g. Subprocessors Bound. Provider shelll enter into written agreements whereby
Subprocessors agree to secure and protect Student Data in a manner consistent
terms of this l'rticle V. Provider shall periodically conduct or review compli
monitoring an,C assessments of Subprocessors to determine their compliance wi
Article.

h. Periodic Risk Assessment. Provider further acknowledges and agrees to cond
periodic risk assessments and remediate any identified security and privacy
vulnerabilities in a timelv manner.
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I. Backups. Provider agrees to maintain backup copies, backed up at least daily,
Data in case of Provider's system failure or any other unforeseen event resultin
of Student Data or any portion thereof.

i. Audits. Upon receipt of a request fi'om the District, the Provider will allow
to audit the security and privacy measures that are in place to ensure protection
Student Record or any portion thereof. The Provider will cooperate fully with r

District and any local, state, or federal agency with oversight authority/jurisdi
connection with any audit or investigation of the Provider and/or delivery of St
students and/o,r CFISD, and shall provide full access to the Provider's facilities
agents and GFISD's Student Data anc all records pertaining to the provider,
delivery of Services to the Provider. Failure to cooperate shall be deemed a
breach of the,A.greement.

., Data Breach. In the event that Student Data is accessed or obtained bv an unauthori
individual, Provider shall provide notification to CFISD within a reasonable amount o
the incident. Providerr shall follow the follorving process:

^. The security breach notification shall be written in plain language, shall be titl
of Data Breaclh,o' and shall present the information described herein under the
headings: "What Happened," "What Information Was Involved," "What We
"What You Can Do," and "For More Information." Additional information ma
provided as a supplement to the notic:e.

b. The security breach notification described above in section 2(a) shall include, a
minimum, the following information :

i. The contact information 1br the District.

ii. A list of the types of personal information that were or are reasonably
have been the subject ofa breach.

If the information is possible to determine at the time the notice is prov
either (.1) the date of the brear:h, (2) the estimated date of the breach, or
date range within which the breach occurred. The notification shall
the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the
provid,rd.

v. A general description of the breach incident, if that information is poss
determine at the time the noti,oe is provided.

c. At CFISD's diiscretion. the securitv breach notification mav also include anv o
following:

i. Information about what the allency has done to protect individuals w
information has been breached.
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ii. Advice on steps that the person whose information has been breached
protecl; himself or herself.

Provider agrees to adhere to all requirements in the Identity Theft Enforcement
Protection Actt, Chapter 521 of the Texas Business & Commerce Code and in f
with respect to a data breach related r;o the student Data, including, when app:
required, the required responsibilitieri and procedures for notification and miti
any such data breach.

Provider further acknowledges and agrees to have a written incident response I
reflects lbest prractices and is consiste;nt with industry standards and federal and
for responding to a data breach, brear;h of security, privacy incident or u
acquisition or use of Student Data or any portion thereof, including personally
identifiable information and agrees to provide CFISD, upon request, with a co
written incident response plan.

f. At the rerquest and with the assistanct: of the District, Provider shall notify the
parent, legal guardian or eligible pupil of the unauthorized access, which shall
information lir;ted in subsections (b) and (c), above.

ARTICLE VlI: MISCELLANEOUS

t. Term. The Provider shall be bound by this IDPA for the duration of the Service A
long as the Provider nnaintains any Student [)ata. Notwithstanding the foregoing, Prov
agrees to be bound by the terms and obligatirns of this DPA for no less than three (3)
the date of execution.

,' Termination. In the event that either party rseeks to terminate this DPA, they may do
mutual written oonsent so long as the Servic,l Agreement has lapsed or has been termi

Effect of Termination Survival. If the Senrice Agreement is terminated, the Provide
destroy all of CIFISD's data pursuant to Arti<:le V, section l(b).

iJ. Prioritv of Asreemernts. This DPA shall gc)vern the treatment of student records in o
comply with the privaLcy protections, includi:ng those found in FERPA and 603 C.M.R.
Chapter 32 of ttre Texas Education Code. In the event there is conflict between the
DPA and the Service Agreement, or with an'g other bid/RFP, license agreement, or wri
terms of this DPA shall apply and take prece dence. Except as described in this
all other provisions o1 the Service AgreemenLt shall remain in effect.

1i. Notice. All notices or other communication required or permitted to be given
in writing and given try personal delivery, facsimile or e-mail transmission (if contact
inforrnation is provided for the specific rnods of delivery), or first class mail, postage

d.

t.
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sent to the designated representatives before:

The designated repres;entative for the Provider for this Asreement is:

Kim Garcia

The designated representative for CFISD for th,is Agreement is:

i5. Entire Aqreement. 'fhis DPA constitutes the entire agreement of the parties relating
subject matter hereof and supersedes all prior communications, representations, or a
oral or written, by the parties relating theretc,. l'his DPA may be amended and the
any provision of this DPA may be waived (either generally or in any particular in
either retroactively or prospectively) only with the signed written consent of both part
Neither failure nor delay on the part of any p arty in exercising any right, power, or pri
hereunder shall operate as a waiver of such right, nor shall any single or partial exerci
such riight, power, or privilege preclude any further exercise thereof or the exercise of
right, power, or privilege.

tf Severabilitv. Any provision of this DPA that is prohibited or unenforceable in Texas
ineffeotive to the extent of such prohibition rlr unenforceability without invalidating
remaining provisions of this DPA. Notwithstanding the foregoing, if such provision
more narrowly drawn so as not to be prohibited or unenforceable in such jurisdiction
the same time, mainta.ining the intent of the lrarties, it shall, as to such jurisdiction, be
narrowly drawn without invalidating the renraining provisions of this DPA or affectin
validity or enforceability of such provision irr any other jurisdiction.

lf. Governine Law: Verrue and Jurisdiction. THIS DPA WILL BE GOVERNED BY
CONSTRUED IN ACCORDANCE WITH -IHE LAWS OF THE STATE OF TEXAS
WITHOUT REGAzu) TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY C
AND SUBMITS TOTHE SOLE AND EXCILUSIVE JURISDICTION TO THE STA
FEDERAL COURTS FOR HARRTS COUNTY. TEXAS FOR ANY DISPUTE ARIS
OF OR RELATING TO THIS SERVICE A(SREEMENT OR THE TRANSACTION
CONTEMPLATED TIEREBY.
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sent to the designated representatives before:

The designated repres,entative for the Providt:r for this Agreement is:

f(im Garcia

The designated represenl.ative for CFISD for this Agreement is:

(i. Entire Asreement. l'his DPA constitutes the entire agreement of the parties relating t
subject matter hereof and supersedes all prior: communications, representations, or
oral or written, by the parties relating thereto. This DPA may be amended and the o
any provision of this DPA may be waived (either generally or in any particular instan
either retroactively or prospectively) only with the signed written consent of both parti
Neither failure nor delay on the part of any party in exercising any right, power, or priv
hereunder shall operate as a waiver of such right, nor shall any single or partial exerci
such right, power, or privilege preclude any lurther exercise thereof or the exercise of
right, power, or privilege.

,Severabilitv. Any provision of this DPA thart is prohibited or unenforceable in Texas
ineffective to the extent of such prohibition c'r unenforceability without invalidating
remaining provisions of this DPA. Notwithstanding the foregoing, if such provision
more narrowly drawn so as not to be prohibiled or unenforceable in such jurisdiction w
the same time, maintaining the intent of tthe tr)arties, it shall, as to such jurisdiction, be

narrowly drawn without invalidating the remaining provisions of this DPA or affecting
validity or enforceability of such provision in any other jurisdiction.

lli. Governins Law; Venrue and Jurisdicti,on. THIS DPA WILL BE GOVERNED BY
CONSTRUED IN ACICORDANCE WI]IH THE LAWS OF THE STATE OF TEXA
WITHOUT REGARDI TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CO
AND SUBMITS TO :IHE SOLE AND EXCLUSIVE JUzuSDICTION TO THE STA
FEDERAL COURTS FOR HARRIS COLINTY, TEXAS FOR ANY DISPUTE ARIS
OF OR. RELATING TO THIS SERVICE A(JREEMENT OR THE TRANSACTIONS
CONTEMPLATED FIEREBY.
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. Authoritv. Provider
including confi dentiality
therein, all related or
access to the Student
facilities of any kind
any way.

0. Waiver. No delay or
as a waiver of any such
time to time. as often as

i8vl

it is authorizedto bind to the terms of this
destniction of Studerrt Data and any portion thereof conta

inpfitutrions, individuals, ernployees or contractors who
and/or 4{ry portion thereof, or may own, lease or control
the StU{ent Data and portion thereof stored, maintained or

9



IN iiVITNESS WHEREOF, the parties have executed this Student Data Privacy Agreement a of the 

last ilay noted below. 

Cyp1·ess-Fairbanks Independent School District 

By:·----------------

-,---------------

By: 
-,----------------

4/12/2018 

l(im Garcia 

Office Manager 

10 
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Aloe Software Group

Frankie Jackson

Chief Technology Officer



EXHIB|IT..A''

DESCRIPTION OF SERVICES

N{SERT DETAILED DESCRJPTION OF SERVICES HERE.

lI
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EXHII}IT "A"
OllrDataSuite is comprised of three components: OnPoint, OnPar, and OnView. Districts are given an ini
orrerv:iew of the product and can take part in online trainirrgs throughout the year. Districts can schedule
tritinings with a fee depending on length of time and travel accommodations. Below is a brief overview of
cc I mponent of OnDataSuite.

OlPoint

OrliPojint@ (formerly PEIMS Dr\TA +) is a unique tool designed by Aloe Software that makes it easy to
thttusands of reports and records with just a few clicks. Whether you need a compliance report to meet I
relluirements or a custom data report to help you make an informed decision, OnPoint@ can help you with
quick clicks.

OtlPoiLnt@ is a data warehouse that aggregates data flom rnultiple educational data sources and presents t
fotm of detailed reports, interac'tive dashboards, and other visualization tools using a powerful analytics
Dilta can be used to measure the progress of each student, school and district against various district,
fe,tleral perfomance criteria.

Ditta clemands on a district can be a daunting task. OnPoilrt@ gives you the power to create and share
wi ;hin your district with minimal training and cost.

Tt rnding: OnPoint@ is capable of using data sources fronr 1999 and beyond. Allowing LEA's to identi$,
mitking the planning process mrlre meaningful. Data souroes include PEIMS, STAAR 3-8, STAAR EOC,
At,)T llxplore. TAKS, TELPAS, GASB Audit Data Feed. and the TEA Cohort Student List.

Ditshboards: Available at every level; District, Campus, Student, Staff and Teacher dashboards allow
thrl,ir dlata on a whole. Student dashboards list every demographic data, attendance, discipline, test scores,
pe 'formance ratings and grades,

Ditta Driven Decisions: Providing decision-makers with tools and information necessary to make in
driven decisions about education.

Sitnpl,o: The entirely on-Xine engine means no software to install or maintain.

OrrrPar

W th over I,000+ reports, OnPar@ is a powerful multiyear trend analysis and projection tool that allows
cotnpare your district or campui assessment and financial data side by side with other Texas districts or
OttPal@ empowers data driven decisions with actionable rlata, providing multiple graphing capabilities al
to yisualize yow data. Easily find trends in your data.

OrtPal@ is hands down the easirest to use trend analysis and projection tool available for school district
adrninistrators to use to compare performance across statewide local education agencies. OnPar@ uses the
kn twn public released Texas A,cademic Performance (TAPR) reports as its data source to provide you wi
vetr shrdent assessment performance and financial data.

Orrr intuitive web based interface makes it easv to create limitless assessment and financial data com
thitt can be saved, shared, graphed or exported without the need to search through each TAPR report indiv
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AtlLd the best part'.. Using OnPar@ requires virtually no h'aining to get started. This means you can start
syliten TODAY!

otlPar provides districts with a dashboard display of their latest released TAPR results. Graphical widgets
a lllance reporting for the following key indicators:

o SllAAR 3-8 Ferformance (Current & previous year)
. SllAAR EOC Performance (Cunent & previous year)
o Etltployee Overview Data
r Etluricr Dishibution
r T<ltal lStudent Count
o Gttaduate Count
o C<llleeie and Career Ready Gradluates
r ArlvanLcedCourse/Dual Enrollment
o Rtlcommended High School Program (RHSP) / Distinguished Achievement Program (DAp) (
o 4'lleat: Graduation Rates (StatelRegion/District)
o 5 '1rear Graduation Rates (StatelRegion/District)
o AlJenclance Rate (State/Region/District)
o Ctlrrent and Previous Year Accountability Index Values (litate/Region/District)

QllrView

OrlVierw@ is a feature of OnDataSuite@ that allows dishicts to automatically publish their Onpar@
to lheir dishict website for public viewing. The OnView@ module pulls publicly released Texas Academic
Pe1'formance Reports (TAPR) data directly from the OnPar@ system and displays the information in an
grrlphical format.

SeDurity

Th e OnView@ dashboard will dtisplay ONLY publicly rel:ased TAPR results so there is no danger in publ
co trfidential student data

Satze l'ime

r Eltlminiates the need to create a web based dashboard environment to display your latest TAPR results to
o EltlminLates the need to dedicate staff to the maintenance your dashboard. OnView@ files are uploaded as

dala files are released to the pub,lic
EltlminLates the need to search for, download and associate data table values to your dashboard. OnView@
prrlloaded for your district

Salre I\4oney

EllminLates the need to install software. OnView@ is a fully web based product
ElilminLates the need to host files

OrtView@ provides a public, inleractive dashboard displa5, of your latest released TAPR results and does
a41'user maintenance at a1l. Your audience will be able to view your information in an easy to use, easy to
unllerstand format and will be able to view the following clata points:
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EXHIBIT "8"
SC]HEDULIJ OF DATA

Appl ication
Te ,hnology Meta

Data

Alrplication Use
Statistics

Assessment

Attendance

Cr mmunications

Conduct

Enrollment

P ren!'Guardian
Conlact llnformation

PatrnVCiuardian II)

P tren!'Guardian
Name

Other assessmenl data-Please
specify:

Student school (daily)

Online communications that
are captured (emails, blog
enrles)

Conduct or behavioral data

Date of Birth

Language information
(native, preferred or primary
Ianguager spoken by student)

Parent ID number (created to
link parents to students)

First and/or Lasl
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Special Indicator

services (IEP or 504

Living situations
(homeless/foster care )

Other indicator information-

Student Identifiers

CFISD ID number
ID number (So we have

Vendor/App assigned student
ID number

Progran/application
performance (typing
program-student types 60
wpm, reading program-
student reads below grade

Academic or extracurricular
activities a student may

Other student work data -
Please specifv.





EXHIBIT "C''

DEF'IN]TIONS

De-l,dentifiable Inforrnation (DII): De-Identification refers to the process by which the V
rem(l,veis or obscures any Personally ldentifiable Infc,rmation ("PII") from student records in a
rem(l,ves or minimizes the risl.l of disclosure of the identity of the individual and information

NIS t 800-63-3: Draft National Institute of Standards and Technology ("NIST") Special Publi
800- 63-3 Digital Authentication Guideline.

Perltonally Identifiable Infonmation (PII): The telms "Personally Identifiable Information"
shall inr;lude, but are not limit.ed to, student data, melad ata, and user or pupil-generated con
by rtlas<ln of the use of Provider's software, website, service, or app, including mobile apps, w
gathrlred by Provider or provi,Ced by CFISD or its users, students, or students' parents/guardi
inch des, without limitation, at least the followine:

Firsl and Last Name

Tele lhone Nurmber

Disc ipline Records

Spe<rial Educalion Data
Gra<les

Crinrinarl Records

Health llecords
B iorrrefi:ic Information
Socir>economic Information
Politr ical Affi liations
Texl Mr:ssagesi

Stud 3nt Identilhers
Phol rs
Videos

Home Address
Email Address

Test Results
Juvenile Dependency l{ecords
Evaluations

Medical Records
Social Security Number
Disabilities
Food Purchases

Religious Information
Documents
Search Activity
Voice Recordings

Gen,rrral Categories:

Indirect Identifiers: Any information that, either alorLe or in aggregate, would allow a reasonab
to bc able to identify a studenrl to a reasonable cerrtainty

Infotmartion in the Student's [iducational Recordl

Informartion in the Student's [imail

Pro'r'ider: For purposes of the Service Agreement, the term "Provider" means provider of di
educrational software or servic,es, including cloud-bar;ed services, for the digital storage, mana
and t'etrieval of pupil records.

Pupll Glenerated Content: llhe term "pupil-generaled content" means materials or content
pupi L during and for the purpose of education includi.ng, but not limited to, essays, research
portlbli,os, creirtive writiing, music or other audio files, photographs, videos, and account i
enatrles ongoing ownership of pupil content.
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Pup I Ri.ecords: Means both ,cf the following: (]t) Arny information that directly relates to a pu
mair tai.ned by CFISD and (2) any information aoquired directly from the pupil through the usr
instr rctional software or appliications assigned to the pupil by a teacher or other District emp

Sen,ice Agreement: Refers to the Contract or Purchase Order to which this DPA suppleme
mod ifies.

Schrrrol Official: For the purp,)ses of this Agreement and pursuant to 34 CFR 99.3 I (B), a
Offit:ial is a contractor that: (1.) Performs an institutional service or function for which the ager
insti ution would otherwise us;e employees; (2) Is under the direct control of the agency or inst
with respect to, the use and maintenance of educatiorl records; and (3) Is subject to 34 CFR 99.
govtlrning the use and rr:-discltosure of personall'y iderntifiable information from student record

Stutlent Data; Student Data includes any data, whether gathered by Provider or provided by
its uliers, students, or students' parents/guardians, that is descriptive of the student including,
limitled to, infcrrmation in the rstudent's educational record or email, first and last name, home
telelthone nurnLber, email address, or other information allowing online contact, discipline
videtls, test reslults, special education data, juvenile dtependency records, grades, evaluations,
reco'ds, medic,al records, health records, social security numbers, biometric information, disa
socirltecrcnomic informal"ion, fitod purchases, political affiliations, religious information text
docr ments, student idenrtifies, search activity, phrotosr, voice recordings or geolocation i
Stud lnt Data shall constitute llupil Records for the purposes of this Agreement, and for the
Texi s and Federal laws and regulations. Student Data as specified in Exhibit B is confirmed
collccted or processed by the Provider pursuant rto the Services. Student Data shall not consti
information that has been anonymized or de-identifit:d, or anonymous usage data regarding a
use rlrf P'rovider's services.

Subllrocessor: For the purpc'ses of this Agreement, the term "subprocessor" (sometimes refi
the o'Sulbcontractor") means a party other than CFISD or Provider, who Provider uses for data
anal rtics, storage, or other service to operate and/or improve its software, and who has access

Tar111etr:d Adl'ertising: Targrlted advertising means presenting an advertisement to a student
selerttion of the advertisement is based on student inlbrmation. student records or student sene
contr>nt or inferred over time llrom the usaqe of the Provider's website. online service or mobi
appl cation by such studlent or the retention of such student's online activities or requests over

Thit d Party: The term "Third Party" means a prrovider of digital educational software or serv
inch dirrg cloud-based services, for the digital storage, management, and retrieval of pupil
Hov ever, for the purpose of this Agreement, the terrn "Third Party" when used to indicate the
of di gital educational software or services is repllace<l by the term "Provider."
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EXHIB;IT.,D',

DIRECTIVE FOR DIS|POSITION OF DATA

cypl,essi-Fairbanks ISD directs Aloe Software Gr.up LLC
to dispose of data obtained by

purslrant to the terms of the Service Agreement between CFISD and Company. The terms of
DisXlosition are set forth below:

l. Etlglgrt of Disposition

- 
. D;isposition is partial. The categories of data to be disposed of are set forth below or are

an altachment to this Directive:

-{- -Disposition 
is Complete. Disposition extends to all categories of data.

2.Ntrc_of DjSpositio4

/ llirporition shall be by destruction or deletion oldata.

_ lDisposition shall be by a transfer of data. The data shall be transferred to the following si
follciws:

:. T:lnqtns-afDispulier

Da&i shall be disposed of by the following date:

{ e,,rsoon as commercially practicable

By

4. $1gryfiure

Autll,orized Representative of CFISD

Date r

Representative of Company

4t12t2018

Datrr
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EXH]IBIT "E'DATA SECIJRITY REOUIREMENTS

IINSERT ADDITIONAL DATA SE(]URITY REOUIREMENTS HEREI
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EXHIBIT "E"

0 nDataSuite is password protected and username and passwords are given by the district
a lministrators.

D tta is hosted on the Regiorn 4 ESC server. Please rerfer to Region 4 ESC server security.


