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This Califomia Stedent Data Privacy  Agreement {';DE’.-—‘-&“; w ocnered e by oand bepween the
San Marcos Unified School District

hercinafier  referred 10 as CLEAT and rMathod Test Prep
Chereinafier referred e 35 TProviderTy on October 10. 2020 . The Partics agree 1o
the terins as smted herein,

RECITALS

WHEREAS, the Provider has agrecd o provide the Local Education Ageney {“LEAT) wath certon
irital cducatomal services ("ServiessT) pursuant 100 Q1 CORITACT dared

fo-lml_ ;aummna Services (“Serviees 1 p Q October 10, 2020
Rervice Agrecinont 1 ond

WHEREAS. in order o provide the Services described in the Servige Agreement. the Prosader
mav reccive of create, and the LEA may provide decuments of dara that are covered by
coversl lederal stames, amom  them,  the  Family Educational Rights  and Privacy Al
CEERPA™ at 20 USC. 1237p (34 CFR Pam 99y, Chuldren’s Unline  Privacy Protection
Aol FTOPPA™ 15 11S.C. 63016504, Prowction of Pupil Rights Amendument {PPRA™ 20 1S.C.
123350 and

WHERF A%, the documents and data rransforred from LEAS and creared by the Provider' s Services ae
alsv subjeer 1o Califomia state sudent privacy  laws, melpding AB 1584, found at Califiania
Uduraton Usde Seerion $49073] andd the Siudear Cndine Porsonad Information  Protcenan At
~SOPIPA™) Tound at Calitornia Business and Professions Code seetion 21384 and

WHEREAS, for the purposes of this DPA. Provider 15 2 sehool olfieial with legitmate educational
interests m pceessing oducational recurds pursuant o the Service Apreemaent: ansl

WHEREAS. the Partics wish 1o enter inio this DPA 10 cnsure that the Service Agreement contorms
e the requirements of the privacy laws referred o above and o establish smplementing procedures
and duties, ol

WHEREAS. the Provider may, by signing the “General Offer of Prvacy Tenns™ (Exlubat Y ngTee 10
allow other LEAs in Caliboraia the epportuniny ts aceept and enjoy the henefite of thie 3P4 for
he Services deseribed herein, without the need to negntiste ©erms in i sepazate DPA.

NOW THEREFORE. for ceod and vaiuably considerativin. the pactics agree as fdlows:

ARTICLF I: PURPOSE AND SCOPE

i. Purpose of DPA, The puepose of this DPA is to desenbe rhe dunes and responsibilives
protect student data transmutied 1o Brosider fromt LEA pursuang to the Service Agrecrient
inchuding compliance with all applicable smrees. wcluding e FERPA. PPRA. COPPA,
SOPIPA. AR 1554, and ather applicable Cafifomi Srawe laws, all as may be amended from lime
w e, In performing these servaces. the Provider shall he considered a Sebool Official with
& lesrimate educational interest. and pesfonming senvices otherwise proviged by the LEA
With respect 0 the wse and maintenance of Student Dawy. Pravider shall be under the direct
ponrrsl and supersision of the LES,
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Nuture of Services Provided. |he Pravider has agreed 1o provide the Ipllowmg digitad
cducational products and services deseribed helow and as may be further outhned in Exhibit “A”

hereto:
Ses Exhibit "A"
3. Student Data tu Be Provided The Pastice shall mdcate the caregortes of swdent data o be

provided w the Sehedule of Data, attached herete as Exhibit "B

4. DPA Definitions. The definition of terms used in this DPA s found w Exhubit “C7 In the even
of 1 canilict, definitions vsed in this DPA shall prevail over tenm used in the Service Agresment,

ARTICLE [ DATA OWN ERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA - Al Student Dara wansmitted o the Provider purssant w the
Service Agreoment 1s and will contmue 10 be the property of and under the contral ot the LEA.
Fhe Provider farther acknowledges wnd agrees tha all copies of such Stadent Data tansmitred o
e Provider, nclaling any modifications o addinens or any purlion thercof from any souros,
sre subjeet 1 the provisions of this Agreement in e same manner as e origing! Studem D
Tho Parties agree that as between them, all rights, including all nicttectual property dights i and
wo Sradont Data contemplaied per the Serviee Agreement shall sremain the exclusive property of
e LEA. For the putposes of FERPA, tse Provider shall be considercd 3 Schaal Official. unmder
the control wnd direetion of the LTAs as 1L pertans w0 the use of Student Dam natwithstanding
the above. Provider may transfer pupii-gencrated content 1 a separaie accounl, accordmy to the
procedures sel forth below

1. Parent Access. LEA shail establish seaseuable prox cdures by which a parent, fegal guardian, or
clivable student may review Sdent Data ia the pupii s reeords. correct eroneeas information.
end procedures for the ransfer of pupsl-generated content 1a a personal account, consistent with
the functienality of services, Provider shall respond in o fimely mannes fand Ao farer shan A3
davs from the date of the request) 1o the LEA s request for Student Data in a pupil’s necords held
by the Prenider to view or correcl as necossary in the cvent that 2 parent of a pupil or other
iadividual contacts the Provider to review auy of fhe Studomt Data accessed pursuant o the
Sorvices, the Provider shiall refer the parent o sndividual o the LEA who will @llow the
necessary and proper proecdures regarding the requesied mfeimation.

3. Separate Account. [T pupil generated content s stored ar maingined by the Provider we part of
he Sorvices described i Exhibit A7, Previdor shall, at the request of the LEA, transtor said
puptt penerated content 1 a separate student account wpen ermination of the sorviee
Agreement: provided. however, such wansfer shall enly apply to puptl generated content tat s
sevierable from the Service.

4. Third Party Request. Should o hoed Pase, including aw enforcement ard government
cribities. contact Provider with o request for data held by the Provider pursuasyt o the SOPVILCS.
che Provider shall redweet the Thind Paroy to requeest the dasa diveetly from the LEA. Proy wder
shail nunfy the LEA m advance of & eompelied disclosure e a Third Party,
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Suhprocessors. Provider shall enter into written agreements with all Subprocessors peforung
finerions pursuant o the Service Agreenent, whereby the Subprocessors apree [0 ProTect

Srudent Data in manner consistent with the terms of this DPA,

ARTICLE 1H: DUTIES OF LEA

-

Privacy Compliance. LEM shall pronide duia for the purposes of the Serviee Apreement
in complianes wih FERPA. COPPA. PPRA. SOPIPA, AB 1384 and all ther California
privacy swtuies,

Annual Notification of Rights 10 the LEA has a poliey of diselosing education records under
FERPA (4 CFR & 99.31 (a) (11, LEA shall include a specification of enteria for dewermng
who constitutes o school official and whar constitutes & legifimare cducanonal tnterest in as
Antiual notificaton of nghts,

Reusouable Precantions. LEA shall wke repsonable precautions 10 SCCUTS  uUSemRUTES,
passwords, and any nther means of gaining access the services and hosted data.

Unauthorized Access Notifieation. LEA shall norify Provider promptly of any knows or
suspected unauthorized access. LEA will assist Provider in any cliorts by Provider o investgate
and respond to any unauthorized access,

ARTICLE 1V: DUTIES OF PROVIDER

}.

4‘

Privagy Complinnce. The Provider shall comply with all applicable sate and federal laws and
regalativns portaining 1o data privacy and secunty, including FERPA, COPPA. PPRA, SOPIPA.
AR 1384 and all other Caifornwa privacy siates.

Authorized Use. The data shared pursuant 1o the Service Agreement, including persisient TGS
Jeatifiers. shall be used for no purpuse other than the Services staied i the [ervice Agreament
andror atherwise authorized wnder the statutes meferred to in subseetion (1. above, Provider also
acknowledges and agrees that it shall not make any re-disciosure of any Smdemt Do o any
portion thereaf, includmg without limitation. meta data, user content or afber non-public
infarmation and’or personally identifiable information cantained in the Srudens Data. without the
express writen consent of the LEA,

Fmplovee Obligatiog. Provider shall require all employees and agents who have aceess
Student Data to comply with ail applicable provisions of this DPA with respect i the dota shared
wnder the Serviee Agresment.

Np_Disclosure. De-identified informanion may be wsed by the Previder for the purposcs of
development, research. and imprivement of cducatonal sites, sorviees, or applications, as any
sther member of the public or party would be able o use de-identified data pursuant to JOFR
o vy Provider agrees nol o aftempt 1o re-idenitfy de-identifiod Studesnt Daza and not o
reamster de-tdentitied Student Dasa 1o any party unless () that purty ppeees i writing nol o

-



atternpt re-wlentification, and {(B) prios wiiten natice has been given o LEA who has provided
prior written consent for such sransfer. Provider shall not copy, reprodice or transaut any Gata
ubtained under the Service Agreement andivr any poruon therent, excepl #s necgssary to fulfill
the Senvice Agregment,

5. Disposition of Data Lpon writlen request and in accordance with the apphicable terms in
cuhsection a o b, below, Provider shall dispase or delete ail Student Data obtamed under the
Service Agreemens when o is no Jonger newded for the purpose for which it was obtained.
Disposition shall include (1) the shredding of any hard copivs of any Student Dat 12) Erasing!
ar 13) Dhherwise modifymg the personal information in these records to make it unrcadable or
indeciphcrable by buman or digital meuns. Nothmng in the Service Agreement suthorizes
Provider ta mainain Stedent Data ohmined under the Servige Agreement bevond the time peried
reasonably nesded to complete the dispesition. Provider shall provide written notification 1o
LLA when the Stdent Data has been dispased. The duty to dispose of Student Data shall no
cvrend to data it has been de-identificd or placed in a separate Student account, putsuant to the
other terms of the DEA. The LEA may cmploy a “Reguest for Return or Deletion of Studem
Data” form. a copy of which & attached hereto as Exhibi “I. Upon reccipt of a reguest om
the LEA. the Provider will immedsately provide the LEA with any specified portion of the
Sepdent Data within ten (1) ealendar days of receipt of saul request.

a. Partial Disposal During Term of Service Agreement, Throughout the Term of the
Serviee Agresment. LEA may reguest partial disposal of Student Data obhramed under
‘e Service Agreement that is no longer needed. Partial disposal of dat shall he
subject to LEA s pequest o tramsiler data to 0 scparate account, pursnant to Article 1L
seclion 3, above,

h. Complete Disposal Upon Termination of Service Agreement. Lpon Termization ol
the Service Spreement Provider shall dispese or delete all Snodent Daza obianed
under the Service Agreement. Prior to dispesinion of the data, Provider shall netify
| F4 inwreiting of its option Lo transier data 1o a separaie aecount, pursaant in Arricle
1. section 3, showe. [z no event shall Provider dispose of data pursuant to this
provision unicss and until Provider has received affemative wrien confirmaion
Serns LEA thae datn wall mot be rransforred 1o a separie sccousil

6. Advertising Prohibition. Provider is prohibited from using or selling Swudent Dam to ta1 market
ar adverfise 1o stdents or fimilies/euardians: (b1 inform. mluence, or enable muarketing,
advertising, or other commereial elforts by a Provuler; (¢} develop a profile of a siudent, Runily
nemberguandian or group. for any commerzal purpose other than providme the Service (o
LEA: or idi use the Student Data for the development of commersial products or services. ather
than as necessary 1o provide the Sevies o LEA. This scction does nat prafibit Provider from
ysing Student Dals fus udapuive learning or custpmized student learming purpuses.

ARTICLE V: DATA PROVISIONS
1. Data Security. The Providler agrees e abide by and maintain adequate dasa security measures.
consistent with industry standards sl techopology best practices, Lo prowet Student Dot from

unauthorized disclosure o acquisition by an unauthorized person. The general scourty duties of

§



Provider are set lorth bolow, Provider may further deil its seeunly programs snd measures i
Exhibit “F" hereto, These measurcs shall include, but are not luntred ra:

a‘

hf

c.

il.

A

Passwords and Employee Access. Provider shall secure usermames, passwards, and
any other mesns ol gaining acesss to the Services of 10 Student Data. wt a level
sugpestzd by the applicable standards, as set forth in Article 4.3 of NIST H0-63-3
Provider shall only provide access m Sradent Dats o employees or contractors that
are performing the Services. Bmployess with access (o Student Data shall have
signed contidentiality agreements regarding said Student Data. All employees with
access o Smdent Records shall be subject to crimingl background checks in
compliance woith state snd local erdinances.

Destruction of Data. Provider shall destroy or delete all Student Data ohtamed
under the Service Agreement when it is no longer necded for the purpose for which
it was pbiained, or ransfer said data o LEA or LEA's designee, according 0 the
procedure identified in Amcle IV, section 5, above Noghing in the Service
Agrecteent authorizes Provider o maintain Swdent Data beyond the time peried
reasonably needed to complete the disposition.

Secarity Protocols. Both partics sgree to mamtan sceunty prolocols that meet
‘ndusory standards tn the ransfee or sransmission of any data, meluding ensuring that
data may only ke viewed or aceessad by parties legally allowed to do so. Provides
shall maintain all data obrained or generated pursuant 1o the Service Agreement it &
secure digital enviromment and zot copy, roproduce. or Lransiit datd ehtaimed
pursuant w the Service Agreement, except as necessary to fulfill the purpose of da
requests by LEA,

Emplovee Training. The Provider shall provide periodic seeuniny saiming Lo tose

of its emplovees who operate or have access 1o the system. Purther, Provider shali
provide LEA with contact formation of an employee who LEA may contact if
ihere are 30y SCCUNITY CORCENS OF qUESTIoNS,

Security Technology. When the service 18 accessed using a suppored web browser,
Provider shall employ mdustry standard meazures 10 profect data trom unauthorized
access, The serviee sceurity measures shall incinde server suthenueanion and data
cncryprion. Provider shall host dat purssant 1o the Service Agreement i an
snvironment using a Trowall that 1s updated acconding te industry standards.

Security Coordinator, 1T diffierent Gu the desipnated representative ideonfied n
Article VIL sevtion 5, Provider shall provide the same and contast information of
Pravider's Secunty Coprdinater for the Student Data received purssant o the
Service Agreement.

Subprocessors Beund. Provider shall coter imo wrinen sgrecments whereby
Syuhprocessors aeree 1o secure and protect Student Dasa i a manser consisiont with
the terms ofthis Arocle V. Prowvider shall periodically conduct o1 seview compliance



monitoring and assessmenss of Subprocessors to derermine their cumpliance with
s Artele,

h. Perivdic Risk Assessment. Provider turther acknowledges and agrees 1o conduct
digital and physical peniodic (no less than semi-anmual)l nsk mssessments and
-emediate any identified security and privacy vulnerabilities in a imely manner.

2. Daty Bresch. In the cveat thar Smdent Daw i avecssed or obtained by an unauthorized
individual, Provider shall provade notificarion o LEA within 2 reasenable amount of vme of the
incident. and not exeeeding fortv-gight {48) hours, Provider shall follow the following process:

a. The sceurity breach notification shall be wrinten in plan language, shall be tited
“Natice of Data Breach,” and shall present the information describad bercin under
e following headings: “Whatr Happened,” “What Infurmation Was lavolved.”
“What We Are Doina” “What You Can De.” and “For More Information.”
sddirenal information may he provided as a supplement te the nutice.

b, The seeurity breach nottication described above in section 2{a) shall include, ar a
runimum, the follewing information;

i The name and contact information of the reperting LEA subject to this section,

il A list of the types of personal information that were or are reasonably believal w
have been the subiest of a breach.

L If the information is possible to determine at the time the natice 15 provided, then
aither {15 the date of the breach. (2} the estimated date of the breach, or (3} the
date range within which the breach occurred. The notlication shall also wclude
she date of the notice.

v, Whetler the notification was delaved ms w result of 2 law enforcement
investigation, +f that information is possible to determing a1 the tme the natice is
prowtded,

v, A general deseription of the breach wncrdent. if that information 15 possible (o
determine at the time the nofice S provided.

¢ Ar LEA’s disvreton, the sceurity breach notificaton may atsa mclude any of fhe
ollowing:

i Inlermanion abour what the ageney nas donme 1o protect indiveduals waose
information has been breached.

i, Advice on steps that the persan whose infurmation has been breached may take 1o
pratect himself or herselt,

d. Provider agrees o adhbere o all requirements w applcable State snd o federal law
with respeet 10 8 data breach whated 1 the Student Data. including, when approprae
ar requited, the required respomsibilities and  procedures for nolification and
mitigation of any such data breach.



¢, Provider further ackoowledges and agrees o have a writlen mcident response plan
“sar reflects bost practices and is consistent with indusory standards and federal and
state law for responding ta a data breach, breach of secunity, privacy meident or
snautharized acquisition of use of Student Data or any portian thereof, including
aersonally idenitfiable wformanon and agrees Lo provide LEA, upan request, with @
copy ul said written incident respanse plan.

f. Provider 15 prohibikd lom directly contaciing parent, legal gwardian or ehigible
wpil unless expressly requested by LEA. ¥ LEA requests Provider’s assisance
providing notice of unswthonzed access, sod such assistanee s onel unduly
hurdensomse to Provider, Provider shall notify the affected parent, legal puardian o
chiwible pupil of the unamhorized aceess, which shail inciude the mformation listed
in subsections (h) and ic), above. If requested by LEA. Previder shall reimburse
| B4 for costs incurred to notify parents/fanuihies of a hreach not cngmaing fram
LEA's use of the Service.

o. In the event of a breach originating rom LEA's use of the Serviee, Provider shall
cooperate with LEA to the exient necessary e expeditiousty secure Student Data

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may. by sigaing the artached Form of General Offer of Privacy Terms (Gieneral Offer, attached
hereto a8 Exhibit “E7), be bound by the terms of this DPA to any other LEA who signs rhc acceplance
on in said Exhibit, The Form is limited by the terms and conditions described therein.

ARTICLE ¥il: MISCELLANEOUS

1‘

‘h

Term The Provider shall be bound by this DPA for the duration of the Scrvice Agreement of 50
long as the Provides maistains any Stusdent Data, |

Termination In the cvent that either party seeks o temmunate this DPA, they may g 30 by
mutual writtes consent so long as the Service Agreement has Iapsed or has been erminated. LEA
chall have the right fo terminate the DPA and Serviee Agreement i the event of a material
hreach of the terms of this DPAL

Fffect of Termination Swrvival 1§ the Service Agreement 5 terminaled, the Provider shall
destroy wil of LEA’s dat purssant w Article V. sestion Lia), and Article IL section 3, ahove.

Priovity of Asregments, This DPA shall govern the weament of student data i order 10 comply
with privacy protections, includme those found in F EEPA and all applicable provacy siatules
‘dentificd in this DPPA. In the event e is contlict berween the DPA and the Nervice
Apreement. the DPA shall apply and take precedence. Excepr as deseribed o s pasagraph
merein, wil other provisions of the Service Agreoment shall remain n cfleet.

Notice All notices or olber conuBuNICILEn reguired or permitted 1o be given hereunder must be
n writing and given by personal delivery. of c-mal iransmission U coma information



provided for the speeific mode of delivery), or firstclass mail, postage prepad, sent to the
designated representatives before:

a. Designated Representatives
The desigaated representative for the LEA for thns Agreement is:

N, Mark Schedl
Title: Asst Supt, Busness Services

{ontact Information:

Harr Mareos Wnifled Sohoot District
A5 Bios Ave, Si8 250

S3n Marcos CA 82069

The designated representative far the Provider far this Agreement i€

ot iy

g y, ,
Name: ‘5'”1f”1-'~ 2 G Lo
Titker 3y VY

Contact Information’
3 Qlack st {a

T Nofrkagerd N 373

3L 983 fepi " alS

h. Notilication of Acceptance of General Offer of Terms Upon excoution of Exhulsit &,
General Offer of Terms. Subseribing LEA shall provide notice of such acceptance in writing
and given by persanal delivery, or e-mail transmassion (f contact miprmanon 15 prosided (o
the specific mode of deliveryl, or first-class mul, postage prepaid, 1o the designated
representative below.

The desipnuted represeniative for the aotice of aceeptance of the General Offer of Privacy Taams 1s:

Mame:
Fixle:

Cenmaer Information;

6. Emtire Agreement This DPA constitutes (e catice agrecment of the pautics relating o the
subject matter hereof and supersedes all prior communicalivns, [CPICSCHIATCNS, OF 4IRS,
i or wiitten, by the parties relating thereta. This DPA may be amended and the abservance of
amy provaston of this BPA may be waived (either generally or  any particuks instanee and
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1.

il

cither retroactively ar prospectively ) only with the signed written comsent of both parties. Neither
fasture tior delay on the part of any party in exercising any pehe, power, ar privilege hereunder
shall operate as 1 warver of such right, nor ghall any sigle or pastial exercise of any such right,
power, of privilege preciude any further exercise thereel or the oxerese of any other right,
TOWCE, UF Priviiege,

Severability. Any provision of this DPA that is prohibited or unenfurceable i any jurisdiction
shail, a8 o such unsdiction, be neffectve to the extent of such profbition or unenituecabilicy
without invalidating the remoiming provisions of this DPA. and any such prohibiton
unenfereeability in any jurisdiczion shall not mvalidue or render unenforceabie such provision m
any other junsdiction. Notwithstanding the forcgoing, if such provision could be mane sanowly
drawn so 2% not 1o be prokibited or unenforceable in such jutisdietion while, at the sume time,
maintaining the intent of the partics. it shall, a5 o such unsdicson, be so narowly drawn
withouyt invalidating the remaming peovisions of this DPA er affecting the validity o1
enforceablity of such provision w any other sursdicton.

Goversing Law: Yenue and Jurisdiction, THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS EXECUTED. WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS 10 THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FCDERAL COURTS FOR THE
COUNTY IN WIBCH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLAYED HEREBY.

Authority. Provider represenrs thar it is authoneed to bind 1o the terms of this Agreement,
inciuding confidentiality and deswuction of Sumdent Data and any portion thereof contained
therein, ail related or asseciated instiniions, individuals. emplayees or contractons whe may have
sevess 0 the Student Diata andror any portion thereol, or may own. lease or contrel equipment or
focilities of anv kind where the Student Data and pontion theeof stored. mambnned of used m
any way, Provider agrees that amy purchaser of the Previder shall also be bound fo the
Agreemenl.

Waiver No delay or omussion of the LEA w exercise any right hereunder shall be construed os a
waiver of any such right and the LEA reserves the right 1o exercise any such ngnt from time to
time. as afton as may be decimed capedicont

Successors Bound. This DPA is and shall be binding upon the respective sugcessors i inferest

ro Provider in the cvent of a merger, wequisition. consolidation ar other business reorganizaticn
or sate of all ur substanpally all of the assets of such business.

| Signature Page Follmes ]



IN WITNESS WHEREOF, the parnes have sxeculed this California Student Data Privacy Agreement
a¢ of the last dav noted below.

Provider: Method Test Prep

:} = . ;
BY: TSz, - (,;.a_’;}!." . Dare: 4L TaWA f‘gs} 2

- -— ‘)
Printed Name: A e €. v lule/Position: ';w:i VT
I

I aweal Bducation A:__:Qngw_.;_san harcos Linified School District

W e e
Printed Name: H@n [ :/ vm Title/Position: @Wﬂ-‘(ﬂd%f'

Yy

Nate: Electronie signature not permitied.



EXHIBIT “A”
DESCRIPTION OF SERVICES

[[NSERT DETAILED RESCRIP FION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OR SERVICE 1S INCLUDED, LIST EACH PRODUCT HERE]

Metnod Test Prep electrenic products and platforms
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NHIBIT ~C"

DEFINITEINS

AB 1584, Buchanan: Uhe stawtory desipnation for what is now Califorma Education Code § 490731,
sclating o pupil records.

De-ldentifiable Information (DY De-ldentification  refers 10 fae procoss bv which the
Prayider removes of abseures any Personally Idenufioble Tntormanon (“PH™) from student records in
a way that removes or mnipnzes the risk of discloswie of the identiry of the mdividual and information
about them,

Educational Records. Educational Records are official recards, files and data directly related to
2 student and mamtained by the school or lacal cducation sgescy. mcluding but not limited to.
records encompassing all the material kept the studont’s cumulptive folder, such as general
identifing  data, reeonds  of  atendance  and  of - academic work  completed,  secords  of
schievement, amd vesults  of evaluative tests, health data. disciplmary stams. test protocels and
individualized cducation programs. For purposes of this DPA. Educativml Records are referred w as
Student Data.

NIST- Draft National Institute of Sundards and Technplogy (“NIST™) Special Publication Digital
Authenticatien Guideline.

Operator:  The term “Operator™ means the operator of an Inernet Website, online service.
anline application. or mobile applieation with acwal knowledge that the site. service. or apphcation
s used primarily lor K-12 school purposes and was designed and muorketed for K12 sehool
purposes. For the purpuse of the Servies Agreement. e term COperator” is replaced by the woom
Provider ™ This tesm shall encompass the torm “Third Party,” as i1 s found in applicable siate siatutes.

Persowally Identifiable Tnformation (PI: The wrms “Personally Identifiable Information” or
SPIT” siall include. but are not Gmited to. swdont dat, metadata, wd wser o pupil-generaied conent
abtained by reasos of the use of Provider's software, webswe, service, or app. including mobile
apps. whether gathered by Provider or provided by LEA or its users, students. of sudems
parents gunrdians, P11 includes Indwect ldentifiers, which 15 any iformation thal, cither alone or in
aggregate, would allow a reasonable person 1o be able o idenofy o student o o reasonabic COFTAINTY.
Far purposes of this DPA, Personally identifiable Information shall include the sawgonies of
information listed o the definition of Student Data.

Provider: For purposes of the Serviee Agreement, the lerm “Provider” means provider of
gl educational seftware or services, ancluding cloud-based services, fur the digital storage,
management, ond retrigval of pupil records. Within the DPA the term “Provider” includes the erm
“Third Party”™ and the term “Operater” as used in applicable siate Statutes.

Pupil Generated Content: The torm “pu pil-generated conwm”™ means matesials or contend created by a
puptl dunng and tor the purpese of education meluding, but nol hmited . 0RSavs, Tesvarch
peposts. partfalins, creative weiting, music or other wudio ftles. phowgcaphs, videos, apd account
informatien that cnables onuoing vwanersiip of ?;._spi’.- conlent.

i ]



Pupil Records: Means borh of the following: (1) Any informaton diat dircetly relates to a pupil that 5
maintamed by LEA and (2) any information acquired direetly from the pupil through the use of
instructional software or spplications assigned to the pupil by a teacher or ather LEA employes. Fuou the
nurpeses of this Agreement, Pupil Revords shall be the same as Educational Records. Student Personal
Information and Covered Information, all of which are deemed Student Data for the purposes of this
Agregmeni.

Service Agreement: Relors o the Contract or Purchase Order w0 which this DPA supplements and
medifies.

School Official: For the purposes of this Agreemens and pursuant to 34 CFR $9.31 (B), a Scheol
OMAcial s a contractor that: (13 Performs an institutional service or function for which the agenoy nr
etitution wonld otherwise use emplovees. (21 Is under the direer control ol the agency or nstitution
with respest to the wse ol mamtenance of education records, and (3) Is subicct to 33 CFR 99.33(a)
soverning the nse and re-disclosure of personally idemifiahle information tom student records.

SOPIPA: Onee passed, the requircments of SOPIPA were added to Chapter 222 {commencing with
Gection 225841 1o Division % of the Business and Professions Code relating to privacy.

Sudent Data: Student Data inclugdes any dara, whether gathered by Provider or provided by LEA or its
users. sudents, or students’ parents/guardians, that is descriptive of the student weluding, but not limited
L, inforgsation in the student’s educational record or emmk. first and last nane. home address, telephane
number. email address, or other nformation allowing online contact, disepline records, videos, wst
results. speeial education data. juvenile dependency records. grades. evaluarions, criminal recovds.
medical records, health records. social security numbers, biometric nformation,  disabilities,
sociovconomic information. tood purchases, pelitieal affiliations. relivicus information 1ext messages.
documents, student ientifies. search activity, photos, vowe recordings or peolovution informanion.
Student Data shall constitute Pupil Records for the purpeses of this Agreement, and for the purposes of
Calilornia and federal Tows and regulations. Smdent Daia as specified in Exlubit BT 15 confirmed 1o be
collected or provessed by the Provider pursuant 1o the Services. Student Dhta slall nat constingte thar
information that has been ancnyisized or de-identified, or anonvimous usage data regarding a smdent’s
use ol Provider's services,

SDPC (The Student Data Privacy Consortium): Refers 1o the patienal callaborative of schools,
distriets. regional, temriteries and swre sgencies, poabey makers, Wade viganizations and marketplace
providers addressmg real-warkd, adaptable. and implementable sclulions o growmg data provacy
CONCETIE.



subseribing LEA: An LEA that was not parly o the original Serviees Apreement and who accepts the
Provider's General Offr of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the werm “Subprocessor” (sometunes referred 0 a5
the “Subcontractor’) means a party other than LEA o Provider, who Provider uses for data sallection,
analvtics, storage. or other service to operare andior improve its software, and who has access to PIL

Targeted Advertising: Targeted adverhying means prescnting sa advertiserient 162 student where the
seleotion of the adverrisement i based on student infarmatien, student records of student generated
content or inferred over tme from the usage of the Provider s webane, onbime service 0 mobile
application by such student or the retention af such student’s onlinc CTIVItIES OF requests over Lime.

Third Party: The erm “Third Party™ means o provider of digital educational software or services,
including cloud-based services, for the digiml storage, monagement, and remeval of pupil records.
However, for the purpose of this Agreement, the erm *Third Paity” when used to indicate the provider
of digital cducational sofiware or servics Is replaced by the rorm “Provider ™



EXHIBIT D~
DIRECTIVE FOR. DISPOSITION OF DATA

San Marcos Uinified School District _ Method Test Prep

direets T

dispose of dom obminedby Provider pursuant w0 the  lerms of the Service Agreement
hetween LEA and Provider. The terms of the Dispasinon are set forth below:

Extent of Disposition | . Partial. The cawsores of data to be dispesvd of we as |
; | follows:
i ¢

Dispositsan shall be:

\/ Complete. Disposition carends ro sll categories of data.

" T . Ll /
Nature of Disposinion -/ Destraction or deletion of data.
Lo shall be by: Transfer of data. Ihe dats shall be wansferred as st forth

in an atrachment to this Direetive, Following confirmation from
LEA that data was successfully transferred. Provider shall
destroy or defere all appheable data.

Liming of Disposition

F
"¢ As soun as commergiaily practicable

| Data shall be disposed of by the

| fallowing date: By {Insert Date)
Autharized Representative of LEA - Date
e sl _:{i:’#g‘ré ,f‘{"‘f -

Venfeatron of Dispositian of Data Datd
hy Authorized Representarive of Provider

Y



EXHIBEE “E"

GENERAL OFFER OF PRIVALY TERMS

1. Offer of Terms San Marcos Unified

Provider offers the same privacy protections found n this DPA between it and 2 i eyimrrios

amt which is dated October 10, 2020 o any other LEA (“Subscribing LEA™) who accepls this
Geseral Offer thouwh its signature below. This General Offer shall extend only W privacy pIOELHons
and Provider’s signature shall not secessanly bind Provider tw other s, such as price. lenm, of
schedule of services, or to anv other provision not addressed in this DPA, The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider m Exhibit "B" to suit the
unigue needs of the LEA. The Provider may withdraw the General Offer in the event of. {17 a
material change in the applicable privacy statures: (2) 2 malerial change w the services and
sroducts subjeet fisted in the Originating Scrviee Agreement. or three {3) wears after the date of
Provider's signature to this Form. Provider shall notify CETPA in the cvent of any withdrawal
<o that this ifermation may be transinitted o the Alliance™s usess.

Prawider: Methaod Test Prep

” 2 ; 5
" Date: 0/ e fer e

Printed Name: I)}"' T f/t oy .
-

0

& ¥
Fale/Position: (Y . ' f

2 Subscribing LEA

A Subscribing LEA, by signing a seperate Service Agreement with Provider. amd by ifs signature below.
accepts the General Offer of Privacy Tems, The Subserihing LEA and the Provider shail therefore be
bound by the same terms of this DPA.

Subseribing LEA:

BY: _ _ Diage:

Tiile' Position:

Printed Namer

Name:

Tatle:

Eman Address:




