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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E) 

STANDARD CLAUSES 

Version 1.0 

ARTICLE I: PURPOSE AND SCOPE 

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect

Student Data including compliance with all applicable federal, state, and local privacy laws, rules,

and regulations, all as may be amended from time to time. In performing the Services, the Provider

shall be considered a School Official with a legitimate educational interest, and performing

services otherwise provided by the LEA. Provider shall be under the direct control and supervision

of the LEA, with respect to its use of Student Data

2. Student Data to Be Provided. In order to perform the Services described above, LEA shall

provide Student Data as identified in the Schedule of Data, attached hereto as Exhibit "B".

3. DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the event

of a conflict, definitions used in this DPA shall prevail over terms used in any other writing,

including, but not limited to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the

Service Agreement is and will continue to be the property of and under the control of the LEA.

The Provider further acknowledges and agrees that all copies of such Student Data transmitted

to the Provider, including any modifications or additions or any portion thereof from any source,

are subject to the provisions of this DPA in the same manner as the original Student Data. The

Parties agree that as between them, all rights, including all intellectual property rights in and to

Student Data contemplated per the Service Agreement, shall remain the exclusive property of the

LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under the

control and direction of the LEA as it pertains to the use of Student Data, notwithstanding the

above.

2. Parent Access. To the extent required by law the LEA shall establish reasonable procedures by

which a parent, legal guardian, or eligible student may review Education Records and/or Student

Data correct erroneous information, and procedures for the transfer of student-generated content

to a personal account, consistent with the functionality of services. Provider shall respond in a

reasonably timely manner (and no later than forty-five (45) days from the date of the request or

pursuant to the time frame required under state law for an LEA to respond to a parent or student,

whichever is sooner) to the LEA's request for Student Data in a student's records held by the

Provider to view or correct as necessary. In the event that a parent of a student or other individual

contacts the Provider to review any of the Student Data accessed pursuant to the Services, the

Provider shall refer the parent or individual to the LEA, who will follow the necessary and proper

procedures regarding the requested information.
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E) 

3. Separate Account. If Student-Generated Content is stored or maintained by the Provider,

Provider shall, at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer,

said Student-Generated Content to a separate account created by the student.

4. Law Enforcement Requests. Should law enforcement or other government entities ("Requesting

Party(ies)") contact Provider with a request for Student Data held by the Provider pursuant to the

Services, the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting

Party, unless lawfully directed by the Requesting Party not to inform the LEA of the request.

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing

functions for the Provider in order for the Provider to provide the Services pursuant to the

Service Agreement, whereby the Subprocessors agree to protect Student Data in a manner no

less stringent than the terms of this DPA.

ARTICLE Ill: DUTIES OF LEA 

1. Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data for the

purposes of obtaining the Services in compliance with all applicable federal, state, and local

privacy laws, rules, and regulations, all as may be amended from time to time.

2. Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or

Student Data under FERPA (34 CFR § 99.31 (a)(1 )), LEA shall include a specification of criteria

for determining who constitutes a school official and what constitutes a legitimate educational

interest in its annual notification of rights.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,

passwords, and any other means of gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known

unauthorized access. LEA will assist Provider in any efforts by Provider to investigate and respond

to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws,

rules, and regulations pertaining to Student Data privacy and security, all as may be amended

from time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including

persistent unique identifiers, shall be used for no purpose other than the Services outlined in

Exhibit "A" or stated in the Service Agreement and/or otherwise authorized under the statutes

referred to herein this DPA.

3. Provider Employee Obligation. Provider shall require all of Provider's employees and agents

who have access to Student Data to comply with all applicable provisions of this DPA with respect
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E) 

to the Student Data shared under the Service Agreement. Provider agrees to require and maintain 

an appropriate confidentiality agreement from each employee or agent with access to Student 

Data pursuant to the Service Agreement. 

4. No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of

any Student Data or any portion thereof, including without limitation, user content or other non

public information and/or personally identifiable information contained in the Student Data other

than as directed or permitted by the LEA or this DPA. This prohibition against disclosure shall not

apply to aggregate summaries of De-Identified information, Student Data disclosed pursuant to a

lawfully issued subpoena or other legal process, or to Subprocessors performing services on

behalf of the Provider pursuant to this DPA. Provider will not Sell Student Data to any third

party.

5. De-Identified Data: Provider agrees not to attempt to re-identify De-Identified Student Data. De

Identified Data may be used by the Provider for those purposes allowed under FERPA and the

following purposes: (1) assisting the LEA or other governmental agencies in conducting research

and other studies; and (2) research and development of the Provider's educational sites, services,

or applications, and to demonstrate the effectiveness of the Services; and (3) for adaptive

learning purpose and for customized student learning. Provider's use of De-Identified Data shall

survive termination of this DPA or any request by LEA to return or destroy Student Data. Except

for Subprocessors, Provider agrees not to transfer de-identified Student Data to any party unless

(a) that party agrees in writing not to attempt re-identification, and (b) prior written notice has been

given to the LEA who has provided prior written consent for such transfer. Prior to publishing any

document that names the LEA explicitly or indirectly, the Provider shall obtain the LEA's written

approval of the manner in which De-Identified Data is presented.

6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a

mechanism for the LEA to transfer Student Data obtained under the Service Agreement, within

sixty (60) days of the date of said request and according to a schedule and procedure as the

Parties may reasonably agree. Upon termination of this DPA, if no written request from the LEA

is received, Provider shall dispose of all Student Data after providing the LEA with reasonable

prior notice. The duty to dispose of Student Data shall not extend to Student Data that had been

De-Identified or placed in a separate student account pursuant to section II 3. The LEA may

employ a "Directive for Disposition of Data" form, a copy of which is attached hereto as Exhibit

"D". If the LEA and Provider employ Exhibit "D", no further written request or notice is required

on the part of either party prior to the disposition of Student Data described in Exhibit "D".

7. Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to

(a) inform, influence, or enable Targeted Advertising; or (b) develop a profile of a student, family

member/guardian or group, for any purpose other than providing the Service to LEA. This section

does not prohibit Provider from using Student Data (i) for adaptive learning or customized student

learning (including generating personalized learning recommendations); or (ii) to make product

recommendations to teachers or LEA employees; or (iii) to notify account holders about new

education product updates, features, or services or from otherwise using Student Data as

permitted in this DPA and its accompanying exhibits
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E) 

iv. Whether the notification was delayed as a result of a law enforcement

investigation, if that information is possible to determine at the time the notice is

provided; and

v. A general description of the breach incident, if that information is possible to

determine at the time the notice is provided.

(2) Provider agrees to adhere to all federal and state requirements with respect to a data

breach related to the Student Data, including, when appropriate or required, the required

responsibilities and procedures for notification and mitigation of any such data breach.

(3) Provider further acknowledges and agrees to have a written incident response plan that

reflects best practices and is consistent with industry standards and federal and state law

for responding to a data breach, breach of security, privacy incident or unauthorized

acquisition or use of Student Data or any portion thereof, including personally identifiable

information and agrees to provide LEA, upon request, with a summary of said written

incident response plan.

(4) LEA shall provide notice and facts surrounding the breach to the affected students,

parents or guardians.

(5) In the event of a breach originating from LEA's use of the Service, Provider shall cooperate

with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS 

Provider may, by signing the attached form of "General Offer of Privacy Terms" (General Offer, attached 

hereto as Exhibit "E"), be bound by the terms of Exhibit "E" to any other LEA who signs the acceptance 

on said Exhibit. The form is limited by the terms and conditions described therein. 

ARTICLE VII: MISCELLANEOUS 

1. Termination. In the event that either Party seeks to terminate this DPA, they may do so by mutual

written consent so long as the Service Agreement has lapsed or has been terminated. Either party

may terminate this DPA and any service agreement or contract if the other party breaches any

terms of this DPA.

2. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall

destroy all of LEA's Student Data pursuant to Article IV, section 6.

3. Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply

with the privacy protections, including those found in FERPA and all applicable privacy statutes

identified in this DPA. In the event there is conflict between the terms of the DPA and the Service

Agreement, Terms of Service, Privacy Policies, or with any other bid/RFP, license agreement, or

writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between
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Ground Traffic Control® 
Drive data-based decisions with detailed visibility. Monitor and manage your fleet online with
this complete smart fleet management platform
Driver tablets 
Expand your fleet’s capabilities and streamline daily tasks, including inspection, , and time &
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Zonar Access™ 
Manage employee hours online, on one platform. Control costs with deeper, more reliable       
insights. Eliminate paper timesheets and reduce schedule miscommunications.
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Electronically verify that every inspection, sanitization and child-check is performed properly.
Integrate digital inspection results, repair and maintenance records.
Zonar Z Pass® 
Track student ridership across your fleet. Know who gets on and off, where and when. And
optimize routes with in-depth visibility into how each bus is deployed.
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NDPA Standard Version 1.0/with Exhibit E) 

EXHIBIT "C" 

DEFINITIONS 

De-Identified Data and De-Identification: Records and information are considered to be De-Identified 

when all personally identifiable information has been removed or obscured, such that the remaining 

information does not reasonably identify a specific individual, including, but not limited to, any information 

that, alone or in combination is linkable to a specific student and provided that the educational agency, 

or other party, has made a reasonable determination that a student's identity is not personally identifiable, 

taking into account reasonable available information. 

Educational Records: Educational Records are records, files, documents, and other materials directly 

related to a student and maintained by the school or local education agency, or by a person acting for 

such school or local education agency, including but not limited to, records encompassing all the material 

kept in the student's cumulative folder, such as general identifying data, records of attendance and of 

academic work completed, records of achievement, and results of evaluative tests, health data, 

disciplinary status, test protocols and individualized education programs. 

Metadata: means information that provides meaning and context to other data being collected; including, 

but not limited to: date and time records and purpose of creation Metadata that have been stripped of all 

direct and indirect identifiers are not considered Personally Identifiable Information. 

Operator: means the operator of an internet website, online service, online application, or mobile 

application with actual knowledge that the site, service, or application is used for K-12 school purposes. 

Any entity that operates an internet website, online service, online application, or mobile application that 

has entered into a signed, written agreement with an LEA to provide a service to that LEA shall be 

considered an "operator" for the purposes of this section. 

Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider. 

Provider: For purposes of the DPA, the term "Provider" means provider of digital educational software 

or services, including cloud-based services, for the digital storage, management, and retrieval of Student 

Data. Within the DPA the term "Provider" includes the term "Third Party" and the term "Operator" as used 

in applicable state statutes. 

Student Generated Content: The term "Student-Generated Content" means materials or content 

created by a student in the services including, but not limited to, essays, research reports, portfolios, 

creative writing, music or other audio files, photographs, videos, and account information that enables 

ongoing ownership of student content. 

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31 (b), a School Official is a 

contractor that: (1) Performs an institutional service or function for which the agency or institution would 

otherwise use employees; (2) Is under the direct control of the agency or institution with respect to the 

use and maintenance of Student Data including Education Records; and (3) Is subject to 34 CFR § 

99.33(a) governing the use and re-disclosure of Personally Identifiable Information from Education 

Records. 

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use. 
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Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its 

users, students, or students' parents/guardians, that is descriptive of the student including, but not limited 

to, information in the student's educational record or email, first and last name, birthdate, home or other 

physical address, telephone number, email address, or other information allowing physical or online 

contact, discipline records, videos, test results, special education data, juvenile dependency records, 

grades, evaluations, criminal records, medical records, health records, social security numbers, biometric 

information, disabilities, socioeconomic information, individual purchasing behavior or preferences, food 

purchases, political affiliations, religious information, text messages, documents, student identifiers, 

search activity, photos, voice recordings, geolocation information, parents' names, or any other 

information or identification number that would provide information about a specific student. Student Data 

includes Meta Data. Student Data further includes "Personally Identifiable Information (PII)," as defined 

in 34 C.F.R. § 99.3 and as defined under any applicable state law. Student Data shall constitute Education 

Records for the purposes of this DPA, and for the purposes of federal, state, and local laws and 

regulations. Student Data as specified in Exhibit "B" is confirmed to be collected or processed by the 

Provider pursuant to the Services. Student Data shall not constitute that information that has been 

anonymized or De-Identified, or anonymous usage data regarding a student's use of Provider's services. 

Subprocessor: For the purposes of this DPA, the term "Subprocessor" (sometimes referred to as the 

"Subcontractor") means a party other than LEA or Provider, who Provider uses for data collection, 

analytics, storage, or other service to operate and/or improve its service, and who has access to Student 

Data. 

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the 

Provider's General Offer of Privacy Terms. 

Targeted Advertising: means presenting an advertisement to a student where the selection of the 

advertisement is based on Student Data or inferred over time from the usage of the operator's Internet 

web site, online service or mobile application by such student or the retention of such student's online 

activities or requests over time for the purpose of targeting subsequent advertisements. "Targeted 

Advertising" does not include any advertising to a student on an Internet web site based on the content 

of the web page or in response to a student's response or request for information or feedback. 

Third Party: The term "Third Party" means a provider of digital educational software or services, including 

cloud-based services, for the digital storage, management, and retrieval of Education Records and/or 

Student Data, as that term is used in some state statutes. However, for the purpose of this DPA, the term 

"Third Party" when used to indicate the provider of digital educational software or services is replaced by 

the term "Provider." 

Version1r6 Page 17 of21





5/6/24 10:20 MST

contracts@zonarsystems.com
5/6/24 10:20 MST

Matt Deichman SVP CS and IT



✓



Provider: Zonar Systems Inc.

ARTICLE II DATA OWNERSHIP AND AUTHORIZED ACCESS
5. Subprocessor
Provider shall enter into written agreement with all Sub processors performing functions for the provider in order for 
the provider to Provide the Services pursuant to the service agreement, whereby the Subprocessor agree to protect 
student data in a manner consistent with the terms of this DPA.
Article V: DATA PROVISONS
2 Audits : No more than once a year, or following unauthorized access, the LEA may make reasonable inquiries of 
the Provider regarding the use of LEA Student Data and the security measure undertaken by the Provider to protect 
said Student Data. The Provider will also cooperate reasonably with the LEA and any local, state or federal agency 
with oversight authority or judicial jurisdiction in connection with any audit or investigation of the Provider and/or 
delivery of Services to students and/or LEA, and shall provide reasonable access to the Providers staff, agents and 
LEA's student data and all records pertaining to the Provider, LEA and delivery of Services to the LEA. Failure to 
reasonably cooperate shall be deemed a material breach of the DPA.
3. Data Security
The provider agrees to utilize administrative, physical, and technical safeguards consistent with the industry 
standards and designed to protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, 
or modification. The provider shall adhere to any applicable law relating to data security. The provider shall 
implement an adequate cybersecurity framework that may be based on one of the nationally recognized set forth in 
Exhibit F. Exclusion variation on exemption to the identified cybersecurity framework may be detailed in an 
attachment to Exhibit H. Additionally, provider may choose to further detail its security program and measures that 
augment or are in any addition to the Cybersecurity framework in Exhibit F. Provider shall provide, in the standard 
schedule to the DPA, contact information of an employee who LEA may contact if there is any data security 
concerns or question.

LEA: Scottsdale Unified School District #48
By signing this agreement, the vendor recognizes all standards for the collection and management of 
data extends to all educators, staff members and parent/guardians of students within the educational 
organization.


