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DATA PRIVACY AGREEMENT (DPA)
FOR TEXAS K-12 INSTITUTIONS

Boerne Independent School District F),\ a\_\
-~

LEA NAME [Box 1] DATE [Box 2]

and

Great Minds PBC 04/30/2024

OPERATOR NAME [Box 3] DATE [Box 4]













7. _Subprocessors. All Subprocessors used by the Operator to perform functions pursuant to the Service
Agreement shall be identified in Exhibit F. Operator shall either (1) enter into written agreements with all
Subprocessors performing functions pursuant to the Service Agreement, such that the Subprocessors agree to
protect Data in a manner the same as or better than as provided pursuant to the terms of this DPA, or (2)
indemnify and hold harmless the LEA, its officers, agents, and employees from any and all claims, losses,
suits, or liability including attorneys’ fees for damages or costs resulting from the acts or omissions of its
Subprocessors. Operator shall periodically conduct or review compliance monitoring and assessments of
Subprocessors to determine their compliance with this DPA. Supbrocessors shall agree to the provisions of the
DPA regarding governing law, venue, and jurisdition.
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€.

Security Contact. Operator shall provide the name and contact information of Operator's
Security Contact on Exhibit F. The LEA may direct security concerns or questions to the

Security Contact.
Periodic Risk Assessment. Operator shall conduct periodic isk assessments and remediate

any identified security and privacy vulnerabilities in a timely manner. Upon request,
Operator will provide the LEA an executive summary of the risk assessment or equivalent

report and confirmation of remediation.
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g. Backups. Operator agrees to maintain backup copies, backed up at least daily, of Data
in case of Operator’s system failure or any other unforeseen event resulting in loss of
any portion of Data.

h. Audits. Within 30 days of receiving a request from the LEA, and not to exceed one request
per year, the LEA may audit the measures outlined in the DPA. The Operator will cooperate
fully with the LEA and any local, state, or federal agency with oversight
authority/jurisdiction in connection with any audit or investigation of the Operator and/or
delivery of Services to students and/or LEA, and shall provide full access to the Operator’s
facilities, staff, agents and LEA’s Data and all records pertaining to the Operator, LEA and
delivery of Services to the Operator. Failure to cooperate shall be deemed a material breach
of the DPA. The LEA may request an additional audit if a material concern is identified.

i. Incident Response. Operator shall have a written incident response plan that reflects best
practices and is consistent with industry standards and federal and state law for responding
to a data breach, breach of security, privacy incident or unauthorized acquisition or use of
any portion of Data, including PII, and agrees to provide LEA, upon request, an executive
summary of the written incident response plan.

2. Data Breach. When Operator reasonably suspects and/or becomes aware of an
unauthorized disclosure or security breach concerning any Data covered by this Agreement,
Operator shall notify the District in the most expedient way possible and without unreasonable delay,
but no more than seven (7) calendar days after Operator has discovered or been informed of the
breach or unauthorized release and the number and names of schools and students affected. The
Operator shall take immediate steps to limit and mitigatethe damage of such security breach to the
greatest extent possible. If the incident involves criminal intent, then the Operator will follow direction
from the Law Enforcement Agencies involved inthe case.

a. The security breach notification to the LEA shall be written in plain language, andaddress the
following

1. A list of the types of personal information that were or are
reasonably believed to have been the subject of a breach.

2. A description of the circumstances surrounding the disclosure or
breach, including the actual or estimated, time and date of the breach,
and Whether the notification was delayed as a result of a law enforcement
investigation.

b. Operator agrees to adhere to all requirements in applicable state and federal law with
respectto a Data breach or disclosure, including any required responsibilities and
procedures for notification or mitigation

¢. In the event of a breach or unauthorized disclosure, the Operator shall cooperate fully
with the LEA, including, but not limited to providing appropriate notification to
individuals impacted by the breach or disclosure. Operator will reimburse the LEA in
full for all costs incurred by the LEA in investigation and remediation of any Security
Breach caused inwhole or in part by Operator or Operator’s subprocessors, including
but not limited to costs of providing notification and providing one year’s credit
monitoring to affected individuals if PII exposed during the breach could be used to commit
financial identity theft.

d. The LEA may immediately terminate the Service Agreement if the LEA determines
the Operator has breached a material term of this DPA.

e. The Operator’s obligations under Section 7 shall survive termination of this
DPA and Service Agreement until all Data has been returned and/or SecurelyDestroyed.
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Last Name:

Boerne ISD [Box 13]
Chief Technology Officer [Box 14]

LEA’s Name:

Title of Representative:




[Signature Page Follows]
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EXHIBIT=A"
DESCRIPTION OF SERVICES

Description : [Box 25]
Great Minds is providing the following products to BISD:

Eureka Math TEKS Edition, Eureka Math Equip, PhD Science TEKS Edition
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EXHIBIT =C*
DEFINITIONS

HB 2087: The statutory designation for what is now Texas Education Code Chapter 32 relating to pupil records.

Data: Data shall include, but is not limited to, the following: student data, educational records, employee data,
metadata, user content, course content, materials, and any and all data and information that the District (or any
authorized end user(s)) uploads or enters through their use of the product. Data also specifically includes all personally
identifiable information in education records, directory data, and other non-public information for the purposes of
Texas and Federal laws and regulations. Data as specified in Exhibit B is confirmed to be collected or processed by the
Operator pursuant to the Services. Data shall not constitute that information that has been anonymized or de-identified,
or anonymous usage data regarding a student’s use of Operator’s services.

De-Identified Information (DII): De-Identified Information is Data subjected to a process by which any Personally
Identifiable Information (“PII”) is removed or obscured in a way that eliminates the risk of disclosure of the identity of
the individual or information about them, and cannot be reasonably re-identified.

Data Destruction: Provider shall certify to the District in writing that all copies of the Data stored in any manner by
Provider have been returned to the District and permanently erased or destroyed using industry best practices to assure
complete and permanent erasure or destruction. These industry best practices include, but are not limited to, ensuring
that all files are completely overwritten and are unrecoverable. Industry best practices do not include simple file
deletions or media high level formatting operations.

NIST 800-63-3: Draft National Institute of Standards and Technology (“NIST”) Special Publication 800-63-3 Digital
Authentication Guideline.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or “PII” shall include, but
are not limited to, Data, metadata, and user or pupil-generated content obtained by reason of the use of Operator’s
software, website, service, or app, including mobile apps, whether gathered by Operator or provided by LEA or its
users, students, or students’ parents/guardians. PII includes Indirect Identifiers, which is any information that, either
alone or in aggregate, would allow a reasonable person to be able to identify a student to a reasonable certainty. For
purposes of this DPA, Personally Identifiable Information shall include the categories of information listed in the

definition of Data.

Pupil-Generated Content: The term “pupil-generated content” means materials or content created by a pupil during
and for the purpose of education including, but not limited to, essays, research reports, portfolios, creative writing,
music or other audio files, photographs, videos, and account information that enables ongoing ownership of pupil
content.

Subscribing LEA: A LEA that was not party to the original Services Agreement and who accepts the Operator’s
General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to
as the “Subcontractor”) means a party other than LEA or Operator, who Operator uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PIIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the selection of the
advertisement is based on student information, student records or student generated content or inferred over time from
the usage of the Operator’s website, online service or mobile application by such student or the retention of such
student’s online activities or requests over time.

Texas Student Privacy Alliance: The Texas Student Privacy Alliance (TXSPA) is a collaborative group of Texas
school districts that share common concerns around student privacy. The goal of the TXSPA is to set standards of both
practice and expectations around student privacy such that all parties involved have a common understanding of
expectations. The Texas K-12 CTO Council is the organization that sponsors TXSPA and the TXSPA is the Texas
affiliate of the National Student Privacy Consortium.
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