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Date”) and is-entered into by and between:

This-Student-Data- “Privacy-Agreement-(“DPA” Hs entered intoron thedate of foll sxesution {the“Effattive """ (

[ ... RoseBudSchool District. ), lo¢ated.at f———224 School Rd Rose Bud, AR 72137 ]
Ifc'hé "Local Education Agency” or ”LEA") and [ Wingard Phatogfapﬁ% Inc ], located at
[ Gassville, AR ' - __I{the "Provnde ")

-WHEREAS, the Provider is providing educational or digital services to LEA.
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information
and other regulated data exchanged between them as reéquired by applicable laws and tegulations, such as the
Family Educational Rights and Privacy Act (”FERPA”) at20U.5.C. § 1232g (34 CFR Part.:99); the Children’s Online
Privacy Protection Act ("COPPA”) at1sUS.Co§ 6501 6506 (16 CFR Part 312), applicable state privacy laws and
regulations atid 3

WHEREAS, the Prov1c er and LEA desire to enter into this DPA for the purpose of establishing their
respective obhgat;ons and duties in order to comply with dpplicable laws and regulations.

NOW THEREFORE, forigood and valuable coﬁsiderati'on LEA and Provider agree as follows:

1. Adescription of the Servicesto be provided, thé categories of Student Data that may be provided by LEA
to Provider, ar d other information specific to this DPA are contained In the Standard Clauses hereto,

2 Sp_eciaJFrows ons. Check{fﬁeqmred

I:I If cheeked, the Suppfementa[ State Terms. and attached hereto as Exhibit “G”
dre hereby incorporated by reference into this DPA in thelr entirety.

I:' If checked, LEA and Ffovider agree to the additional terms or modifications

If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as
General Offer of Privacy Terms

3. Inthe event of a conflict between the SDPC Standard Clauses, the State or Special Provisions wifl controi.
In the event there Is conflict between the terms of the DPA and any othaf writing, including, but not
limited to the Service Agreemerit and Provider Tefms of Service or Privacy Policy the terms of this DPA
shall esnirol, |

4. This DPA shall stay In effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signad, | — ' C '

5. The services fo be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” [the
. "Sefvices”). . . o I .

6. Notices. All notices or other communicztion required or permitted to be given hereunider may be given
via e-mail transmission, or first-class majl, sent to the designated representatives below.
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The designated representative for the LEA for this DPA is:

- Name: Alidia Turley - —_~Title'Technology Director

}

Address: 124i{School Ad. Rose Bud, AR 72137

Phoner 501-556-5815 Ernail; aturley@rbsd.k12.ar.us

The designated representative for the Providgr for this DPA is:

Name: Allie Riddle Title: Office Manager

Address; Gassville, AR

Phone: 870-435-7427 Erail: Info@wingardphoto.com

iN WITNESS-WHEREGEF, LEA and Provider execute this DPA as of the Effective Date.

LEA [ Rose Bud School District 1
By! . ; Date: 12/12/2023
Printed Name: Alicia Turley Title/Position: Technology Director

Pravider [ Wingard Photography, Inc, 1

By: M& p\/\ﬁ{&é& Date: 12/12/2023

Printed Name: Allie Riddle __Title/Position: Office Manager
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STANDARD CLAUSES|

Version 1.0

e A

.ARTiELE- It PU’RPOSE AND SCOPE

Purpose ) =A The pUrpose of th:s DPA is to desenbe the dutles and responmbjlltles W protect Student
Data mcludmg tompliarice with-all apphcablefederai state, and lotal privacy laws, rules, and regutations,
all'as may be’ amended from tirie totime. In performmg these services, the Provider shall be considered
a Schoal Official with a legltlmate educational interest, and pérforming services otherwise provided by

the LEA, Provider shall be under the direct contrel and supervision of the LEA, with respect to its use of

Student Data ;

'Stuc_ient D’ata 'to Bé Provided. In order to perform the Services described above, LEA shall provide
Student D'ata as identified in the Schedule of Data, attached hereto as Exhibit “B".

DPA _D__efin"itlons The definition of térms usad In this DPA i¢ found in Exhibit “C”. Tn the event of aconflict,
definitions used in this DPA shall prevail over terms used Tn any other writing, including, but not limited
to the.Sei"vice Agreemeﬁt Terms of. Serv;ce  Privacy Policies etc.

ARTICLE 11 DATA".OWNERS_HI_P AND AUTHORIZED ACCESS
Student Bata Property of LEA. All S‘Eudent Data transmitted to the Provider pursuant to the Service

Agreement isiand will continue to’be the property of and under the control of the LEA, The Provider
further ecfcncwfedges and agrees that all copies -of such Student Data transmitted to the Provider,

. mcludmg anyimodlﬁcat lons or additions or .any portion thereof from any saurce, are subject to the

provisions of ’ﬁhls DPAimthe same manner as the original Studenit Data, The Parties agree that as between
them, all rights including all intellectual property fights in and fo ‘Student Data contemplated per the
Service Agreement shall remain the exclusive property of the LEA. For the purposes of FERPA, the
Pravider shall be considered a School Official, unider the contral and direction of the LEA as it pertains to
the use of Student Data, notwnthstarrdmg tha above.

Parent Access To the extent requlred by faw the LEA shall establish reasohable procedures by which a
parent, Tegal 1‘Fuerehan or eligible student may review Education Records and/or Student Data correct

" etrofteaus ind lormation, and procedures for the transfer of stidem-geherated content to a personal

ACCOUt, cenilstent with the functionality of services, Provider shalt respond i @ reasonably timely
manrer fand no latet than forty five (45) days from the date of the request of pursuant to the time frame
requirgd under state law for an LEA to respond to a parent ar student, whichever is sooner} to the LEA’s
rfequest for Student Datain a student’s records held by the Provider to view or correct as necessary. In
the event thaf aparentofa student or other individual contacts the Provider to review any of the Student
Data accessed pursuant to the Services, the Provider shall refer the parewt or individual to the LEA, who
will follow the necessary and propar procedures regarding the requested mformatlon

' Separate Acceunt [F Sthdant- Generated tontent is stored or mamtained bv the Provider, Providar shall,

at the requeft of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student-
Generatec_l Cantent to aseparate account created by the student.
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4.

" the Provider:

Law 'Enforce

g

ment Reduests. Should law enforcement or other government entities. (”Reques’cmg

Partylies)”} ¢

lawfully direg

Subprocessors

for the Provi
whereby the
of this DPA,

ontact Provider with a request for Student Data held by the Provider pursuant to thi Services,
ted by the Requesting Party not to inform the LEA of the request,
- Provider shall enter into written agreements with all Subprocessors performing functions

der in order for the Provider to provide the Services pursuant to the Service Agreement,
Subprocessors agree to protect Student Data in'a manner no less stringent than the terms

ARTICLE 11} DUTIES OF LEA

Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data fer the purposes of

obtaining the
regulations, 3

Annual Notif

Services In compliance with all applicable federal, state, and local privacy laws, rules, and
Il as miay be amendad from time to time.

ication of Rights. If the LEA has a policy of disclosing Education Records and/or Student

Data under FERPA (34 CFR § 99,31{2){1)), LEA shall include a specification of critefia for determining who

constitutes a
notification o

school official and what constitutes a legitimate educational interest in its annual

f rights.

Reasonable Precautions. LEA shall take reasonakle precautions to sectire usernames, passwords, and

ahy other me

'ans of gaining access to the services and hosted Student Data,

Unauthcnzeﬂ Access Notification. LEA shall notify Provider promptly of any known unauthorized access.

LEA will asmst Prowder in any efforts by Provider to investigate and respond to any unauthorized access.

Privacy Comj
regulations p

ARTICLE IV: DUTIES OF PROVIDER

pliance. The Provider shall comply with all applicahle federal, state, and local laws, rules, and
ertaining to Student Data privacy and security, all as may be amended from tire to time.

Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent unique

identifiers, s

hall be used for no purpose other than the Services outlined in Exhibit A or stated in the

Service Agreemem and/or otherwise authorized under the statutes referred to herein this DPA.

Provider Emplovee Oblizgaticn. Provider shall require all of Provider's empioyees and agents who have

access to Student ata to comply with all applicable provisions of this DPA with respect 1o the Student

Data shared!

under the Service Agreement. Provider agrees to require and maintain an appropriate

conﬁdentraiﬂiy agreement from each employee or agent with access o Student Data pursuant to the

Service-Agregment

shall notify.the LEA in advance of a compelled_disclosure. tothe Requesting. Party,-unless@

x

Na D‘i.sc!osur;é, Provider acknowledges and agrees that it shall not make any re-disclosure of any Student

Data orany
and/or pers¢

portion theraof, including without fimitation, user content or ather non-public information
nally identifiable information contained in the Student Data other than as directed or
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permitted b\ the LEA or th|s DPA Thls prohlblhon aganst disclosure shali hot appiv to aggregate

summaries. of De Identified mformatlon, Student Data disclosed pursuant to a lawfully issued subpoena
~_opotherlega] m‘o_c_é_ss, Ao subprocEssors performfng $érvices on behalf of the Providér pursiant to this - -

DPA. ,P'rovider will not Sell Studén‘t- Datd to any third party.

De !denttfled Data Provider agrees not ta attemptto re—]deritlfy de—ldentlfrec{ Student Data De-Identified
Data riay be used by the Provider for those purposes allowed under FERPA dnid the following purposes;
(1) assisting ﬁhe LEA or. other governmental agehcies in conducting research and other studies; and (2)
research dnd development of the Provider's educational sites, services, or apphcations, and te.
demonstratethe effectivenass of the Services; and (3} for- adaptwe learnirig purpose and for customized
student learning. Provider's use of De-Identifled Data shall survive termination of this DPA or any request
by LEA to retUrn or destroy. S’tudent Data. Except for Subprocessors, Provider agrees not to transfer de-
identified Student Data to any party unless (a) that party agrees in writing netto attempt re-identification,
anid {b) prior | krvrttten notice has been given to the LEA who has provided prior-written consent for such
transfer, Prldr to publishing any daciment that names the LEA explicitly or indirectly, the Provider shall
obtain the’ LEA‘s written approval of the manner in which de-identified data is presented.

. Disposition. OL Data. Upar: written request from the LEA, Pravider shall dispose of or provide a mechanism
for the LEA tq transfer Student Data obtained under the.Service Agreement within sixty {60} days of the
date of: sald Fequeat and accordmg to-a schedule and procédure as the Parties may reasonably agree.
Upon termm‘ Hon o this DPA, if no-writtén request from the LEA is received, Provider shalf dispose of all
Student Datalafter providing the LEA witfi reasonable ptior notice. The duty to dispase of Student Data
shall not extend to Student Data that had been De-ldentified or placed in a separate student account
pursuant to sectlon l13. The LEA r rmay employ a “Directive for Disposition of Data” form, a eopy of which
is attached hereto as Exhibit “D”, If the LEA and Provider employ Exhibit “D,” no further written request
ornatice is requlred on'the part of either party prior to the disposition of Student Data described in Exhibit
I{D H

Advertlsmg leltatlons Provider is prOhlbltEd from using, disclosing, or selling Student Data to (a) inform,
influence, or ena«ble Targeted Advertising: or {b) develop.a profile of & student, family member/guardian
or group, fora ny purpose other than providing the Setvice to-LEA, This section does not prohibit Provider
frop Usifig: St dent Data (i} for adaptive learriing or customized student feaming (including generating
personalized | earmrrg recommendationis); or {ii) to make product recommendations to teachers or LEA
employees; of {iii) to notify account holders about new education product updates, features, or services
or from ethen_'mse using Student Data as permitted in this DPA and its aceompanying exhibits

ARTICLE_V; DATA PROVISIONS

Data Storage Where required. by apphcabie fevir, Stlidént Data shiall be stored within the United States,
Upoir. request m‘ the LEA, Provider W%ﬂ provide a hst of the locations where Student Data js storad.

‘Audlts..bm_m ma-than-ancemﬂ-yeaﬁ»er—fauowmg dnauthorized-accessrupon-recelptof-g-written-request

from the LEA; with at least ten (10} business days’ notice dnd upon the execution of an appropriate
'conﬁd‘entla' ity agreemenl the Provider will allovicthe LEA to auditthe security and privacy measures that
Aré in place’ _cf,ensure protection of:Student Data o any portion thereof as it pertains to the delivery of
setvices.to the LEA : The Pravider will cooperate réasonably with the LEA and any lacal, state, or federal
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.. facilities, staf

further detail

agency.with 6
and/or delive

of Services to

Data Security
to protect S
maodification,
implement ar
set forth set
Framework re

Framework i
information o

Data Breach.
compromises
Provider shal

versight authority or jurisdiction in connection with any audit or investigation of the Provider
ry of Services to students and/or LEA, and shall provide reasonable access to the Provider’s

the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA.

. The Provider agrees to utilize administrative, physical, and technical safeguards designed
tudent Datz from unauthorized .access, disclosure, acquisition, destruction, use, or
The Provider shall adhere to any applicable law relating to data security. The provider shall
adequate Cybersecurity Framework based on one of the natlonally recognized standards

forth in Exhibit “F”. Exclusions, variations, or exemiptions fo the |dentified Cybersecurity

ust be detalled in an attachment to Exhibit “H”. Additionally, Provider may choose to
its security programs and measures that augment or are in addition to the Cybersecurity

n Exhibit “F”. Provider shall provide, in the Standard Schedule to the DPA, contact

f an employee who LEA may contact if there are any data security concerns or questions.

In the event of an unauthorizad release, disclosure or acquisition of Student Data that
the security, confidentiality or integrity of the Student Data maintained by the Provider the
provide hotification to LEA within seventy-two {72) hours of confirmation of the incident,

unless natification within this time limit would disrupt investigation of the incident by law enforcement.
In such an event, notification shall be made within a reasonable time after the incident. Provider shalt

follow the fol

{1) The §

OWing process:

ecurity breach notification described above shall include, at a minimum, the following

Information to the extent known by the Provider and as it becormes available:

The name and contact information of the regorting LEA subject to this section.

A list of the types of personal Information that were or are reasonably believed to have
been the subject of a breach.

If the information is possible to determine at the time the notice is provided, then either
{1} the date of the breach, {2] the estimated date of the breach, or {3) the date range
within which the breach accurred. The notification shall also include the date of the
notice.

Whether the notification was delayed as a result of a law enforcement investigation, f
that information is possible to determine at the time the notice is provided; and

A genera! description of the breach incident, if that Information is possible to determine
at thetime the notice is provided.

{2) Provider agrees to adhere to alt faderal and state requirements with respect {0 a datz breach
related to the Student Data, including, when appropriate or required, the required-responsibilities

andfb

rocedures for notification and mitigation of any such data breach.

(3} Provider further acknowledges and agrees to have a written incident response plan that reflects
best bractices and is consistant with industry standards and federal and state law for responding

, agentsand LEA’s Student Data and all records pertaining to the Provider, LEA and delivery’

to a data bireach, breach of security, privacy incident or unautherized acquisition or use of Student
Dataor any portion thereof, including personally identifiable information and agrees to provide
LEA, Lpon reguest, with a summary of sald writien incident response plan,
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{4) LEA uhall prowde hotice and facts surrOunding the breach to the aﬁected stuclents parenis or

.

e event of a breach orlgma’fmg from LEA's use of the Service, Provider shall cooperate With

LEA to the extent necessary to expedlilous!y secure Student Data:

meder may, by s:gr

as Exhl_blt “E"), be hq
The form is limited by

1. Termmahon
cotisentso lo
this DPA and‘

2. Effect of Terr

ARTICLE; VI; GENERAL OFFER OF TERMS

ing the attached form of “General Offer of Privacy Terms” (GEneraI Offer, attached hereto
und by the terms of Exhibit “E” to any other LEA who signs the accéptance on said Exhibit.
the terms arid condxtzons described thereln

ARTICLE VI MISCELLANEOUS
ln the eventthat e;ther Party seeks to terminate this DPA, they may do so by mutual written
ng as’ the Service Agragmatit has lapsed orhas been terminated. Either party may terminate

any serwe:e agreemem: or contract if the other party breaches any terms of this DPA.

ninafion Sutvival. If the Service Agreement Is terminated, the Provider shall destroy all of

LEA‘SV':StL{d.e,nt Data pursuant to Article IV, section 6. _

3. Priority of A

reements This DPA shall gavern the treatment of Student Data in order to comply with the

privacy prote
DPA. In the e
Sérvi'ce, Priva
shall apply an

ctlons ineliding those found in FERPA and all applicable privacy statytes Identified in this
vent there is conflict between the terms of the DPA and the Service Agreement, Terms of
cy Policies, or w;th any other bid/RFP, license agreement, or writing; the terms of this DPA
d take precedeiice. inthe event of a conflict between Exhibit H, the'SDPC Standard Clauses,

and/orthe Su pplemental State Terms, Exhibit-H wiil control, followed by the Supplemental State Terms.
Except as descrzbed in this paragraph herein, all other provisions of the Service Agreement shall remain

in effect.

4. Entire Agreer

nent Thls DPA and the Service Agreement constitute the entire agrecment of the Parties

relating to tke subjee:t matter hefeof and supersedes all priof communications, representations, or

agreeinents, -

Ural or written, by the Parties relating thereto. This DPA ‘may be amended and the

observance ‘of : any provision of this DPA inay be waived {either generaliy or in any particular instaace and

either retmact[vefv or prospectzve!y) only with the signed written consent of kioth Parties. Neither failure

nor deldy gn

1e part of any Party in exercising any right, power, of privilege heteutider shali opérate as a
I rlght her shiall any smgle or partial exercise of any such right, power, or privilege preclude

any further e)éemse thereof orthe exe reise of any other right, power, or privilege.
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Severabili}g_, Any pmvis’ipn,of this DPA that is prohibited or uhenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating

the remaining provisiohs of this DPA, and any such prohibition or unenforceability in any jurisdiction shall -

not invalidaté or render unenforceable such provision in any other jurisdiction. Notwithstanding the
foregoing, if slch provision couid be more narrowly drawn so as not to be prohibited or Unenforceable in
such. jurisdiction while, at the same time, maintaining the Intent of the Parties, it shall, as to such
Jurisdiction, be so narrowly drawn withaut invalidating the remaining provisions of this DPA or affecting
the validity oi enforceability of such provision in any cother jurisdiction,

Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED |N
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TOTHIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

Successors Bégn_d: This DPA is and shall be binding upon the respective successors in interest to Provider
in the event of @ merger, acquisition, consolidaticn or other business reorganization or sale of al] or
substantially all of the assets of such business In the event that the Provider sells, merges, or otherwise
disposes of EtS business to a successor during the term of this DPA, the Provider shall provide written
notice to ‘chtagi LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Suth
hotice shall in?ci ude 2 wrlten, signed assurance that the successor will assume the obligations of the DPA
and any obligations with respact to Student Data within the Service Agreement. The LEA has the authority
to terminate the DPA if it disapproves of the successor to whom the Provider is selling, merging, or
otherwise disposing of its business.

Authority. Each party represents that it is authorized to bind to the terms of this BPA, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all relsted or
assoclated institutions, individuals, employees or contractors who may have access to the Student Data

and/or any partion thereof,

Waiver. No delay or omission by either party to exercise any right hereunder shall be construed as a
waiver of any:such right and both parties reserve the right to exercise any such right from time to time,
as often as may be deemed expedient.
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 EXHIBIT“A”
DESCRIPTION OF SERVICES
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Meta Datd

Application Technology | |p addresses of users, Use of caokies, etc.

EXHIBIT “B”
~ SCHEDULE.OF DATA

Other application technology meta data-Please spetify:

Application Use Staf

istics | Meta data on user interaction with application

Assessment Standardized test scores
Observation data
Other assessment data-Please sbecify:
]
Attendance Student schoo! (daily) attendance data id
Student class attendance data
Communications Online communications captured {(emalls, blog entries)
Conduct Cenduct or behaviora! data

Demographics

Date of Birth

Place of Birth

Gender

Ethnicity or race

Language information (native, or primary language spoken by
student)

Other demographic information-Please specify:

Enrallment

Student school enrollment

Student grade level

- Hemerdom

Guidance counselor

Year of graduation

- Other enrollment information-Please specify:

information

Parent/Guardian Contact | Address

Email

vl

Page 11 of 20



Parent/Guardian ID o

Parent ID number{created tb I nk parehts to students]A ‘

Parent/Guardlan Na ime

Firstdand/or Last

Schedule

Student Schedu!ed courses

Teacher hames

Special Indicator

| English IanguageIearnermformat:on

- Low income status

Medical alerts/ health-data

Student disability information

Specialized education services {1EP or 504)

Li-'vihg situatlonfs (homeless/foster f_Eare)

- Other Indicatof information-Please specify:

Student Contast

> ) | Address
Informatfon — |
: Email
Phone - _
Student Identifiers Local (Schaol district) ID number

State ID nur'n.ber

Provider/App assigned student [D number

Student app username.

Stude’ht app-passwords

Student Name

First. and[cr Last

v
Student In App Program/apphcatlon performa nce (typing program-student -
Perfermance types 60 wpm, reading program- -student reads below grade :I
‘ | level} - : - ' :
S_tudent Program Academic.or extracurricular activities a sfudent may belong to D
- Membership or participate i o
? iz‘;izr;izgwey Stu:deat'réspﬁﬁses' to.‘su,n;e,\?_‘s;,ar cj}uestif}hﬁairés ’ ' D
 Student work Student ,_’generatéti c_bnf‘eht;_ writing, pictures, ete. '
Other student work-dats -Please specify: B —
Transcripy -S't_'ud_ent cn-u%se{ gr_éude,s.

Student course data
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_ cores

-Other transcript data - Please specify;

Transportation

| Student bus assignment

Student pick u_pr and/or drop off location

Student bus card 1D number

Other transpertation data — Plegse specify:

Other Please [ist each additional data element used, stored, or
collected by your application:
Nane No Student Dzata collected at this time, Provider will

immediately notify LEA if this designation is no longer
applicable.

[]

|
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EXHIBIT “C”
_DERINITIONS

e AT = X 0 bR AT

Originating LEA: An LE

content.

De-ldentified Data and De- l‘déhﬁficaﬁbh' Records -ahd information are considered to be de-identified when all
personally identifiable information has been removed or obscured, such that the remaining information doas riot

reasonably identify

a specific individual, mcludmg, but fot imited to, any tnformation that, alone or ifi

combination i linkable to & specific ‘student afid provided that the educational agency, or other party, his fridde
a reasonable determipation that a sfudent’s ldentlty is not personaliy identlflable, faking into actount reasonable

available i_nformation :

Educational Records: Educatlonal Records are records, fi les, documents and other materlals directly related toa
student and m‘aint'_amed by the schiool or local education agency, or by a persen acting for such school or locat

education agency, in

tluding but not limited to, records encompassing all the material kept in the student’s

cumulative folder; such as general identifying data, records of attendance and of academic work completed,
records of achievement, and results of evaluative tests, health data, disciplinary status, test protocols and
individualized educatlan progratns.

Metadata; means i_nfc:

Himited to; date and i
indirect id'entiﬂer's-are"

actual knowledge that

rmation that provides meaning and context to other data being collected; including, but nat
ime records and purpose of creation Metadata that have beeh strippéd of all direct and
rot-considered Perso’na[[y tderitifiable Infarfiation.

the 5[te service, or apphcatlon is usecf For K~12 school purposes Any ent;ty that operates

an internet website, ohline service, online application, or mobile dpplication that has entered into a signed, written
agreement with an LEA to provide @ service to that LEA shall be conisidered an “operator” for the purposes of this
section. I

A who originally exetutes the DPA i its eritirety with the Provider.

Provider: For purposes of the DPA, the.term :"P'rovi'd'e ¢’ means provider of digital educational software or services,

including cloud-based
the term “Provider” i

services, for the digital storage, management, and retrieval of Student Data. Within the DPA

cludes the term "Third Party” and the térm “Operfator” as tsed in applicable state statutes.

Student Generated Content The term student -generated content” means materials or content created by a

student in the services including, butnot I|m|ted to, essays; research reports, portfolios, creative writing, music or
other audio files, ph Jtographs; videos, and account Infornration that enables ongcﬁng ownership of student

that: (1) Performs an|

School Official: For the purposes of this DPA and pursuarit to 34 CFR § 99.31(b), a School Official Is a contractor

institutional-service or furction for which the ageney ar institution would otherwise use

employees; {2} Is undér the direct control of the agency or Institution with respect to the use and maintenance of

Student Data ihcludid
disclosure of parsonal

g Education Records; and (3} Is subject to 34 CFR § 99.33(a) governing the use and fe-

Stiident Data; Studer

[y identifiahle information from Education Records.

-se-rvicéAgré.ement: Référs ta the:Cor_xt-ré ct, Purchase Order or Térmsof'SerViée-‘ét Termis of Use.

t Data mclud’es any data, whether gathered by Provider or prowded by LEA Dr its users,

students, or student; parents/guardlans that is descriptive of the student including, but fiot limited to,
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infor'f_'mati'on in the student’s educational record or emall, first and last name, birthdate, hoime or-other physicai:
addr‘e?s_, telephone number, email address; or other information allowing physical of online contact, discipfing
" records; videos, test '}e,su'lts; spectal education datd, juvenile depéndency records; grades; avaliations, criminal o

records, medical records, health records, social securify numbers, biometric information, disabillties, |
sacioeconomic 'i_rifOrnJgatTon, individual purchasing behavior or preferences, food purchases; political affiliations, |
religious informati_o'n'j' text massages, documents, student identifiers, search activity, photos, voice recordings, \
geolocation Information, parents’ names, or any other information or identification number that would provide - 1
infarmation about a spectific student. Student Data includes Meta Data. Student Data further includes “personally ]
identifiable information {P1l),” as defined in 34 C.F.R. § 99.3 and as defined under any applicable state law. Student ‘
Data shall constitute Fducation Records for the purposes of this DPA, and fof the purposes of federal, stats, ahd ~
local laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be colfected or processed by

the Provider pursuant to the Services, Student Data shall not constitute that information that has bean
anonymized or de-identified, or anonymous usage data regarding a student’s use of Provider’s services.

Subprocessor; For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the
“Subcontractor”) means a party other than LEA or Provider, who Providet uses for data collection, analytics,
storage, or other service to operate and/or improve its service, ahid who has access to Student Data.

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the Provider's
General Offer of Privacy Terms.

Targeted Advertising! means presenting an advertisement to a student where the selection of the advertisefent
is based on Student Data or inferred qver time from the usage of the operator's Internet web site, online service
or mobile application by such student o the retention of such student's online activities or requests over time for
the purpose of targeting subsequent advertisements. "Targeted advertising” does not include any advertising te
a student on an Interret web site based on the content of the web page orin response to a student's response or

reguest for Informaticn or feedback,

Third Party: The term “Third Party” means a provider of digital educational software or services, including cloud-
based services, for the digital storage, management, and retrieval of Education Records and/or Student Data, as
that term is used in sdme state statutes, However, forthe purpose of this DPA, the term “Third Party” whan used
to indicate the provider of digital educational software or services is replaced by the term "Provider.”
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o - EXHIBIT “D”
' D.IREC—TNE--FOR DISPO’S_I_TION OF DATA

Rose Bud School I:)istrrct Prowderto d ispose of data obtained by | Pruwder pursuant.to the terms of the
Sarvice Agreement | betwaen LEA and Prowder Thie terms of the Dispasition are set forth belc:w

1. Extent of Dlsposmon
Disposition is partla] The categorxes of data to be dlsposed of areset forth below or.are
found- |}1 ah attach ment o th|s Dlrectlve

DIsposPcloh is Complete Dlsposrt{on extends to all categorles of data
2. Nature of DiSQOSIt]G : '
D:sposﬂ:ton shall be. by destructmn ot deletion of data.

Drsposn’tlon shall be by a transfer of data. The data shall be transferred
1:0 the' #ollowmg site as follows :

3. Schedule efﬁ'Di-spos;t:on o
Data shall be disposed of by the following date
_ As sooN a3 cortimercially practicable.

ZD'BV;_”_

4. Sighature

_ N | , 12/12/2023 .
Authorized Representative of LEA . Date
5. ¥erifjcation of Dispr_isition of Data
Authorized Representative of Campany Date
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS i
1. Offer of Terms '
Provider offers the same privacy protections found in this DPA between it and Rose Bud School District
(“Originating LEA"} which is dated _12/12/2023 to any other LFA ("Subscribing LEA”) who accepts this General
Offer of Privacy Temi}s (“General Offer”) through its signature below. This General Offer shall extend only to
privacy protections, and Provider's signature shall not hecessarily bind Provider to other terms, such as. price,
term, or schedule of services, or to any other provision not addressed in this DPA. The Provider and the.
Subscribing LEA mayé also agree to change the data provided by Subscribing LEA to the Provider to suit the
unique needs of the Subscribing LEA. The Provider may withdraw the General Offer ifi the event of: (1) a
material change in thje applicable privacy statues; (2) a material change in the services and products listed in the
originating Service Adreement; or three (3} years after the date of Provider’s signature to this Form. Subscribing
LEAs should send the Signed Exhibit "E" to Provider at the following email address:

infe@wingardphoto.dom

Wingard Photography, Inc.

BY: /Eﬂ ,( LD ,{;ﬁ%‘\ Date: _ 12/12/2023

Printed Name: Allie Riddle Title/Position: Office Manager

2. Subscribing LEA
A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the Rose Bud School District and the Provider.
#£PRIOR TO ITS EFFECTIVEMNESS, SUBSCRIBING LEA MUST DELIVER

l"‘[(.'J‘TIC.'E= OF ACCEPTANCE TO PROVIDER PURSUANT TO ARTICLE VI, SECTION 5, **

BY: Date: 12/12/2023

Printed Name: Title/Position:

SCHOOL DISTRICT NAME:

 DESIGNATED REPRESENTATIVE OF LEA:

Naime:

Tt
t

FANIS

Address:

Telephone Number:

Erail:

Copyright @ 2020 Access 4 Leurning (Adt) Cornmuriity. All rights reserved. Page 17 of 20
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2f24/2020

EXHIBIT “¢” | €
. DATA'SECURITY REQUIREMENTS

‘.ecuuty Framieworks

The Educa’c_icin Se(’:urlty and anacy Exchange (”Edspex”] Wof*ks in partnership-with the Student Data Prwacy

Consortium and indu

stry leaders to maintain & Iist of known and credible cybersecurity framewaorks Which can

protect digital learnidg ecosysterms chosen based on a set of guiding cybersecunty priniciples® (”vaersecurlty

Frameworks”) that m

Cybérsecurity Frameu orks

ay be utilized by Prowder : _ E

\iiNG ORGANIZATI ON/ GROUP FRAMEWORK(S)

MAINTAI
:‘: National _l_nstttute a.f.St‘anda_rds and NIST Cybersecurity Framework Version 1,1
- Technology '
| National fstitute of Standards "cjnd NIST SP 800-53, Eybersecurity Framework for
:l | Technology - o Improving Critical Infrastructure Cybegsecurity
{CSF), Special Pubhcatlon 800—171.
fnternatianal Standards Organization Eﬁnfor,ma%i()ﬂ'feth-h.c'ilo-gy ~ Security techniques
I’_ ' | — Information security management systems
(ISC 27000 series) {
D "Sgc;ijre_ Cantrols Eramework Co‘ufncil,. LLC Security Controls Framework (SCF)
[ ]| center for internet Securtty CIS Critical Security Controls (CSC, CIS Tap 20)
l:l Office fof the Under Secretary of Defense for | Cybersecurity Maturity Model Certification
| Ac.quisittc

nand Sustaiment {OUSD(A&S)} (CMMC, ~FAR/DFAR}

Please visit http./fwwy

*Cybersec

w.edspex.org for Further details about the noted frameworks.
urity Principles used to chobse the Cybersecurity Frameworks are located here

¢
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EXHIBIT “G6”
Supplemental SDPC State Terms for Arka nsas
Verslon |

Service providers must camply with Arkansas Act 754 of 2023 Student Data Vendor Security Act.

Service providers must comply with Arkansas Act'1196 of 2015 Studenit Online Persoral Information

Protection Act.

- e P 2 B A Ans ¢ -
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EXHIBIT “H”
Addltnonal Terms ar Modlflcatlons
) Vers:on

LEA and Provider ag'rée;{o the following add_ition‘al terms and medifications:

This is a free text ﬁe!d thatthe partles.can use to add or modify terms in or to the DPA. If there are no additional
or modified terms, thns f“eld should read “None -

© 2021 Access 4 Learn g (A 41.) Gomraunity, All Rights Ressivad,
Thig document may ohty be used by AdL Commumty members. and may not: he. altered i any substantive manrief:




