Montana Data Privacy Agreement For use with vendors providing student record
managamant services and online applications utilized to deliver services to students.

I. PARTIES:

The parties to this Agreement are the Billings Public School District

(hereinafter “District’) and_WIUTEREADEL (hereinafter “Contractor” or

“Contractor”).

Il. PURPOSE:

District retains Contractor to provide the following services on behalf of the
District: Provide technology services, including cloud-based services, for the
digital storage, management, and retrieval of pupil records: provide digital
educational software that authorizes a third-party provider of digital educational
software to access, store, and use pupil records in accordance with the provisions
of this contract. Contractor shall be free from control and direction aver the
performance of the senvices, both under this Agreement and in fact. Except as
limited herein, Contractor shall have and exercise full professional discretion as to
the details of performance.

lll. TERM OF AGREEMENT, NO GUARANTEE OF WORK, NON-

EXCLUSIVITY: This Agreement shall begin on the date of signature and shall
run for_>) years and shall expire on_ (0T, (] . 2017 unless
terminated earlier by mutual agreement of the parties. This Agreement shall
not be construed as any guarantee of work or assignments to Contractor.
Contractor shall be contacted on an “as-needed” basis by District, with no
obligation by District to use Contractor for any specified number of projects.
Contractor shall have no expectation of renewal of this Agreement and shall
not be entitled to continue to contract with or perform services for the District
beyond the expiration of this Agreement. This Agreement is non-exclusive,
meaning that both Contractor and District may contract with any other party
for the procurement or provision of investigative services without interference.




IV. DEFINITIONS:

“Data” include all Personally Identifiable Information ("FII") and other non-
public information including protected information as defined by Montana law.
Data include, but are not limited to, student data, metadata, and user content.

Protected information may be created or provided by a pupil, or the pupil's
parent or legal guardian, to an operator in the course of the pupil's, parent’s,
or legal guardian's use of the operator's K-12 online application or created or
provided by an employee or agent of a school district to an operator in the
course of the employee's or agent's use of the operators K-12 online
application; or gathered by an operator through the operator's K-12 online
application. The term “protected information” includes but is not limited to:
(i) information in the pupil's educational record or e-mail messages;

(i)  first and last name, home address, telephone number, e-mail
address, or other information that allows physical or online contact;

(iiy  discipline records, test results, special education data,
juvenile dependency records, grades, or evaluations;

(iv) criminal, medical, or health records;
(v) social security number;

{vi) biometric information;

(vii) disability;

(wiil) socioeconomic information,

(ix) food purchases,

(x) political affiliation;

(xi) religious information; or

(xii) text messages, documents, pupil identifiers, search activity, photes,
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